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[bookmark: _Toc900294043]1.Introduction
Modern organisations depend on secure and reliable network systems to support communication, user authentication, and the delivery of digital services across different locations. A well-designed network infrastructure allows organisations to manage users, devices, and resources efficiently while maintaining strong security controls. Windows Server provides several integrated tools that help administrators manage enterprise networks, including services for routing, directory management, virtual private networks (VPN), DNS, DHCP, and web hosting [1].
This project focuses on building a multi-site Windows Server infrastructure that connects two networks located in Birmingham and London. To achieve this, several important Windows Server technologies were configured, including Routing and Remote Access Service (RRAS), Active Directory Domain Services (AD DS), Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), Site-to-Site VPN, Remote Desktop Services (RDS), and Internet Information Services (IIS). These services allow organisations to manage network communication, provide secure access to resources, and ensure reliable connectivity between different locations [2].
The main goal of this project was to create a secure domain environment, establish network communication between Birmingham and London using a Site-to-Site VPN, and manage users efficiently using PowerShell automation. In addition, network services such as DNS and DHCP were configured to ensure proper device communication and automatic IP address allocation. Web services and remote access were also implemented to provide authenticated users with secure access to network resources.
This report explains the configuration steps used to implement each service, the testing procedures carried out to verify connectivity, and the troubleshooting methods applied to resolve any issues. The result is a fully operational network infrastructure where both Birmingham and London networks communicate securely and efficiently.
[bookmark: _Toc543927630]2. Routing Configuration
Routing is the process that allows data packets to travel between different networks. In this project, routing was configured so that the Birmingham network and the London network could communicate with each other. Windows Server provides a feature called Routing and Remote Access Service (RRAS) that allows a server to act as a router between networks [1].

[bookmark: _Toc1928170501]2.1 Routing in Birmingham Network
In the Birmingham network, Routing and Remote Access Service (RRAS) was installed and configured. RRAS allows a Windows Server to route traffic between multiple network interfaces and provide network connectivity between different subnets.
First, the Remote Access role was installed using Server Manager. After the installation, the Routing and Remote Access console was opened and configured using the Custom Configuration option. The LAN routing option was selected so the server could forward packets between networks.
In addition to configuring RRAS, the Windows Firewall rules were modified to allow ICMP traffic. ICMP is used by tools such as ping to test connectivity between devices. By enabling ICMP echo requests, administrators can verify whether devices in Birmingham and London can successfully communicate with each other [2].
After enabling the firewall rule, connectivity tests using the ping command were successful.
Figure1: installation Remote Access Role in Server Manager 
[image: ]This screenshot shows the installation of the remote access role using the Add Roles and Features Wizards in server Manager.



Figure2: selecting Direct Access and VPN (RAS) role services 
[image: ]This screenshot shows the selection of DirectAccess and VPN (RAS) services which enable routing and VPN functionality in Windows Server.
Figure 3: Remote Access role installation completed 
[image: ]This screenshot confirms that the Remote Access role and related management tools have been successfully installed.




Figure:4 Routing and remote Access 
[image: ]This screenshot shows the windows defender firewall with advanced security interface specially highlighting an enabled inbound rule for routing and remote access to allows VPN networks traffic.
[bookmark: _Toc2034002093]2.2 Routing in London Network
In the London network, persistent IP forwarding was configured to allow the server to route packets between network interfaces.
IP forwarding enables a system to act as a router by forwarding packets received on one interface to another interface [3]. The configuration was performed using the Windows registry and command line:
netsh interface ipv4 set interface "Ethernet" forwarding=enabled

Additionally, persistent routes were added to ensure routing configurations remain active even after system reboots.
Persistent routes ensure that routing entries remain in the system routing table permanently [3].
The command used:
route -p add [network] mask [subnet] [gateway]

This allowed the London network to successfully route traffic toward Birmingham.
Figure:5 Enabling IP forwarding 
[image: ]This screenshot shows the Routing and remote Access server setup Wizard completion, confirming that LAN routing is enabled to allow packet forwarding between network interfaces. 













Figure: 5 ,6 ,7 IP forwarding configuration
[image: ]
[image: ]
[image: ]This screenshot displays the Debian server terminal interface within a virtual machine, used for configuring and verifying the system routing table and persistent IP forwarding settings.
[bookmark: _Toc94025942]3. Domain Server Configuration (Birmingham)
Active Directory Domain Services (AD DS) were installed to create a centralised authentication and management system.
[bookmark: _Toc1893220774]3.1 Forest Creation
A new Active Directory forest was created using the domain name:
yourname.acca
For example:
Assiata.acca

Active Directory forests represent the highest logical structure in AD DS and allow organisations to manage users, computers, and services centrally [4].
The configuration included:
· Installing Active Directory Domain Services
· Promoting the server to Domain Controller
· Creating the new forest
· Setting a Directory Services Restore Mode (DSRM) password
Additionally, strong password policies were configured to enhance security.
Figure 8: Configuration of a static Route via Command Prompt
[image: ]The screenshot shows a windows server administrator command prompt where user added static route using the route-p add command to configure network traffic via a specific gateway.
Figure 9: Active Directory Domain Services Deployment configuration 
[image: ]This screenshot shows the Active Directory Domain Services Configuration Wizard on a Windows Server. Specifically, it displays the Deployment Configuration page where the administrator has selected the option to "Add a new forest" and is specifying the root domain name for the new network infrastructure
[bookmark: _Toc991537162]3.2 DNS A Records
DNS is responsible for translating domain names into IP addresses [5].
Records were created for all servers in both Birmingham and London networks.
Examples include:
Figure 10: Creating DNS A record for Birmingham domain Controller B-DC
[image: ]This screenshot shows the creation of a new DNS host (A) record for the Birmingham Domain Controller (B-DC) in the Forward Lookup Zone. The hostname b-dc is mapped to the IP address 172.16.1.1, allowing other systems in the network to locate the domain controller using the domain name instead of the IP address.







Figure11: Creating A record for London Server L-CD 
[image: ]This screenshot shows the configuration of a DNS host (A) record for the London server (L-CD). The hostname L-CD is associated with the IP address 172.16.2.1, enabling devices in both Birmingham and London networks to resolve the Server name through DNS.
Figure 12:  Creating DNS A record for web Server (web)
[image: ]This screenshot shows the creation of a DNS host record for the web server. The hostname webs are mapped to the IP address 172.16.1.1, which allows users in the domain to access the internal website using the domain name webs.assiata.acca.
[image: ]RDS
[image: ]These records ensure that devices can locate services by hostname instead of IP address.





Figure: 15 Windows DNS Manager console forward lookup Zone Configuration
[image: ]This screenshot shows the Windows DNS Manager console displaying the Forward Lookup Zone for Assiata.acca. It details various resource records, including Host (A) and SOA, mapping server names like b-dc and webs to specific IP addresses for network resolution.
Figure: 16 Add role and feature
[image: ]The screenshot shows the Add Roles and Features Wizard in Windows Server Manager, where Active Directory Domain Services and DNS Server are selected to configure the server as a Domain Controller.
[bookmark: _Toc22649839]3.3 Reverse Lookup Zone
Reverse lookup zones allow DNS to translate IP addresses back into hostnames using PTR records.
This is important for:
· network troubleshooting
· logging
· security monitoring
A reverse lookup zone was created for the subnet and PTR records were added for all servers.
Figure17: Creating Reverse Lookup Zone
[image: ]
This screenshot shows the creation of reverse lookup zone used to resolve IP address back to hostnames
[image: ]This screenshot shows the creation of a Reverse Lookup zone used to resolve IP addresses back to hostnames.
Figure18: PTR records created in Reverse Lookup Zone
[image: ]This screenshot shows the new Zone Wizard on Windows Server where the administrator is configuring and IPv4 Reverse Lookup Zone to map IP address to domain names via PTR records.
[image: ]This screenshot shows PTR records that map IP address to corresponding hostnames.
[image: ]
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Figure19: Reverse lookup Zone Showing PTR Records in DNS Manager
[image: ]This screenshot shows a DNS resolution test performed using the nslookup command in the Windows Command Prompt. The command nslookup b-dc.assiata.acca was executed to verify that the Domain Name System (DNS) server correctly resolves the hostname to its corresponding IP address. The result shows that the hostname b-dc.assiata.acca successfully resolves to the IP address 172.16.1.1, confirming that the DNS A record configuration is working correctly within the domain network.
[bookmark: _Toc33895694]4. Site-to-Site VPN Configuration
A Site-to-Site VPN was configured between Birmingham and London networks to create a secure communication channel.
A VPN uses encryption protocols such as IPSec and IKE (Internet Key Exchange) to protect data transmitted across public networks [5].
Configuration steps included:
1. Opening RRAS console
2. Creating a Demand-Dial Interface
3. Selecting Site-to-Site VPN
4. Configuring the remote gateway IP
5. Configuring authentication credentials
6. Enabling IKE encryption
The VPN connection was configured to remain persistent so that the networks remain connected continuously.
Once configured, both networks were able to communicate securely across the VPN tunnel.
Figure20: installation for site-to-site VPN Configuration
[image: ]This screenshot shows a DNS resolution test performed using the nslookup command in the Windows Command Prompt. The command nslookup b-dc.assiata.acca was executed to verify that the Domain Name System (DNS) server correctly resolves the hostname to its corresponding IP address. The result shows that the hostname b-dc.assiata.acca successfully resolves to the IP address 172.16.1.1, confirming that the DNS A record configuration is working correctly within the domain network.









Figure 21: DNS Name Resolution Test using NSLOOKUP
[image: ]This screenshot illustrates a DNS name resolution test performed on a Windows Server using the Command Prompt. The administrator has executed the nslookup command to verify that the server can correctly resolve a domain name to its corresponding IP address. The output confirms a successful resolution, showing the specific hostname and the associated IP address (172.16.1.1), which demonstrates that the DNS services are configured and functioning correctly within the network.
Figure 22:  VPN connection successfully established 
[image: ]This screenshot shows a Linux terminal confirming a successful VPN connection. The command-line output verifies that the encrypted tunnel is active, ensuring secure network communication and remote access to the infrastructure.
[image: ]This screenshot confirms that the VPN tunnel between Birmingham and London is active.
[bookmark: _Toc1223796454]5. User Account Creation.
User accounts were created for the assiata.acca domain using PowerShell automation.
Instead of manually creating users in Active Directory Users and Computers, bulk creation was implemented using data from the users_list_updated.xlsx file.
PowerShell is commonly used for administrative automation in enterprise environments because it improves efficiency and reduces human error [6].
The Excel file was converted into a CSV file and imported using the following script:
[image: ]


[image: ]

[bookmark: _Toc1891966456]6. Domain Membership
The following computers were joined to the domain:

· L-CD
· ClientS1
· ClientL1
Joining systems to the domain allows them to authenticate users through Active Directory and access shared network resources.
The process included:
1. Opening System Properties
2. Selecting Change Settings
3. Entering the domain name
4. Providing domain administrator credentials
After joining the domain, systems were restarted and verified within Active Directory Computers container.

[image: ]
[bookmark: _Toc1222794944]7. DHCP Server Configuration
Dynamic Host Configuration Protocol (DHCP) automatically assigns IP addresses to devices within the network [5].

[bookmark: _Toc489508623]7.1 DHCP Scope Creation

The B-DC server was configured as the DHCP server.
A DHCP scope was created with the range:
172.16 .1.1.20

DHCP options included:
· Default Gateway
· DNS Server
· Domain Name
Lease duration was configured to control how long clients retain IP addresses.
 DHCP scope configuration
[image: ]
[bookmark: _Toc1915047081]7.2 DHCP Relay Configuration
Because clients in London are in a different subnet, L-CD was configured as a DHCP Relay Agent.
This allows DHCP requests from London clients to be forwarded to the DHCP server in Birmingham.
: DHCP relay agent configuration
[image: ]
[bookmark: _Toc323452230]7.3 Automatic IP Allocation
Client machines were configured to obtain IP addresses automatically.
Verification commands used:
ipconfig /release
ipconfig /renew
Clients successfully received IP addresses from the Birmingham DHCP server.
Client receiving DHCP IP address
[bookmark: _Toc1112486847]8. Network Testing and Troubleshooting
After configuration, the network was tested to verify connectivity and service functionality.
Testing tools included:


· Ping – to test connectivity
· nslookup – to test DNS resolution
· ipconfig – to verify IP configuration
· tracert – to verify routing paths
Tests confirmed that:
· Birmingham and London networks could communicate
· DNS name resolution worked correctly
· DHCP assigned addresses automatically
· VPN connection remained active



[image: ]
[bookmark: _Toc196160191]9. Disk Drive Configuration
A second disk drive was mounted and configured for file sharing.
The disk was mounted at:
E:\BirminghamFiles

This configuration ensures secure file sharing while allowing domain users full access.
[image: ]
[bookmark: _Toc1573927717]10. IIS Web Server Configuration
Internet Information Services (IIS) was installed to host a domain website.
A new site was created:
webs.yourname.acca

The site was configured with:
· Windows Authentication
· HTTPS binding
· DNS A record pointing to the server
When authenticated users access the website, they are presented with the message:
Welcome to Birmingham Website

[image: ]
[bookmark: _Toc385509456]11. Remote Desktop Services
Remote Desktop Services were configured to allow remote access to the Birmingham Domain Controller.
A DNS record was created:
rds.assiata.acca

Secure HTTPS access was configured using certificates.
Users can access the server remotely through:
https://webs.assiata.acca 



[bookmark: _Toc632129758]12. Conclusion
This project successfully implemented a multi-site Windows Server infrastructure connecting Birmingham and London networks. The implementation included key enterprise networking services such as routing, Active Directory, DNS, DHCP, VPN connectivity, and IIS hosting.
The Birmingham server was configured as the central domain controller, DHCP server, and DNS server, while the London network was connected using persistent routing and a secure Site-to-Site VPN connection.
Automation using PowerShell allowed efficient bulk user creation, demonstrating industry best practices for system administration. Additionally, shared storage, IIS web services, and Remote Desktop Services were configured to provide essential organisational resources.
Testing confirmed that all services operated correctly, with successful connectivity between networks, automatic IP allocation, DNS resolution, and secure user authentication.
Overall, the project demonstrates practical skills in Windows Server administration, enterprise networking, and infrastructure management, which are essential competencies for IT professionals responsible for designing and maintaining corporate network environments.
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