


AES
AES (Advanced Encryption Standard) is an encryption standard that is considered the global standard of encryption. It is common in messaging apps such as WhatsApp and zip utility programs such as WinZip, as well as various other technologies. 
According to comparitech.com[endnoteRef:1], AES was first invented because early encryption types were too simple, and people were cracking them too easy, especially back when the enigma engine was first  invented by the Germans in World War I. Eventually, after the rise of electronic communication, it was decided that a new key algorithm be invented. The US National Bureau of Standards invented a symmetric key algorithm now known as DES. This was a good system for many years, however when computing power would exponentially increase, DES could no longer keep up. Thus, AES was invented, using a cipher known as a Rijndael Block Cipher.	Comment by Ian Lewis: ??? [1:  Comparitech.com (2020) “What is AES Encryption and how does it work?” [Online] Available: https://www.comparitech.com/blog/information-security/what-is-aes-encryption/ [Accessed: 19th March 2020]
] 

This is from a direct quote by atpinc.com[endnoteRef:2]: [2:  ATPInc.com (2019) “Secure your data with AES-256 encryption” [Online] Available: https://www.atpinc.com/blog/what-is-aes-256-encryption [Accessed: 19th March 2020]
] 

“AES-256, which has a key length of 256 bits, supports the largest bit size and is practically unbreakable by brute force based on current computing power, making it the strongest encryption standard. The following table shows that possible key combinations exponentially increase with the key size.”
SHA
SHA (Secure Hash Algorithm) is a cryptographic hash function. The most common type of SHA is SHA-1. SHA-1 is most often used to verify that a file that has been unaltered. SHA-1 produces a checksum before the file has been transmitted and after it has reached its destination. This can be seen as an example in certain websites. When you enter a password into a login page, SHA turns it into a checksum. It then checks the current checksum with one that has been previously stored on the website. SHA-1 was developed by the United States National Security Agency and was published by the National Institute of Standards and Technology.[endnoteRef:3]  [3:  Lifewire.com (2019) “What is SHA-1 and How is it Used for Data Verification?” [Online] Available: https://www.lifewire.com/what-is-sha-1-2626011 [Accessed: 19th March 2020]

 TechTarget.com (2020) “Data Encryption Standard” [Online] Available: https://searchsecurity.techtarget.com/definition/Data-Encryption-Standard [Accessed: 19th March 2020]

 Hackernoon.com (2017) “How does RSA work?” [Online] Available: https://hackernoon.com/how-does-rsa-work-f44918df914b [Accessed: 19th March 2020]
] 

DES
As mentioned earlier, DES is the encryption standard that came before AES. The main difference is that DES uses 56-bit key lengths whilst AES uses 256 bits. DES works by using the same key to encrypt and decrypt a message. Both the sender and receiver need to know this private key. Like AES, DES uses a block cipher to encrypt messages, however the DES block cipher is not nearly as advanced as the AES. For this reason, DES is no longer in use by most encryption methods.[endnoteRef:4]        [4: ] 

RSA
RSA is an asymmetric cryptosystem. It works the same way as DES and AES, needing a public key and private key in order to encrypt data, keeping the private key secure and passing the public key around. RSA is slower than AES, so it is not often used for encryption but rather to encrypt and pass around symmetric keys that can deal with encryptions much faster. It was first published in the 70’s by Ron Rivest, Adi Shamir and Leonard Adleman, hence the name RSA.[endnoteRef:5]	Comment by Ian Lewis: Reasonable document, a little brief in parts, several small sections with limited comparison.  Be sure sources are credible [5: ] 
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