Cloud Engineering Principles
and Practice Shengqing Pei

by Shengqing Pei

FILE

TIME SUBMITTED 09-MAY-2021 12:55PM (UTC+0100) WORD COUNT 5412
SUBMISSION ID 152325846 CHARACTER COUNT 29554



Cloud Engineering Principles and Practice

Shengqing Pei

Abstract

Cloud computing is characterized by convenient access to the shared resource
pool on demand, anytime and anywhere. It can access the computing resources in the
unified shared resource pool without changing the existing hardware infrastructure of
the enterprise. A complete cloud computing environment includes three parts: cloud,
network and terminal, namely cloud and management. The cloud is responsible for
calling the hardware resources in the platform to complete the tasks submitted by
users; The terminal is a device used by users to input and receive output results;
Computer network realizes the connectivity between users and the cloud, and is
responsible for scheduling various computing resources in the distributed cluster.
Cloud computing concept provides three service modes, corresponding to the
software layer, operating system layer and hardware layer. The three service modes
are infrastructure-as-a-service that provides hardware resources directly,
platform-as-a-service that provides platform function services, and software as a
service that provides application software as a service.

As the most important technical feature of cloud computing, virtualization is an
important technology to help cloud platform realize resource pooling and provide
resource sharing, resource management and other functions on demand, so as to
improve the utilization rate of idle resources. Virtualization technology makes up for
the limitation that x86 servers can only run one operating system. At the same time,
the utilization efficiency of computing resources of each server is less than 30%, and
precious computing resources are wasted. If a single server fails, the normal operation
of the enterprise will be affected immeasurably in a short time. The emergence of
virtualization technology just makes up for the wvulnerability of the server.
Virtualization is generally divided into two types, which are based on the host
computer with an operating system. This kind of virtualization is called sojourn
virtualization; If the host does not have an independent operating system, it is called

bare metal virtualization. Hypervisor establishes and runs several different sub




operating systems on the host host host operating system. If users need to run multiple
applications which are isolated from each other, they need to use virtual machine
management system to establish multiple virtual machines

The host computer runs several sub operating systems separately, which will
cause huge CPU and memory consumption to the host computer. At the same time,

The operating system of each virtual machine needs to install many
dependencies to ensure the normal operation of the software. Redundant and
repetitive operating system files will occupy a lot of disk space of the host computer.
Docker container technology promotes the development of PAS platform

In the vigorous development of management and control platform business, the
number of virtual machines in the main data center has doubled, and the technology
scheme based on hardware virtualization cannot keep pace with the rapid growth of
business in flexibility. How to change the relative traditional production environment
deployment mode and application operation and maintenance mode through modern
technology, improve the utilization rate of hardware equipment resources, software
deployment efficiency and application maintenance mode are the problems that the
main data center needs to solve. Based on docker container technology, this paper
adopts kubernetes distributed architecture and relies on the main data center to
virtualize computing, storage and network resources, and then ensures the efficient
and sustainable operation of the control platform through the kubernetes high
availability infrastructure. In order to meet the normal operation of the control
platform and background service, the container automatic deployment, health status

monitoring and monitoring alarm service are set up.




1.Technical principle of dockers

As a lightweight container engine, docker technology is open source and
isolated.Using this technology, the independent virtual network can be realized in the
form of container.The network space is mainly composed of processor, memory and
hard disk,

At this time, users can use the packaged migration method by using the docker
server image.The application program is stored in the system image to form a new
and advanced capacity.By installing and deploying the container to any machine with
docker server It can realize the effective sharing and utilization of network protocol,
and improve the interaction efficiency of network protocol

It lays a solid foundation for efficiency and effect. In recent years, with the rapid
development of micro service application system.In recent years, docker technology
has been widely used in the deployment of micro service application system to ensure
the quality of micro service.Service application system can run reliably, stably and
safely.

The bottom core of docker container is to use LxC (Linux containers) to realize
the basic function of container

Function. LxC is very lightweight. Its function is to disguise the virtual machine
process as a host process

On the other hand, it can quickly create and destroy tasks. Its core technology is
composed of two parts: namespace and groups.

Docker isolates docker processes by using a namespace, which ensures that each
docker task has its own independent running space and does not interfere with each
other. Its namespace includes PID, net, MNT, etc. by using an independent
namespace, it ensures that docker and docker will not interfere with each other. The
namespace is like an isolation layer, which ensures that every docker application runs
in its own independent namespace and cannot access other docker applications

Docker achieves resource allocation and restriction through group control. Group
control can dynamically allocate CPU, memory and other resources for each docker

task, so that many docker tasks can coexist friendly on the host. Group control can




monitor the resource consumption status of each docker task, and ensure the fair
allocation of resources. In addition, group control also has the functions of priority
control and process group control, which can deal with the situation of multi docker

task preempting resources and docker task deadlock.

2. The benefits of containerisation.

Because the docker container has a ditferent operating principle from the virtual
machine, compared with the traditional virtual machine,

Docker has the following advantages

Standardized application Publishing: the docker task is published using the
docker image. This publishing scheme enables users to complete the publishing of the
docker task with just a few lines of commands after successfully building the docker
image. 2. The services saved in the docker image can be run, saving the tedious steps
of virtual machine installation and configuration.

Save time and cost: docker container applications can directly access the host's
operating system kernel, unlike traditional virtual machines, which virtualize the
operating system kernel. Therefore, the storage space occupied by docker tasks is
much less than that of virtual machines, and the disk space occupied by deploying
virtual machines often needs hundreds or even gigabytes, However, it only takes a
few megabytes to deploy docker. At the same time, tens of thousands of docker tasks
can be easily deployed on the host in tens of seconds, no matter the deployment time
or quantity is far beyond the virtual machine.

Excellent isolation scheme: using the docker technology of LxC can complete
the access isolation between tasks very well. The collapse of any docker process will
not affect the use and allocation of CPU, memory, hard disk and other resources of
the host or other docker processes. Excellent isolation makes docker technology have
high fault tolerance in practical applications

Simple management scheme: docker tasks can be viewed at a glance through the
API interface provided by docker. 2. When users encounter server failure, compared
with tasks deployed through virtual machine and physical machine, tasks deployed
through docker can clearly observe which applications are in failure state, so that
users can easily and quickly repair the task process.

In this paper, the cloud platform, distributed database and database management




system will be deployed with docker technology. Compared with the virtual machine,
it not only has faster startup speed and takes less resources, but also facilitates the
migration and backup of data and applications and the management and isolation of

multi-user tasks.

3.How to construct docker file to build image

Dockerfile example

# Base images

FROM centos

$MATNTATNER #4E'# {58

MATNTAINER lorenwe

$ENV B MR
ENV PATH /usr/local/nginx/sbin:$PATH
P

$aDD  WHHRFEEMATHR T, #idEs

150
ADD nginx=-1.13.7.tar.gz /tmp/

frun PUTEA T4
RUN rpm --import /etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-7 \
&& yum update -y \
&& yum install -y vim less wget curl gcc automake autoconf libtool make geoe-c++ zl
&& yum clean all \
&& rm -rf fusr/local/src/*

RUN useradd -s /sbin/nologin -M www

#woRKDIR 1Y Fcd

WORKDIR /tmp/nginx-1.13.7

RUN ./configure --prefix=/usr/local/nginx —-user=wWww —-group=www --with-http ssl modul

RUN cd / && rm -rf /tmp/




RUN ./configure —-prefix=/usr/local/nginx --user=www ——group=www —-—with-http ssl modul

RUN cd / && rm =-rf /tmp/

COPY nginx.conf fusr/local/nginx/conf/

#ENTRYPOINT IZfTLL Fiird

ENTRYPOINT ["nginx"]

cMD ["-n"] EH{CE
<
The above code example is a dockerfile file that | think is very representative. It does not
involve much content, but it basically uses all the dockerfile instructions and also contains some
details. In order to achieve the effect of the example, it is not the most concise dockerfile. Create

a folder and put the above dockerfile in the file, Then go to the nginx official website and put the

nginx source code package in the folder. .

BN == s ==
= T » HFESE » FMNES (D) » docker » lorenwe
REiEE
Dockerfile
B a nginx-1.13.7.tar.gz
o A

dockerfile catalog

The command for dockerfile to build the image is very simple. In my example, my command
is "docker build - t lorenwe / CentOS"_ "Nginx." note that the following points cannot be omitted.

It means that you can look for dockerfile from the current directory to build the image.




D:\docker\lorenwe>docker build -t lorenwe/centos_nginx .

Sending build context to Docker daemon 995.8kB
Step 1/13 : FROM centos

ENV PATH

il A

D:\docker\lorenwe>docker images

REPOSITORY TAG IMAGE ID CREATED SIZE

lorenwe/centos_nginx latest ease6bd40bl5l 7 minutes ago 427MB
lorenwefcentos_net_tools latest 35fB073cedel & days ago 277TME
centos latest dl23f4eS5elz2 3 weeks ago 197MB
dé4w/nsenter latest 9e4f13a0501e 14 months ago B3.8kB

D:\docker\ lorenwe>docker run -itd --name nginxl lorenwefcentos_pginx
15d4f108dab7c2f27620%ebeb501cac0d3be828eled8lbae22d3fd97c617439eb

D:\docker\lorenwe>docker ps

CONTAINEER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

D:\docker\lorenwe>docker ps -a
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

15d4f108dab? lorenwe/centos_nginx "nginx -h" nginxl

D:\docker\lorenwe>docker run -itd --name nginx2 lorenwe/centos nginx -¢ /usr/local/ngi

béble962ca3056d6T7c24145b08975£fddb9cc050fce5£09£65310fb3231ffclc3
D:\docker\lorenwe>docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAM
béble962ca30  lorenwe/centos_nginx "nginx -c fusr/loc..." 80/tcp ngi
D:\docker\lorenwe>docker run -itd -p 8080:80 —-name nginx3 lorenwe/centos nginkx -c /us

2£6997745641e3e3edbbfe5213e6235cab3b5a929f116a2c132df504156090¢cE

D:\docker\lorenwe>docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS BORTS
2£6997745641 lorenwe/centos nginx "nginx -c /fusr/loc..." 0.0.0.0:8080->80/
béb0e962ca30 lorenwe/centos_nginx "nginx -c¢ /usr/loc..." 80/tcp

D:\docker\lorenwe>docker stop nginx2
nginx2 Sl {LAS

< r




Among them, "docker run - ITD - P 8080:80 -- name nginx3 lorenwe / Cent0S"_ The - P
8080:80 in "nginx - C / usr / local / nginx / conf / nginx. Conf" means to map the host's 8080 port
to the container's 80 port, because we exposed the 80 port in the docker file before. Now we can

open the browser in the host and visit 127.0.0.1:8080 to see the welcome page of nginx.

4.Push images to dockerhub

After the image is built, we can also upload it to docker hub, so that other people can use the
image. For example, we can share the image within the organization, or completely expose the

image.

Now let’s try how to push the root image

$ sudo docker push static_web

2013/07/01 18:34:47 Impossible to push a "root” repository.

Please rename your repository in <user>/<repo> (ex: jamturel/

static_web)
We try to push the image to the remote warehouse static_ Web, but docker thinks it's a root
repository. The root repository is managed by the docker team, so our push request will be
rejected. Let's try another way to push the docker image

% sudo docker push jamturel/static_web

The push refers to a repository [jamturel/static_web] (len: 1)

Processing checksums

Sending image list
Pushing repository jamtur@l/static_web to registry-1.docker.io (1 tags)

This time, we used a program called jamtur01 / static_ The user warehouse of Web successfully
pushes the image to docker hub. We will use our own user ID, which we created earlier, and
choose a legal image name (such as youruser / yourimage).

We can see our uploaded image in docker hub,

5.Create docker volume

5.1 Daocker create container

A container is a running instance of an image, It's a lightweight environment based on mirror
operation, It's an application or a group of applications. How to create a container? Pass in the
image name on which the container is based, Docker will look for the image from the local
warehouse, If not in the local warehouse, Will be automatically pulled from the remote
warehouse. docker pull nginx Pull the image of the latest version of nginx




[root@localhost - docker pull nginx
Using default t:
Pulling from library/nginx
Pull complet

Pull complete

Bb4905facb3447e3d84ad36dab
age for nginx:lat

docker images
View image

docker create nginx

Create nginx container

[root@localhost ~]# docker create ng

8cfB85f83522c5569517164adbOf3

docker run nginx

Start the nginx container

At this time, xshell is in the foreground interaction mode,

Press Ctrl + C to exit,

Then the container stops running

docker run -i -t nginx /bin/bash

Run the nginx container and assign it a pseudo terminal

[root@localhost ~]# docker run -i -t nginx /bin/bash

root@e9dcf58fa575:/# |

uname -a .Check system version .You can see the container ID

# uname

Is -a.Show all current directories




3fas75:/# 1s -a

etc lib opt root sbin sys usr
home 1ib64 mnt Jroc  run srv tmp var

exit

sign out

The container also stops running
docker run -d nginx

Let the nginx container run in the background

[root@localhost ~]# docker run -d nginx

805e7 f10f4fc9c )3769bbfbe9dbeab58474711661db816549fa

docker ps

View running containers

GE COMMAND CREATED STATUS
NAMES

nginx “nginx -g ‘daemon of." About a minute ago Up About a minute
friendly hamilton

docker stop 805
Stop nginx container

(container ID can be fuzzy matched)

[root@localhost ~]# docker stop 805

805

5.2 Docker create data volume

When the program is running in a container,

When you need to read and write files with programs in other containers or programs outside
the container,

Data exchange is needed;

File system inside the container,




It's a temporary floor,

When the container stops running and is removed,

This temporary layer will be discarded together;

To obtain files from outside and persist storage,

Docker provides data volumes;

A data volume is a directory that is mounted externally on a file system within a container,
Independent of the container’s life cycle,

When the container stops running and is removed,

Data volumes are not affected,

It will still exist in docker host!

docker run -d --name test_ 1 -v /yjl nginx

Run test_ 1 container and create a data volume with path /yjl in the container

[root@localhost ~]# docker run -d name test 1 -v /yjl nginx

f660705ce5c31f1ff6e511215e0f8b8212b53eallbbdaabbfla545438eb42532

docker run -d --name test_ 2 -v froot/yjl:/data_ 2 nginx

¢ docker run -d --name test 2
d43ff75b B842c17c8

3

docker volume inspect data_ three
View data volume information
[root@localhost ~]# docker volume inspect data 3

[

“CreatedAt”: "2018-05-13T19:02:23+08:00",
“Driver"”: "local",
“Labels”: {},

“Mountpoint®: "/var/lib/docker/volumes/data_3/ data",
"Name": "data_3",

“Options”: {},

“Scope”: "local”

Note that this directory is the data volume of the host,




Instead of the container's data volume.

docker run -d -name test_ 3 -v data_ 3:/data_ 3 nginx

Run test 3 containers, mounting data_ 3data volume to container /data_ 3 directory as data

volume

docker volume list

View data volumes in host

lume list
UME NAME

Docker volume RM < parameters: volume name > of the data volume

Delete data volume

Note that if the data volume is not aliased,

The name is 64 bit full name,

Fuzzy matching is not supported,

So it is best to take an alias when creating a data volume.
Docker rm-v < parameters: container name >

Delete data volumes with container,

Only for data volumes created with the creation of containers.

5.3Docker create data volume container
docker create --name test_ 4 -v/data_ 4 nginx

Create a test_ 4 data volume container, in the container's / data_ 4 directory mount data volume

~]# docker create name test 4 -v /data 4 nginx
1

2bdd76c f231d4bf f3cede390cd1a259de58181ad22 faacab2a86ef63

When using a data volume container,

There is no need to ensure that the data volume container is in operation,
So use the docker create command.

docker inspect test_ four

View test_ 4 data volume container information




"Mounts":

{
!

docker run -d --name test_ 5 --volumes-from test_ 4 nginx
docker run -d --name test_ 6 --volumes-from test_ 4 nginx
Create test_ 5 and test_ 6 two containers,
And mount test_ 4 data volume container

alhost ~]# docker run -d --name test 5 --volumes-from test_4 nginx
llecedbab7cdl10 B6db4e7f9b1b56d43578ealck d76e1929

~]# docker run -d --name test_6 --volumes-from test_4 nginx
871074c4e0f3dbeaael 28249645 aed8c53a8b73f6

Any one of the three containers is in / data_ 4 directory,

You can see all the other containers.

You can use the -- volumes from parameter more than once,

Realize the simultaneous use of multiple different data volume containers,

The data volumes in these data volume containers,

Will be mounted in a new container.

docker run --name test 7 -wvolumes-from test 4 -v S(pwd):/folder nginx tar cviP

/[folder/folder.tar /data_four.

cker run --name test 7 --volumes-from test 4 -v %( /folder nginx t

.tar /data 4

export

Backup command:

1. Using nginx image to create test_ 7 container;

2. Mount test_ 4 data in data volume container_ 4 data volume;

3. Mount the current directory of the host to test_ 7 / folder directory of the container;

4. test_ After the container is started, the / data_ 4. Compress the data volume to folder.tar
1l

View the current directory of host




4H 21 2 anaconda-ks.cfg

5H 14 0
6 58 13 17

6 Creating docker network

1 ¢ docker run -itd

2

3 | 18ce62ef45ac0c026eed48a83atal9d25635ee5f02b58dedabc8f467bcaa28731

a

5 % docker run -itd

6

7 | A98eaaaf328e1018042c04b2ded1036fc01719a6e39a097a4f1866043a2¢2152
1| $ docke I bridg I 172.25.0.0 ||
2
3

% docker network connect isolated_nw container2
$ docker network inspect isolated_nw

1
2
3
a
s
()
7
a8
=)

19 b




w

¢ docker run

467a7863c3f@277ef8e661b38427737728099b61Fa55622d6c38Th288dRRC551

% docker inspect --format='' container3
{
{ :
{
b
s
B
16,
»
)
By
}
}
}
}
% docker inspect --format="" container2 | pythen -m json.tool
{
R
s
»
B,
null,
,
s
f
b
B
’
.
Ty
null,
,
s
,
}




¢ sudo ifconfig -a

ethe Link encap:Ethernet Hwaddr €2:42:AC:11:00:03
inet addr:172.17.8.3 Bcast:0.0.0.0 Mask:255.255.0.0
ineté addr: fe8@::42:acff:fell:3/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:9801 Metric:l
RX packets:8 errors:® dropped:® overruns:® frame:@
TX packets:8 errors:® dropped:@ overruns:@ carrier:e
collisions:® txqueuelen:®
RX bytes:648 (648.8 B) TX bytes:648 (648.0 B)

ethl Link encap:Ethernet Hwaddr ©2:42:AC:15:00:02
inet addr:172.25.8.2 Bcast:9.0.8.8 Mask:255.255.0.08
ineté addr: feB@::42:acff:fel9:2/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:150@ Metric:1
RX packets:8 errors:® dropped:® overruns:@ frame:@
TX packets:8 errors:® dropped:@ overruns:@ carrier:e
collisions:@ txqueuelen:@
RX bytes:648 (648.8 B) TX bytes:648 (648.8 B)

lo Link encap:Local Loopback
inet addr:127.8.8.1 Mask:255.8.8.8
ineté addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:l
RX packets:® errors:8 dropped:® overruns:8 frame:®
TX packets:® errors:@ dropped:® overruns:@ carrier:@
collisions:® txqueuelen:@

1|/ # ping -w 4 containerl

2 | ping: bad address 'containeri’

WO N B W N

=
=

[ # ping -w 4 172.17.6.2

PING 172.17.0.2 (172.17.8.2): 56 data bytes

64 bytes from 172.17.0.2: seq=0 ttl=64 time=0.095 ms
64 bytes from 172.17.9.2: seq=1 ttl=64 time=0.075 ms
64 bytes from 172.17.0.2: seq=2 ttl=64 time=0.072 ms
64 bytes from 172.17.0.2: seq=3 ttl=64 time=0.101 ms

-—- 172.17.0.2 ping statistics -—-
4 packets transmitted, 4 packets received, @% packet loss
round-trip min/avg/max = ©.872/0.085/0.101 ms




6.Making a simple web server to display HTML pages

with docker

On the basis of mastering the installation of docker, the basic use of docker
warehouse, the basic operation and mutual transformation of docker image and
container, we can try to build a web server through docker, which is convenient for
distributed deployment or rapid migration of web server.

With the development of industry 4.0 and the large-scale introduction of intelligent
equipment in industrial enterprises in recent years, enterprises put forward higher
requirements for the function and performance of the equipment management
system in the factory. Traditional enterprise equipment management system relies
on traditional workers to input equipment information manually, equipment
exception handling is not timely, equipment maintenance intelligent management is
not high, equipment management system operation and maintenance deployment
means are too backward and so on. The establishment of enterprise private cloud
platform has become the focus of the development of industrial information system.
Based on docker container technology, this paper constructs a PAAS cloud platform
for device management, which provides a new way of micro service, lightweight,
efficient and agile application operation and maintenance deployment. Combined
with the business characteristics and functional requirements of enterprise
equipment management, the cloud platform of equipment management is
constructed from the practical application to realize the unified monitoring and
scheduling of system resources, faster development and deployment, which is
convenient for the iterative upgrade of system version, saves the cost of R & D and
operation and maintenance, brings huge economic benefits for enterprises, and
improves the competitiveness of enterprises. In order to solve the problem of low
deployment efficiency of existing device management system, this paper proposes a
cloud platform of device management system based on docker container technology
and kubernetes technology, and analyzes the advantages of 20 docker container
technology. Based on docker to establish PAAS cloud service, there are many
disadvantages in traditional device management system deployment. Combined
with the future development direction of industrial intelligent system cloud platform,
this paper designs micro service device management application deployment
architecture, and analyzes the advantages of container technology in device
management system cloud platform deployment application. Through the specific
implementation of image code warehouse, image warehouse, deployment instance
and mobile application deployment scheme, the feasibility of the design scheme of
device management cloud platform is verified, the deployment process of device




management application is simplified, and the efficiency of system development and
deployment is improved. Finally, through the functional test of each module of the
platform, the results show that the platform can better meet the application needs
of industrial enterprises for equipment management business, and verify the
effectiveness of related technologies. The cloud platform provides resource
monitoring, resource scheduling, convenient development, continuous delivery,
operation and maintenance deployment, version update, resource management and
service As a good guarantee for enterprise device management application, the
functions of automatically packaging and generating mobile app are also provided.

Install nginx
# apt-get install nginx
Modify nginx configuration file#

# vi /etc/rc.local

sl /bin/sh -e
#

# rc.local

# This script is executed at the end of each multiuser runlevel.

# Make sure that the script will "exit ©" on success or any other

# lue on error.

#

# In order to enable or disable this script just change the execution

# By default this script does nothing.

service ssh start

service nginx start
/bin/bash

exit @

Create an image to start the container again

Creating docker image file by commit operation




1 kevin@apple:~/docker$ docker ps -a

2 CONTAINER ID IMAGE COMMAND CREATED STATUS

3 568e5204fff3 ubuntu “[bin/sh -c ‘while..." 48 hours ago Exited (137) 38 hours ag
4 pefs561497811 ubuntu "[bin/echo hello w..." 4@ hours ago Exited (8) 40 hours ago
5 93a1b9d39683 ubuntu "bash" 48 hours ago Exited (@) 5 seconds ago
6 abdces4fosal hello-world "/hello” 41 hours ago Exited () 18 hours ago

kevin@apple:~/docker$ docker commit 93a1b9d39683 learn/nginx:v2
8 sha2s6:ah92edd21696770f 1eb37e9229b683409428d3381e5h4e9edc620b7927004bb4
9 kevin@iapple:~/docker$ docker images

18 REPOSLTORY TAG IMAGE 1D CREATED

11 learn/nginx v2 ab92edd21696 5 seconds ago
12 learn/visual init vl S6adeab7dcsh 37 hours ago
13 registry.cn-beijing.aliyuncs.com/zhangsp/ai visual_init S6adeab7dcsh 37 hours ago
14 ubuntu latest 14160031763d 5 days ago
15 hello-world latest 1815826520 5 weeks ago

¢

Start new container
Use the newly created mirror learn/ nginx:v2, start the new container

1 # docker run -it --name nginx_test -h docker-nginx -p 8001:81 -p 8800:80 -v Shome/kevin/docker/nginx_web/: home/vis.
< >

Parameter introduction of start container

-It, start interactively

- name nginx_ Test, which specifies that the name of the new container is nginx_ test

-H docker nginx, which specifies that the host name of the new container is specify the port
mapping between the host and the docker container. 8001 of the host corresponds to 81 of the
docker container, and 8000 of the host corresponds to 80 of the docker container

/, specifies the file mapping between the host and the docker container, and / home / Kevin /

POF
0

SIZE

37618
321MB
321MB
12608

1,84kB
>

docker / nginx of the host_ Weh / corresponding to / home / visual / nginx of docker container_

web/

learn/ nginx:v2 , which specifies that the image corresponding to the startup container is learn/
nginx:v2 , which can be the image ID

/Bin / SH / etc / rc.local, specifies that after the container is started, the shell script to be

executed is / etc/ rc.local

View docker container, container nginx_ Test is in the up state, indicating that the startup is

normal .




1 kevin@apple:~/docker/nginx_web$ docker ps -a

2 CONTAINER ID IMAGE COMMAND CREATED

3 chbbe7asd47a learn/nginx:v2 "/binfsh fetc/rc.l...” 25 minutes ago

4 966bds2b72da ubuntu "/binfsh -¢ "while...”™ 42 hours ago

5 eefse1do7all ubuntu "/binfecho hello w...” 42 hours ago

& 93a1bod3ges3 ubuntu “bash™ 43 hours ago
abdcesgdfog2l hello-world " /hello” 43 hours ago

<

Test docker_ Is nginx normal

Test port 8001 through browser

Test 8001 port-1.png through browser
Test 8000 port through browser

Test 8000 port.png through browser
Modify the host's file and test port 8001

Modify the host's / home / Kevin / docker / nginx_ Web / index.html file

1 kevin@lapple:~/docker/nginx_web$ vi index.html
<IDOCTYPE html>

(5]

STATUS
Up 24 minutes

Exited (137) 48 hours ago
Exited (@) 42 hours ago

Exited (@) About an hour ago

Exited (@) 2@ hours ago

3 <html>
4 <head>
5 <title>Welcome to nginx! I am in dockerl</title»
6 <style»
7 body {
8 width: 3Sem;
9 margin: @ auto;
18 font-family: Tahoma, Verdana, Arial, sans-serif;
11 }
12 </style»
13 </head>
14  <body>
15 <hi>wWelcome to nginx! I am in Dockerl</h1>
16 <p>If you see this page, the nginx web server is successfully installed and
17 working. Further configuration is required.</p>
18
19 <p>For online documentation and support please refer to
28 <a href="http://nginx.org/" >nginx.org</a>.<br/>

17 working. Further configuration is required.</p>

18

19 <p>For online documentation and support please refer to
28 <a href="http://nginx.org/"»nginx.org</a>.<br/>

21 Commercial support is available at

22 <a href="http://nginx.com/">nginx.com</a>.</p>

24 <p><ems>Thank you for using nginx.</em»</p>
</body>
</html>

Through the browser test 8001 port, found that "welcome to nginx! | am in docker

1

description has been modified, and the function of using docker as web server is OK-

The




7.The use of kubernetes controllers and services in

managing containers to generate web applications

Cluster analysis

As a result, the application and the environment form a different intersection. In the following
example, there are three applications and three environments, resulting in nine application
instances. Each application instance is an independent deployment unit that can run
independently.

With the increasing of mobile services, traditional architecture is no longer suitable for new
mobile services, and cloud computing has become the evolution direction of core network
architecture. However, with the advent of 5g era, the high bandwidth, super density and low
delay will become the mainstream characteristics of business. If the original cloud computing
mode is still used, the speed, delay and stability can not be guaranteed at all. Edge computing is a
computing mode which provides services to users on the edge of the network, which has the
characteristics of low delay and high bandwidth. This mode can enable users to enjoy stable
high-quality network experience. At the same time, the emergence of virtualization technology
makes the traditional server resources more fully utilized. Platform and application virtualization
is moving rapidly to the edge of the cloud, paving the way for the core multi-core processors of
Internet of things, mobile and embedded application devices. This paper builds an edge
computing platform by integrating docker container technology and kubernetes container
management technology. In order to make up for the shortage of edge elastic algorithm, this
paper improves the original elastic algorithm, and proposes a 20cpu memory crossover
maximum algorithm. The algorithm takes into account the application requirements for memory
and CPU, and makes decisions on the number of target copies by memory and CPU parameters.
This paper verifies the algorithm on kubernetes platform, and compares it with the original
algorithm. The results show that the algorithm can provide more accurate target copies while
ensuring the stability of expansion / shrinking. Based on the improved elastic algorithm, this
paper conducts network service experiments on edge computing platform. By comparing the
indexes of edge side and cloud side, the stability delay advantage brought by edge side compared
with cloud side is verified. In addition, the design and construction process of edge computing
platform are described in detail. In order to make full use of the resources of cloud side and edge

side of the edge computing platform, this paper also proposes a machine learning idea of training




and edge prediction on the cloud side. The feasibility of the idea is verified by the successful

implementation of image recognition service on the edge side.
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An application instance may consist of multiple components, such as front end, back end,
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database, etc. In a microservice application, an application instance will consist of all microservice

components. Here are some options you can choose from:

Virtualization technology makes up for the limitation that x86 servers can only run one operating
system. At the same time, the utilization efficiency of computing resources of each server is less
than 30%, and precious computing resources are wasted. If a single server fails, the normal
operation of the enterprise will be affected immeasurably in a short time. The emergence of
virtualization technology just makes up for the vulnerability of the server. Virtualization is
generally divided into two types, which are based on the host computer with an operating system.
This kind of virtualization is called sojourn virtualization; If the host does not have an
independent operating system, it is called bare metal virtualization. Hypervisor establishes and
runs several different sub operating systems on the host host host operating system. If users need
to run multiple applications which are isolated from each other, they need to use virtual machine

management system to establish multiple virtual machines

The first two methods are the scale limit from several large clusters to multiple small clusters, as




shown in the figure below:
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In general, if a cluster contains a larger sum of nodes and pods, it can be defined as "larger". For

example, a cluster with 10 nodes and 100 pods is larger than a cluster with 1 node and 10 pods.

kubernetes

Using this approach, you can use a separate kubernetes cluster for each
deployment unit (in this article, the deployment unit is an application instance, such as
the development version of a single application). With this strategy, kubernetes is

dedicated to each application instance.

Underlying facilities: relying on the main data center of Wugqing, the computing,

storage and network resources are virtualized through virtualization technology, and




the kubernetes high availability infrastructure is used to ensure the efficient and stable
operation of the management and control platform. Background services: the software
background design adopts container architecture, and the background settings of the
management and control platform are considered from the business function module,
with clear responsibilities at each level, The overall system structure is clear, which is
helpful for software development, integration, delivery and deployment. At the same
time, in order to meet the normal operation of the background services of the
management and control platform, the container automatic deployment, health
monitoring and monitoring alarm services are set up.

Foreground application: the foreground application adopts B / s and CS hybrid

architecture model to support passenger service, passenger transport management
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kubernetes kubeinetes kubernetes

Kubernetes has many excellent cluster management capabilities, including various
security protection and access mechanisms, stable service registration and discovery,
self owned intelligent load balancer, strong fault discovery and automatic recovery
capability, service rolling upgrade and online expansion capability, and scalable
automatic resource scheduling mechanism. At the same time, kubernetes also includes
software development, continuous integration, continuous delivery, gray release,
monitoring alarm and other management tools. Therefore, kubernetes is based on

Docker is not only a distributed architecture, but also a powertful distributed system

support platform




Kubernetes architecture based on docker container is the infrastructure for the
management and control platform to achieve high availability. It will provide rapid
deployment, elastic scaling, load balancing, high availability and other features for the

application services of the management and control platform

Kubernetes, as the management platform of container application, monitors the
running status of pod 24 hours a day and automatically detects the running status of

host or container. If the host or container is not healthy, then

Kubernetes schedules the new pod to other normal nodes to achieve the high

availability of the application layer. about

The high availability of kubernetes infrastructure is mainly reflected in the high
availability of etcd2 data storage and kubernetes masrer components. The high
availability infrastructure of kubernetes infrastructure is shown in Figure

Each component of kubernetes system uses TLS certificate for encrypted
communication. This document uses cloudflare's tool set CESL to generate certificate
and secret key file. Certificate authority (CA) certificate is self signed, which is used
to sign other TLS certificates created later. The following steps are operated on
master01. The certificate only needs to be created once. When adding a new node to
the cluster in the future, you only need to copy the certificate in the directory of /

LETC / kubernetes / cert to the new node.

kubernetes kubernetes

kubernetes




Kubernetes is not only a distributed architecture based on docker, but also a powerful
support platform for distributed system. Kubernetes can quickly and efficiently meet
the requirements of rapid and accurate deployment of the management and control
platform, real-time scaling of applications, and limiting the amount of hardware to
only the required resources. This will make the control platform easier to use, more

efficient and more robust,

kubernetes kubernetes

kubernetes

8.Using kubernetes, build the web service application of
your choice using the appropriate controller and yaml

services.

Kubernetes cluster is composed of master and node, on which several kubernetes




services are running.
(1) . master node:
The master node is the brain of kubernetes cluster, running the daemon services: Kube
apiserver, Kube scheduler, Kube controller manager, etcd and pod network (such as
calico)
API Server (kube-apiserver)
API server provides http / HTTPS restful API, namely kubernetes APL. API server is
the front-end interface of kubernetes cluster and various client tools (CLI or UI)
Kubernetes and other components can manage various resources of the cluster
through it.
scheduler (kube-scheduler)
The scheduler is responsible for deciding which node to run pod on. When scheduling,
the scheduler will fully consider the topology of the cluster, the current load of each
node, and the application requirements for high availability, performance, and data
affinity.
entroller manager (kube-controller-manager)
The controller manager is responsible for managing all kinds of resources in the
cluster to ensure that the resources are in the expected state. The controller manager
consists of a variety of controllers, including replication controller, endpoints
controller, namespace controller, service accounts controller, etc
Different controllers manage different resources. For example, the replication
controller manages the lifecycle of display, statefulset and daemonset, and the
namespace controller manages the namespace resources
etcd
Eted is responsible for storing the configuration information of kubernetes cluster and
the status information of various resources. When the data changes, etcd will quickly
inform kubernetes related components
Pod network
In order to communicate with each other, kubernetes cluster must deploy pod network,
among which flaneel and calico are optional.

(2) .node
Node is where pod runs. Kubernetes supports container runtime such as docker and

RKT. Kubernetes components running on node include kubelet, kubelet proxy and




pod network (such as calico, flannel)

kubelet

Kubelet is the agent of a node. When the scheduler determines to run a pod on a node,
it will send the specific configuration information (image, volume, etc.) of the pod to
the node kubelet. Kubelet creates and runs the container according to the information,
and reports the running status to the master.

kube-proxy

Logically, service represents multiple pods on the back end, and the outside world
accesses the pod through service. How is the request received by service forwarded to
pod? Is that what Kube proxy does?

Each node will run the Kube proxy service, which is responsible for forwarding the
TCP / UDP data flow accessing the service to the back-end container. If there are
multiple copies, Kube proxy will achieve load balancing

Pod network

Pods can communicate with each other, and kubernetes cluster must deploy pod

network.

¥ flannel
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(3) . instance deployment




The deployment application shows how the components work together.

Execute command:

kubectl run httpd-app --image=httpd --replicas=2

[root@master ~]# kubectl run nginx-app --image=nginx --replicas=2

Heployment "nginx-app"” created

Wait for a period of time, and the application deployment is completed.

[root@master ~]# kubectl get po

NAME READY STATUS RESTARTS  AGE

httpd-8469c85f9d- jwdqgt 1/1 Running © 3h

httpd-8469c85f9d-ntxkk 1/1 Running © 3h

nginx-app-76cc5c87fd-9q7mx 1/1 Running © 14s
0 14s

nginx-app-76cc5c87fd- rc9gm 1/1 Running
[root@master ~]# kubectl get deployment
DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
2 p. 2 5h
2 2 2 34s

Kubernetes deployed deployment httpd app, which has two copies of pod, running on k8s-node 1

and k8s-node2 respectively.

The whole deployment process is discussed in detail.

@ deployment
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(D Kubectl sends deployment request to API server.

@ The API server notifies the controller manager to create a deployment resource.
() The scheduler performs the scheduling task and distributes the two copies of pod
to k8s-nodel and k8s-node2.

@ Kubectl on k8s-nodel and k8s-node2 create and run pods on their respective

nodes.
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