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Content covered

« Explain the role of e-mall in investigations

* Describe client and server roles in e-malll

« Describe tasks in investigating e-mail crimes and policy violations
« Explain the use of e-mail server logs

« Case study: e-mail computer forensics investigation

* Present tools used in Email forensics investigations
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Objectives

« Aware of the importance of email related evidences in corporate
and law enforcement investigation

« Understand client and server architecture in e-mail context

« Understand investigative process for email forensics and logs
examination methodologies

« Understand the structure of header in email and its importance for
Investigation

« Aware of the Forensics tools used in email investigation
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Exploring the Role of E-maill In
Investigations

« With the increase in e-mail scams and fraud attempts with phishing or
spoofing

— Investigators need to know how to examine and interpret the unique content of e-mail
messages

* Phishing e-mails are in HTML format
— Which allows creating links to text on a Web page

* One of the most noteworthy e-mail scams was 419, or the Nigerian Scam
« Spoofing e-mail can be used to commit fraud
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Exploring the Role of E-mail In
Investigations

From: David Malpass <accesstf101@worldbank.gov>

Sent: March 3, 2020 2:33 AM

To: I G hotail.com

Subject: CONGRATULATIONS ON YOUR CONTRACT FUND

1818 H Street NW,
‘Washington, D.C., U.S.
‘WORLD BANK GROUP.
REF:-XVGNNg82010

Email code: 601
Attention: Beneficiary,

This is to inform you about a very important information which will be of great help to redeem you from all the difficulties you have been experiencing in getting your long overdue payment,
due to excessive demand for money from you by both corrupt Bank officials and Courier Companies after which your fund remains unpaid to you. I am Mr. David Malpass, a highly placed
official of the world bank. It may interest you to know that reports have reached our office by so many correspondences on the uneasy way which people like you are treated by Various Banks
and Courier Companies/ Diplomat across Europe to Africa and Asia /London UK. We have decided to put a stop to that and have appointed Mr. Jerome Powell of the federal reserve bank to
handle your transaction from the Federal Reserve Bank NY USA.

All Governmental and Non-Governmental prostates, NGOs, Finance Companies, Banks, Security Companies and Courier companies which have been in contact with you of lately have been
instructed to back off from your transaction and you have been advised NOT to respond to them anymore since the World Bank is now directly in charge of your payment. Your name appeared
in our payment schedule list of beneficiaries that will receive their funds in this first quarter payment of the year because we only transfer funds twice a year according to our banking regulation.
‘We apologize for the delay of your payment and please stop communicating with any office now and pay attention to our office.

Now your new Payment, United nation Approval No; UN5685P, White House Approved No: WH44CV, Reference No.-35460021, Allocation No: 674632 Password No: 339331, Pin Code No:
55674 and your Certificate of Merit Payment No: 103, Released Code No: 0763; Immediate (IMF) Telex confirmation No: -1114453; Secret Code No: XXTNO13. Your overdue payment is
USD$35Million. Having received these vital payment numbers, therefore you are qualified now to received and confirm your payment from the federal reserve bank by contacting Mr. Jerom
Powell via the email address below. Foward your name, address, and phone number to the email address below:

Email: gov.jeromepowelll111@aol.com

‘We assure you that your payment will get to you as long as you follow my directives and instructions. We have decided to give you a code and Please, any time you receive an email with the
name Mr. David Malpass, or Mr. Jerome Powell, check if there is CODE (601) if the code is not written, please delete the message from your box!

T hope this is clear. Any action contrary to this instruction is at your own risk.
Regards,

David Malpass
13th President Of The World Bank
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Exploring the Roles of the Client and
Server in E-mall

* Send and receive e-mail in two environments

— Internet
— Controlled LAN, MAN, or WAN

 Client/server architecture
— Server OS and e-mall software differs from those on the client side

* Protected accounts
— Require usernames and passwords
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Exploring the Roles of the Client and
Server in E-mall

« Name conventions
— Corporate: john.smith@somecompany.com
— Public: whatever@hotmail.com
— Everything after @ belongs to the domain name

« Tracing corporate e-mails is easier
— Because accounts use standard names the administrator establishes
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Investigating E-mail Crimes and Violations

« Similar to other types of investigations

 Goals
— Find who is behind the crime
— Collect the evidence
— Present your findings
— Build a case
« Depend on the city, state, or country
— Example: spam
— Always consult with an attorney
« Becoming commonplace

« Examples of crimes involving e-mails
— Narcotics trafficking
— Extortion
— Sexual harassment
— Child abductions and pornography
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Examining E-mail Messages

« Access victim’'s computer to recover the evidence

« Using the victim’s e-mail client or pst file:

— Find and copy evidence in the e-mail
— Access protected or encrypted material
— Print e-mails

« Guide victim on the phone
— Open and copy e-mail including headers

« Sometimes you will deal with deleted e-mails
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Examining E-mail Messages (cont.)

« Copying an e-malil message
— Before you start an e-mail investigation

* You need to copy and print the e-mail involved in the crime or
policy violation

— You might also want to forward the message as an attachment to another
e-mail address

« With many GUI e-mail programs, you can copy an e-mail by
dragging it to a storage medium

— Or by saving it in a different location
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Viewing E-malil Headers

* Learn how to find e-mail headers
— GUI clients
— Command-line clients
— Web-based clients

« After you open e-mail headers, copy and paste them into a text
document

— So that you can read them with a text editor

* Headers contain useful information
— Unique identifying numbers, IP address of sending server and sending time
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Viewing E-mail Headers

Sent from: Microsoft Outlook <no-reply@microsoft.com>
Subject: {3} pending messages
SMTP Server: zimbra.pop3provider.com.br (167.114.21.240)

To: QU

Show Email Headers

{3} pending messages

Dear QEEIEEEEND

You have 3 quarantined messages in your quantine portal as of 12/2/2020
You can review these and choose what happens to them.

Review

® Microsoft .Inc. All rights reserved




Viewing E-mail Headers

« Outlook
— Open the Message Options dialog box
— Copy headers
— Paste them to any text editor

* QOutlook Express
— Open the message Properties dialog box

— Select Message Source
— Copy and paste the headers to any text editor
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Viewing E-mail Headers

* Novell Evolution
— Click View, All Message Headers
— Copy and paste the e-mail header

 Pine and ELM
— Check enable-full-headers

« AOL headers

— Click Action, View Message Source
— Copy and paste headers
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Examining E-mail Headers

« Gather supporting evidence and track suspect
— Return path
— Recipient’s e-mail address
— Type of sending e-mail service
— |P address of sending server
— Name of the e-mail server
— Unigue message number
— Date and time e-mail was sent
— Attachment files information
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Examining E-mail Headers

« Gather supporting evidence and track suspect

Delivered-To: MrSmith@gmail.com

Received: by 10.36.81.3 with SMTP id e3cs239nzb;Tue, 29 Mar 2005 15:11:47
-0800 (PST)

Return-Path: MrJones@emailprovider.com

Received: from mail.emailprovider.com (mail.emailprovider.com
[111.111.11.111]) by mx.gmail.com with SMTP id h19si826631rnb; Tue, 29
Mar 2005 15:11:47 -0800 (PST)

Message-ID: <20050329231145.62086.mail@mail.emailprovider.com>
Received: from [11.11.111.111] by mail.emailprovider.com via HTTP; Tue,
29 Mar 2005 15:11:45 PST

Date: Tue, 29 Mar 2005 15:11:45 -0800 (PST)

From: Mr Jones

Subject: Hello

To: Mr Smith

Figure 2: E-mail header
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Examining Additional E-mail Files

E-mail messages are saved on the client side or left at the server
Microsoft Outlook uses .pst and .ost files
« Most e-mail programs also include an electronic address book

In Web-based e-mail

— Messages are displayed and saved as Web pages in the browser’s cache
folders

— Many Web-based e-mail providers also offer instant messaging (IM)
services
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Examining Additional E-mail Files
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Tracing an E-mail Message

Contact the administrator responsible for the sending server

Finding domain name’s point of contact
— www.arin.net

— Www.internic.com

— www.freeality.com

— www.google.com

Find suspect’s contact information

Verify your findings by checking network e-mail logs against e-
mail addresses
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Using Network E-mall Logs

* Router logs

— Record all incoming and outgoing traffic

— Have rules to allow or disallow traffic

— You can resolve the path a transmitted e-mail has taken
* Firewall logs

— Filter e-mail traffic

— Verify whether the e-mail passed through

* You can use any text editor or specialized tools
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Understanding E-mail Servers

« Computer loaded with software that uses e-mail protocols for its
services

— And maintains logs you can examine and use in your investigation
« E-mall storage

— Database

— Flat file
* Logs

— Default or manual

— Continuous and circular
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Understanding E-mail Servers (cont.)

* Log information
— E-mail content
— Sending IP address
— Receiving and reading date and time
— System-specific information
» Contact suspect’'s network e-mail administrator as soon as
possible

« Servers can recover deleted e-mails
— Similar to deletion of files on a hard drive
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Examining UNIX E-mail Server Logs

[etc/sendmaill.cf
— Configuration information for Sendmail

 [etc/syslog.conf
— Specifies how and which events Sendmail logs

/var/log/maillog

— SMTP and POP3 communications
 |P address and time stamp

Check UNIX man pages for more information
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Examining Microsoft E-mail Server Logs

* Microsoft Exchange Server (Exchange)
— Uses a database
— Based on Microsoft Extensible Storage Engine

* |Information Store files
— Database files *.edb
» Responsible for MAPI information

— Database files *.stm
» Responsible for non-MAPI information
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Examining Microsoft E-mail Server Logs
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Examining Microsoft E-mail Server Logs (cont.)

Transaction logs
— Keep track of e-mail databases

* Checkpoints
— Keep track of transaction logs
Temporary files

E-mail communication logs
— rest#.log

Tracking.log
— Tracks messages
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Examining Microsoft E-mail Server Logs (cont.)

* Troubleshooting or diagnostic log
— Logs events
— Use Windows Event Viewer
— Open the Event Properties dialog box for more details about an event
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Using Specialized E-mail Forensics Tools

 Tools include:
— AccessData’s Forensic Toolkit (FTK)
— ProDiscover Basic
— FINALeMAIL
— Sawmill-GroupWise
— DBXtract
— Fookes Aid4Mail and MailBag Assistant
— Paraben E-Mail Examiner
— Ontrack Easy Recovery EmailRepair
— R-Tools R-Mall
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Using Specialized E-mail Forensics Tools

* Tools allow you to find:
— E-mall database files
— Personal e-mall files
— Offline storage files
— Log files
« Advantage
— Do not need to know how e-mail servers and clients work
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Using AccessData FTK to Recover E-mail

. FTK

— Can index data on a disk image or an entire drive for faster
data retrieval

— Filters and finds files specific to e-mail clients and servers

* To recover e-mall from Outlook and Outlook Express

— AccessData integrated dtSearch

 dtSearch builds a b-tree index of all text data in a drive, an image file,
or a group of files
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Using AccessData FTK to Recover E-mail
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Using a Hexadecimal Editor to Carve
E-mail Messages

* Very few vendors have products for analyzing email in systems
other than Microsoft

* mbox format

— Stores e-mails in flat plaintext files
* Multipurpose Internet Mail Extensions (MIME) format

— Used by vendor-unique e-mail file systems, such as Microsoft .pst or .ost
« Example: carve e-mall messages from Evolution
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E-mail Forensics Case Study

« This is an example of an e-mail message sent by tarig@tarig.com pretending to
be alice@alice.com and sent to bob@bob.com, so an example of spoofing

* In this e-mail, the sender’s address, date e-mail was sent, reply-to address, and
various other fields have been spoofed

Para

N Header Value
Neo
1 - . bob{@bob.com via ad.b4.c4.d4; Tue, 30 Nov 2010 I
X-Apparently-To: 07:36:34 -0800
2 Return-Path: < alice@alice.com =
3 none  (mtal294.mail.mud bob.com: domain of
Received-SPF: alice@alice.com does not designate permitted
sender hosts)
4 X-Spam-Ratio: 3.2
3 X-Originating-IP: [a2.b2.cl.d2]
6 A-Sieve: CMU Sieve 2.3
7 X-Spam-Charsets:  Plain="utf-8" html="utf-8"
8 X-Resolved-To: bob(@bob.com
9 X-Delivered-To: beb{@bob.com
10 X-Mail-From: alice@alice.com
11 Authentication- mital 294.mail.mud.bob.com from=alice.com;
R" !;"_ cation domainkeys=neutral (no sigl; from=alice.com;
esuls: diim=neutral (no sig)
12 Received. from 127.0.0.1 (EHLO mailbox-us-s-7b.tarig.com)

(al.b2.c2.d2) by mtal294.mail.mud.bob.com with
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mailto:bob@bob.com

E-mail Forensics Case Study

» Further header details are seen below which shows the original address it was sent from

Para

L Header Value
Ne
SMTP; Tue, 30 Nov 2010 07:36:34 -0800
13 from MTBLAPTOP (uminown [al.bl.ci.dl])
(Authenticated sender: tarig@tarig.com) by
Received: mailbox-us-s-7b.tarig.com (Postfix) with ESMTPA
id 8FOAE139002E for <bob@bob.com=; Tue, 30
Nov 2010 15:36:23 0000 (GMT)
14 From: "dllice" =Alice@a.com=
15 Subject: A Sample Mail Message
16 To: "Bob Jones" <bob{@bob.com=>
17 multipart/alternative; charset="utf~8";
Contenr-Type: bormdary="KnRISMgwQOWMSCW605=_Hgl2hw
AdahSNLY"

18 MIME-Version: 1.0
19 Content-Transfer-

Encoding: 8bit
20 Content-Length: 511
21 Reply-To: "Smith" <smith@smith.com=
22 Organization: Alices Organization
23 Date: Tue, 28 Nov 2010 21:06:22 +0530
24 ?;a:um—Rere.{p{- smith@smith.com
25 Disposition- .

Notification-To: Jones@jones.com

<2 23, 0 fibor-us-s-

26 Message-Id: 01011301530623.8F0AEI39002E@mailbox-us-s

7b.tarig.com=
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E-mail Forensics Case Study

* In the case study described, several fields have been
spoofed which can be detected easily because the first
Recelived field shows the address of authenticated sender
which is different from the sender of the message

« Emall spoofing, phishing, spam, scams and even internal
data leakages can be identified by analyzing the header.
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Summary

Exploring the Role of E-mall in Cyber Forensics

Investigating E-mail Crimes and Violations

Examining E-malil headers and body Messages

. Using Network E-mail Logs

Examining Microsoft and UNIX E-mail Serve Logs Different Types of Reports
. Using Specialized E-mail Forensics Tools

1.
2.
3.
4
.
6
4

P
v
W @ University of Wales
Trinity Saint David

. Using a Hexadecimal Editor to Carve E-malil Messages

Slide 37



Q
o

4
%

oy

//;J’:
= N ] >
Trawsnewid Addysg; Trawsnewid Bywydau oo IR

y

Transforming Education; Transforming Lives v.uwts

"

ac.uk



