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1. Introduction
1.1 Context and Background
Authentication is the point at which an IoT system decides whether a device is genuinely the device it claims to be. That sounds simple, but the decision becomes harder once devices are deployed across homes, factories, campuses and supply chains managed by different organisations. NIST's IoT device baseline treats unique logical and physical identification, access restriction and cybersecurity-state awareness as core device capabilities rather than optional additions [1]. In practice, those capabilities depend on a trustworthy way to bind an identifier to a cryptographic key and to keep that binding current throughout enrolment, key rotation, ownership change and revocation.
Conventional deployments normally place those bindings in a central directory or identity provider. This is well understood and can be efficient, but it concentrates operational trust: if the directory is unavailable, compromised or administered incorrectly, authentication decisions across the deployment may be affected. NIST's current Digital Identity Guidelines emphasise the whole authenticator lifecycle, including enrolment, binding, renewal, loss and revocation, rather than treating a successful login as the end of the problem [2]. The same lifecycle matters for non-human identities. A sensor with a copied serial number, an expired key or a revoked credential should not be accepted merely because it is connected to the expected network.
The study is also shaped by zero-trust thinking. NIST SP 800-207 argues that network location or asset ownership should not create implicit trust; authentication and authorisation should be evaluated before access to a protected resource is established [3]. For IoT, that suggests a device should prove possession of its key for each new session, while the verifier checks the current status of the identity rather than relying on a one-off provisioning event.
A distributed ledger is relevant because several organisations may need to rely on the same identity state without giving one of them exclusive control of the database. NIST describes a blockchain as a distributed, tamper-evident and tamper-resistant ledger in which a community records transactions in a shared history [4]. A permissioned network is particularly suitable for an institutional IoT setting: the organisations operating the peers are known, governance can define who may register or revoke devices, and there is no need for cryptocurrency or proof-of-work.
Two standards make that ledger useful as an identity registry rather than simply an audit log. A Decentralised Identifier (DID) resolves to a DID document containing verification methods and service information; the controller proves control through cryptographic keys [5]. A Verifiable Credential (VC) allows an issuer to make signed claims that a verifier can check, while keeping the issuer, holder and verifier as distinct roles [6]. The proposed design uses these ideas conservatively. The constrained device holds only its private key and a compact identifier. An edge gateway performs DID resolution, credential-status checking and ledger communication, so consensus processing and full credential parsing are not pushed onto the device.
1.2 Research Problem
The problem is not a lack of proposed blockchain authentication schemes. It is the lack of clear comparative evidence about where the blockchain belongs in the authentication path. A recent comparison of centralised and decentralised identity systems notes that centralised approaches remain mature and scalable, while decentralised approaches can improve distribution of control but introduce cost, governance and implementation complexity [7]. If every authentication request waits for ledger consensus or a remote peer lookup, the design may be more distributed yet less usable. If the ledger is consulted only occasionally, stale identity or revocation data may be accepted. The useful design space lies between those extremes.
Earlier IoT work demonstrates both the promise and the difficulty. Novo's blockchain access-management architecture removed a central authorisation server and showed that distributed management can work in selected IoT scenarios [8]. A later performance evaluation found that scalability depends on workload and architecture rather than following automatically from decentralisation [9]. Many studies also compare a new ledger design with a conceptually different baseline, making it hard to tell whether any measured difference comes from the ledger, the cryptography, the network, or the application itself.
This proposal therefore isolates one question: can a permissioned ledger act as the shared source of identity and revocation truth while an event-aware gateway cache keeps the online authentication path lightweight? The same signed challenge, key type, API and workload will be used in all experimental conditions. Only the backing identity-state mechanism will change. This creates a fairer test of the security, resilience and performance trade-off than a demonstration of a prototype on its own.
1.3 Research Aim and Objectives
Aim: to design, implement and evaluate a lightweight blockchain-backed distributed authentication framework for resource-constrained IoT devices, and to determine whether a permissioned DID/credential registry with event-aware edge caching improves resilience and auditability without imposing unacceptable latency or resource overhead compared with an equivalent centralised registry.
Objectives:
O1. Critically review centralised, federated and blockchain-backed IoT authentication, with particular attention to DID/VC standards, revocation and constrained-device protocols.
O2. Define the system requirements, trust assumptions and threat model for multi-organisation device enrolment, authentication, key rotation and revocation.
O3. Design a permissioned-ledger architecture in which devices prove possession of a private key while an edge gateway resolves identity and credential status through an event-aware cache.
O4. Implement a reproducible prototype and two controlled baselines: an equivalent centralised registry and a direct-ledger design without caching.
O5. Evaluate authentication correctness, latency, throughput, resource use, revocation propagation and service continuity under normal load, adversarial requests and component failure.
O6. Analyse privacy, governance and residual risks, then produce defensible design guidance that states where the approach is useful and where a simpler centralised design remains preferable.
Main research question: How effectively can a permissioned blockchain-backed identity registry support resilient authentication for resource-constrained IoT devices when compared with an otherwise equivalent centralised registry?
Supporting questions: What latency and resource overhead is introduced by direct ledger resolution? How much of that overhead can an event-aware cache remove without accepting stale revocation state? How does each design behave during replay, key-cloning attempts, revocation and identity-service failure?
1.4 Significance of the Research
Academically, the study moves the discussion away from the broad claim that decentralisation is inherently safer. It separates the immutable trust registry from the real-time cryptographic exchange and measures three closely matched designs. That should produce evidence about causality: whether observed gains come from distributed state, from caching, or simply from using modern public-key authentication.
Practically, the output will be a small, inspectable prototype and a set of measurements that an IoT architect can use. A positive result would show how several organisations can share registration and revocation decisions without putting a blockchain client on every device. A negative result would be equally useful, because it would identify the workloads or trust arrangements in which the additional governance and operational complexity is not justified.
2. Literature Review
The review combines peer-reviewed systems research, current standards and authoritative technical guidance. The core period is 2017-2026, because that covers the first widely cited blockchain-IoT access-control prototypes, the maturation of permissioned ledgers, and the current DID, VC and constrained-authentication standards. The emphasis is on device authentication and identity-state management rather than cryptocurrency or general blockchain applications.
2.1 Centralised and Distributed Authentication in IoT
A central directory gives a verifier one place to find a device's public key, status and policy. Its strengths are operational maturity, low lookup latency and straightforward consistency. Its weakness is not that one server must literally handle every request - ordinary replication can remove that bottleneck - but that one administrative domain remains the final authority for the identity state. Goel and Rahulamathavan's comparative survey reaches a balanced conclusion: decentralised identity can distribute control and improve transparency, while centralised schemes retain advantages in cost, established tooling and predictable performance [7]. This proposal adopts that balance rather than treating centralisation as a flaw to be removed at any price.
The early blockchain-IoT literature mainly focused on access control. Novo used smart contracts to arbitrate roles and permissions across IoT domains [8], then evaluated a scalable access-management implementation and showed that results depend on transaction rate and deployment configuration [9]. These studies are important because they moved beyond a conceptual architecture, but authentication, authorisation and ledger commitment were often closely coupled. That makes it difficult to reuse their findings for a system in which a device only proves its identity and a separate service makes an access decision.
2.2 Permissioned Blockchains as Trust Registries
A blockchain is most valuable here as a verifiable data registry: a common place for public verification material, issuer authority and revocation state. NIST's overview is careful to distinguish tamper evidence from confidentiality; a replicated ledger does not make sensitive data safe to publish [4]. The proposed registry will therefore contain public keys or hashes, status values and governance transactions, not device secrets, personal data or telemetry.
Hyperledger Fabric provides a suitable implementation model because it is permissioned, modular and designed around identified organisations. Its execute-order-validate architecture separates transaction endorsement from ordering and validation, while Membership Service Providers bind network roles to recognised identities [10]. Fabric also avoids a native cryptocurrency. These properties fit a consortium in which a manufacturer, an operator and a service provider share device identity state but do not give one party unilateral control.
The edge-gateway pattern is not new. Dorri et al. placed a higher-capability home manager between constrained smart-home devices and a blockchain overlay, explicitly recognising that low-resource devices should not carry the full ledger burden [11]. The present study retains that sensible division but makes the gateway's cache behaviour a measured variable. A cache is not a minor optimisation when revocation matters: it creates a bounded period in which a newly revoked credential might still be accepted, so update events, time-to-live and fail-closed behaviour must be designed and tested.
2.3 Decentralised Identifiers and Verifiable Credentials
DIDs supply the identifier-to-verification-method binding. DID Core deliberately does not require a blockchain; a DID method may use a ledger, a distributed database or another verifiable registry [5]. That distinction matters because it prevents the architecture from claiming that the standard itself proves a need for blockchain. In this proposal, a small Fabric-backed DID method is an experimental mechanism for shared governance. The device controls the private key, while authorised organisations transact changes to the corresponding DID document under explicit policy.
VC Data Model 2.0 supplies a standard way for an issuer to make a signed claim and for a verifier to evaluate the issuer, proof, subject and claim against local policy [6]. A device credential in the prototype may state device class, issuer, deployment domain and validity period. The full credential is stored off-chain; only its identifier, hash and current status are placed on the ledger. This design supports audit and revocation without turning the ledger into a permanent store of operational metadata.
The broader self-sovereign identity literature warns against reducing identity to a wallet and a chain. Schardong and Custodio's systematic review identifies interoperability, key management, recovery, revocation and governance as persistent open challenges [12]. Pohn, Grabatin and Hommel catalogue threats across blockchain-backed identity systems, including compromised wallets, malicious issuers, resolver manipulation, correlation and smart-contract defects [13]. Those risks inform the threat model in Section 3: ledger integrity cannot compensate for a stolen device key, a dishonest issuer or a verifier that applies the wrong policy.
2.4 Lightweight Authentication for Constrained Devices
The authentication exchange itself should follow constrained-system practice rather than inventing a new cryptographic protocol. ACE-OAuth adapts OAuth 2.0 concepts to IoT through CoAP, CBOR, COSE and proof-of-possession tokens [14]. EDHOC goes further at the key-exchange layer, providing compact mutual authentication, forward secrecy and identity protection for constrained endpoints [15]. Both standards keep the application responsible for deciding whether a credential is trusted. That is the precise point at which the proposed ledger-backed resolver can contribute: it supplies current verification material and status to a standard proof-of-possession flow.
For MSc feasibility, the first prototype will implement a fresh-nonce signature exchange using Ed25519 keys and a compact JSON/CBOR message. This is not presented as a replacement for EDHOC. It is a controlled experimental profile that keeps the cryptographic work identical across the three backing-store conditions. If time permits, an EDHOC library will be used in a secondary run to check whether the relative results hold with a standards-track handshake.
2.5 Performance, Privacy and Security Trade-offs
Recent authentication studies show why a performance-security comparison is necessary. Lau et al. use distributed blockchain records to support authenticated configuration and secure IoT communication, supported by formal analysis [16]. Hammi et al.'s Bubbles of Trust creates blockchain-backed zones in which devices can identify and trust each other [17]. BlendCAC uses smart contracts and capability delegation for decentralised IoT access control and demonstrates a prototype on Raspberry Pi devices [18]. Collectively, this work supports feasibility, but the systems use different cryptography, workloads and evaluation measures, so their reported latency or cost cannot be compared directly.
Privacy is another limit on the appeal of an immutable registry. A DID that is reused across domains can become a correlation handle. Transaction metadata can reveal when a device was enrolled, rotated or revoked, even when telemetry remains off-chain. The proposed prototype therefore uses domain-specific pseudonymous DIDs, records only public verification material and status, and keeps detailed authentication logs in an ordinary research datastore with a defined retention period. The ledger is treated as shared control-plane evidence, not as an all-purpose database.
Figure 1 brings these strands together. The device performs a compact proof-of-possession exchange with the gateway. The gateway resolves the DID and credential status through an event-aware cache backed by a Fabric consortium. A protected service receives only the authentication decision and session context. Registration, rotation and revocation are separate governance transactions. This separation is central to the research design because it allows the cost of each layer to be measured.
[image: ]
Fig. 1. Proposed lightweight blockchain-backed distributed authentication architecture.
2.6 Summary of Reviewed Studies
Table 1 summarises the sources that most directly shape the artefact and evaluation. Standards define acceptable identity and constrained-authentication building blocks; experimental studies demonstrate feasibility; surveys and threat analyses show why performance, privacy and governance cannot be assumed.
Table 1. Summary of studies and standards most relevant to the proposed framework.
	Study / source
	Focus
	Finding used in this proposal

	Goel and Rahulamathavan [7], 2025
	Centralised vs decentralised identity
	Decentralisation distributes control, but mature centralised systems remain competitive on cost and performance.

	Novo [8], 2018
	Blockchain IoT access management
	A distributed architecture can arbitrate roles and permissions across IoT domains.

	Novo [9], 2019
	Performance evaluation
	Scalability is configuration- and workload-dependent; it must be measured rather than assumed.

	Androulaki et al. [10], 2018
	Hyperledger Fabric
	Permissioned membership and modular transaction processing suit multi-organisation governance.

	Dorri et al. [11], 2017
	Smart-home blockchain security
	A capable local manager can shield constrained devices from ledger overhead.

	Schardong and Custodio [12], 2022
	SSI systematic review
	Revocation, recovery, interoperability and governance remain open deployment problems.

	Seitz et al. [14], 2022
	ACE-OAuth
	CBOR/COSE and proof-of-possession adapt established authorisation patterns to constrained IoT.

	Selander et al. [15], 2024
	EDHOC
	Compact mutual authentication can provide forward secrecy and identity protection on constrained links.

	Lau et al. [16], 2023
	Blockchain IoT authentication
	Distributed authentication records can support secure configuration and communication, but require architecture-specific validation.

	Pohn et al. [13], 2024
	Threats to blockchain SSI
	Ledger-backed identity still faces issuer, resolver, key, privacy and smart-contract threats.



2.7 Position of the Present Study
The literature establishes three points. First, a distributed registry can reduce dependence on one administrative domain, but a centralised directory is not automatically slow or insecure. Second, constrained devices benefit when a gateway carries ledger and policy work. Third, DIDs, VCs and constrained-authentication protocols provide interoperable building blocks, yet they do not decide how frequently a verifier should consult a ledger or how revocation should invalidate a cache.
The present study sits at that unresolved boundary. Its contribution is not another blockchain login scheme. It is a controlled evaluation of three identity-state paths that use the same device key, challenge, verifier and workload. The direct-ledger condition reveals the raw cost of distributed resolution; the cached condition shows the achievable online performance and the risk of stale state; the centralised condition provides an honest operational baseline. Security tests and failure injection complement the latency figures so that a fast but unsafe cache cannot be reported as a success.
3. Research Design and Methodology
3.1 Research Design
The project follows Design Science Research Methodology (DSRM) because its main research contribution is an evaluated artefact. Peffers et al. organise DSRM into problem identification, definition of objectives, design and development, demonstration, evaluation and communication [19]. The sequence suits this study, but it will be iterative rather than strictly linear: pilot measurements may expose a cache or transaction design that needs revision before the full experiment.
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Fig. 2. Design Science Research Methodology applied to this study.
A controlled, repeated-measures experiment is nested inside the demonstration and evaluation stages. Every generated authentication request is replayed against the three system conditions with the same device population, cryptographic algorithm, verifier API, network host and load profile. This controls obvious confounders and makes the backing identity-state mechanism the principal independent variable. Quantitative performance evidence is combined with structured security-test results and a qualitative threat analysis.
3.2 Research Methods and Materials
3.2.1 Methods
Artefact design. The prototype will contain four components: a device client holding a DID and Ed25519 private key; an authentication gateway that issues nonces and verifies signatures; a Fabric chaincode service that registers DID documents, issuer authority and credential status; and an event-aware resolver cache at the gateway. Registration, key rotation and revocation require an authorised organisation identity. Authentication does not write a full transaction for every request; only batched or hashed audit anchors are committed, avoiding unnecessary ledger growth.
Authentication sequence. The gateway sends a fresh random nonce and session identifier. The device signs the nonce, session identifier and intended service. The gateway resolves the DID, checks the issuer and credential status, verifies the signature and applies a minimal service policy. A nonce store rejects reuse. The result is an allow/deny decision plus timing and resource measurements. Private keys, raw credentials and device telemetry never enter the ledger.
Experimental conditions. Condition C uses a centralised PostgreSQL identity registry. Condition L uses the Fabric registry and performs a ledger query for each authentication. Condition LC uses the same Fabric registry through a local cache updated by ledger events and bounded by a short time-to-live. All three conditions expose the same gateway endpoint and execute the same signature checks. This design lets the experiment distinguish storage/resolution overhead from cryptographic overhead.
Workload and repetitions. A synthetic population of 100 device identities will be generated, with 20 active devices in the main test and additional clients used to create concurrency. Each condition will be exercised at 1, 5, 10, 25 and 50 concurrent clients. After a warm-up, at least 1,000 authentication attempts will be collected per load level and the full matrix will be repeated five times in randomised condition order. A small pilot in Weeks 13-15 will confirm that the workload is stable and that logging does not dominate the measurements.
Measures. Primary performance measures are end-to-end authentication latency at the median, 95th and 99th percentiles; successful authentications per second; and error rate. Resource measures are gateway and device CPU time, peak memory, network bytes and ledger query/commit latency. Resilience measures are service continuity and recovery time during one Fabric peer failure, gateway cache restart and central registry outage. Revocation propagation is measured from the committed status change to the last acceptance of the revoked identity.
Security evaluation. A scripted negative-test suite will cover replayed nonce/signature pairs, a copied DID without the private key, a valid key paired with a forged credential, revoked and expired credentials, an unauthorised registrar, stale-cache behaviour, ledger-peer unavailability and tampered identity records. Expected allow/deny results are defined before execution. A STRIDE-informed threat model will document assets, trust boundaries, attacker capabilities and residual risks, including stolen keys and malicious authorised issuers that the ledger cannot prevent.
Analysis. Latency and resource results will be reported as distributions with 95% bootstrap confidence intervals, not only as averages. If repeated-condition data are non-normal, a Friedman test followed by paired Wilcoxon comparisons with Holm adjustment will be used; effect sizes will accompany p-values. Security tests will be reported as a traceable matrix of expected and observed outcomes. The cached condition will be judged on both speed and its measured revocation window, preventing a performance gain from hiding a consistency loss.
Validity and ethics. Internal validity is supported by identical cryptography, API paths, device identities and host allocation across conditions. Randomised run order and repeated trials reduce warm-cache and background-load effects. External validity remains limited to a laboratory-scale permissioned consortium. No human participants or personal data are required. Device identities and credentials are synthetic; secrets are generated for the experiment and destroyed after marking; logs use pseudonymous identifiers; and all testing remains on an isolated local network. The ethics application will describe dual-use and data-retention controls before experimentation begins.
3.2.2 Materials
Software. Hyperledger Fabric 2.5 will provide three peer organisations, a Raft ordering service, certificate authorities and chaincode for registration, rotation and revocation. Fabric's Membership Service Provider model is used to represent the manufacturer, operator and service-provider organisations [20]. The gateway and test harness will be written in Python or Node.js; PostgreSQL will provide the centralised baseline; Docker Compose will make the environment reproducible; and Prometheus-compatible metrics, psutil and packet capture will collect resource and network evidence.
Hardware. The ledger, database and load generator can run on one development workstation with at least four CPU cores, 16 GB RAM and an SSD, separated into containers with fixed resource limits. One Raspberry Pi 4/5 or comparable ARM single-board computer will act as the constrained endpoint where available. If physical hardware is unavailable, a resource-limited Linux container will provide a documented fallback, and conclusions will be restricted accordingly.
Research data and reproducibility. The study will retain configuration files, chaincode, gateway source, synthetic identity-generation scripts, anonymised measurement CSV files, analysis notebooks and the negative-test matrix. Software versions, container resource limits, network-delay settings, random seeds and run order will be recorded. Public release will exclude private keys and any institutional credentials. The final dissertation will distinguish planned artefacts from those actually completed.
4. Expected Outcomes
The first expected output is a working authentication prototype with a clear separation between the device proof, the gateway decision and the shared ledger state. The second is an experimental dataset that compares centralised lookup, direct ledger lookup and cached ledger lookup under matched conditions. The third is a security and governance analysis that explains what the ledger can protect - shared integrity, auditable change and distributed administration - and what it cannot, including compromised private keys, malicious authorised issuers and incorrect verifier policy.
The most plausible performance result is that direct ledger resolution will add visible tail latency, while an event-aware cache will move the online path closer to the centralised baseline. That is an expectation to test, not a conclusion to defend. A useful cached design must also propagate revocation within its declared bound and fail predictably when the ledger or event stream is unavailable. If the centralised condition performs better without a material resilience disadvantage in the tested setting, the study will say so.
Success will be assessed against pre-defined evidence rather than the presence of a blockchain. The prototype should reject every specified replay, forged-key and revoked-credential case; record a complete audit trail for identity-state changes; continue verifying already cached valid identities during a single peer outage; and report the measured cost of that continuity. Performance results should be repeatable across five runs, with uncertainty and effect sizes reported.
The likely limitations are a modest device population, synthetic credentials, one permissioned-ledger platform and a local network that cannot represent every industrial or wide-area deployment. Fabric's Raft ordering service addresses crash faults, not arbitrary Byzantine behaviour, and the custom experimental DID method will not by itself prove interoperability with every external DID ecosystem. These limits are acceptable for a Level 7 study provided they are explicit and the claims remain tied to the evidence.
5. Timeline
The work is planned across 26 weeks in seven phases. Design decisions are frozen only after the threat model, and the full experiment begins only after a pilot has checked the measurement harness. Analysis is separated from final writing so that results can be interpreted before the dissertation narrative is fixed. Small contingency allowances are built into the implementation and full-study phases rather than placed entirely at the end.
Table 2. Twenty-six-week project plan and milestone schedule.
	Phase
	Weeks
	Milestone / Deliverable

	1
	1-4
	Consolidate literature; confirm research question and success criteria; submit ethics/data-management documents.

	2
	5-7
	Complete trust assumptions, STRIDE threat model, protocol sequence and experimental design; architecture review at Week 7.

	3
	8-12
	Implement Fabric registry, chaincode, DID/credential model, gateway and event-aware cache; unit and integration tests.

	4
	13-15
	Build centralised baseline and load harness; run pilot; freeze measures, workload and negative-test expectations.

	5
	16-20
	Run repeated performance matrix, revocation experiments, security tests and component-failure scenarios.

	6
	21-23
	Clean and analyse data; calculate confidence intervals/effect sizes; results freeze and supervisor review.

	7
	24-26
	Write, revise and proofread dissertation; package reproducible artefacts; final compliance and submission checks.
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Fig. 3. Twenty-six-week project timeline and review points.
6. Overall Presentation of the Proposal
The proposal is structured as a testable research plan rather than an argument that blockchain must be superior. Authentication, authorisation, credential status and ledger consensus are kept conceptually separate. Terms are defined when first used, the architecture is tied to the research objectives, and each metric answers a stated part of the research question. Figures show the system, method and schedule; tables support comparison rather than replacing the academic discussion.
IEEE-style citations are numbered in first-use order and the reference list combines standards, authoritative guidance and peer-reviewed studies. The planned implementation is scoped to work that can be completed and evaluated within 26 weeks. Reproducibility information, negative results and limitations are treated as research outputs, which should make the final dissertation useful even if the distributed design does not outperform the centralised baseline.
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