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Introduction

What are risks to security?
Security risks are when a security is either breached or broken by a hacker, malware or out of date. The system has been compromised and that the security in the system has become useless to stop/prevent the attack. These attacks are called Cyber-attacks, these are carried out in order for many reasons such as: stealing data, challenge, and privacy, personal. “The Internet of Things (IoT) security breaches seem to affect businesses regularly with the proliferation of hackers stealing data“ [1].  The reason of hackers stealing data can be many: 
· To sell for currency 
· To blackmail, 
· To know the victim. 
These three main points are common as these put number of people at risk of feeling violated from the breach of privacy. This is usually happens to high profile targets who work in the inner circle such as “Big Websites: AdultFriendFinder, Dropbox, MySpace, LinkedIn, Yahoo whom more than 2 billion usernames, passwords, and email addresses both professional and private, at risk” [2].
How do risks topple security?
Toppled security is when the security is wiped out or partly destroyed and that there are attacked from all directions that taken control of the servers, computers and console network. “Online gaming networks for Sony's PlayStation and Microsoft's Xbox consoles have gone offline in what hackers have said was a coordinated attack” [3]. The hackers that toppled security usually DDoS (distributed denial of service.) This is by flooding the network with loads of incoming messages by targeting a system to slow it down or crash it.
Type of attacks:
Denial of Service
Distributed denial of service attacks is when a hacker or a group of hacktivist target a network or company servers by flooding the entire network with messages or disrupting the traffic that is connected to the internet. “The cyber criminals using a number of mix volume of attacks on applications which is difficult to detect the hackers getting into the network infrastructure such as firewalls and IPS” [4]. There are many other type of DDoS attacks:
· Volumetric Attacks
· TCP State-Exhaustion Attacks
· ICMP Flood
· ICMP Flood is when a hacker takes it for either fun or personal by flooding its victim’s server or computer by echoing. “The attack involves flooding the victim's network with request packets, knowing that the network will respond with an equal number of reply packets” [5].
· IP/ICMP Fragmentation 
· BGP Hijacking
· BGP Hijacking is when a hacker takes over a server or some IP address by corrupting the BGP. “Prefix hijacking, route hijacking or IP hijacking) is the illegitimate takeover of groups of IP addresses by corrupting Internet routing tables maintained using the Border Gateway Protocol” [4].
· IPSEC Flood

How to prevent?
When it comes to DDoS attacks, they are almost impossible to fight back or get to stop. This is because these attacks can last for days or weeks and this depends on how long the attacker keeps doing it for. To prevent the attacks from happening and to protect the system from the attacks, is to have a good updated security along with a software the protects networks from DDoS. There is a site called SiteLock, “SiteLock Website Security protects organizations against all types of DDoS threats—including the most sophisticated forms” [6]. SiteLock can protect a network from the largest DDoS attacks such as Layer7.
There is also another software that protects users from DDoS attacks called StackPath, this type of security gives the same type of protection as SiteLock does. StackPath has a layer of security that stops any floods that a DDoS causes the “layers of security that protect against SYN floods and UDP floods. When activated, our Web Application Firewall provides even more DDoS protection” [7].
Rogue DHCP Servers
A rogue DHCP Server is when an attacker plugs in its own DHCP Server into the network and takes or changes the IP Addresses from the other computers that are connected to that network, it also like the attacker can monitor other user’s websites and spy on what the users are looking at. The attack can stop the user of other computers to connect to the internet and the attack can take the whole traffic for itself. “A rogue DHCP server on your network will interrupt the normal DHCP server, and offer a new gateway and IP address to the requesting PC” [8].
How to prevent?
Rogue DHCP Server can be detected on the network if the user checks for an IP/MAC address that doesn’t match up to the IP for the DHCP, there are a few ways to tell if there a Rogue DHCP server is being used, this can be done by using a software called Wireshark or can be done by looking through the commands by ipconfig/all and check the Original DHCP address and the IP’s that are for the clients. If there an IP/MAC address that doesn’t look right or doesn’t match, then there another command to check for sure that is used called ARP-a this will locate the Rogue DHCP address that doesn’t fit in well. Using Wireshark: “Wireshark is a network packet analyzer. A network packet analyzer will try to capture network packets and tries to display that packet data as detailed as possible” [9].
Packet sniffing
A packet sniffer is when a hacker uses to collect and steal data from another user. The hacker who is snooping on the network doesn’t cause damage to the network but can encrypted control and gain access to a lot of sensitive materials that are flowing through the data. “The sniffer to seize everything that is flowing in the network, which can lead to the unauthorized access of sensitive data. A packet sniffer can take the form of either a hardware or software solution” [10]. Packet Sniffing allows hackers to gain more access to anything that comes and goes from the network, the tool is a free software and easy to use and it gives hackers a layback job to get what the hacker wants. The packet sniffer isn’t just Ethernet only, it can also be wireless sniffing which is called Wi-Fi Sniffer. The Wi-Fi sniffer is just the same as Ethernet just the hacker is using wireless rather a cable. “Wireless sniffer tools, their ability to monitor, intercept, and decode data” [11].
How to prevent?
To prevent a user being a victim to a packet sniffer is to secure the network and all the data is by the following steps:
· Encrypted the sensitive data under a zip before sending them over networks
· Check if the site the user is on is trusted by with a signature of a lock symbol and says “secure” along in highlighted in green [image: ] this will show that it safe and encrypted.
· The user can use an Antivirus tool that always protects computers and networks from attacks. “Method as antisniff, that scan networks to determine if any NICs are running in promiscuous mode. These detection tools since they act as an alarm of sorts, triggered by evidence of a sniffer” [12].

 
Password cracking
Password cracking is when a hacker cracks the victim’s password and gains access to the account, network or computer. This is done either by a software or by a genius who used the top of its mind by studying the victim’s personal life. 
Guessing:
As sometimes a genius who cracks password by guessing is because the victim password isn’t strong, it contains a birthday number, dates, victim’s names and pets, etc... “Even with the advanced programs, algorithms, and techniques, sometimes the most effective way of cracking a user password is by using logic or trying commonly used passwords" [13].
Brute Force
Brute Force is a software that is used to crack on passwords, this software tries all combinations for a password from a small weak password to a long effective password. “to try, even on modern hardware, with a password of 7 characters or larger. Assuming only alphabetical characters, all in capitals or all in lower-case” [13], this depends on the length of a password when the software is guessing. Brute Force software’s are: 
· John the Ripper – it combines cracking modes, “John is available for several different platforms which enables you to use the same cracker” [14].
· [bookmark: _GoBack]Rarcrack
· Oracle
How to prevent?

Hackers
How to prevent?
Crackers
How to prevent?
Scams
How to prevent?

Type of security:
Antivirus
Spyware
Firewall
Security Updates
Regular Scans
How to avoid doggy websites

Conclusion?

Fire sale
A fire sale is an attack, a cyberwarfare which is either caused by a group of hacktivist, Cyber Terrorism, or another Government Military from another country attacks in cyberspace. A fire sale means “Everything MUST GO!” The fire sale is named out from each letter:
· F stand for Financial – Such as Collapses the Exchange, market prices, crash the Banks and ATM’s
· I stand for Infrastructure – Cause transports to be closed and communications brought down and security disabled.
· R stand for Resources -  Emergency services out of order, electric and gas and water shut off, 
· E stand for Environment - 
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