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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
[bookmark: _GoBack]This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

Features of IPv6
In 1983 the first Internet Protocol (IP) for the ARPANET was widely deployed. Using a numerical label to assign an identification address to devices or networks, this enabled the possibility of devices that are connected within a network to communicate with each other and other networks. This was called Internet Protocol Version 4 (IPv4) and it is still the primarily used IP today. But due to the vast popularity of the Internet, more and more devices are in circulation, meaning there is a worry about individual IPv4 address running out; this is why IPv6 was developed and is slowly being introduced.
IPv6 uses a 128-bit addressing system whereas IPv4 uses a 32-bit system, meaning it can supply up to 340 undecillion unique addresses compared to little under 4.3 billion (4,294,967,296) that IPv4 can supply. IPv6 is able to do this by changing its addressing method, where IPv4 uses numbers in a series of octets, IPv6 uses an alphanumeric and hexadecimal method, using hextets which allows for vaster range of address possibilities.
It is traditionally the first 3 digits of an address that defines a network class but IPv6 is moving away from this by using subnetting to adjust network sizes [1].
Both protocols send data using packets, IPv6 packets can deliver up to 1208 bytes within a packet compared to 576 bytes in IPv4’s, they are also not fragmented which can occur in IPV4’s packets. Both IP’s packets consist of a header and payload, the header containing the details of the communication and is used to ensure security of a communication between two hosts. IPv6’s packet header has been simplified from IPv4’s version; it contains less fields (8 rather than 12), maintaining some field names but introducing a new field called ‘Flow Label’. This is used to label packets that belong to the same flow, which is identified by combining the source address and a flow label which is not zero, this enables more efficient routing without the fragmentation of packets [1]. 
IPv6 packets also have enhanced security features with the addition of two dedicated extension headers; an ‘Authentication Header’ (AH) and ‘Encapsulating Security Payload’ (ESP). The AH consists of several fields (Next Header, Payload Length, Security-Parameters-Index, Sequence Number, Integrity-Check-Value), but all work in conjunction to verify the packets original source ensuring that header and payload have not been altered during transmission by using ‘checksums’ generated by the means of an authentication code. Hash Message Authentication Code (HMAC) algorithms sign packets to ensure data integrity is maintained. Origin identity is authenticated via the incorporation of a shared secret key created by the AH algorithm [2]. 
The ESP feature is designed to provide a mixture of security measures already implemented in IPv4 and IPv6. It can be deployed on its own or in conjunction with the AH. It resides within the transport layer and provides additional protection to upper level protocols. It has a ‘signed area’ to indicate if a protected data packet has a signature for integrity assurance and an ‘encrypted area’ to indicate the information is protected with confidentiality. The ESP, in essence, contains two primary parts; The ‘Security Parameters Index’ (SPI) and ‘Sequence Number’. The SPI is a 32-bit number which assists in identifying security association for protected packets. Likewise, the Sequence Number is also 32-bit. When a security association is initiated, both sender and receiver counters are reset to zero, the first packet transmitted will have a value of one and when additional packets are transmitted the counters will increment, not allowing cycling of packets, and once all have been transmitted the receiver side checks this field to see if a packet for a security association that has this number hasn’t been received already, if so, the packet is rejected [3].
With these in mind, the question of ‘Is IPv6 more secure than IPv4’ will rise. The ‘internetsociety’, states this as ‘irrelevant’ due to the complexities of IPv6. They believe this increases the number of vectors open to attack but importantly state that IPv6 hasn’t been subject to as much scrutiny as IPv4, meaning that not all security issues may have been dealt with yet and once discovered they will be patched up, as was with IPv4 and ultimately devices and network securities must also be of high-standard [4].  
Address types are also slightly different with IPv6. IPv4 uses Unicast (one-to-one), Broadcast (one-to-many) and Multicast (one/many-to-many), IPv6 has removed Broadcast and replaced it with Anycast. Anycast is similar to Multicast as it sends information to a designated group but only one receives the information and it is passed on to others. These addresses essentially are no different to Unicast addresses so this means the receiver can’t distinguish the origin address. As IPv6 doesn’t support Broadcast addresses, functions that relied on this address type will use the Multicast addresses instead [5]. It is stated that Anycast reduces latency in delivery because it is more direct, delivering to the first host it finds with the correct IP address, reducing the number of hops it takes to deliver but also reduces the complexity of initial setup; only one DNS server is needed as it delivers to all the network nodes. Availability is increased too because there are many nodes advertising a IP address; if one fails or overloads, another kicks in as backup. Anycast also boasts increased security protocols against Distributed-Denial-of-Service (DDoS) attacks by providing failover options for when nodes are targeted or taken offline [6].
IPv6 offers many advantages but ultimately has been implemented to ensure that the growth rate of the Internet can continue by being able to add more unique identifiers to devices and not stall. The amount of users globally increases everyday and we live in a generation where users obtaining devices come at young ages. This trend shows no sign of changing, thus making IPv6 deployment essential and what is equally important and is also impressive is the role-out of IPv6 is already underway, without users noticing, enabling the transition in usage between protocols to be seamless.
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0/23
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0/24
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0/26
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64/27
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96/29
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103
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