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Executive Summary
The Issue at Stake
Singapore’s Marina Bay Sands experienced a challenge in cybersecurity due to a data breach that compromised customers’ personal data.
It is reported that the personal data of 665, 000 customers was accessed in the breach by unauthorised parties in 2023.  
The incident has made the company vulnerable to cybercriminals raising concerns about its ability to protect customers'' data. 
Some of the business's aspects targeted in the breach include the company's Lifestyle rewards programme members, targeting their data such as names, email addresses, phone numbers, country of residence, and membership number and tier. 
However, the company's chief operating officer indicated that the customers' personal data were not affected but encouraged them to monitor their accounts for suspicious activities and change their login pins regularly for extra vigilance against phishing attempts. 
Findings
The data breach at Marina Bay Sands was caused by an unauthorised party's access to the company's data.
A third party bypassed their system's login data to access the database storing the non-casino programme members. 
Preliminary analysis shows that the hacker gained unauthorized access to the organisation’s lifestyle reward program by exploiting a security loophole in its systems. 


Despite the incident, the organisation recorded an increase in its profit margin a few months after the breach.   
Financial reports show the company's earnings in the first quarter of 2024 increased by 51.1% before interests, taxes, depreciation, and amortisation (EBITDA), leading to a profit of $ 597 million.
Immediately after the breach was discovered, the hotel engaged the IT team and with the help of a cybersecurity expert they were able to mitigate the risk, assess the damage, and implement measures to prevent future attacks 
It was established that Information exposed during the breach was limited to contact details with no financial data  affected 

Further analysis shows that almost 1/3 (31%) of players in the hotel industry experience data breaches, with an average cost of a breach estimated at $ 3.4 million.
For instance MGM Resorts, a giant in hospitality and entertainment also faced a disruptive ransomware attack a week before the Marina Bay data breach incident, costing it more than $ 110 million.
Cybercrime is detrimental to a business's data, which is exposed to access by unauthorised parties who can use it maliciously. 
In the past five years, the global financial loss due to cybercrime has increased to $ 27.6 billion, with the cost projected to grow by 15% in the next five years to reach $10.5 trillion.  



Analysis of These Findings
The ability to make revenue in the first quarters a few months after the breach, as evident in their income, shows that the problem did not affect the business's performance.
However, though the company reported profit growth in the first quarter of 2024 and did not mention the financial implications of the breach that does not imply that it did not incur some costs after the breach. This is because, as indicated, the average price of a breach is estimated at $ 3.4 million. Hence, the company lost finances in other aspects such as investigation, hiring a top cyber security firm, and addressing the issue by upgrading their mitigation strategies.
The feedback Marina Bay Sands gave through its chief operating officer in response to the data breach issues is critical; it helps prevent the speculation of the problem across various platforms, which may be misleading, causing more panic among the customers and other affected stakeholders.
From the findings, the data breach at Marina Bay Sands was caused by an unauthorised party's access to the company's data.
Thus, some of the probable factors that increased their vulnerabilities include:
Using weak passwords that can be easily guessed. 
Phishing which involves the impersonation of a trusted entity to reveal their sensitive data to enable them to access the system, or the attackers may use phishing links, where clicking them allows the criminals to phish the system data that they use for their access. 
Failure to maintain, service, and update the company system and software 
 These issues can be attributed to a lack of proper employee training on the system use, risks involved, and mitigation strategies. 
Recommendations
Based on the analysis of the issues and insights from the research, the following are our recommendations: 
One of the recommendations that can help Marina Bay Sands deal with cybersecurity issues is mandatory training of their employees on digital skills, including system uses, privacy, security issues, and mitigations. 
The other recommendation is enhancing the security features of their systems to ensure accountability in case of any issue. 
The company should automate most of its operations, like data storage and handling of various operations, to minimise human handling, which can increase the risks of errors, leading to more vulnerability.
The other recommendation is to regularly update and maintain the company's system and its computers to make it possible to identify issues that threaten the company's data privacy and security and address them before they become problematic.
Lastly, Marina Bay Sands should employ IT experts and system specialists to monitor their IT resources and infrastructure regularly.
Conclusion
Based on a thorough analysis of the issue facing the company, Marina Bay Sands needs to consider the recommended course of action to address it and mitigate its future occurrence.
Importantly, you should consider allocating the estimated budget to deal with the issue, and the benefits the company will get will lead to more income and prevent further financial losses due to such incidents.
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Introduction 
1.1 Background Information of Organisation Involved 
  Marina Bay Sands resort is located in the heart of Singapore, a 2-minute walk from the Shoppes at Marina Bay Sands (Marina Bay Sands, 2019). According to the organisation’s website, the resort is one of the leading companies in leisure and entertainment destinations, with approximately 1,850 rooms and suits, crowded by the spectacular sands Skypark and iconic infinity pool (Marina Bay Sands,2010). The resort was established in 2010 and has contributed significantly to the transformation of Singapore's city skyline in addition to capturing the world's imagination (Sikumbang and Yola, 2023). The brand is owned by the US-based Las Vegas Sands Corporation (Labus, 2023). As per the company's 2023 report, the brand has more than 11, 500 employees from diverse backgrounds (Marina Bay Sands, 2023).  
Some of the services provided by the resort include a restaurant, private parking, a fitness centre, and a bar. Moreover, it's a 5-star hotel with ATM and concierge services, and it offers 24-hour front desk, room service, and currency exchange for guests (Marina Bay Sands, 2019). Besides, their rooms are air-conditioned with a closet, an electric teapot, a minibar, a safety box, a flat-screen TV, and a private bathroom with a shower. Over the years, the business has grown and expanded, and currently, they have 1 hotel with more than 8, 000 rooms, 10 attractions, and more nearby offerings that enrich the business visitor experience. The business raises revenue from different sources. The 2023 report indicates that the company has adjusted property EBITDA valued at $ 1.861 billion, non-gaming revenue worth $ 1.168 billion, 96.3% hotel occupancy, casino revenue valued at $ 2.681 billion, net revenue of $ 3.849 billion, and average rate of $ 631 (Marina Bay Sands, 2023). 
Statistics show that Marina Bay Sands is a big brand with many customer segments, exposing them to many challenges  (Hamzah,2023). However One of the challenges the company has experienced is cybersecurity, risking its data and those of customers and exposing them to many threats that can lead to financial losses, among other dangers.  As highlighted by Hamzah (2023), between October 19 and 20, 2023, the personal data of 665, 000 Marina Bay Sands customers was accessed through the breach, which targeted their lifestyle rewards programme members. As a result, the victims' names, email addresses, phone numbers, country of residence, membership numbers, and tiers were affected (Hamzah, 2023). Due to this issue, the company has consulted TRD Consultancy Firm to help the hotel respond to it.
1.2 Consultancy Firm 
TRD Consultancy Firm provides cybersecurity consultancy services to various businesses in the hotel industry and other sectors to help them deal with the issues they experience. The company comprises specialists in various areas including data security, IT systems, Artificial intelligence, compliance, etc. The firm has existed for the last ten years, and it continues to grow, and so far, it has accomplished great things. In the course of its operations, the organisation has defended and secured high-profile cybersecurity and helped clients to fortify their digital systems 

1.3 Aim of The Report 
This organisational consultancy report entails a professional consultant who has been approached by an international hotel to consult on the specific issue the company is experiencing. Organisational consultancy is where businesses seek the services of external experts to analyse and advise how to improve their performance (Week 1). In the hospitality sector, this consultancy entails assessing operations, customer services, and employee training to enhance efficiency in the business and promote guest satisfaction (Week 1). In order to achieve this, this report will analyse the issue, using tools such as SWOT to evaluate the company's competitive position and develop strategic planning, and TOWS to explore how it can combine internal and external factors to develop strategies for future growth and development (Pirnar et al., 2019; Puyt et al., 2020). The report will be structured into an analysis of the issues facing the brand, recommendations, and change management in responding to the problem. Besides, it will have an action plan for the client to take in implementing the solution and the conclusion, summarising the report's findings.
2.0 Analysis 
2.1 Description of The Issue
One issue the Marina Bay Sands is experiencing is cybersecurity, which has made the company vulnerable to cybercriminals. In 2023, this issue was apparent when the company experienced a data security breach affecting its customers' data. According to Hamzah (2023), the personal data of 665, 000 customers was accessed in the breach by unauthorised parties. Some of the business's aspects targeted in the breach include the company's Lifestyle rewards programme members, targeting their data such as names, email addresses, phone numbers, country of residence, and membership number and tier (Hamzah, 2023). However, the company, through its chief operating officer, indicated that the customers' personal data were not affected but encouraged them to monitor their accounts for suspicious activities and change their login pins regularly for extra vigilance against phishing attempts (Loraine, 2023). Moreover, the company launched an immediate investigation by consulting the leading external cybersecurity firm and reporting to the relevant authorities.
2.2 Impacts of The Issue On the Hotel
2.2.1 Reputation 
Cybercrime is detrimental to a business's data, which is exposed to access by unauthorised parties who can use it maliciously. As a result, the breach led to frustrations and panic among the customers using the company's affected loyalty program and other segments since they could be the next target (Truță, 2023). As highlighted by Toulas (2023), through the breaching incident, various types of information were exposed, which is very risky to their other activities, making them have a negative perception of the brand. Hasbullah (2022) indicates that cybercrime can cause many issues for various stakeholders, such as customers and businesses, due to their financial implications. Thus, this data breach issue eroded the business's reputation. 
2.2.2 Income
Despite the cybersecurity issue, the company's income has not been affected by the breach as the business continued to make profits. According to Alavanza (2024), in the first quarter of 2024, the company's earnings increased by 51.1% before interests, taxes, depreciation, and amortisation (EBITDA), leading to a profit of $ 597 million. The ability to make revenue in the first quarters a few months after the breach, as evident in their income, shows that the problem did not affect the business's performance. Zhang (2024) indicates that in 2019, the past five years, the global financial loss due to cybercrime has increased to $ 27.6 billion, with the cost projected to grow by 15% in the next five years to reach $10.5 trillion. 



Estimates costs of cybercrime globally (Charlton, 2024)

Though the company reported profit growth in the first quarter of 2024, and they did not mention the financial implications of the breach, that does not imply that it did not incur some costs after the breach. According to Jackson (2023), in the hospitality industry, it is estimated that almost 1/3 (31%) of players in the sector experience data breaches, with an average cost of a breach estimated at $ 3.4 million. Thus, Marina Bay Sands is not exceptional and must have incurred various costs. For example, the company incurred costs in investigation processes and paid the firm for the consultations and other services provided. Ghelani (2022) indicates that dealing with cybercrime issues is costly due to the amount spent on assessing the problem, developing improvement solutions, and consultations. MGM Resorts, a giant in hospitality and entertainment, had faced a disruptive ransomware attack a week before the incident, costing it more than $ 110 million (Jackson,2023). 


Percentage of internet users in selected countries who have ever experienced any cybercrime in 2022 source (Petrosyan, 2023)

2.2.3 Feedback
Giving feedback in case of a cybersecurity threat is a critical aspect to the business and its stakeholders. In the case of Marina Bay Sands, the company, through its chief operating officer, responded to the issue by outlining what happened, the measures it took, and the impacts of the threats on the business. It helps prevent the speculation of the issue across various platforms, which may be misleading, causing more panic among the customers and other affected stakeholders. According to Hart et al. (2020), immediate feedback is necessary to assure the stakeholders of the correctness and effectiveness of the implemented strategies. 
2.3 Causes 
The data breach at Marina Bay Sands was caused by an unauthorised party's access to the company's data (Hamzah, 2023;). Computer Hope (2020) defines unauthorised access as access to the computer system, website, program, server, or service without permission, using another party's user account, or hacking the login details. The same case happened at Marina Bay Sands, where third parties bypassed their system's login data to access the database storing the non-casino programme members. According to Zhang et al. (2020), the Internet of Things (IoT) is a technological advancement that makes it possible for smart devices to collect and share data efficiently and autonomously. One negative implication of this advancement is increased cases of unauthorised access due to the ability to connect IoT devices to the internet (Zhang et al., 2020). 
One factor that can increase the vulnerability of the organisational systems to unauthorised access is the using weak passwords that can be easily guessed. Dastane (2020), note that weak passwords increase the vulnerability of personal data, privacy, and criminal and fraudulent activities across online cyberspace. Thus, the staff in the company may have used weak passwords in their systems, leading to their vulnerabilities. 
The other factor that increases the risks of unauthorised access is phishing. It involves the impersonation of a trusted entity to reveal their sensitive data to enable them access organisational system. This action could have been the case with the Marina Bay Sands breach (Alabdan, 2020). Also, the attackers may use phishing links that are sent to the company's emails or the platforms, where clicking them allows the criminals to phish the system data that they use for their access (Abroshan et al.,2021; Ncubukezi, 2022). 
In addition, failure to maintain, service, and update the company system and software can increase their vulnerability to unauthorised access (James and Rabbi, 2023). Besides, the staff managing the organisational systems could have left them logged in, making it possible for third parties to access the login details or shared them with other third parties who sold or gave them out to the criminals (Ncubukezi, 2022).
 These issues can be attributed to a lack of proper employee training on the system use, risks involved, and mitigation strategies. Jain and Gupta (2022) indicate that researchers have established that 52% of system users receive training no more than 2 times a year, and 6 % of the users never receive any training. 
2.4 SWOT Analysis of the Company 

SWOT analysis helps evaluate the business's competitive positioning in the market, depending on its strengths and opportunities (Boitrelle et al., 2021).
One of the company's strengths is its diversified portfolio, which makes it dominant in the market and diversifies revenue streams. According to Marina Bay Sands (2019), the company provides services such as a restaurant, private parking, a fitness centre, a bar, room service, and currency exchange for guests. The other strength is high-class facilities that enable it to provide quality services that give it a competitive advantage (Ülen and Gülmez, 2020). As noted by Marina Bay Sands (2019), their rooms are air-conditioned with a closet, an electric teapot, a minibar, a safety box, and a flat-screen TV. Thirdly, the company generates high revenue, which it can use as capital to expand its operations or other business investments to make it competitive. In 2023, their net revenue was $ 3.849 billion (Marina Bay Sands, 2023). Also, the brand has a digital platform that allows easy access to its services and many loyalty and reward programs such as lifestyle, prestige, elite, and Paiza that attract membership fees, allowing the company to generate more revenues (Marina Bay Sands, 2019). 
However, the company has some weaknesses that negatively affect its strengths. One of the weaknesses is a shortage of labour force, where compared to its wide range of services and vast facilities, 11, 500 employees are less (Marina Bay Sands, 2023). Also, this size of employees is detrimental to the company's efficiency due to their high risk of errors and mistakes. 
Additionally, the company has faced some threats in the market, such as increased competition due to the many brands in the industry. According to Reservations (2024), there are many brands in the hotel and hospitality industry in Singapore, affecting the dominance of Marina Bay Sands in the sector. Also, the limitation of visas by the Chinese government to Singapore for gambling-related objectives affects the expansion of the businesses. In addition, the pressure to raise the gambling tax in Singapore can lead to a shortage of revenues due to raised taxes (Vixio, 2022).
For the opportunities, there are several developments in the country that the company can take advantage of to become more successful. One of the opportunities is the high number of visitors the country receives annually, increasing the sector's market size (Hirschmann, 2023). In addition, the government has been implementing policies and engaging in initiatives to foster the growth of the hospitality sector (Credence Research, 2024). These government actions aim to make the country an attractive tourist destination for investors. The other opportunity is the company's high revenue generation, reducing its investment debt when expanding its infrastructure. 
Graph Below Shows Revenue from Travel & Tourism in Singapore Source (Statista, 2023)



Graph Below Shows Revenue Change from Travel & Tourism in Singapore Source (Statista, 2023)

2.5 TOWS Analysis 
TOWS analysis helps examine the interplay of a business's internal strengths and weaknesses and external opportunities and threats (Amalia and Mohammad, 2023).
SO Strategies (Strengths-Opportunities)	The company can use its diversified portfolio and vast capital quality products to expand its operations in the country, capitalise on the growing market size, and capitalise on the government's favorable policies and initiatives. 	WO Strategies (Weaknesses-Opportunities)	Marina Bay Sands can increase the size of their labours and develop training and development programs to make the business more attractive, to benefit from the growing market size by attracting more new customers from the boosted tourism sector, as well as boost their revenue to enable them to expand infrastructure without debt investment.
ST Strategies (Strengths-Threats)	The company should capitalise on its vast capital to improve the quality of its service delivery and efficiency to lower its costs, enabling it to charge lower prices and become competitive in the industry.	The brand should capitalise on its wide range of products to expand its local market share and mitigate the implications of visa limitations by the Chinese government for Singapore gambling–related objectives.	The action will also help the brand raise more revenue to bridge the gap that can be created by raising the gambling tax.	WT Strategies (Weaknesses-Threats)	It should increase its employees and develop a training programme to equip them with more skills and knowledge. 	This strategy will improve the quality of service delivery and enhance efficiency by reducing errors and mistakes.	The benefits of addressing these weaknesses will make the business more competitive through reduced prices and increased quality products, mitigating the competition threats, as well as implications of visa limitation of Singapore by the Chinese government.


3.0 Recommendations and Change Management 
3.1 Recommendations 
One of the recommendations that can help Marina Bay Sands deal with cybersecurity issues is mandatory training of their employees on digital skills, including system uses, privacy, security issues, and mitigations. This action will help mitigate the cybersecurity vulnerabilities due to human errors and mistakes. According to Saniuk et al. (2023), digitisation and the application of technologies in various operations in the business led to changes in how activities are done. Thus, for the effectiveness of the staff, they should be equipped with digital skills to enable them to interact with systems without committing mistakes such as sharing logins with third parties, clicking unknown links, or leaving the organisation system logged, which can make them vulnerable to cybercrimes (Mughal, 2020). 
The other recommendation is enhancing the security features of their systems to ensure accountability in case of any issue. One of the strategies the company should implement is implementing access controls. As noted by Duggineni (2023), this technique helps in data access permission control to ensure only authorised people can access the data. Moreover, under this technique, data should be segregated into various categories and levels of access to ensure staff in the company have a specified level of privileges. This approach will prevent unauthorised people from accessing the business data and expose them to third parties, which can be challenged to establish if there is no access control to ensure accountability in case of such developments.
Thirdly, the company should automate most of its operations, like data storage and handling of various operations, to minimise human handling, which can increase the risks of errors, leading to more vulnerability.
The other recommendation is to regularly update and maintain the company's system and its computers. This action will make it possible to identify issues that threaten the company's data privacy and security and address them before they become problematic. According to Mughal (2020), regular updates of device software, firmware, and security patches addresses the known vulnerabilities, and reduces the risks of exploitation.
The last action that Marina Bay Sands should take is employ IT experts and system specialists to regularly monitor their IT resources and infrastructure.
3.2 Change Management Practices and Procedures
3.2.1 Total Quality Management (TQM)
The company need to use a total quality management (TQM) philosophy, which emphases on continuous improvement, customer focus, and employee involvement (Hussain et al., 2020). Training and the updates of the company systems and computers are some of the ways these will be accomplished. 
The best practices to ensure successful TQM implementation include a top-down approach, where leaders are involved and committed, and employee involvement by encouraging them to contribute ideas and participate (Mitreva et al., 2020). Additional practices include continuous learning to promote the culture of learning and innovation, as well as customer feedback by listening and acting on the feedback provided by the customers (Week 3). Furthermore, there should be regular evaluations to monitor progress, implement the required changes, and celebrate by recognising and celebrating any achievements. 
3.2.2 Change Management Theory 
When implementing changes, organisations face challenges such as resistance, uncertainty, loss of productivity, and reduced employee morale, affecting the implementation of these changes and the transition (Week 3). Thus, for Marina Bay Sands to overcome these challenges and ensure a smooth transition after implementing the recommended changes, one of the management theories that should be employed is the ADKAR model, which focuses on various dimensions of the change process that is effective on an individual level before their applications on larger groups or entire organisation (Paramitha et al., 2020; Thekkekara, 2023). As noted by Jaaron et al. (2022), ADKAR follows five steps during change management to ensure its effective implementation and organisational transition. Jaaron et al. (2022) explore the following five steps of the ADKAR model during change management:
Step 1 Awareness of The Need for Change
The first step of the ADKAR change management model that Marina Bay Sands should follow when implementing the recommended change is creating awareness of the needed change by informing all the company's stakeholders on the reason for bringing the theme (Jaaron et al., 2022). For example, the company should highlight its recent data breach and its implications and address all its concerns and questions to make stakeholders develop a desire for changes.
Step 2 Desire to Participate and Change
This is the second step of the ADKAR change model, where Marina Bay Sands leverages the stakeholders' desires to change to get their support and involve them in the process (Jaaron et al., 2022). The company will explain to the relevant stakeholders the benefits of the change and address any form of resistance encountered in the process. 
Step 3 Knowledge On How to Create Change
After the company stakeholders develop the desire for the changes and participate in the change process, they have the skills and knowledge to execute them (Jaaron et al., 2022). Besides, they are equipped with details on the elements of the surrounding environment that will be replaced in the process to start conceptualising the actions they need to take in preparation for these replacements. 
Step 4 Ability to Implement Required Skills
This step involves sharing the details of creating the change and the aspects to replace the environment (Jaaron et al., 2022). This step entails the actual implementation of the change, where the company's stakeholders are required to implement the required skills they have been equipped with in the previous step. In ensuring the success of this step, the stakeholders are subjected to supervision and mentorship to enable them to move in the right procedures (Jaaron et al., 2022). Moreover, additional coaching, practice, and time are implemented in this step to ensure the successful implementation of the recommended changes in the business. 
Step 5 Reinforcement to Sustain Change
This is the last step of the ADKAR change model that Marina Bay Sands will use to reinforce and sustain the proposed recommendations. During this step, the company's stakeholders monitor the outcomes of the implemented change to establish whether they are delivering the desired outcomes (Jaaron et al., 2022). Besides, there is a reward in this stage for the desired behaviours and supervision. Notably, the stakeholders facing challenges in creating the changes keep monitoring and following the new actions in the change programme until they are recognised and acknowledged.
3.3 Measurements and Reviewing of Impacts /Success Rates 
3.3.1 Balanced Scorecard (BSC)


Source: Week 2
BSC is one of the tools that will be used to measure the impacts or the success rates of the recommended changes. The tool focuses on elements such as learning and growth, clients, and internal business processes (Hegazy et al., 2022). Thus, after the implementation, the tool can be used to measure whether the company has achieved some growth and improved business processes. For example, the improved ability of the staff in the company to execute their duties effectively without errors, specifically when dealing with their systems and computers, will indicate success (Gazi et al., 2022). In this aspect, if the company does not face another case of data breach, it will be evidence of the success rate of the recommendations. Phillips (2007) indicates that BSC is used by a major brand in the UK due to its effectiveness in measuring performance. 
3.3.2 Financial 
The other indicator that will be used to measure the success rates of the recommendations is the financial performance of the company (Alatawi et al., 2023). For example, increased revenues and net profit from the company at a higher rate than before indicate that the company is performing well due to changes made.  
3.3.3 Customer-Focused Indicators
Once the business implement the recommended strategies, another indicator that can be used to determine their success rate is consumers' behaviours. The behaviours that will be considered are increased customer satisfaction, a high return and retention rate, and attraction of new clients to the company's reward and loyalty programme (Akhtar et al., 2022). These customers' behaviours will be an indication that the customers are satisfied with the brand's products, making them keep coming back for more (Issau et al., 2023; Mårtensson et al.,2020). This is because the proposed recommendations aim to improve service delivery in the business and enhance efficiency. Thus, their success rate will be determined by the level of customer satisfaction. 
3.3.3.4 Level of Competition 
The company's dominance in terms of market share is another indicator that will be used to measure the success rate of the implemented recommendations. As noted by Kuo et al. (2021), business dominance in the industry indicates higher competitive advantages, which can be attributed to the business operations and measures implemented to deal with their issues.
3.4 Potential Benefits the Hotel Will Get After Implementing the Recommended Strategies 
After implementing the recommended strategies, one of the benefits that the company will get is a sufficient and competent workforce. Hiring more employees and training them on digital skills will make them more effective and adequate to handle all the organisational needs (Krajčík et al., 2023). Moreover, training will improve the employees' performance and productivity, translating to better organisational performance. The other benefit the organisation will get is improved safety and privacy of their data (Roshanaei, 2021;). This is because the staff will be more enlightened on cybercrime prevention and mitigation strategies, securing their data against unauthorised access. In addition, automating their operations will enhance efficiency in service delivery and reduce operational costs as less maintenance costs will be incurred in fixing equipment destroyed due to recklessness and other errors (Nam et al., 2020). With reduced operational and management costs, the business can offer slightly lower prices than its competitors, boosting its dominance (Belanche et al., 2021). Automation of processes will be critical in lowering operational costs, as it will replace labour-intensive methods with digital approaches that are less costly and more efficient. 
Consequently, the company will benefit from increased customer satisfaction, leading to a high retention rate and attracting new customers. These benefits will lead to revenue growth, translating to high net profit. The recommended changes will promote competency among the employees in the organisation (Rahman et al., 2020). Thus, they will be able to offer quality services to their customers, as well as better customer services, making them more satisfied. As a result, these customers will keep coming for more services and recommend them to their friends and family members. Hence, these recommendations will also act as marketing strategies to promote the business through improved quality of service delivery (Rosário and Raimundo, 2021; Sinurat et al., 2021).
3.5 Costs Associated with Recommendations 
These recommendations will incur some costs to implement. Considering the size of the company's workforce, training them will require an annual budget. Thus, the company should allocate approximately $1300 annually to training each employee. With the company having 11, 500 employees, this amounts to around $ 15 million annually. The amount will also cater to the training of the team involved in change management. However, the budget will be reduced later, as not all employees require annual training. In the subsequent years, only a few will be trained depending on the need; thus, the budget will be halved. Also, upgrading their system, computers, and other software in the company will require them to allocate some funds to cater to these needs. Estimately it can cost $ 2 million to cater to these needs, based on the large size of the business.


4.0 Action Plan	
Number 	Problem 	Solution 	Desired Outcome 	Time Scale 	Completion Date	Planned Budget
1	Cyber security due to unauthorised access. 	Possible causes of this vulnerability that need addressing:	The use of weak passwords that can be easily guessed	Phishing, which involves the impersonation of a trusted entity to reveal their sensitive data to enable them to access the system	attackers may use phishing links sent to the company's emails, or the platforms, where clicking them allows criminals to phish the system data they use for their access. 	Failure to maintain, service, and update the company system and software can increase their vulnerability to unauthorised access.	Staff managing the organisational systems could have left them logged in, allowing third parties to access the login details or share them with others who sold or gave them to third parties.	 These issues can be attributed to a lack of proper employee training on the system use, risks involved, and mitigation strategies. 	Agree to introduce a training programme in addition to existing ones that will help equip the staff with the necessary digital skills.	Change their maintenance and upgrade schedule for their systems, software and computers.	Allocate the necessary budget to cater to these activities and proposed changes. 	The desired outcome is enhancing data safety and security in the organisation by addressing the vulnerabilities of their data to unauthorised parties.	Also, the solutions will make the company's programme more attractive to the customers since they will be assured their data is safe and secure.	The other desired outcome is to make the business more competitive in the hotel and tourism industry due to the improved quality of their products and lowered prices due to reduced operational costs.	Improved customer satisfaction 	Help restore the brand reputation.		1 year 	30/5/2025	$17 million 	In the first year of implementation.


5.0 Conclusion
Through this consultation report, it has been established that Marina Bay Sands, one of the leading companies in leisure and entertainment destinations, is located in Singapore, a 2-minute walk from the Shoppes at Marina Bay Sands.
Established in 2010, it has contributed significantly to transforming Singapore's city skyline and captured the world's imagination. It is owned by the US-based Las Vegas Sands Corporation. 
The company has approximately 1,850 rooms and suits, crowded by the spectacular sands of Skypark and the iconic infinity pool.
The company has more than 11, 500 employees from diverse backgrounds and provides services such as a restaurant, private parking, a fitness centre, and a bar. Moreover, it's a 5-star hotel with ATM and concierge services, and it offers 24-hour front desk, room service, and currency exchange for guests (Marina Bay Sands, 2019). Besides, their rooms are air-conditioned with a closet, an electric teapot, a minibar, a safety box, a flat-screen TV, and a private bathroom with a shower. 
Over the years, the business has grown and expanded, and currently, they have 1 hotel with more than 8, 000 rooms, 10 attractions, and more nearby offerings that enrich the business visitor experience. The business raises revenue from different sources. 
As per the 2023 report, the company has an adjusted property EBITDA valued at $ 1.861 billion, non-gaming revenue worth $ 1.168 billion, 96.3% hotel occupancy, casino revenue valued at $ 2.681 billion, net revenue of $ 3.849 billion, and average rate of $ 631.
However, the business is dealing with cybersecurity issues; where in 2023, it experienced a data security breach affecting its customers' data, and the personal data of 665, 000 customers was accessed in the breach by unauthorised parties. Some of the business's aspects targeted in the breach include the company's Lifestyle rewards programme members, targeting their data such as names, email addresses, phone numbers, country of residence, and membership number and tier. 
Though the issue has some financial implications for the business, the company recorded some profit in the first quarter of 2024, a few months after the incidents. 
Thus, as a consultation firm, Marina Bay Sands has recommended actions to address the challenge and mitigate future occurrences. Nevertheless, these measures will benefit the company's performance and growth due to their implications on the quality of the business's products and prices. 
Implementing changes in an organisation faces various challenges, such as resistance, uncertainty, loss of productivity, and reduced employee morale, affecting the implementation of these changes and the transition; hence, Marina Bay Sands should utilise them to ensure successful change management. The model focuses on various dimensions of the change process that are effective on an individual level before applying to larger groups or an entire organisation. Moreover, it should follow the total quality management (TQM) philosophy, emphasising continuous improvement, customer focus, and employee involvement. In accomplishing this change management and implementation, the estimated budget is 17 million in the first year.
I would like to thank Marina Bay Sand's management and top leadership for trusting our consultancy firm with this investigation and for smooth working and collaboration throughout the process. I am looking forward to more future engagements.
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