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[bookmark: _Toc218439228]Introduction – Why does AI Governance Matter
As AI and ML has become a major feature of almost all businesses within the last couple years, especially within the last year, it has become incredibly important that AI is managed and governed properly due to its unique set of vulnerabilities and problems such as errors or bias in given subjects caused by the data it was fed during its training or in the case of Large Language Models (LLM’s) even its backend machine prompt (system-level prompt controls ran underneath the users that organisations use on their AI models in order to make it act a certain way and restrict what it should or shouldn’t talk about) can be inadequately managed resulting in unforeseen circumstances.
These issues mentioned are also not just theoretical, there are many real-life examples that have already happened one of these being, xAI’s “Grok” AI model which on multiple occasion’s has exhibited unexpected behaviour due to tampering with the backend machine prompt in order to make it act a certain way. This has resulted in a range of harmful and controversial outputs such as white supremacy, calling itself “MechaHitler” and openly praising Adolf Hitler and even as recently as October 2025 “an investigation by Institute for Strategic Dialogue reported that Grok often amplified pro-Kremlin narratives, the chatbot citing X posts from RT journalists and the pro-Russian influencers that quoted them.”[1]. Another example with a different type of outcome would be Lenovo’s chatbot “Lena” where in July of 2025 “Lena was affected by critical XSS vulnerabilities, which enabled attackers to inject malicious code and steal session cookies with a single prompt.” [2] 
These incidents demonstrate that insufficient governance of AI systems can result in a wide range of issues covering a multitude of topics such as ethical harm, security vulnerabilities, and regulatory exposure. Without fully inclusive governance frameworks that address data quality, system controls, and ongoing oversight, organisations risk deploying AI technologies with major vulnerabilities that could put their customers at risk if not mitigated quickly
This paper aims to examine the governance of AI and machine learning systems within modern organisations. It aims to explore the key technical, ethical, and regulatory challenges faced during the development and deployment of AI systems as well as their continued usage. In addition, this paper also aims analyse approaches to long-term monitoring and control of AI models, with particular emphasis on ever evolving compliance, accountability, and risk management requirements set by governing bodies. By evaluating existing governance frameworks and real-world incidents, this research seeks to demonstrate how effective AI governance can mitigate harm, ensure regulatory compliance, and support responsible and secure AI features within an organisation.
[bookmark: _Toc218439229]Core Concepts of AI Governance
When it comes to AI and ML governance, there is a wide range of different points that need to be taken into account that will overall make up the subject of “AI Governance”. 
The first of these points is data governance, which covers the management of data being fed into the AI, looking at where the information came from, how it will be processed and used, and whether it is lawful for it to be used for the given use case. This is the most important of the different sections as this cannot be changed after the fact without retraining the entire model again. This means that if poor or heavily biased data is trained on then the output from the AI will always be poor and heavily biased too. This is also the stage where most legal precaution needs to be taken, as if a model is trained on a large amount of copyrighted material, then it can put the business at the threat of lawsuits, this is incredibly prevalent when it comes to image generation models which are almost entirely trained on copyrighted material, resulting in many lawsuits from major companies such as Disney, Warner Bros, and Shueisha[3]
The second of these points is model governance which is focused on the transformation and reasoning aspects, this is where the model’s general behaviour is decided on and that the information it outputs can be validated and justified, if the model governance is done poorly then results can end up making unexplainable decisions or having unexpected bias or rogue behaviour.
The third type of governance is operational governance, which most closely resembles the types of restrictions put on normal IT systems. These are general guidelines and restrictions that are put on the model once it is provided to the general userbase. This includes things such as access control, output monitoring and environment isolation in order to keep the AI from creating major vulnerabilities such as prompt injection which could end up resulting in XSS or RCE or just general abuse from end users.
[bookmark: _Toc218439230]Risk Management in AI and ML Systems
The deployment of AI and machine learning systems within modern organisations introduces a growing range of risks that are not faced by normal IT systems. This is due to the fact that, unlike deterministic software, AI systems rely on probabilistic models trained on historical data, which enables them to operate one their own without the assistance of humans. As a result, risk management for AI systems is a continuous process and not just a 1 off that can be ignored later on. Effective AI governance therefore requires the identification, assessment, and mitigation of various risks to ensure reliability, trustworthiness, and regulatory compliance.
[bookmark: _Toc218439231]Technical Risks
Technical risks mainly occur from the way AI systems are designed and trained. One of the most significant technical risks is model drift, which occurs when the difference between input data and model predictions changes over time, resulting in degraded performance and unreliable outputs. This phenomenon is called concept drift and has been extensively studied as a major challenge for models operating in environments where relevant data is changing constantly [4].
In real-world situations, model drift often occurs due to seasonal or behavioural drift, where patterns in data vary due to external or time-dependent factors. For example, consumer purchasing behaviour may shift predictably across seasons, such as increased demand for snow shovels in winter or gardening equipment in autumn, making previously trained models less accurate if plans such as retraining are not in place [5]. If left unmanaged, concept drift can lead to a range of issues including incorrect responses, reduced effectiveness, and potentially harmful automated decisions.
Additional technical risks include poor data quality, unrepresentative or biased training datasets, and limited model explainability. Bias present in historical data can be learned and amplified by AI systems, resulting in unfair or discriminatory outcomes, particularly in high-impact domains such as recruitment, credit scoring, and criminal justice [6]. Additionally, many modern AI models, particularly deep learning architectures, lack transparency, making it difficult for organisations to understand, validate, or explain their outputs. This lack of explainability complicates debugging, auditing, and compliance with regulatory requirements that demand transparency and accountability [7].
Security Risks
AI systems also introduce a broader and more complex security threat surface than conventional software systems. One of the most severe security risks from AI systems is data exposure, which can occur when AI models are granted access to sensitive datasets that they do not need to have or if they are insufficiently restricted in what they are allowed to output. Poor access controls or badly designed restrictions may result in the unintentional leaking of private or confidential information such as customer data [8].
In addition to traditional cybersecurity threats, AI systems are vulnerable to AI-specific attack techniques, including data poisoning, model inversion, inference attacks, and model extraction. These attacks can compromise both models and their training data, heavily reducing trust in AI systems [9]. There are also additional security risks if an organisation decides to use a third-party AI model for their systems as they will be considerably less transparent in what information they were trained on as well as providing less options when it comes to customisation of parameters. 
Business and Operational Risks
In addition to technical and security concerns, AI systems can also present significant business and operational risks. Reliance on AI may help reduce human oversight, however it also massively increases the likelihood that errors, bias, or unintended behaviours due to inherent problems with AI such as hallucinations or their ability to be easily manipulated arise. Such failures can result in a large range of consequences such as loss of trust in the business, financial loss, or even legal issues [10].
Governance-Oriented Risk Management Approaches
To address these challenges, organisations are adopting structured AI risk management frameworks that integrate technical, security, and operational controls across the AI lifecycle. The NIST AI Risk Management Framework emphasises continuous risk identification, measurement, mitigation, and monitoring, promoting proactive governance rather than reactive control [11]. By embedding these practices into model development pipelines, deployment processes, and post-deployment monitoring, organisations can better anticipate threats, protect sensitive assets, detect failures, and respond effectively to incidents involving AI systems.
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Anticipate
Organisations can use a wide range of features of AI in order to try anticipate potential risks that may be faced, one of these anticipation methods is to use scenario planning and stress testing to evaluate how AI systems behave in edge cases or when put under conditions that they should not normally face in implementation. Another way that an organisation can attempt to anticipate potential risks is by conducting a range of risk assessments to identify any ethical, legal or security risks with the deployment of the AI, for example, ensuring that the model is not allowed to output things such as methods to produce illicit substances or information on how to commit crimes.
Protect
A range of different systems can also be put in place in order to help protect against AI related risks, one of these methods is to put strict access controls on who is allowed to interact with, modify or train AI models in order to keep it as well documented as possible in case of any issues. Another method that an organisation could use isolation of AI based systems from any critical infrastructure that if broken, could take down the entire organisation until fixed, isolation would also reduce the amount of information that could be accessed in the case of a breach.
Detect
One method that an organisation could use in order to detect any threats caused by AI is to have continuous monitoring and logging of all AI systems to keep track of what is being done, for example for an LLM there should be chat log monitoring put in place to ensure that any risks detected can easily be traced back to where they came from. Another system that an organisation can use for the detection of threats is to keep track of model performance metrics such as accuracy of answers or detection of hallucinations in order to track issues such as model drift.
Respond
An organisation should ensure that a comprehensive response plan is put in place when dealing with an AI based system. Such as ensuring that there is always a human capable of accessing the AI’s controls or shutting down access to the AI, looking through logs of AI actions to figure out what caused the incident to happen in the first place. Once the immediate problem is solved the organisation should then ensure that everything is fully documented. Once documentation of an issue is complete the next step should be to put a longer term fix into place, whether this be by restricting what information the AI is capable of inputting or outputting further, or retraining the model to ensure that any copyright protected material is not used within the training process.
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In conclusion AI can cause a wide range of risks for an organisation due to its unique position of having a much wider vector of attack than a traditional system, resulting in a much more comprehensive set of restrictions and planning needing to be put into place in order to be able to successfully implement it.
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[bookmark: _Hlk207115063]For ResilientIntellect’s expanse into the EU market a large scale security programme is required in order to meet a wide range of requirements in order to open its new unit. A fully comprehensive plan on how the company will align with the requirements of DORA and NIS2 will need to be created as well as ensuring that this plan is forward looking, and business driven.
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ResilientIntellect’s expansion into the EU means a major change in both operational scale and regulations needing to be followed by the company, primarily due to its reliance on AI-powered threat intelligence software, cloud infrastructure, and a fully hybrid workforce. Because of this, traditional security models are insufficient in this context, as they assume that systems inside the network can be trusted once access is granted. This assumption directly conflicts with the threat landscape faced by modern, cloud-first organisations and the requirements set by DORA and NIS2.
Because of these issues, the proposed security programme will use a Zero Trust Architecture (ZTA) as its design principle. Zero Trust is based on the assumption that no user, device, workload, or network segment should be trusted by default, regardless of location and should function by instead “enforcing continuous authentication, conditional access, dynamic trust evaluation, and the principle of least privilege to enhance security across diverse domains.” [12]
[bookmark: _Toc218439237]Organisational Structure
The support the increase in scale of the company a range of new positions will be required within the company in order to ensure everything is well managed on overseen. 
The first of these positions will be a CISO for the EU unit, the role of this position will be to oversee the implementation of regulations such as NIS2 and DORA, as well as being the point of contact to the executive committee of the company. 
The second key position will be a Cloud Security Architect, the tasks provided to this role contain the following, the design of the Zero Trust cloud architecture involving tasks such as network segmentation, encryption of all information being moved too and from the cloud as well as IAM (Inventory and Access Management). This position will also be responsible for CSPM such as AWS or Azure as well as any other cloud control systems that may be implemented.
The third key position will be DevSecOps, the primary role of the DevSecOps position will be to add security directly into the lifecycle of the software as well as the AI development, some of the key responsibilities of this role will be integrate security controls into CI/CD (Continuous Integration / Continuous Deployment) pipelines to ensure that issues are caught before being pushed as well as reducing risks of major issues by only making smaller releases. The next key role of this position will be to implement SAST (Static Application Security Testing) DAST (Dynamic Application Security Testing) as well as (Software Composition Analysis) in order to ensure that that code from both open source as well as internal written code are tested for any vulnerabilities. [13]
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For their expanse into the EU, ResilientIntellect will also need to have a range of policies and procedures put into place to ensure that they meet DORA and NIS2 guidelines.
AI Provenance
One of the major features of the AI usage policy will be ensuring that model provenance must be kept at all times, this means that everything what went into the creation of the model including its dataset, parameters and algorithms must be logged and easily verifiable, any model that does not have a verifiable provenance even if open-source should be prohibited from use. 
Access Control and Monitoring
This section of the policy will ensure that any access into AI pipelines is restricted and heavily monitored, keeping logs of who accesses it, when it was accessed, and what was modified or looked at. All administrative access to models or datasets should also require phishing-resistant MFA to ensure that no unauthorised personnel get access to any critical information.
Continuous Validation  
All outputs generated by an AI must be subject to continuous monitoring for issues such as hallucinations, model drift or unexpected behaviour that could be caused due to a breach or compromise of the system.
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The next major policy that should be implemented is a secure SaaS configuration policy, this is due to the fact that ResilientIntellect’s hybrid workforce and consultancy operations heavily make use of cloud based SaaS, and poorly configured or mismanaged SaaS could result in major security breaches.
Role Based Access Control
Role based access control is a key feature of any secure system, ensuring that access to anything is controlled by the roles the user may have, having a comprehensive set of access permissions for each role in the company can ensure that users are not given any more permissions than they are required in order to complete their tasks, these roles should also be looked at on a regular basis to ensure that any changes made to the users needs are reflected in their permissions. 
Mandatory Security Features
Key features such as Multi Factor Authentication (MFA) must be enabled by default across all systems to ensure that if a user falls victim to a phishing attempt or something similar and their password is given to a threat actor then there is still a second layer of defence before a breach happens, logging of login attempts should also be taken, including information such as device attempting to log in, geo-location of device trying to log in, and time of log in attempt to be able to detect if an unauthorised user is attempting to gain access to SaaS using a compromised account.
[bookmark: _Toc218439241]Bring Your Own Device (BYOD) Policy
Due to ResilientIntellect being a hybrid workforce, a comprehensive BYOD policy is required, especially for cases where employees are in possession of sensitive information such as AI code or customer data.
Zero Trust Network Access (ZTNA)
Zero Trust Network Access is a key feature of this policy, this acts as a replacement to VPN solutions for companies, where instead of just providing an encrypted tunnel to company resources, it will instead provide “secure remote access to internal applications for any user, from anywhere, without putting critical resources at risk” [14].  ZTNA also follows 4 key principles in its functionality, firstly, it isolated app access from network access, making it so that if a user’s home device is compromised, the breach will not spread to the network. Secondly, it makes it so that the network and app infrastructure are invisible, this is because they use outbound only connections to ensure that their IP is never publicly exposed. Thirdly, access is provided to users on an app to app basis, meaning that access is only provided to specific apps that it is safe to use on a home device instead of having access to the entire network, and finally, it makes uses of user to app tunnelling approach instead of a perimeter security approach making the cover area much smaller and easier to manage [14].
Monitoring and Logging
Another key feature of the BYOD policy is that any access from not company provided devices will be logged and monitored and subject to behavioural analysis to detect if anything unusual happens to a BYOD device such as unusual access hours or unusual log in location. 
Policy Procedure
In order to ensure the effectiveness of policies a set procedure should be set in place involving multiple steps, the first of these steps is that all policy additions or changes must be approved at a senior management level. Secondly all additions or changes to policies should be communicated to employees through mandatory training and onboarding processes, these policies should also be reviewed regularly to ensure that they are kept up to date and that no additional information needs adding to them.
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As ResilientIntellect begins its expansion into the EU it is crucial that they comply with both DORA and NIS2 requirements. While both frameworks cover the cybersecurity sector, they both have their own independent focus points, with DORA primarily focusing on ICT risk management whereas NIS2 focuses on governance, accountability and incident transparency.
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To ensure compliance with DORA a range of systems need to be put in place to show that the company can withstand, respond too and recover from ICT related issues such as cyber attacks.
ICT Risk Management Framework
For compliance with DORA a continuous framework is required which does as follows, firstly all ICT assets such as cloud services or SaaS platforms need to be inventoried and classified, all risks related to AI systems, cloud misconfiguration and software are assessed regularly, and thirdly, decisions related to risks must be documented and reviewed by senior management.
Operational Resilience and Recovery Capabilities
A key DORA requirement is the ability for the company to recover operations within an acceptable timeframe, this should be done by ensuring that offsite backups are made of all key systems such as AI training data or source code and that disaster recovery plans are tested often to ensure no issues are found.
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To ensure compliance with NIS2 additional systems need to be put in place, unlike DORA these systems focus more on the post incident response opposed to the pre incident management.
Management Accountability and Governance
NIS2 requires senior management to be responsible and accountable for cybersecurity risk management, the proposed implementation of this is as follows, the regulatory accountability is assigned to the CISO, cybersecurity risk decision making shall be assigned to the board, and security policies must be approved by executives as mentioned previously
Incident Reporting Obligations
One of NIS2’s most important requirements is strict incident report timelines, where early warning notifications must be out within 24 hours, incident notification within 72, and final report once resolved, the proposed system will ensure compliance by automatically detecting and classifying incidents, ensuring comprehensive logs are kept, and making use of clearly designed workflows made for incident response.
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As ResilientIntellect Ltd expands into the EU, a clear and structured cybersecurity governance model is required to ensure that security decisions support both business objectives and regulatory compliance. This is particularly important due to the company’s reliance on AI-powered threat intelligence systems, cloud infrastructure, and consultancy services. Both DORA and NIS2 require cybersecurity to be governed at a senior management level rather than treated solely as a technical responsibility.
To achieve this, ResilientIntellect adopts a governance model based on the National Institute of Standards and Technology Cybersecurity Framework (CSF) 2.0, which provides a structured approach to managing cybersecurity risk across the organisation. This framework ensures that security activities are aligned with business priorities such as protecting proprietary AI models, maintaining service availability, and enabling growth within the EU.
[bookmark: _Toc218439246]Governance Structure and Oversight
Under this model, senior management and the board are responsible for approving security strategy and reviewing cybersecurity performance. Cyber risk is integrated into the organisation’s wider risk management process, ensuring that decisions around cloud infrastructure, AI development, and third-party services are made with security and resilience in mind.
[bookmark: _Toc218439247]Zero Trust as a Governance Principle
Zero Trust is applied at a strategic level by enforcing least-privilege access, continuous verification, and an assume-breach mindset across users, devices, and systems. This reduces the impact of security incidents and supports operational resilience, a key requirement under DORA.
[bookmark: _Toc218439248]Review and Continuous Improvement
Governance effectiveness is measured through regular reviews of incident response performance, resilience testing outcomes, and compliance status. This ensures the governance model remains effective, auditable, and capable of adapting to evolving threats and regulatory requirements.
[bookmark: _Toc218439249]Governance Mapping to Business Outcomes
	NIST CSF 2.0 Function
	Governance Focus
	Business & Regulatory Value

	Govern
	Board oversight, policy approval
	Management accountability (NIS2)

	Identify
	Asset and supply chain risk classification
	Protection of AI IP

	Protect
	Zero Trust access and secure development
	Reduced breach likelihood

	Detect
	Continuous monitoring and analytics
	Faster NIS2 reporting

	Respond
	Approved incident response plans
	Legal and reputational protection

	Recover
	Tested disaster recovery and resilience plans
	DORA operational resilience
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Due to ResilientIntellect Ltd developing its own AI-powered threat intelligence software and operating primarily within cloud environments, a focused risk management solution is required. The primary risks identified relate to software supply chain security and cloud misconfigurations, both of which pose significant operational and regulatory risk under DORA and NIS2.
[bookmark: _Toc218439251]Software Supply Chain Risks
These risks include vulnerable open-source dependencies, compromised CI/CD pipelines, and poisoned AI models. To mitigate this, all dependencies are scanned using Software Composition Analysis (SCA), and AI models are validated before deployment.
[bookmark: _Toc218439252]Cloud Misconfiguration Risks
Cloud risks such as excessive permissions and exposed storage are mitigated through least-privilege access controls and continuous monitoring using Cloud Security Posture Management (CSPM) tools. Risk assessments are reviewed regularly to ensure controls remain effective as the environment evolves.
[bookmark: _Toc218439253]Contingency Planning – Ransomware Scenario
Due to ResilientIntellect Ltd storing high-value assets such as AI training data and source code repositories, a targeted contingency plan is required to address the risk of ransomware attacks as an incident could severely impact service availability, company IP, and regulatory compliance.
[bookmark: _Toc218439254]Preparation
It should be ensure that offline backups of AI datasets and source code repositories are maintained using the 3-2-1 backup rule (3 copies of data, 2 different media, 1 copy off site [15]). Backup systems are separated from production environments and regularly tested to ensure data integrity and recovery readiness.
[bookmark: _Toc218439255]Response and Recovery
In the event of a ransomware attack, infected systems are automatically isolated using endpoint detection and response controls. Access credentials are rotated, and clean backups are restored in line with defined recovery time objectives. Post-incident reviews are conducted to improve resilience and prevent recurrence.
[bookmark: _Toc218439256]Protection Mechanisms
To support a Zero-Trust-aligned security programme, ResilientIntellect Ltd must deploy modern protection mechanisms that provide quick response, and strong access control across its cloud-based and hybrid environment. These controls are to directly reduce operational risk and support compliance with DORA and NIS2.
[bookmark: _Toc218439257]Endpoint and Identity Protection
Endpoint Detection and Response (EDR) with automated containment is used to detect and isolate compromised devices. Phishing-resistant Multi-Factor Authentication (MFA) is enforced for all users, particularly those accessing AI code, cloud platforms, and administrative systems.
[bookmark: _Toc218439258]Cloud and Security Monitoring
Cloud Security Posture Management (CSPM) tools continuously monitor cloud configurations to detect misconfigurations and excessive permissions. A centralised SIEM platform aggregates logs from endpoints, cloud services, and SaaS applications, enabling quick detection, investigation, and response to security incidents.
[bookmark: _Toc218439259]Conclusion
In conclusion, the proposed Zero-Trust-aligned security programme provides ResilientIntellect Ltd with a comprehencive and future-proof approach to securing its EU operations. By adding high security systems security into governance, cloud architecture, software development, and daily operations, the organisation is able to meet the regulatory requirements of DORA and NIS2 while supporting business growth. This not only strengthens operational resilience and protects high-value AI assets, but also positions ResilientIntellect as a credible and trusted cybersecurity consultancy within the European market.
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