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Client-side & Server-side Scripting

When creating a dynamic HTML page, the source code responsible for changing the
web page must either be executed on the client side or the server side [1]. The client
side usually refers to the web browser and the server side refers to the web server.
Figure 1 below highlights the key differences between both types of scripting.
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Figure 1: Differences Between Client and Server-side Scripting [2]
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Figure 2: The Process of Client-side Scripting [3]

As shown in figure 2 above, the client-side scripting process begins with a file
request (usually HTTP) from the client to the web server (e.g. triggered by clicking a
button on the web page) [4]. A client-side script can be executed without
communicating with a server, however a server must be involved if the client
requires external information e.g. from a database [5]. In this case, the web server
would be linked to a database server. The server retrieves the file from the database
API, then returns it to the web browser. The browser runs the script before displaying
the updated web page on the client's computer. The source code is accessible by
the client [1], making it a less favourable approach for applications dealing with
sensitive and/or private data.
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Figure 3: Diagram Demonstrating Server-side Scripting [6]

The server-side scripting process begins in the same way, where a HTTP request is
sent from the client to the web server (shown in figure 3). The web server refrieves
the requested file from the database then inserts the information into a script. The




server executes the script then returns the results back to the client. This keeps the
source code hidden from the client [1], making it more suitable for applications
dealing with sensitive data.

Languages

Client-side and server-side scripts are usually written in different programming
languages (with the exception of JavaScript, which can be used on both sides).
Client-side scripts are written in HTML, CSS and JavaScript, whereas server-side
scripts may be written in a number of languages, the most common ones being PHP,
Python, Ruby, Java, GolLang, C#, and JavaScript (NodeJS) [7].

Required Run-time Environment

When using JavaScript end-to-end, the run-time environment differs depending on
whether you're executing server-side or client-side scripts. To be able to display
HTML elements on a user’'s computer, the JavaScript code must be executed within
the browser [1] (see figure 4 as an example). This script would also include HTML &
CSS, which are responsible for the structure and styling of the web page [1] [8]. The
JavaScript code would be responsible for handling DOM (Document Object Model)
events such as button clicks etc. It also manages asynchronous HTTP requests and
responses to and from the server.

= o Elements  Console  Sources Network  Performance  Memory  Application  Security &3 Component
Page Filesystem » : [[€] (index) react_devtools_backend.js bundle.js Appjs X » [
* 3 top 1 import './App.css';
. 2 import axios from 'axios';
v O localhost:3000 3 import React, { useState } from 'react’;
» [ static/js
v W var/wwwinode 6 function penceToPounds(pence) {
» [ node_modules 7 return (pence / 10@).toFixed(2);
N 8 }
v | src
App.css 10| function App() {
12 const [vrn, setVrn]l = useState(“");
indesx.ces 13 const [response, setResponse] = useState({}];
index.js 15 return (
reportWebVitals.js 16 <div className="App">
17 <hl>
» [m webpack VRN Management Service
B (ndex) 19 </hl>
- manifest.json 21 <form onSubmit={asyncle) ==
L3
S 23 e.preventDefault();
» & React Developer Tools 24 if{vrn.replaceAll(/\s/g,'") 1=="") {
. . 25 let res = await axios.get( http://localhost:808@/regnumber/${vre
» | -
™ personalised-plates-ui ¥ console. Log(res) s
27 setResponse(res.data);
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Enter a registration number:
32 </p>
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Figure 4: Example of a Client-Side JavaScript React Application being Served within
a Chrome Browser (Shows Sources tab on Chrome Developer Tools Interpreting the
Example Vehicle Management Service Code)




On the server-side, the JavaScript code is executed using the NodeJS run-time
environment. NodedS was created with the purpose of providing an alternative
runtime environment to a browser [9]. Server-side code can vary depending on the
application. These scripts can range from managing the routing of URL paths on a
webpage to defining RESTful APl endpoints and data transfer objects communicated
over HTTP. ltis also at this server-side layer that database connectivity is managed
(see figure 5 below).

et(
req.query.
b.SelectByVin(req.query.vrn, res);

b.Select(res);
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if(results.rows.length > 0)

sole.log(' Found ${results.rows.length} reco
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res.send(results.rows);

tch(error)

.send(error);

t client.end();

Figure 5: Example of a Server-Side Script Defining a Vehicles APl which has a GET
vehicles Endpoint that Queries a Postgres Database




Database Connectivity

Database interactions are defined within the server-side script to avoid SQL injection
attacks [10]. It does this by performing input validation on the data submitted from
the client-side before executing a query in the database. Client-side scripts do not
usually include any references to the database. To render information from the
database onto the web page, the client-side script must establish a connection with
the web server, to allow the exchange of HTTP requests/responses. The web server
would then exchange requests/responses with the database server and return the
data to the client [4].

Browser

Server-side scripting is browser-independent and returns simple HTML, which can
be executed by all browsers [1]. Similarly, the HTTP responses are sent in JSON,
which all browsers are capable of interpreting. The disadvantage of server-side
scripting is that the web server must consume invaluable resources to parse every
page before returning the results to the browser, which can slow down the web page.

Client-side scripting is dependent on the client’'s browser, meaning that some
browsers and/or different versions may be unable to run certain scripts. Despite this,
the benefit is that each browser uses its built-in resources to run compatible scripts,
thus easing the burden on the server [1].

Customization

Another feature of server-side scripting is that the content of the web page can be
customized for individual users, arguably creating better user experience [4]. This is
done using ‘sessions’, where the server stores individual user information and sends
specific responses based on that data. Server-side programming can be used to
store account information such as username and password, so the user doesn't
have to enter their credentials every time they want to log into a website. It can also
be used to manage user access to specific content e.g. logging into a specific social
media account and being shown content relevant to that profile. Servers are also
capable of sending notifications to the user via the browser, email, text etc.

Applications that utilise client-side scripting cannot store individual user information,
therefore the web page displayed will contain the same information regardless of the
user.

Lastly, client-side scripts cannot access local files, directories and/or databases

therefore if an application requires access to local data, server-side scripting must be
used [1].

Node JS




NodedS is a popular open-source, cross-platform run-time environment and library
used to run JavaScript applications on the server-side, outside of a web browser [4].
It uses Google's V8 high-performance JavaScript engine [11] which is also used by
Google Chrome and other browsers.

As opposed to traditional server-side applications, NodeJS uses asynchronous, non-
blocking, event-driven I/O operations (such as reading and writing data, making
HTTP requests and communicating with databases) [12]. It uses a single thread with
an event loop to serve multiple requests simultaneously. This means that the
program does not have to wait for the completion of an operation before continuing
onto the next one. It is used to generate dynamic web pages and perform CRUD
operations for the server.

Node.js Advantages
Scalability Simple to Learn
Single Programming Large
Language Community Support

Web App
Development Speed

Freedom to Develop
Cross Platform App

High Improved App
Performance Response Time
Cross-Platform \—. Cachi
aching
Development Extensibility

Figure 6: Advantages of NodedS
Some of the advantages of using NodedS demonstrated in figure 6 include:
1. Scalability

NodeJS' use of non-blocking I/O operations makes the process more fast, efficient,
highly performant and scalable when compared with other scripting languages [12].
Because it does not demand much memory and uses a single thread to handle
multiple requests, it is vertically scalable and can be used to create dynamic, high-
traffic applications [13].

2. High Performance
In comparison with other server-side scripting languages, NodedS is usually faster at
handling requests and more performant overall. It uses a Node wrapper around the
V8 engine, both of which are written in C++, making it faster than Python, Ruby and
Perl [14].

3. Single Programming Language




Because NodeJS uses JavaScript end-to-end, it means that the entire application
can be deployed quickly and easily as developers don’'t have to spend time learning
another language. Using a single language across the application means it's easier
for a developer to wire-up the communication between the front and back end. It also
means that the entire program could potentially be written by a single JavaScript
developer, eliminating the need for a company to hire both front-end and back-end
engineers.

4. Simple to Learn

NodedS is written in JavaScript which is simple to understand, and is one of the most
popular programming languages [15].

5. Cross Platform Development

Because JavaScript is an interpreted language, it does not need to be compiled
before it is executed. This means the application can be fragmented into small
packages of code (known as modules) to be executed using most operating systems
e.g. Windows, iOS, Android etc.

6. NPM (Node Package Manager)

NodeJS comes with its own package manager known as NPM, making it fast and
simple to install packages from the internet [13]. Because the developer does not
need to rely on third party tools to install additional libraries/frameworks, it saves
them time in the long run and the application can be deployed more quickly.

7. Large Community Support

Developers can create and share modules with each other, which encourages
community growth and well-developed support networks [15]. Its growing popularity
has led leading tech giants such as Microsoft and Google to develop and share
solutions to common problems within the community [16].

8. Caching

NodedS allows caching of data to a user’s computer, which means a repeated
request for that resource does not require the server to communicate with the
database again, thus decreasing the response time [15].

Despite the many advantages of using NodedS, it also has its limitations. Some of
which include:

1. Unstable API

The NodedS API changes regularly, making it unstable [16]. This often results in
applications which are not backwards-compatible [14]. For this reason, developers
must be particularly vigilant when updating applications to use newer versions of
NodedS.




2. Limited Tooling

Developers using NodeJS often depend on third-party libraries/modules to be able to
perform actions that are not included in the core NodeJS library [16]. These modules
are often useful; however many are not reviewed adequately, are not very well
documented, lose active support over time and/or are inferior in quality.

3. Asynchronous

As NodedS uses the asynchronous programming model, it utilises callback functions
to maintain concurrency [15]. This can trigger a race condition, which is an
undesirable situation that occurs when two or more processes try to access the
same resource simultaneously e.g. a record in a database, and at least one of them
is attempting to modify the resource [16]. Race conditions are notoriously difficult to
manage and can take developers a significant amount of time to identify and fix.

Overall, NodeJS is a useful tool used to deliver a dynamic, real-time, end-to-end
application quickly and easily, with very few limitations.
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Figure 7: How AJAX Works [17]

In the early 90s, if any updates were made to a web page, the entire page would
need to be refreshed before those changes became visible to the user. This meant
that even a minor change would require the entire content of the page to be reloaded
from the server, placing additional load on the server and making the process
inefficient due to high bandwidth consumption.
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Figure 8: AJAX Web Application Model

In 2005, James Garrett developed AJAX (Asynchronous JavaScript and XML) [18],
which is a client-side SDK (software development kit) that allows web pages to be
rendered asynchronously [18]. This allows a user to continue interacting with the
page whilst requests and responses are handled by the web server in the
background (see figure 8 for a breakdown of the structure). It uses HTML, CSS,
XML/JSON and JavaScript to create fast, efficient applications [19] and makes it
possible to modify sections of a web page without having to reload the entire page.
Its use of JavaScript means that it is easy to understand and debug and is
compatible with most browsers [20]. As demonstrated in figure 7, AJAX uses
XMLHttpRequest objects to communicate with a server [21].

Using AJAX gives developers the ability to create a web page that auto-reloads new
data, without needing to submit the web page to the server to be processed first [18].
It utilises a polling mechanism to retrieve regular updates from a data source that is
in a constant state of flux, which makes the process of communication between the
client and server more efficient. Together, these processes save bandwidth and
improve performance, responsiveness and user satisfaction [19]. AJAX also aids the




secure transmission of data by using a one-one interface between the client and
server, making it not only more efficient, but more secure than traditional web
applications.

AJAX is open-source and allows developers to build additional functionality into their
applications which can be shared with the wider community. This gives developers
the flexibility to incorporate the latest functionality/features into their applications and
keep them up-to-date. It has encouraged the creation of ground-breaking
technologies such as Web Sockets (a persistent connection between a client and a
server), which has led to the creation of modules such as push notifications, peer-to-
peer communication and real-time chat applications [22] [23].

React

React (or ReactJS) is a JavaScript library that utilises AJAX to build a single page
application (SPA) [24]. It relies on the segregation of different components, which are
eventually combined to form the application. For example, a component file called
‘heading’ is created, which will include all the logic specific to the functionality of that
component. The logic is abstracted away from all other components, which will exist
in their own separate files. Once all components have been created, their tag names
can be referenced as part of the central application file, making the structure of the
web page much easier to read.

React uses conditional rendering, which is a technique used to conditionally draw
HTML markup within the DOM [24]. It achieves this using JSX (JavaScript HTML)
which allows you to write typical JavaScript if statements to decide which
components appear on the page [25].

React uses a useState hook, which enables the state of each component to be
retained in memory even if that component is redrawn [24]. By default, the state is
not retained if the web page is reloaded. The useState hook also provides a setter
function to update the state variable and triggers re-rendering of the component.

React also provides the ability to pass a function as an event handler to perform
updates based on DOM events. For example, you can call a useState hook based
on an onClick event to update the state variable. This variable can then be used for
conditional rendering; for instance, changing the button’s colour after being clicked
[26].

Figures 9 to 15 demonstrate how AJAX and React are used to build webpages which
can send HTTP requests to APls and render based on the response.
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Figure 9: Example VRN Management Service Webpage using React
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Figure 10: Chrome React Plugin lllustrating Registration Number Field Stored as a
State Variable through a useState Hook
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Figure 11: Example React Application Implementing an AJAX Request using the
Axios Wrapper Library
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VRN: CV68MOO Price: £3000.00 Buy Now |

Figure 12: Example Showing the Result of a User Clicking the Search Button
(Triggers an onSubmit Event which Sends an AJAX request via HTTP to the Web
Server. The Page then Updates to Reflect the Response)




Name X Headers Preview Response Initiator  Timing

[] cvesoJz v General

[J cvesMoo Request URL: http://localhost:808@/regnumber/CV68M00

Request Method: GET
Status Code: @ 200
Remote Address: [::1]:8080

Referrer Policy: strict-origin-when-cross—origin

v Response Headers
Access-Control-Allow-Origin: http://localhost:3000
Connection: keep-alive
Content-Type: application/json
Date: Thu, 30 Mar 2023 23:34:05 GMT
Keep-Alive: timeout=60

2 /10 requests | 637 Transfer-Encoding: chunked

W R S .

Figure 13: Screenshot of the Chrome Developer Network Tool (Shows the HTTP
GET Request which was Invoked after the onSubmit Function was Called)

(] cvesoJz » Request call stack

[ cvesmoo dispatchXhrRequest @ xhr.js:247
xhr @xhr.js:49
dispatchRequest @ dispatchRequest.js:51
request @ Axios.js:142
Axios.=computed> @ Axios,js:168
wrap @bind.js:3
onSubmit @ App. j5:38

Figure 14: Screenshot of the JavaScript Call Stack within the Initiator Tab which
Shows Axios Using the XHR Library




[[1 bundiejs react_devtools_backend.js xhrjs % 1

bl ¥
62 }
B4 if (utils.isFormData(requestData) && (platform.isStandardBrowserEnv || platform.isStandardBrowserWebWorkerEnv)) {
B5 requestHeaders.setContentType(false); // Let the browser set it
&6 ¥
| 68 ] let request = new XMLHttpRequest();
ie // HTTP basic authentication
71 if (config.auth) {
72 const username = config.auth.username || '';
73 const password = cenfig.auth.password 7 unescape(encodeURIComponent(config.auth.password)) @ '*;
74 requestHeaders, set("Authorization', 'Basic ' + btoalusername + ':' + password});
75
77 const fullPath = buildFullPath{config.baseURL, config.url);
79 request.open(config.method. toUpperCase(), buildURL(fullPath, config.params, config.paramsSerializer), true);
81 // Set the request timeout in MS
82 request.timeout = config.timeout;
a4 function onloadend(} {
85 if (!request) {
86 return;
a7
88 /{ Prepare the response
&9 const responseHeaders = AxiosHeaders.from(
'getAllResponseHeaders' in request && request.getAllResponseHeaders()
IH
92 const resp Data = !resp Type || responseType === 'text' || responseType === "json' ?
request.responseText : request.response;
94 const response =
{} 2lines, 40 characters selected (source mapped from bundle.js) Coverage: nfa

Figure 15: Screenshot Showing the Interpreted Bundled JS XHR Library used by
Axios (Here is Where the XMLHttpRequest Object is Initialized)




JSON Web Tokens
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Figure 16: Diagram Demonstrating how a JWT is Obtained and Used [27]

JSON web tokens (JWTs) are used to securely transmit information between two
parties in HTML and HTTP environments [28]. To obtain a web token, the client must
first be successfully authorized by an authorization server (e.g. by submitting a valid
username & password). The authorization server then returns a web token that can
be used by the client as a credential to gain access to the resource server (see
figure 16).

Because JWTs can be signed, it provides certainty that the clients are who they say
they are and assures that the contents have not been modified [29]. As a result, they
prevent CSRF (Cross-site Request Forgery) attacks (unauthorised requests sent
from the user, but are trusted by the application). However, it's important to note that
unless a JWT is encrypted, its contents are visible to other parties (although they
cannot change it).




Virtual Machines & Containers

Virtual machines Containers
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Figure 17: Structure of Virtual Machines and Containers [30]

A virtual machine (VM) is essentially a digital version of a physical computer [31] that

runs independently within the host system, and therefore requires its own operating

system and software licences. A VM utilises a hypervisor, which is a computer
hardware or software that enables a system to host multiple VMs.

A container is a software package that contains the code, libraries and dependencies
of an application, which is virtualized above the operating system (OS) level. In
contrast to virtual machines, containers are restricted to run using the same

operating system as the host [32] (see figure 17 for structure of YMs & containers).

Table 1 below highlights the fundamental differences between both.




Table 1: Differences between VMs and Containers

Virtual Machine

Container

Virtualises physical hardware using a
hypervisor (a lightweight software layer)
[33]

Virtualises the operating system [33]

Uses its own OS (independent of the
host’s OS) which uses more resources,
resulting in poorer performance

Runs using the host's OS without
requirement for additional software,
resulting in better performance [34]

Cannot share applications with
neighbours

Can share applications with
neighbouring containers

Starts up slowly because it must first boot
up the OS [35]

Starts up quickly as the OS is already
running [35]

Heavyweight as it demands a lot of
memory space for containment of the OS,
CPU, disk, networking devices &
additional software packages

Lightweight as it contains only high-
level software above the OS level [34]

Runs independently from the host's
system and neighbouring VMs therefore if
it gets hacked, the problem is isolated to
that VM

Runs from the host's system so if
hacked, containers are also at risk of
exploitation [34]

The number of VMs that can run on a
system is limited by the amount of
storage space available on the host
system. Purchasing additional
storage/using external Cloud services can
be costly [36] [32]

Hundreds (if not thousands) of
containers can be run on a single host
system as they do not demand much
storage space [34] which makes
modelling networks cheap & easy [32]

Only 1 VM can be started at a 1im

Several containers can be started
simultaneously

Cannot be version-controlled

Uses images which can be version-
controlled

Not very portable as the VM becomes
bound to a specific piece of hardware
which can be difficult to set up. Some
systems don’t support virtualisation

Portable as the image can be shared
with the wider community (via a
Docker registry e.g. DockerHub) and
deployed from different host
environments, maintaining behavioural
consistency [33] [34]

The expansion of the internet in the last 25 years has led to the creation of
thousands of programming languages and frameworks, and an increasing demand
for deployment to a large number of servers and environments [34].

In the same way that real-life shipping containers are used to distribute huge
amounts of goods across the globe, Solomon Hykes wanted to be able to transfer
software between different machines over the internet. In 2013, he created an open-
source service called Docker, which allowed software packages to be housed and
shipped inside their own portable containers [37].




As a result, developers started using Docker as it was a faster and easier way to
deploy software across a growing number of environments, without having to worry
about interaction between containers [32].

Docker has become a lucrative tool for tech companies as it cuts down on the
amount of time developers spend manually provisioning different environments and
configuring different host systems. In comparison with VMs, Docker containers can
be run reliably and consistently in multiple different environments (as long as the
system uses the same OS) [32]. Docker also provides the ability for developers to
segregate and test different parts of a project in isolation [35]. These features
therefore allow companies to deliver software quickly and efficiently.

Containers offer more and/or better features than VMs, they are far less complex to
set up and offer much better performance (as demonstrated in table 1), which has
driven an increasing number of developers to adopt Docker. Docker is a much
cheaper alternative to VMs as it is open-source and consumes less memory,
meaning less demand to purchase additional storage or utilise expensive cloud
environments [38]. Docker is also more cost effective as it doesn't require additional
software subscriptions if the host system is already subscribed.
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Instructor

CSvsSS (25):23

node (25):24
AJAX/React/JWT (25):23

Docker (25): 21
Feedback:

You could have talked a little more about the bene
fits of offloading processing from the server to the
client and security issues.

Very good analysis of node.js benefits and drawbac
ks.

Nice discusson of AJAX/React with examples.

The docker/VM discussion was good but the table s
hould have been incorporated into the disucssion.
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Not sure what this is trying to say? We can setup scaling groups and autoscale VMs as requir
ed.
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