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	AI
	Artificial Intelligence 

	CIS
	Center for Internet Security
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	Critical Security Controls
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	Cybersecurity Framework

	CVE
	Common Vulnerabilities and Exposures

	HA
	High Availability

	IoT
	Internet of Things

	IPS
	Intruder Prevention System

	LDAP
	Lightweight Directory Access Protocol

	NGFW
	Next Generation Firewall

	NIST
	National Institute of Standards and Technology

	PAN-OS
	Software that runs on Palo Alto NGFWs

	RBAC
	Role Based Access Control

	SD-WAN
	Software Defined Wide Area Network

	VM
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In this coursework I will first analyse TG Enterprise’s current security posture establishing their requirements. I will evaluate two popular security solutions, Checkpoint and Palo Alto, to see how they meet these requirements. Finally, I will propose my own security solution that will offer improvements over the two studied solutions. 
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Based on the information provided here is my analysis of TG Enterprise’s current security posture.
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Without regular security audits TG Enterprise are less likely to discover software that needs updating or a firewall misconfiguration that a cybercriminal could exploit. A successful cyberattack could cause financial damage [1] or substantial disruption [2]. Cloud computing and the Internet of Things (IoT) could also challenge security [3]. For these reasons it is important that regular high-quality security audits take place. The NIST Cybersecurity Framework [4] should be used to inform the new audit programme which should be supported by then new security solution [5].  
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At TG Enterprise software and hardware that needs to be updated could be creating vulnerabilities [6]. Keeping network devices and software up to date is critical for addressing this [7]. TG Enterprise need a security solution provider that produces information about vulnerabilities and the updates needed to resolve them [8]. In the wake of the Solarwinds hack [9] it would also be best practice to follow the guidelines in NIST SP 800-161 which provides guidance on managing supply chain risk [10].  
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At TG Enterprise there are network elements such as a single firewall that would cause the entire network to fail if targeted [11] cyberattacks such as a DDoS attack could have a devastating effect. Osbourne shows how each element in a network can be considered a single point of failure and how this can be mitigated by duplicating each element [12]. This concept is perhaps easier to implement in the cloud. For instance, TG Enterprise could have their new security solution on multiple cloud hosted containers [13] in separate network segments [14]. 
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TG Enterprise store an increasing amount of data [15]. The firewall is their first line of defence [16], its behaviour governed by its policies [15]. With the increasing amount of devices policy rules can also increase in size increasing the chances of a policy anomaly [17]. TG Enterprise need software that can simplify policy management. For instance, in Checkpoint this can be achieved with security zones, grouping inline rules under parent rules [18] and using the Compliance blade [19] to detect rule anomalies.         
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Licensing Agreements are common in today’s software industry [20] and could be among the most expensive items in TG Enterprise’s IT budget [21] however without careful planning they could cause unnecessary expense.  By carrying out a penetration test [22] and security assessment [23] TG Enterprise could re-establish the requirements they need from a security solution. A budget should be decided upon followed by a cost/benefit analysis of the available solutions [24] considering their licensing models [21].   
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The British Library note that a Terminal Services Server was where they first detected intrusion. Some of the external partners who could access this server had privileged administrator access and it is most likely that one of these accounts was compromised [2]. A similar attack could be prevented at TG Enterprise by ensuring the principle of least privilege is applied. No user should have more access than is needed to carry out their tasks [25] and roles and permissions should be easy to manage. 
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Having firewall rule overlaps or conflicts at TG Enterprise could mean rules matching the same packets are taking the same action or taking different actions [26] this could lead to unexpected behaviour, effect performance or create a vulnerability. Tools have been developed to detect anomalies [27] yet Bringhenti et al. recommend an assisted manual process for anomaly detection [28]. For TG Enterprise a solution that minimises the amount of manual configuration may be best as the process of configuring firewalls can be tedious and error prone [29]. 
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Enterprise are increasingly reliant on web applications [30] Some of those used by TG Enterprise could be prone to vulnerabilities. A method for checking for the latest vulnerabilities using a source such as the CVE database [31] would be beneficial.  A users’ interaction with a website or an application could also pose a threat, this could be prevented with a solution that can analyse user behaviour and implement moderation of websites and applications based on the principles of zero trust [32]. 
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TG Enterprise’s Intrusion Prevention System is designed to prevent suspicious network traffic based on patterns of activity [33]. However, if its configured rules are outdated there is less assurance that this will take place. Patel et al. note that an optimised design and smart techniques could have higher importance than the number of rules [34].  To keep TG Enterprise ahead of attackers, latest technology could be used, such as a system that learns new rules with machine learning [35]. 
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IoTs utilisation is increasing at TG Enterprise, security challenges could include compatibility issues with cryptographic algorithms and some conventional security methods may not be optimised for the low-powered communication links of IoT devices [36]. For TG Enterprise, IoT security should begin before purchasing IoT devices to ensure devices with known vulnerabilities aren’t deployed [31]. The new security solution needs a method of discovering IoT devices, their vulnerabilities and mitigating these by creating rules [37], managing updates and replacements.
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Based on my analysis of TG Enterprise’s security posture I will investigate Checkpoint and Palo Alto to determine how well they meet their requirements. 
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Checkpoint Compliance could simplify security audits for TG Enterprise. It’s possible to produce lists of requirements by regulation with a status column indicating level of compliance. Individual areas can be looked at e.g. Access Control [38].
Using Checkpoint TG Enterprise could ensure scheduled updates are configured.  For Anti-Virus, Anti-Bot and IPS updates are performed every two hours. For Threat Emulation updates are daily [39]. 
Single points of failure could be eliminated with checkpoints clustering solutions. This provides hyperscale network security and high availability. This technology makes use of load balancing and scaling to ensure availability of resources [40]. 
Checkpoint offer central licenses, software blade packages and optional packages. This could simplify the licensing process for TG Enterprise and prevent any charge for unnecessary features [18]. 
In Checkpoint a user directory can be populated using LDAP. User groups can be created and added to a rule [41]. Levels of access for Checkpoint administrators can be managed via manage & settings.  This could simplify user roles and permissions at TG Enterprise [18].
When a rule is installed, Checkpoint runs a heuristic verification to check for consistency and errors [42]. TG Enterprise could use the smart optimise service to have a checkpoint consultant analyse their rule base and provide an optimisation report. These two features could eradicate inconsistencies, errors, and conflicts in their rule base [43].
Backed by appwiki the world’s largest application library [44] Checkpoints application control and URL filtering can be used to create granular rules that block or limit application and web usage at TG Enterprise [45].
All Autonomous Threat Prevention profiles include IPS protections. Within the types of prevention are listed with CVE names, performance impact and severity. This would make it easy for TG Enterprise to fine tune their IPS rules. It is possible to schedule automatic updates to prevent IPS rules becoming outdated [46].
Checkpoint Quantum IoT could automatically detect TG Enterprise’s IoT devices. Once detected they would be protected with segmentation, firmware hardening and zero-trust profiling [47]. 

	[bookmark: _Toc166245972]3.2 Palo Alto




Using the Prisma Cloud platform TG Enterprise could produce audit-ready reports against any compliance standard [48] for cloud resources. In Strata Cloud Manager a Best Practice Assessment report can be produced to check security posture against best practices [49].
From Strata Cloud Manager TG Enterprise could configure automatic dynamic content updates on NGFWs for Antivirus, Application and Threats and Wildfire (malware analysis) [50]. It is also possible to schedule an upgrade or downgrade of the PAN-OS software version on a NGFW [51].
Using a high availability deployment TG Enterprise could deploy up to sixteen firewalls in a cluster with a synchronized configuration to remove any single points of failure [52].
Using the policy analyzer in Strata Cloud Manager TG Enterprise could check for errors, misconfigurations, and conflicts in their rule base before and after committing changes. It also suggests ways to consolidate the rule base [53]. 
Instead of a license TG Enterprise could purchase Palo Alto NGFW credits. These credits could then be allocated across VM or Container NGFWs and cloud delivered services. Usage can then be monitored in the customer support portal [54]. 
Roles and permissions for administrator users can be managed through strata cloud manager which uses role-based access control, has ten predefined roles and the ability to create custom roles [55]. Prisma SD-WAN RBAC could be used to manage roles and permissions for end users [56]. 
Using Palo Alto’s Applipedia TG Enterprise could learn about applications and their potential risks [57]. In Prisma Access or a NGFW policy rules can be defined for a group of applications using an application group or for a single application using the application policy object [58]. 
Unlike a traditional IPS, Palo Alto’s Advanced Threat Prevention combines vulnerability prevention, anti-malware, and anti-spyware. The service inspects all applications, ports protocols and encrypted traffic [59]. This could be a significant improvement on TG Enterprise’ current solution. 
TG Enterprise IoT devices would be discovered using AI and machine learning and their network behaviour would be analysed. Administrators are notified when an anomaly or vulnerability is discovered. It is also able to suggest policy rules to firewalls [60].  
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	Solution
	How will this improve upon Palo Alto and checkpoint?
	NIST CSF [4]
	CIS CSC Controls [61]

	

Audits
	
Administrators can select auditing frameworks to generate a list of audit related tasks, due dates, and descriptions. Audit documentation and reports can be exported [5]. Based on the selected framework policies are rated for compliance and suggested improvements are listed.   



	
The entire audit process is managed in the system and readiness for audit is checked as polices are created. 
 
	
GV.OC-03
	
NA

	
Updates
	
Updates take place automatically daily at a user defined time. The system communicates with 
end point devices to discover when they need to be updated or replaced.  


	
Reduces user interaction and simplifies the update process.
	
PR.PS-02


	
4, 16

	
Eliminating Single Points of Failure







	
Cloud-based container firewalls will be hosted in scale sets in multiple pods. Load balancing and scaling will be utilised [62].     
	
This will match what is provided by competitors.
	
PR.IR-03


	
4, 12, 13

	
Policy Management
	
A policy designer is utilised to design policies in a graphical user interface [15] [63] .  Error messages warn before an inconsistency, error, or conflict is made. .AI is used to make suggestions. A command line interface and a policy table will also be available.







	
All three options will offer less entering of text and clicking of boxes than existing solutions. 
	
GV.PO-02

ID.AM-08


	
1, 2, 3, 4, 5, 6, 7, 9 , 10, 13, 16

	
Licensing
	
Enterprise will create an account and be billed based on compute time. Customers will be able to add or remove features and see cost and usage by feature. 

	
Cost and usage in the same analytics will provide a high level of transparency and will help customers fine tune their features. 
	
GV.RR-03


	
NA

	

Roles and Permissions
	

Role Base Access Control will be used with the aid of a role recommendation model that adds or removes user role assignments based on machine learning analysed user behaviour [64]. Administrators can view and edit auto-adjusted user role assignments.  





	

This will reduce configuration changes. 
	

PR.AA-05
	

5, 6

	
Application Control & Web access
	
Applications and websites are compiled in application/web group templates with predefined rules which dictate allowed, blocked, or restricted applications and websites. 

The applications, websites and rules in each template are automatically updated but can be created, deleted, or edited by the administrator or a new template can be created. Templates are applied to a subnet, user, group of users etc.   

User behaviour analysis is used to create custom templates which can be applied to users or groups of users [32].  
	
The system will consolidate the control of applications and websites and will offer a simpler way of  restricting or blocking them. 
 
	
PR.PS-05

DE.CM-09

	
2, 3, 4, 7, 9, 10, 16

	
IPS rule
	
An AI using machine learning will study training data and the network data of each enterprise to learn the patterns and traits of malicious activity. It will make predictions about possible attacks [65] and based on these predictions suggest new IPS rules [34]. It will be easy for the user to review network data in reports and create their own rules.


	
This will produce highly specific and effective IPS rules.    
	
PR.IR-01
	
13

	
IoT challenges
	
An effective machine learning algorithm [66] will be developed to automatically discover IoT devices on the network and their vulnerabilities [37]. This will generate IPS rules and notify the administrator of devices that need updates or replacement.   

	
This will systematically update and replace devices and provide a simpler management process. 
	
ID.AM-01

PR.IR-01

	
1, 4, 6, 7, 10, 12, 13, 16

	Table. 1.  Solution Overview
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	Fig. 1. Policy Designer. 1) A warning appears when an error is about to be made. 2) Context aware option lists appear when the user hovers over a box. 3) Policy elements can be dragged from the toolbox into the design window. 
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The current solution identifies IoT devices and makes sure they are up to date but in the future, it would also be beneficial to ensure that data is able to travel from them in a secure manner and that data hasn’t been tampered with. To achieve this the Elliptic-curve Diffie–Hellman algorithm could be used as this will perform well on devices that are low-latency [67]. IoT devices could send their data in an encrypted format to the firewall where it is decrypted and analysed for validity using a machine learning decision tree algorithm [68] it could then be sent on to its destination e.g. an internal database.  
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Researching this coursework has greatly improved my knowledge of the current security solutions on the market and how they operate.  AI and machine learning seem to be prominent and are used to accomplish analysis on user behaviour and recommending policy rules. However, with ever evolving threats and dangers such as cybercrime as a service it seems unlikely that any security provider can offer a truly unbreakable solution and it would perhaps be ill advised to put all faith in AI and machine leaning. 
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In this work I have analysed the security posture of TG Enterprise, I have examined how Checkpoint and Palo Alto networks could meet their security requirements and I have proposed my own security solution that could provide advantages over these two solutions. This is an area where there is much technical innovation in the industry and significant academic research taking place. I look forward to continuing to research some of the topics I have discussed in future work.  
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