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[bookmark: _Toc4496357]1: Introduction

The Network component in Video Games has been essential for decades, allowing players to compete with others around the world. This assignment requires the use of TCP/UDP servers as well as an element of Multi-Threading, one that will run the game known as Noughts and Crosses or in America, Tic Tac Toe. This report, details the practises of developing the game, as well as the network aspect of it, including the issues that were faced during the process and the solutions that were used to address these.






















[bookmark: _Toc4496358]2: The Game

The game is called Noughts and Crosses, a simple, straight forward game, requiring two players to compete against each to get three of either X or 0 in a row to win. The justification behind the game is that it is easy and simple to implement, therefore a lot of development time can be allocated for the network aspect of this assignment. During development, there was a choice as to how the user would play the game. It was between using the move keys to move and select a specific cell within the board and enter their X or 0 or use enter a number from 1 – 9 and select a cell in the board. The justification to use the number driven input was purely to enable keeping the gameplay simple and easy. 

[image: Image result for naughts and crosses]
[bookmark: _Toc4680205]Figure 1: TicTacToe









[bookmark: _Toc4496359]3: TCP, UDP and Multi-Threading

The network aspect of the game is the main contention for this assignment. This section examines how the connection between the server and the client is made as well as the multi-threading aspect, such as critical sections and semaphores. 
	
The assignment requires the usage of the TCP model for the network aspect that deals with information such as Player information, moves being counted and keeping the clients connected. The UDP model is used for the game which is jointly used with the multithreading component. The key difference between TCP and UDP is that UDP loses important information, while TCP does not, therefore TCP must be used for important information and UDP is used for the gameplay. However, it is important to note that there is an argument to make as to be made concerning the suitability of the network protocols specified. According to Saldana and Suznjevic [1], the “UDP is more suitable than TCP (Transmission Control Protocol) for real-time services”. The justification for this is that UDP does not expect any form of response from the receiver. However, TCP is used for games such as FPS (First Person Shooter) such as Call of Duty. 
[image: Image result for TCP/IP layer model]
[bookmark: _Toc4680206]Figure 2: OSI and TCP/IP Reference Model

TCP (Transmission Control Protocol) is the model that is used for sending packets of data from the sender to the receiver. TCP is the opposite of the OSI layer model, however it only contains 4 layers instead of seven. TCP is designed as a client server model, whereas OSI is designed as a theoretical idea of a model that can be used in a network. UDP (User Datagram Protocol) is an alternative to the TCP as a connection less, loss tolerating for data packets method.



The main advantage of using TCP is that it is reliable to use, and the receiver is guaranteed to receive data packets. In an event where the server is shut down, the data packets that are queued to be sent, will be sent before the server can be closed. This means that no data packet will be lost. The second advantage is the flow of control, whereby the process of sending data is smooth and goes with the flow. The third advantage is how TCP divides and resembles messages that are divided itself into segments. The Transport Layer in the OSI layer model uses segments, dividing the data into segments, TCP then sends the data to the receiver. Once received, the data is reassembled from the receiver. Finally, TCP is connection- oriented, meaning that the session will not be interrupted if more connections are made. The problem with TCP is that it does not respect the record boundaries. Record Boundaries, by definition, is the use of rules surrounding the data being sent over the network. TCP sends Bytes and is considered a byte stream delivery service. However, applications want to send data, sequentially and TCP does not allow it. Another problem is that the process is slow, and performance is low. 

[image: Image result for UDP diagram]
[bookmark: _Toc4680207]Figure 3 Diagram of UDP Datagram

UDP’s biggest problem is the lack of reliability that the data sent would reach the receiver be received and forms the overall issue of lack of reliability. When working with information that is important, the majority of users do not trust UDP because data can be lost and neither the sender nor receiver will know about it. UDP does not use acknowledgements, whilst TCP does, for users to know if their data packet has been sent. It also does not have any form of flow control. UDP however does respect record boundaries and it also uses datagrams which is a different method of transmitting data from the sender to the receiver. It demonstrates the lack of restrictions when using UDP in comparison to the TCP protocol. Another advantage is that UDP is connectionless, which means that the process of sending information to the client is faster than TCP.



Multithreading can be defined as a way to utilize processors for different tasks, allocating one thread to a task each. It is used in Networking in the form of socket programming. There are five elements of multi-threading, however this assignment requires two of the five as seen below:
1) Critical Section
2) Semaphores
3) Mutex
4) Producer-Consumer 
5) Multi Thread

Semaphores, designed by Dijkstra, who also developed the Dijkstra pathfinding algorithm in the 50’s. The design of the semaphore is to maintain a count that is the value ranging from 0 to a maximum value. The counter is used to determine how many threads are active throughout execution time. Whenever a thread is completed and terminated, the counter will decrease. Semaphores are excellent for controlling shared resources that can be occupied by users. In practise, it limits the amount of threads that can be used to acquire the shared resource to make sure the threads can access them at the right time to avoid race conditions which is a substantial problem in multithreading. If all threads created acquired the shared resource, race condition will occur, and the tasks will not be completed. 
In terms of the assignment, semaphores are used for the game as the design requires an input from the user. The semaphore will need to wait until a key has been entered and the game loop can be executed. The justification for this is down to the design of the game, if the game was designed where the game was updating throughout the process, semaphores would not be suitable. The alternative would be either a critical section or a mutex. 


[bookmark: _GoBack]The UDP server side uses a multithread which a thread is created with an ID and assigned to run the UDP server until the game is finished. The technique used for this a multithread. This is one of the simpler choices to use as it will wait for a connection and a message in a form of a pack. Pack’s are simply a data structure, designed to hold the contents of the message as well as the structure of the message. The justification for this is that there is no criteria that is required













[bookmark: _Toc4496360]4: The Application

The development process requires a few diagrams such as Class and networking diagrams such as TCP Protocols to further demonstrate how the protocols worked when implementing the TCP and UDP protocols, as well as the elements of multithreading. This section does include diagrams such as class diagrams that demonstrate how classes are structured. 

[bookmark: _Toc4496361]4.1: Planning the Application

Before developing the application, there was a question of how the application should be designed. In this case, a System Sequence Diagram was created. This helps illustrate an idea of how the application will work and a diagram demonstrating this can be seen below. 
[image: ]

The diagram illustrates how the system will run and how each sequence works. There is another step in the planning process, which is to plan the construction of classes. The application, being developed with C++, requires classes as it is a more efficient way of developing code as well as maintaining clean code. Below is a diagram that illustrates how the classes will be designed and implemented.

The application works can be described in the following steps:
1) Connection between TCP Server and Client is established.
2) UDP is used at which point, the multithreading also becomes active.
3) The game is launched.
4) When the game is finished, the UDP and Multi-threading is terminated.
5) TCP is also terminated.

[bookmark: _Toc4496362]Phase 1: TCP Connection

The client is required to enter their username and details which in turn, is the data type of a character. The server is executed first, listening for the first client. When the first client connects, the server will then listen for the second client. When two clients have connected, the first phase is completed and the transition to phase 2 will initiate. There is however one important aspect to note. When both clients have connected to the server, the IP address is also sent, allowing the user on the server side to view the IP address of both clients. When the server receives the IP address, this will be sent to the UDP server as to which phase 2 will take place. To send messages, Sprintf is used. Sprintf is a method that formats a string in a message. The Sprintf function in this case, relies on three parameters. The first of these is a buffer which is defined as a string buffer that contains the message with the size of the message. The second, is the contents of the message which could for example read as “Hello World”. Lastly, the third parameter is the variable that is used in the message. For example, if the position of the player has been made, this will be sent to the server.


[bookmark: _Toc4496363]Phase 2: The UDP, The Game and The Multithread

When the TCP connection is established, and the IP address book is formed, the second phase is initiated. The multithread aspect is launched when a thread is created to contain the UDP server code. The multithread also applies to the game loop and happens after the two clients are connected to the UDP server. The choice of multithreading method for the game is a semaphore. Semaphores are, as discussed in the previous section, a synchronised object that waits for user input. The game also requires user input hence the justification for using the semaphore as it requires action from the user for the game to progress, otherwise, the game will wait for long periods of time. In terms of sequence, the Multithread for UDP is created first, leaving the server waiting for clients to join. When the clients joined, the semaphore is then created, initiating the game loop. The semaphore is active if the game loop continues. When the game loop concludes, the third phase then takes place which is the clean-up stage.

[bookmark: _Toc4496364]Phase 3: Clean-up 

One of the important steps to take when dealing with networks and memory, is to clean-up after it has been used. There are several consequences that can happen whenever developers do not clean up after the usage of networks and memory. Firstly, Memory Leak, which is one of the traps that developers can fall into. Memory is heavily used in the practise of strings in networking, particularly sending messages to other clients and servers. When a memory leak happens, the resource that is not used is released which in good practise, the memory not used must be released.

When the game loop is finished, the semaphore must be terminated when the process runs its course which the object is no longer used. The thread for the UDP server is then terminated, which means that all forms of memory are released. UDP Clients and TCP Servers and Clients are terminated, signalling the completion of the clean-up.


















[bookmark: _Toc4496365]5: Testing

The previous section discusses the design and application of the assignment. With the implementation complete, testing is required to insure the outcome is achieved. This section of the report discusses the testing that occurred during the implementation, analysis of the results and possible improvements that can be made to the project.

[bookmark: _Toc4496366]5.1: TCP Testing

[image: ]When testing the TCP, the test is to determine whether the client has successfully connected to the server and sends a message to ensure that the server has received the message. 


The TCP result was a success, the client is connected to the server, in turn, the server obtains the address of the client. The message received is measured in bytes. The efficiency of the test is not necessary to perform. 


[bookmark: _Toc4496367]5.2: UDP Testing
The UDP’s test remains the same as the TCP’s testing and determines if the player has connected to the UDP server and the number of bytes the server received from the client. The test was as predicted a success, the client joined the server, sending the message in the process. 





[bookmark: _Toc4496368]5.3: Game

The Game aspect does contain UDP elements such as sending messages to the server. For the messages, the only time UDP is used in the game is when the player chooses a cell.
[image: ]
The diagram above demonstrates how messages are being sent between the three parties. When the first client enters a cell and marks ‘X’, the position of X and Y are stored and sent to the server where it updates the board on the server’s side. Next, the server sends the change to the second client which will then update the board. To finish the loop, the second client repeats the same step as client one did and sends the change to the server, updating both the server and client one’s board. This will keep going until the winner is determined or a draw occurs.
[image: ]
The technique used for this is Packing and Unpacking. This requires the use of a structure, defining fields such as the position of the player when they choose a cell on the board and the player’s turn. When the first client enters their chosen cell, the position is recorded and placed into the structure, ready to be packed and send it to the server. The server receives it, unpacks the message and display the contents.










[bookmark: _Toc4496369]6: Conclusion

The report gives a detailed breakdown of how the application is constructed, as well as other theoretical aspects that give more technical insight during the practice of socket programming. The decisions made during the implementation phase have been explained as well as the advantages and disadvantages of each technique of that choice. The project’s implementation was a success, with test results examined and recommendations for further improvement to the project specified.  However, it does require improvements. One of the improvements is to have the client’s boards both updated when a move has been made. This does require the second client and the server to be listening, however the problem that will be encountered is that one of them has to listen as if two are listening, one of them will crash and the application will be shut down. Another improvement is that both applications must not have more than one move where the board is not updated. This is mainly due to the semaphore’s implementation where it is waiting for a keyboard input. With the improvements noted, the project will be further improved upon in the future. With the debate regarding if TCP or UDP should be used for multiplayer games ongoing, it is certainly interesting to see both sides of the argument. However, with big games, dedicated servers are used due to the amount of information being sent between client and server. 

















[bookmark: _Toc4496370]7: Personal Notes

This section is dedicated to the notes that have been written in conjunction with the assignment. This explores developing the servers as well as the game which are the main focus of these notes. As well as that, these notes examined the theory in more detail. These notes are not subjected to marking and are purely for the interest of research. 

The game by choice has to be easy to make, as the majority of the focus of the assignment should be on how data is being sent and what methods should be used. As from the last academic year, a maze game was used. When that is processed, the site will then highlight similarities to my original report submitted at that time, in turn, stating that I plagiarised my own report. As the site was developed by a third party, the logic here is eye rolling to say the least. So a new game had to be made, in turn, Tic Tac Toe was a perfect choice due to the easy and straightforward process of gameplay. 


One of the main topics that kept appearing is the debate of the choice of TCP or UDP for games. While the majority of debates are in favour of TCP due to the benefit of reliability that messages will be sent to the receiver, the UDP aspect is not favoured as much due to its many issues. It is understandable, that the majority of games favour reliability due to the amount of information and while, it is very easy to dismiss UDP and favour TCP, it should not be ruled out from the onset. UDP has its benefits for other applications such as games.  UDP, for example, can be used for real time applications due to the fact that it does not take a lot of time to process information unlike TCP.
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