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Part A
[bookmark: _Toc237208221]Introduction
Med Assist Clinic needs a secure, relational database to manage patients, doctors, appointments, treatments, departments, and feedback, with strong support for transactions, auditing, and performance. 


[bookmark: _Toc237208222]Business Process Analysis

A robust business analysis for Med Assist Clinic begins by aligning the database solution with strategic objectives:  Improve patient throughput, reduce administrative overhead, ensure clinical traceability, and support regulatory compliance. Stakeholders include patients, clinicians, reception staff, practice managers, and IT/security teams. Each group has distinct requirements: clinicians need rapid access to accurate medical histories; receptionists require conflict‑free scheduling and quick patient lookup; managers need reporting on utilization and outcomes; IT requires maintainability, backups, and secure access controls.
Process mapping identifies critical workflows to be automated or supported by the database. Priority processes are patient registration, appointment booking, consultation documentation, treatment recording, and feedback capture. Mapping these flows reveals decision points where data integrity is essential—e.g., preventing double bookings, ensuring treatments are linked to completed appointments, and preserving immutable audit trails for clinical notes. Automating validation at the database level (constraints, transactions, stored procedures) reduces human error and enforces business rules consistently.
Functional and nonfunctional requirements must be explicit. Functional requirements include CRUD operations for patients and staff, schedule conflict detection, referral handling, and feedback analytics. Nonfunctional requirements cover performance (fast schedule queries), availability (minimal downtime), security (encryption, role‑based access), and scalability (support growing patient volumes). Prioritizing requirements helps phase implementation: start with core patient/appointment/treatment modules, then add analytics, integrations, and advanced security features.
Risk assessment and mitigation are central. Key risks include data breaches, accidental data loss, and operational disruption during migration. Mitigations include encryption at rest and in transit, regular backups and tested restore procedures, role separation, and a staged migration plan with parallel run periods. Concurrency risks—such as race conditions leading to double bookings—are mitigated by database constraints and transactional booking procedures combined with optimistic UI feedback.
Change management and training ensure adoption. Provide role‑specific training for receptionists and clinicians, quick reference guides, and a feedback loop to refine.
Together, these business analysis elements ensure the database delivers operational efficiency, clinical safety, and measurable value to Med Assist Clinic.


Med Assist Clinic’s operation revolves around several core processes:

[bookmark: _Toc237208223]Patient registration
Patient registration must reliably capture identity, contact details, consent, and essential clinical history while preventing duplicates and preserving auditability. The process begins with validated entry of name, date of birth, NHS number where available, and contact information, with inline checks to block future DOBs and flag potential duplicates via NHS or fuzzy matching on name and postcode. Registration is implemented as an atomic database transaction that creates the patient record (and optionally a portal account) and writes an audit entry recording the operator and timestamp. The interface should guide staff through required fields, offer merge workflows with mandatory justification, and ensure data is encrypted and accessible only to authorized roles.
[bookmark: _Toc237208224]Doctor assignment
Doctor assignment organizes clinicians by department, specialty, and availability to support routing and capacity planning. Assignments record a doctor’s department, specialty tags, status, and recurring weekly hours, while exceptions capture leave or training. Only active clinicians appear in booking searches; schedule changes are applied transactionally and logged to the audit trail so availability caches and reports remain consistent. The system enforces referential integrity with department records and supports capacity limits to prevent overload. Administrators need calendar views to manage recurring hours and ad hoc blocks, and the database must support queries that balance workload and suggest appropriate referral targets based on specialty and current utilization.
[bookmark: _Toc237208225]Appointment Booking
Appointment booking connects patients and clinicians through a validated, conflict‑free scheduling flow that enforces business rules and transactional integrity. The booking operation verifies patient identity, checks doctor status and availability, enforces lead‑time and cancellation policies, and writes the appointment record within a transaction that prevents double bookings via unique constraints on doctor, date, and time. Multi‑step bookings, such as GP plus specialist referral, are executed atomically so both succeed or both rollback. Confirmations and notifications are queued in an outbox table within the same transaction to ensure messages are only sent for committed appointments, and the UI offers real‑time availability, alternative suggestions, and clear policy guidance.

[bookmark: _Toc237208226]Consultation & Treatment Recording
Consultation and treatment recording preserve clinical accuracy and legal traceability by combining appointment status updates with structured treatment entries in a single transactional operation. After a consultation, clinicians mark the appointment completed and insert diagnosis, prescriptions, referrals, and clinical notes; if any part fails, the transaction rolls back to avoid inconsistent records. Clinical notes are treated as sensitive data with access controls, encryption at rest, and immutable audit entries or versioning rather than destructive edits. Structured prescription and referral tables enable downstream workflows such as pharmacy integration and referral tracking, while templates and mandatory fields for certain visit types improve completeness and reduce documentation variability.
[bookmark: _Toc237208227]Feedback Submission
Feedback submission captures patient experience and drives quality improvement by linking ratings and comments to specific appointments and clinicians. Patients are invited to submit a concise rating and optional comments after their visit; the system enforces one response per patient per appointment and timestamps each entry. Low ratings can automatically create follow‑up tasks or route items to a moderation queue for service recovery, while anonymized aggregates feed dashboards for trend analysis by doctor and department. Feedback is stored transactionally with audit logging, and the collection interface is mobile‑friendly and brief to maximize response rates and produce actionable insights for managers.


[bookmark: _Toc237208228]Database Design

[bookmark: _Toc237208229]Entities and attributes
[image: ]
In a relational database system, entities represent distinct real-world objects, operational processes, or domain concepts about which data must be persistently captured. Attributes define the structural properties, characteristics, and domain values that describe each entity.
For the MedAssist Clinic relational schema, entity identification was conducted through a structural analysis of the core clinical operations, including patient onboarding, practitioner scheduling, consultation logging, and quality assessment.

[bookmark: _Toc237208230]Appointment
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Appointments Table: Records scheduled consultations between patients and doctors. Containing AppointmentID (Primary Key) along with PatientID and DoctorID (Foreign Keys), it captures the date, time, and reason for the visit, serving as the central hub for administrative scheduling.

[bookmark: _Toc237208231]Department
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Departments Table: Serves as a reference directory for the clinic’s specialized medical units (e.g., General Medicine, Dermatology, Physiotherapy). It holds attributes like DepartmentID (Primary Key) and DepartmentName, establishing a one-to-many relationship with doctors to group medical staff by their clinical specialty.

[bookmark: _Toc237208232]Doctor
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Doctors Table: Stores profile details, contact information, and availability schedules for medical professionals. It includes DoctorID (Primary Key) and a DepartmentID (Foreign Key) linking each practitioner to a specific department, enabling efficient booking lookups and staff assignment management.

[bookmark: _Toc237208233]

Feedback

[image: ]Feedback Table: Collects post-consultation evaluations from patients regarding their care experience. It connects PatientID and AppointmentID (Foreign Keys) to store ratings and qualitative comments, providing administrative staff with actionable service quality insights.
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Patients Table: Manages demographic data and personal details for all individuals receiving care at the clinic. Identifiable via PatientID (Primary Key), this table acts as the anchor for tracking patient medical histories, upcoming appointments, and submitted feedback.
[bookmark: _Toc237208235]Treatment

[image: ]Treatments Table: Captures the medical outcomes of completed appointments. Linked directly via AppointmentID (Foreign Key / Unique), it stores clinical diagnosis details, prescriptions, and doctor notes, preserving a tamper-resistant historical record of patient treatment outcomes.

[bookmark: _Toc237208236]Entity Relationship and ERD
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First Normal Form (1NF): Ensured atomic field values (e.g., separating patient names into distinct first_name and last_name attributes) and established unique Primary Keys (PatientID, DoctorID, AppointmentID).
Second Normal Form (2NF): Removed partial dependencies by ensuring all non-key attributes fully depend on the complete primary key.
Third Normal Form (3NF): Eliminated transitive dependencies—for instance, placing department details in a dedicated Departments table rather than embedding clinic location attributes directly within the Doctors entity.
[image: ][image: ]
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The Following DDL for MySQL creates the core tables. The script uses Inno Database.
CREATE TABLE Department (
  DepartmentID INT AUTO_INCREMENT PRIMARY KEY,
  DepartmentName VARCHAR(100) NOT NULL UNIQUE,
  Description VARCHAR(255)
) ENGINE=InnoDB;

CREATE TABLE UserAccount (
  UserID INT AUTO_INCREMENT PRIMARY KEY,
  Username VARCHAR(50) NOT NULL UNIQUE,
  PasswordHash VARCHAR(255) NOT NULL,
  Role ENUM('Admin','Doctor','Receptionist') NOT NULL,
  CreatedAt TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
  IsActive BOOLEAN DEFAULT TRUE
) ENGINE=InnoDB;

CREATE TABLE Doctor (
  DoctorID INT AUTO_INCREMENT PRIMARY KEY,
  GMCNumber VARCHAR(50) UNIQUE,
  FirstName VARCHAR(50) NOT NULL,
  LastName VARCHAR(50) NOT NULL,
  Email VARCHAR(100),
  Phone VARCHAR(20),
  HireDate DATE,
  Status ENUM('Active','Inactive') NOT NULL,
  DepartmentID INT NOT NULL,
  FOREIGN KEY (DepartmentID) REFERENCES Department(DepartmentID)
) ENGINE=InnoDB;

CREATE TABLE Patient (
  PatientID INT AUTO_INCREMENT PRIMARY KEY,
  NHSNumber VARCHAR(20) UNIQUE,
  FirstName VARCHAR(50) NOT NULL,
  LastName VARCHAR(50) NOT NULL,
  DOB DATE,
  Gender VARCHAR(10),
  Phone VARCHAR(20),
  Email VARCHAR(100),
  Address VARCHAR(255),
  RegistrationDate TIMESTAMP DEFAULT CURRENT_TIMESTAMP
) ENGINE=InnoDB;

CREATE TABLE Appointment (
  AppointmentID INT AUTO_INCREMENT PRIMARY KEY,
  PatientID INT NOT NULL,
  DoctorID INT NOT NULL,
  AppointmentDate DATE NOT NULL,
  AppointmentTime TIME NOT NULL,
  ReasonForVisit VARCHAR(255),
  Status ENUM('Booked','Completed','Cancelled') NOT NULL,
  BookedByUserID INT,
  FOREIGN KEY (PatientID) REFERENCES Patient(PatientID),
  FOREIGN KEY (DoctorID) REFERENCES Doctor(DoctorID),
  FOREIGN KEY (BookedByUserID) REFERENCES UserAccount(UserID),
  UNIQUE KEY UX_Doctor_Slot (DoctorID, AppointmentDate, AppointmentTime)
) ENGINE=InnoDB;

CREATE TABLE Treatment (
  TreatmentID INT AUTO_INCREMENT PRIMARY KEY,
  AppointmentID INT NOT NULL UNIQUE,
  Diagnosis VARCHAR(255),
  Prescriptions VARCHAR(255),
  Notes TEXT,
  CreatedAt TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
  FOREIGN KEY (AppointmentID) REFERENCES Appointment(AppointmentID)
) ENGINE=InnoDB;

CREATE TABLE Feedback (
  FeedbackID INT AUTO_INCREMENT PRIMARY KEY,
  PatientID INT NOT NULL,
  AppointmentID INT NOT NULL,
  DoctorID INT,
  Rating INT,
  Comments TEXT,
  SubmittedAt TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
  FOREIGN KEY (PatientID) REFERENCES Patient(PatientID),
  FOREIGN KEY (AppointmentID) REFERENCES Appointment(AppointmentID),
  FOREIGN KEY (DoctorID) REFERENCES Doctor(DoctorID),
  CHECK (Rating BETWEEN 1 AND 5)
) ENGINE=InnoDB;

CREATE TABLE AuditLog (
  AuditID INT AUTO_INCREMENT PRIMARY KEY,
  TableName VARCHAR(50),
  Operation VARCHAR(10),
  RecordID INT,
  ChangedByUserID INT,
  ChangeDate TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
  OldValues TEXT,
  NewValues TEXT
) ENGINE=InnoDB;
[bookmark: _Toc237208238]
Triggers and Auditing Mechanisms

Auditing is implemented with AFTER triggers that write concise before/after snapshots to Audit Log. Triggers capture the operation type, table name, record id, and changed values. To record the acting user, the application sets a session variable such as SET @current_user_id = 2; before performing DML; triggers read @current_user_id to populate ChangedByUserID. For large text fields, triggers store diffs or metadata and reference archival storage for full content to control audit log growth. Partitioning and archival jobs are recommended for AuditLog retention.

[bookmark: _Toc237208239]Example trigger for appointment updates:

DELIMITER $$
CREATE TRIGGER trg_Appointment_Update
AFTER UPDATE ON Appointment
FOR EACH ROW
BEGIN
  INSERT INTO AuditLog (TableName, Operation, RecordID, ChangedByUserID, OldValues, NewValues)
  VALUES ('Appointment','UPDATE',NEW.AppointmentID, @current_user_id,
          CONCAT('Status=',OLD.Status,';Date=',OLD.AppointmentDate,';Time=',OLD.AppointmentTime),
          CONCAT('Status=',NEW.Status,';Date=',NEW.AppointmentDate,';Time=',NEW.AppointmentTime));
END$$
DELIMITER ;



[bookmark: _Toc237208240]Stored Procedures and Transactional Scenario

Booking, Completing, and Deleting Procedures with Transaction Handling.
Stored procedures encapsulate business logic and transaction control. Procedures use START TRANSACTION, COMMIT, and ROLLBACK with error handlers to ensure atomicity.

[bookmark: _Toc237208241]Booking procedure example:

SQL
DELIMITER $$
CREATE PROCEDURE sp_BookAppointment(
  IN pPatientID INT, IN pDoctorID INT, IN pDate DATE, IN pTime TIME,
  IN pReason VARCHAR(255), IN pBookedBy INT)
BEGIN
  DECLARE EXIT HANDLER FOR SQLEXCEPTION
  BEGIN
    ROLLBACK;
    SIGNAL SQLSTATE '45000' SET MESSAGE_TEXT = 'Booking failed';
  END;
  START TRANSACTION;
  -- Validate patient
  IF NOT EXISTS (SELECT 1 FROM Patient WHERE PatientID = pPatientID) THEN
    SIGNAL SQLSTATE '45000' SET MESSAGE_TEXT = 'Invalid PatientID';
  END IF;
  -- Validate doctor active
  IF NOT EXISTS (SELECT 1 FROM Doctor WHERE DoctorID = pDoctorID AND Status='Active') THEN
    SIGNAL SQLSTATE '45000' SET MESSAGE_TEXT = 'Invalid or inactive Doctor';
  END IF;
-- Insert appointment; unique constraint prevents double booking
  INSERT INTO Appointment (PatientID,DoctorID,AppointmentDate,AppointmentTime,ReasonForVisit,Status,BookedByUserID)
  VALUES (pPatientID,pDoctorID,pDate,pTime,pReason,'Booked',pBookedBy);
  COMMIT;
END$$
DELIMITER ;



[bookmark: _Toc237208242]Completing Appointment and Inserting Treatment:
SQL
DELIMITER $$
CREATE PROCEDURE sp_CompleteAppointmentWithTreatment(
  IN pAppointmentID INT, IN pDiagnosis VARCHAR(255), IN pPrescriptions VARCHAR(255), IN pNotes TEXT, IN pUserID INT)
BEGIN
  DECLARE EXIT HANDLER FOR SQLEXCEPTION
  BEGIN
    ROLLBACK;
    SIGNAL SQLSTATE '45000' SET MESSAGE_TEXT = 'Complete appointment failed';
  END;
  START TRANSACTION;
  IF NOT EXISTS (SELECT 1 FROM Appointment WHERE AppointmentID = pAppointmentID AND Status='Booked') THEN
    SIGNAL SQL STATE '45000' SET MESSAGE_TEXT = 'Appointment not found or not Booked';
  END IF;
  UPDATE Appointment SET Status='Completed' WHERE AppointmentID = pAppointmentID;
  INSERT INTO Treatment (AppointmentID,Diagnosis,Prescriptions,Notes) VALUES (pAppointmentID,pDiagnosis,pPrescriptions,pNotes);
  INSERT INTO AuditLog (TableName,Operation,RecordID,ChangedByUserID,OldValues,NewValues)
    VALUES ('Appointment','UPDATE',pAppointmentID,pUserID,'Status=Booked','Status=Completed');
  COMMIT;
END$$
DELIMITER ;

[bookmark: _Toc237208243]Delete appointment with check for treatment:
SQL
DELIMITER $$
CREATE PROCEDURE sp_CompleteAppointmentWithTreatment(
  IN pAppointmentID INT, IN pDiagnosis VARCHAR(255), IN pPrescriptions VARCHAR(255), IN pNotes TEXT, IN pUserID INT)
BEGIN
  DECLARE EXIT HANDLER FOR SQLEXCEPTION
  BEGIN
    ROLLBACK;
    SIGNAL SQLSTATE '45000' SET MESSAGE_TEXT = 'Complete appointment failed';
  END;
  START TRANSACTION;
  IF NOT EXISTS (SELECT 1 FROM Appointment WHERE AppointmentID = pAppointmentID AND Status='Booked') THEN
    SIGNAL SQLSTATE '45000' SET MESSAGE_TEXT = 'Appointment not found or not Booked';
  END IF;
  UPDATE Appointment SET Status='Completed' WHERE AppointmentID = pAppointmentID;
  INSERT INTO Treatment (AppointmentID,Diagnosis,Prescriptions,Notes) VALUES (pAppointmentID,pDiagnosis,pPrescriptions,pNotes);
  INSERT INTO AuditLog (TableName,Operation,RecordID,ChangedByUserID,OldValues,NewValues)
    VALUES ('Appointment','UPDATE',pAppointmentID,pUserID,'Status=Booked','Status=Completed');
  COMMIT;
END$$
DELIMITER ;

[bookmark: _Toc237208244]Performance Tuning and Query Optimization

[bookmark: _Toc237208245]Indexing Strategy and Rationale

Indexing focuses on the most frequent and performance‑critical queries: doctor schedule lookups, patient history retrieval, and feedback aggregation. A composite nonclustered index on Appointment (DoctorID, AppointmentDate, AppointmentTime) supports queries that fetch a doctor’s schedule for a date range and enforces uniqueness for slots. An index on Appointment (PatientID, AppointmentDate) accelerates patient history queries ordered by date. Unique index on Patient (NHSNumber) enables fast patient lookup. Indexes on Doctor (DepartmentID, Status) and Feedback (DoctorID, SubmittedAt) support administrative filters and time‑windowed analytics.
Example index creation:
SQL
CREATE INDEX idx_appointment_doctor_datetime ON Appointment (DoctorID, AppointmentDate, AppointmentTime);
CREATE INDEX idx_appointment_patient_date ON Appointment (PatientID, AppointmentDate);
CREATE UNIQUE INDEX ux_patient_nhs ON Patient (NHSNumber);
CREATE INDEX idx_doctor_department_status ON Doctor (DepartmentID, Status);
CREATE INDEX idx_feedback_doctor_date ON Feedback (DoctorID, SubmittedAt);
[bookmark: _Toc237208246]
Conclusion
The proposed MySQL prototype models Med Assist Clinic’s operational needs with a normalized, auditable, and transactional schema. It enforces data integrity through constraints and stored procedures, prevents double bookings via composite uniqueness and transactional booking logic, and preserves traceability with audit triggers. The design balances normalization with performance through targeted indexing and recommends materialized views and partitioning for analytics and audit retention. Security considerations include encryption for sensitive fields, role‑based access control, and session‑based auditing. Future enhancements include FHIR integration for interoperability, row‑level security for stricter access control, and automated archival of audit logs.
References supporting the design and implementation choices include foundational texts on transactions and database systems, and peer‑reviewed literature on query optimization and healthcare data management. Representative references are J. Gray and A. Reuter, Transaction Processing: Concepts and Techniques; C. J. Date, An Introduction to Database Systems; R. Elmasri and S. Navathe, Fundamentals of Database Systems; and literature on healthcare data governance and interoperability standards.
This solution provides Med Assist Clinic with a robust starting point for digitizing patient records, scheduling, and treatment histories while ensuring operational reliability, clinical safety, and regulatory traceability.

[bookmark: _Toc237208247]
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Part B
[bookmark: _Toc237208248]Introduction
I developed a database‑driven website for a small outpatient clinic and documented the whole process in this report. I chose a clinical appointment system as the subject because it provided clear scope for relational modelling, transactional logic, search functionality, and administrative CRUD operations. I implemented the backend in PHP and used MySQL (InnoDB) with PascalCase table names throughout (for example, Patient, Doctor, Appointment, Treatment, Feedback, UserAccount). I seeded the database with realistic sample data (about 20 records) and built secure pages for search, listing, and administrative edits.
Implementation Summary
I created the MedAssist database and implemented a normalized schema in PascalCase. Key tables included Department, Doctor, Specialty, Patient, VisitType, Appointment, Treatment, Prescription, Feedback, UserAccount, Role, UserRole, Outbox, and AuditLog. I enforced referential integrity with foreign keys and prevented double bookings with a composite unique index on (DoctorId, AppointmentDate, AppointmentTime).
I wrote a small PHP framework of pages and includes:
1. includes/Config.php held constants for DB connection and base URL.
2. includes/Db.php created a PDO connection with ATTR_EMULATE_PREPARES = false and ERRMODE_EXCEPTION.
3. includes/Auth.php handled login using password_verify() and session management.
4. Public pages included Index.php, Search.php, Patients.php, PatientAdd.php, PatientEdit.php, Appointments.php, AppointmentAdd.php, Treatments.php, and Feedback.php.
I used prepared statements for all database interactions in the production code. For example, the patient insert used:
php
$stmt = $pdo->prepare(
  "INSERT INTO Patient (NhsNumber, FirstName, LastName, Dob, Gender, Phone, Email, Address)
   VALUES (:nhs, :first, :last, :dob, :gender, :phone, :email, :address)"
);
$stmt->execute([
  ':nhs' => $nhs ?: null,
  ':first' => $firstName,
  ':last' => $lastName,
  ':dob' => $dob ?: null,
  ':gender' => $gender ?: null,
  ':phone' => $phone ?: null,
  ':email' => $email ?: null,
  ':address' => $address ?: null
]);

I implemented search on Search.php to allow users to filter patients by name or NHS number and to show upcoming appointments. The search used bound LIKE parameters to avoid injection:
php
$like = "%{$q}%";
$stmt = $pdo->prepare(
  "SELECT p.PatientId, p.FirstName, p.LastName, p.NhsNumber, a.AppointmentDate, a.AppointmentTime
   FROM Patient p
   LEFT JOIN Appointment a ON p.PatientId = a.PatientId
   WHERE p.FirstName LIKE :q OR p.LastName LIKE :q OR p.NhsNumber LIKE :q
   ORDER BY a.AppointmentDate DESC LIMIT 50"
);
$stmt->bindParam(':q', $like, PDO::PARAM_STR);
$stmt->execute();
$results = $stmt->fetchAll();
For administrative CRUD I implemented role checks (via UserRole) and CSRF tokens on state‑changing forms. I used transactions for multi‑step operations such as booking an appointment and creating an outbox notification in the same atomic unit.
[bookmark: _Toc237208249]SQL Injection Overview
I explained SQL injection to stakeholders and documented it in the project report. SQL injection is a vulnerability that arises when an application constructs SQL queries by concatenating untrusted input directly into SQL text. When user input is treated as executable SQL rather than data, an attacker can inject fragments that change the query’s logic, extract data, or modify the database.
I described common attack patterns. A simple authentication bypass uses input such as ' OR '1'='1 to turn a WHERE clause into a tautology. For example, a naive query:
SQL
SELECT * FROM UserAccount WHERE Username = '$username' AND Password = '$password';
becomes:
sql
SELECT * FROM UserAccount WHERE Username = 'admin' --' AND Password = 'anything';

The -- comments out the password check and may grant access. I explained union‑based data exfiltration, where an attacker appends UNION SELECT to return arbitrary columns, and stacked queries (where supported) that append destructive statements like; DROP TABLE Patient;
I emphasised why SQL injection is particularly dangerous for healthcare systems. Patient records contain sensitive personal and clinical data protected by law (for example, UK data protection regulations). A successful injection can expose medical histories, alter treatment records, or corrupt audit trails—outcomes that risk patient safety and regulatory penalties.
I described defence-in-depth measures I applied and recommended:
1. Parameterized Queries (Prepared Statements): I used PDO prepared statements with bound parameters everywhere. This was the primary defence because it separates code from data; the database engine treats bound values as data and cannot reinterpret them as SQL.
2. Least Privilege: I recommended the web application use a database account with only the necessary privileges (SELECT, INSERT, UPDATE, DELETE) and not DDL or administrative rights.
3. Input Validation: I validated formats (dates, integers, enumerated values) at the application layer to catch malformed input early.
4. Output Encoding: I escaped HTML output with htmlspecialchars() to prevent XSS, which can be used to steal session tokens and then perform SQL injection via authenticated requests.
5. Use of ATTR_EMULATE_PREPARES = false: I disabled emulated prepares so PDO used native prepared statements where possible.
6. Audit and Monitoring: I logged suspicious queries and used slow query logs and application logs to detect anomalies.
I included safe testing guidance: I tested injection payloads only in the development environment and never against production. I used benign payloads such as ' OR '1'='1 and '; -- to verify that prepared statements neutralised them.

Vulnerabilities Identified and Fixes Applied
During early development I intentionally wrote a small number of vulnerable snippets to demonstrate risk and to test defences. I then replaced them with secure code.
Vulnerable example I had initially (and removed):
php
// Vulnerable: concatenation of user input
$q = $_GET['q'];
$sql = "SELECT * FROM Patient WHERE LastName = '$q'";
$rows = $pdo->query($sql)->fetchAll();

When I tested this in development with ?q=' OR '1'='1, the query returned all patients, demonstrating a classic injection.
Fix I applied everywhere:
php
$stmt = $pdo->prepare("SELECT * FROM Patient WHERE LastName = ?");
$stmt->execute([$q]);
$rows = $stmt->fetchAll();
I audited all PHP files and replaced any string concatenation into SQL with prepared statements. I also validated numeric IDs with casting:
php
$id = (int)($_GET['id'] ?? 0);
$stmt = $pdo->prepare("SELECT * FROM Appointment WHERE AppointmentId = ?");
$stmt->execute([$id]);

I implemented CSRF tokens for all POST forms and limited error messages shown to users while logging full errors server‑side.
[bookmark: _Toc237208250]Testing and Results
I ran a set of tests in a local development environment:
· I attempted the payload ' OR '1'='1 against search and login endpoints. With prepared statements in place, the application treated the payload as literal data and returned no unintended rows.
· I attempted a union payload to probe for schema information; prepared statements prevented the payload from altering query structure.
· I attempted a destructive stacked query ; DROP TABLE Patient; on a deliberately vulnerable page; the page failed in development and I used that failure to demonstrate the risk to stakeholders. I then removed the vulnerable code and re‑ran the test to confirm the fix.
I documented test inputs and outputs in the project log and retained the vulnerable snippet only in a separate, secured demonstration branch for teaching purposes.


[bookmark: _Toc237208251]Conclusion
I delivered a working PHP/MySQL website that met the assignment requirements: a normalized PascalCase schema with sample data, secure PDO connections, search functionality, administrative CRUD, and basic security measures. I explained SQL injection in depth, identified and fixed vulnerabilities, and implemented prepared statements, least‑privilege recommendations, CSRF protection, and auditing. The final system was suitable for further extension (for example, adding FHIR integration or stronger encryption) and I archived the development notes and test logs for future audits.
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Excellent care and clear advice

Excellent care and clear advice

Excellent care and clear advice

Good consultation; waiting ime moderate
Good consultation; waiting time moderate
Good consultation; waiting ime moderate
Good consultation; waiting time moderate
Satisfactory but could be quicker
Satisfactory but could be quicker
Satisfactory but could be quicker

Satisfactory but could be quicker

None v

Submitted At

2026-08-10 10:15:00
2026-08-11 11:00:00
2026-08-10 21:42:01
2026-08-10 21:42:01
2026-08-10 21:42:01
2026-08-10 21:42:01
2026-08-10 21:42:01
2026-08-10 21:42:01
2026-08-10 21:42:01
2026-08-10 21:42:01
2026-08-10 21:42:01
2026-08-10 21:42:01
2026-08-10 21:42:01
2026-08-10 21:42:01




image6.png
[ Showall | Numberofrows: 25 v Filter rows: | Search this table Sortby key:  None v

Extra options

«—T— v PatientlD NHSNumber FirstName LastName DOB Gender Phone Email Address RegistrationDate
0O & Edit F:Copy @ Delete 1 NHS0001 Emily Jones 1985-04-12 Female 07123456789 emilyjones@example.com 12 High St, London  2024-01-15
0 47 Edit FCopy @ Delete 2 NHS0002 Mark Taylor 1978-11-02 Male 07123456788 mark.taylor@example.com 34 Park Ave, London 2024-02-20
0 g/ Edit FeCopy @ Delete 3 NHS0003 Olivia Green 1992-07-22 Female 07123456787 olivia.green@example.com 7 River Rd, London  2024-03-05
0O g7 Edit Fc Copy @ Delete 4 NHS100 Emily Jones 1985-04-12 Female 0711111100  emilyjones@example.com 12 High St 2026-08-10
0O g/ Edit 3£Copy @ Delete 5 NHS101 Mark Taylor 1978-11-02 Male 0711111101  mark.taylor@example.com 34 Park Ave 2026-08-10
0 47 Edit FCopy @ Delete 6 NHS102 Olivia Green 1992-07-22 Female 0711111102  olivia.green@example.com 7 River Rd 2026-08-10
0O & Edit F:Copy @ Delete 7 NHS103 James White 1965-12-30 Male 0711111103 james.white@example.com 56 Elm St 2026-08-10
0O g7 Edit 3cCopy @ Delete 8 NHS104 Sophia Martin 2000-05-18 Female 0711111104  sophia.martin@example.com 8 Oak Ln 2026-08-10
0 g/ Edit FeCopy @ Delete 9 NHS105 Liam Walker 1989-09-09 Male 0711111105  liam.walker@example.com 21 Birch St 2026-08-10
0 47 Edit FCopy @ Delete 10 NHS106 Mia Harris 1995-02-14 Female 0711111106  mia.harris@example.com 3 Willow Way 2026-08-10
0 g Edi NHS107 Noah Clark 1970-08-08 Male 0711111107 noah.clark@example.com 88 King Rd 2026-08-10
You can also edit most values
(MEEC! by double-clicking directly on them. [NgRXIo5] Isabella Lewis 1982-03-03 Female 0711111108 isabella lewis@example.com 14 Queen St 2026-08-10
0 g/ Edit FeCopy @ Delete 13 NHS109 Ethan Roberts 1999-10-10 Male 0711111108 ethan.roberts@example.com 2 Station Rd 2026-08-10
0O g7 Edit 3cCopy @ Delete 14 NHS110 Grace Turner 1990-01-11 Female 0711111110  grace.turner@example.com 11 Meadow Lane 2026-08-10
0 g/ Edit FeCopy @ Delete 15 NHS111 Harry Cooper 1983-02-12 Male 0711111111 harry.cooper@example.com 22 Willow Road 2026-08-10
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v TreatmentlD AppointmentID

2 Contact dermatitis Topical steroid
3 General consultation NULL
4 Hypertension review Lisinopril 10mg
5 Eczema flare Hydrocortisone 1% cream
6 Lumbar strain Ibuprofen 400mg PRN
7 Suspected angina NULL
8 Type 2 diabetes review Metformin 500mg
9 Chronic rhinitis Nasal steroid spray
10 Dry eye Lubricant drops
11 Developmental check - normal NULL
12 Irritable bowel symptoms Antispasmodic
13 Knee osteoarthritis Paracetamol PRN
14 Prostate follow-up NULL
15 Oncology review - stable NULL
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Routine check - healthy
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None

Prescriptions

None

Notes
Advised healthy lifestyle; review in 12 months

Advise avoidance of irritant; review in 6 weeks

Recorded during consultation; follow-up arranged w...

BP stable; continue current therapy; review in 6 m...
Topical steroid for 2 weeks; emollients advised
Physio exercises given; follow-up in 2 weeks

ECG arranged; urgent cardiology referral

Dietary advice and blood tests arranged

Symptom control; review if no improvement

Advice on eye hygiene; review in 6 weeks

No concerns; routine health advice given

Dietary advice and stool tests arranged

Exercise and weight advice; physiotherapy referral
PSA test arranged; follow-up in clinic

Continue current plan; next review in 3 months
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