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Abstract
Digital communication occurrence is an important facilitation of applied modulation techniques. QAM is a modulation technique that leverages on amplitude and phase shift keying. The emerging market and  growth of Smart and connected devices has heavily relied on the robustness of the ever-improving protocols such as Zigbee in relaying accurate information that can be used in decision making of different industries for security and development purposes. 
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Introduction 
Wireless sensor networks refer to a dispersed and spatially inter-connected sensor used in the recording and monitoring of surrounding environment, with information forwarded to a central location[8]. There are several modulation techniques that are used to transmit radio frequencies. The dynamic transition that has occurred in Communication systems has seen a significant rise in efficiency in video, audio and other forms of data transmission(converged). The Modulation technique applied is dependent on the desired outcome and other conditions in the communication channel.  The reporter will give a brief overview of QAM and  its importance in digital communication. The setting of a WSN require feasibility steps to be done in the design phase, with sensors or nodes included for collection of data necessary in achieving desired outcomes.
Acronyms
QAM- Quadrature Amplitude Modulation		  ITO- Internet of Things
QPSK- Quadrature Phase Shifting Keying 		  LoRa- Long Range
PSK- Phase Shifting Keying      			  WLAN- Wireless Local Area Network 
SNR- Signal to Noise Ratio  				  VGA- Video Graphics Array
DVR- Digital Video Recorder	  WSN-Wireless Sensor Network
OFDM-Orthogonal frequency-division multiplexing
Task 1
The unprecedented growth in IOT (Internet of Things) requires robustness in ensuring availability  of efficient communication channels, wireless or wired. Communication involves the exchange of information involving 2 or more entities through a common medium of transmission[3]. The challenge in the delivery of successful communication is noise which is any distraction that interferes with the communication process. The noise disruption can be an occurrence anywhere within the communication cycle that distorts the validity of the message transmitted[1].
Fig 1 Digital Communication Process
[image: ]
Functions of Modulation.
Modulation is a vital and important process in communication, it ensures and aides the flawless delivery of end to end signal, modulation is a necessity that brings variation in strength[1].Modulation is when a carrier signal of  constant phase, frequency and  amplitude is modified by non-linear input signal[9]. Therefore, modulation is important in the increase of signal strength to allow long range propagation , collision avoidance of the wireless signal, as modulation allows signal transmission on channel deemed to be idle[1] Modulation is important in the transfer  of signal over larger and longer distances thus overcoming the challenges of sending low frequency signal  over long distances. Modulation is vital in increasing noise immunity as more channels of choice are allocated to the user. Modulation improves the quality of reception and the mixing of signals. The modulation of signal significantly reduces the size and height of antennas used[3].
Computer network simulation is a virtual utility resource that can be applied in the modelling and optimisation of communication systems[10] Network simulators are an ideal determinant of operational and performance parameters of a communication system. Network  simulation is an ideal planning architecture tool used in preparedness to set or erecting the physical network structure. The physical structure can be set to mitigate and minimise any network losses within a network, using the simulators to ascertain points were potential losses may occur. Simulations done before a network is set up is known as emulation or traffic generation[3]		         
QAM (Quadrature Amplitude Modulation) is a modulation technique that uses a combination of PSK(Phase-shift keying) and ASK (Amplitude shift keying) in doubling the effective bandwidth. The 2 carriers are shifted in phase by  90⁰ and with this difference they are defined as being in Quadrature. In the transmission one signal is defined as being In-phase “I” with the other being in quadrature “Q”. The “I” and “Q” is a mathematical representation of the Sine and Cosine wave.  QAM scheme is used in both digital and analog signal manipulation. The combination of the 2 carrier signals in a single transmission and the encoding phase of communication is separated at  the decoding phase, thus on extraction of the signal. QAM as a technique is beneficial in instances of video and voice delivery  application, with specific variants used for different applications and standards, that include wireless and cellular technology applications. The 64 and 256 variants of QAM are the ones used in the UK for domestic broadcast purposes. 
Fig 2 16 QAM Constellation Dioagram 
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The maximum number of bits delivered with the other modulation techniques is 5, hence why QAM is a solution to any need to send more bits 
QAM provisions for the  larger information exchange, as more bits per carrier can be delivered with each transmission, allowing effective use of bandwidth. In instances were data rates needed are beyond and above those offered by 8-PSK, QAM would the efficient technique to achieve greater distance between adjacent points 
QAM as a technique is more susceptible to noise due to the proximity of states to each other . QAM is a combo of other modulation methods and there is demand for linear power and this technically entails higher usage of power[1].
Pros and Cons of Simulation 
In comparison to test beds Simulation can be used  in validation of WSN solutions before their deployment. Configuration of nodes is time consuming hence simulation is ideal in instances of large node deployments. Implementation of changes to a network is costly, it is therefore imperative to use simulators on any scheduled change as mistakes can be significantly costly to an organisation.
There can be marginal distance and non-consideration of physical  features that can invalidate  simulation results where there is need for application. There may be a difference in Simulation results from different simulation tools as accuracy mainly depends on protocol stack, traffic generation parameters etc. The uses of simulators on a small network is not cost beneficial[10]

Farm Design
[bookmark: _GoBack]The designing was done and carried out using draw.io with all ideal sensors being annotated on the design diagram. The complexity in the design of a Compact Security system that is effective to cater for a large geographical area lies with designing a system, that incorporates the fundamentals protocols and applications that produce authenticated and valid telemetry of the interconnected IOT devices in the security design. The design should ensure scalability, fault tolerance, Quality of service and Security[4] The important aspect of a smart design is to have intercommunication between all the set devices on the network. Mesh network technology would be an appropriate application to the smart farm wireless monitoring system to facilitate node to node communication. It provisions for non-dependency in the relaying of critical information from the IOT devices. The ideal wireless network communication protocol for the Island would be Zigbee with a capability to connect nodes up to 65535 [5].
A system reliant on Zigbee is secure as the security architecture is thrust on the use of symmetric key cryptography. To guard against possible hacking the protocol is embedded with authentication mechanisms for access control and message integrity checks to ensure non-manipulation of frames.  The proposed Zigbee crypto key allocation system for the Island WSN topology will ensure precision in the demarcation of different farm WLAN that are all integrated to the police monitoring system. Zigbee crypto key security system will be applied with the master crypto key allocated to the central monitoring bastion being the police. A network crypto key will be utilised by all the nodes that belong to the same network used on a farm especially those with larger topology of network devices. It should however be noted that Zigbee embedded devices save keys on the memory, making them susceptible to hackers that may have access to the devices, the advisable standard to eliminate the risk of manipulation would be the use of micro-controller. The bulk of Zigbee devices are battery powered  a limitation on their computing power and memory capacity, thus a challenge in the implementation of security mechanisms .Zig-bee core benefits include low energy consumption critical in continuity and cost cutting in running a 24/7 surveillance system.    

LoRa- The efficiency in conserving power in IOT devices is critical in sustaining telemetry in WLAN setup. Lora facilitates the transmission of packets over a vast range of IOT devices 
 
Hardware requirements and design specs 
Video Monitoring and Recording- The Farming communities need to have video surveillance and recording cameras installed in and around the farms and communities’ major entrance and exit routes. Individual farm compounds also need video camera monitoring for livestock sheds and pens. The Video monitoring is interconnected to the WLAN. The video relay recordings to the server using Zig- bee a wireless protocol that utilises  IEEE 802.15.4 standard suite, ideal to use in  Low rate personal area networks. The ideal camera should have a 2-way communication speaker that would allow non-physical confrontation of any suspects. There is need to secure the end devices as the security can be compromised, allowing criminals to utilise the video recorders to spy on the farm activities instead. 
Motion light detectors that illuminate when physical presences are detected in pre-determined  proximities are ideal in exposing any criminals that may want to use the camouflage of the darkness to access assets and livestock. Motion light sensors are an efficient a quick way to raise awareness and to quickly spot any anomalies. Alarm triggering motion sensors are ideal  to the farm design and should be set up against proposed high secure units of the farm. Alarm triggering sensors  are ideal as they do not only alert those on premises, but as the system and design would be connected to the Police, they can utilise the system to deploy quick reaction squads to the “distress” call.
Livestock Collar tags are an ideal  24/7 monitoring system of livestock, as the farmer can easily monitor and track movement. An ideal multi-factor security measure, as alarm can be raised when animal strays out of the specified range of movement or there is a stop on pulse readings as this should be an alarm to the farmer of the anomalies. Dependent on the abattoir system that is utilised within the Island, animal livestock tagging can be used as a validation system for ownership of any livestock that may be provided for sale.
Air Drone-deployment can be incorporated in the efficient relaying of visual information to sink nodes from areas that are not easily accessible or of challenging terrain. Drones  can be used in the acquisition of high resolution with increased flexibility in operation[8]. Dependent on the farm Hectarage efficient and frequent monitoring may not be feasible, hence drone technology application may be ideal to combat theft and larceny.
Panic button- On every farm that is interlinked to the police and local neighbourhood watch police a panic button should be installed that enables the relaying of SOS message in circumstances were there farm owners are unable to confront or stop the identified robberies from occurring. 
Pressure sensor -electric fence line was drafted in the design as a deterrent to criminals. It can be utilised as a 2-tier security system, with electric shock being discharged on contact and message being relayed to the alarm sensor to alert farm owner of possible intrusion  that needs investigation. 
Miscellaneous Requirements    
Two -way radio communication should be provisioned to the farmers to allow 24/7 peer to peer open communication channels that can be utilised to raise alarm in cases of emergencies. This should be a backup to any drops in network that may occur. 
Hard Drives-necessary in the backup and storage of information  and data collected from the sensor nodes 
Wi-Fi Extenders- dependent with areas and affordability to have fully functional on prem devices there need to extend wi-fi to the black spot pockets that may have connectivity and signal issues
 Monitors VGA cables – necessary in the connection of security Cameras and video capability devices. 
Recommendations to concealed weapons  
To alleviate and combat the security challenges faced by civilians from robberies and knife attacks there need to assess  a heat map to identify the major spots where the attacks occur. A segmentation of the Island in line with location of the police stations  is the to done.
CCTV  surveillance cameras  with automated facial-recognition a facial software that is linked to a data base of known repeat offenders can be utilised by the Island police. The technology can practically be drawn and used against live CCTV feeds, allowing coordinated response and action between monitoring teams and patrol teams.  
Drone technology- The limited availability of resource base such as manpower can be countered by using Drone technology to carry out surveillance and cover larger areas per square kilometre in comparison to boots on the ground. Drone technology can be used in the monitoring of known hot spots with live feed being relayed to the police stations.     
Xray technology- The robberies are likely occurring in and around the transportation drop off and pickup area, therefore the x-ray technology could be placed and installed on major controlled entry points to public transportation and fish out any concealed weapons
Metal detector – A Widely used method but can be harnessed in the WSN to trigger alarm to police of any suspects that may have concealed weapons on person.
Body heat- The technology can be applied in the identification of concealed weapons underneath clothing that block body heat[]. The technology can be used as it is capable in identification of concealed weapons from about 30ft through looking at a person’s body heat. An ideal method that can be used to circumvent the tedious stop and search method. The technology can be utilised by police on patrol or placed on entrance to major transport facilities.
Conclusion
An overview of QAM as a modulation technique and the benefits driven from its application  in Digital communication. Larceny in farming can be resolved through application of IOT devices within a WSN to make informed decisions that can be used in combating crime. Great inroads have been made in the devising of ways and means of identifying concealed weapons and results are there for all to see how major catastrophes have been prevented using technology.













Bibliography

[1] 	"https://www.rfwireless-world.com/," RF wireless World, [Online]. Available: https://www.rfwireless-world.com/Terminology/Advantages-and-Disadvantages-of-QAM-types.html. [Accessed 06 April 2020].
[2] 	"https:www.elprocus.com," Elprocus Electronics, [Online]. Available: https:www.elprocus.com/different-types-of-modulation-techiniques-in-communication-systems/. [Accessed 02 May 2020].
[3] 	Sasmita, "www.electronicspost.com," Elctronics Post, 5 May 2018. [Online]. Available: https://www.eletronicspost.com/what-is-noise-in-a-communication-system/. [Accessed 28 April 2020].
[4] 	Cisco, "www.netacad.com," Netacad, [Online]. Available: https://static-course-assets.s3.amazonaws.com/ITN6/en/index.html#1.3.2.6. [Accessed 03 May 2020].
[5] 	"https://www.incibe-cert.es/en," Incibe, 26 April 2016. [Online]. Available: https://www.incibe-cert.es/en/blog/security-zigbee-communications. [Accessed 28 April 2020].
[6] 	S. Griffiths, "https://eandt.theiet.org/," E & T Tecnology, 17 March 2020. [Online]. Available: https://eandt.theiet.org/content/articles/2020/03/knives-out-tech-tackles-violent-crime/. [Accessed 02 April 202].
[7] 	"Zigbee Wireless Mesh Networking," Digi, [Online]. Available: https://www.digi.com/zigbee. [Accessed 03 April 2020].
[8] 	G. V. L. Y. T. B. a. A. s. Brook Potter, "www,researchgate.net," Jameson Madison University, [Online]. Available: https://www.researcgate.net/publication/333765337-Enviromental_Monitoring_Using_Drone-Enabled_Wirless_Sennsor_Network. [Accessed 02 May 2020].
[9] 	M. Rouse, "https://searchnetworking.techtarget.com," Tech Target, [Online]. Available: https://searchnetworking.techtarget.com/definition/modulation. [Accessed 4 April 2020].
[10] 	J. Hughes, "https://openxtra.or," OPENXTRA Freestuff, [Online]. Available: https://openxtra.org/article/network-simulation. [Accessed 3 April 2020].



[image: ]

Farm design topology.
image1.png




image2.png




image3.png
Transmitter

Receiver “OFOM

Outy
bits




image4.png
Amp Phase Data
0010 0011 259 225° 1100





image5.png
Fam Crop Field

Light moton sensor -
Flare Tip Vire:





