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1 Introduction 

In the ever-evolving world of banking, the integration of Artificial Intelligence (AI) has emerged 

as a vital factor, especially changing the area of risk management. This dissertation goes on a 

detailed examination into the delicate domain of operational risk within the banking industry, 

methodically evaluating how AI applications might improve risk mitigation measures. In the 

background of constant technological developments that are revolutionizing the financial industry, 

the rising symbiotic link between AI and operational risk becomes a serious and major concern at 

this juncture (Kaur et al., 2020). This study unravels a canvas that clearly illustrates the rising 

complexity of financial operations, underlining the susceptibility to operational mistakes that 

standard risk management frameworks fail to proactively anticipate and control. The pressing need 

for a paradigm shift in risk management strategies is evident, with the central thesis asserting that 

leveraging AI can profoundly augment operational risk identification, assessment, and response 

mechanisms, ultimately fortifying the resilience of financial institutions in the face of emerging 

challenges. The world of banking is experiencing a seismic transformation, propelled by 

technology advancements that pervade every part of financial operations. The relationship between 

technical improvements and operational hazards is getting more sophisticated, needing a nuanced 

and flexible approach to risk management. This study is anchored on the fact that traditional risk 

management frameworks, although useful to a certain degree, are wrestling with the complexity 

and fast evolutions inherent in modern banking. As financial institutions increasingly depend on 

complicated technical infrastructures, the potential repercussions of operational breaches loom 

bigger than ever before. The premise for this study is strongly entrenched in the requirement to 

protect the banking industry against operational interruptions. With the financial sector becoming 

increasingly integrated and technologically reliant, the ripple effects of operational failures have 

the potential to resonate on a global scale. This dissertation tries to uncover the various dynamics 

of operational risk and describe how AI, with its cognitive skills and data-driven insights, might 

operate as a transformational catalyst. The core drive is in not only merely identifying problems 

but also in delivering new solutions that help financial institutions to manage the complicated 

environment of operational risks with resilience and agility. This study bears essential relevance 

in the modern financial scene, where the stakes of operational risk are larger than ever. Financial 

institutions are not just custodians of economic transactions but also protectors of the trust and 

stability that support the global economy. In this context, the integration of AI is not merely a 
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technical achievement; it is a strategic need for maintaining the integrity and operation of the 

financial ecosystem. By diving into the revolutionary potential of AI in lowering operational risks, 

this study adds not only to the academic debate but also delivers practical insights for industry 

practitioners, politicians, and technologists interested in creating the future of banking. The scope 

of this study goes beyond a basic evaluation of the theoretical foundations of AI in operational risk 

management. It goes into real-world applications, difficulties, and the developing environment of 

the banking business. By relying on both quantitative and qualitative techniques, the study attempts 

to give a complete picture of the relationship between AI and operational hazards. Moreover, the 

geographical scope incorporates a worldwide approach, realizing that the problems and 

possibilities in operational risk management are not constrained by boundaries. The study strives 

to amalgamate theoretical discoveries with practical applications, establishing a rich knowledge 

foundation that transcends academic borders. The dissertation evolves in an organized way, with 

each component adding to a full analysis of AI's role in lowering operational risks within the 

banking industry. Following this introduction, the ensuing parts will look into the present 

environment of operational risk, the constraints encountered by conventional risk management 

frameworks, and the revolutionary potential of AI. The methodology adopted in this study, 

integrating both quantitative and qualitative techniques, will be elaborated to guarantee 

transparency and rigor in the research process. Subsequent chapters will include extensive 

assessments of case studies, industry reports, and current literature, culminating in a synthesis of 

data that not only verifies the fundamental premise but also offers practical recommendations for 

the banking sector. The introduction sets the framework for an extended examination into the 

integration of AI in minimizing operational risks within the banking industry. As financial 

institutions traverse a complicated and fast shifting world, the symbiotic link between AI and 

operational risk management emerges as a crucial emphasis area. The ultimate purpose of this 

study is not only to illuminate the difficulties but also to provide novel solutions that rethink how 

financial institutions address operational risk in an era driven by technology breakthroughs. As we 

go into the future chapters, the purpose is to find a revolutionary road ahead, nurturing a resilient 

and safe financial ecosystem that can adapt and prosper in the face of operational uncertainty. 
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2 Methodology 

The research technique adopted in this study is devised with thorough thought to acquire a full 

knowledge of operational risk within the banking industry, notably concentrating on the integration 

of Artificial Intelligence (AI). This complex inquiry takes a mixed-methods approach, using both 

quantitative and qualitative methodologies to synergistically improve the depth and breadth of 

discoveries. 

Quantitative Data Collection: 

 

Figure 2.1 Quantitative Data (Surendran, 2018b). 

 

In the field of quantitative data gathering, the research uses a systematic approach via the 

dissemination of a targeted survey among a stratified sample of financial institutions. This 

stratification spans a varied spectrum of institutions differing in size and operational complexity, 

providing a representative and thorough dataset (Jaksic and Marin, 2019). The survey instrument 

is carefully developed to extract precise quantitative metrics relating to the incidence and effect of 

operational risks within the context of AI integration. By combining measures like as frequency, 

severity, and kinds of operational hazards faced, this quantitative method offers a quantifiable 
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framework for further study. Following is a set of 10 questions with multiple choices were used 

while conducting survey.  

 

1. Have you heard about the integration of Artificial Intelligence (AI) in operational risk 

management within the banking sector?  

• Yes 

• No 

 

2. In your opinion, how much impact can AI integration have on the identification and 

mitigation of operational risks in the banking sector? * 

• High impact 

• Moderate impact 

• Low impact 

• No impact 

 

 

3. How effective do you think current risk management frameworks are in adapting to the 

dynamic landscape influenced by AI?  

• Very effective 

• Somewhat effective 

• Not very effective 

• Not at all effective 
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4. Do you believe that insights gained from AI applications can inform future strategies for 

optimizing operational risk mitigation within financial institutions?  

• Strongly agree 

• Agree 

• Disagree 

• Strongly disagree 

 

 

5. How familiar are you with the concept of operational risk in the banking sector? * 

• Very familiar 

• Somewhat familiar 

• Not very familiar 

• Not at all familiar 

 

6. Are you aware of the transformative potential of AI in mitigating operational risks within 

the banking sector, as discussed in recent literature?  

• Yes 

• No 

 

7. How important do you consider ethical considerations in the integration of AI in 

operational risk management within the banking sector?  

• Very important 

• Important 



6 | P a g e  

 

 

• Not very important 

• Not at all important 

 

8. What do you think are the main barriers to the successful integration of AI in operational 

risk management within financial institutions?  

• Lack of expertise 

• Regulatory challenges 

• Ethical concerns 

• Other 

 

9. In your opinion, how important is collaboration between banks and technology firms in 

implementing AI-driven solutions for risk data aggregation and reporting? * 

• Very important 

• Important 

• Neutral 

• Not important 

 

10. Would you be interested in learning more about the ongoing exploration of AI's role in 

operational risk management within the banking sector through further research findings?  

• Yes 

• No 
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The following phase in the procedure involved the design of the survey form and the publication 

of the link for data collecting. This occurred on the 5th of January 2024, with the link released on 

LinkedIn on the 12th of January. The target demographic was meticulously selected, with the 

hyperlink distributed via professional forums such as LinkedIn to specifically target financial 

professionals and industry specialists. The first response was received on the 14th of January 2024, 

marking the beginning of data collection. By January 21, 2024, a total of 12 replies were collected 

by the end of the first week. In order to encourage further participation, a reminder link was 

provided on January 19, 2024 to stimulate further responses. As part of the next phases, the survey 

link was provided to various financial groups on the 21st of January 2024, increasing the scope of 

participation. By the end of January 2024, a total of 31 replies were obtained, including 

contributions from various financial entities and other anonymous bodies. The data collection 

phase was officially finished on the 6th of February 2024, with a total of 43 replies. A copy of the 

survey form displaying the 43 responses, together presenting the dataset and original response 

forms containing pie charts, is provided for comprehensive analysis below: 
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1.  Have you heard about the integration of Artificial Intelligence (AI) in operational risk 

management within the banking sector? 
 
 
 
 

 

Yes 24 

No 19  
 
 
 
 
 

 

2. In your opinion, how much impact can AI integration have on the identification 

and mitigation of operational risks in the banking sector? 
 
 

 

High impact 30 

Moderate impact 14 

Low impact 0 

No impact 0 
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Limitation: 

The limited number of replies in this quantitative data collection method can be attributed to a 

myriad of variables, largely coming from the sensitive nature of the survey topic within the banking 

and financial sector. One prominent factor contributing to the modest response rate is the current 

atmosphere of dread and caution among individuals when it comes to topics relating to their 

financial information and security. In the contemporary scene, individuals are increasingly aware 

of the ubiquitous concerns of cybercrime, online fraudulent activities, and identity theft that are 

prominent in the banking industry. The growth in high-profile data breaches and security incidents 
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has generated a heightened sense of dread among individuals, making them more reluctant to 

engage in surveys that directly apply to banking and finance. This heightened awareness of 

potential risks related with the divulgence of financial information has produced a culture of 

caution and mistrust, even when the poll assures complete anonymity. Despite the assurance of 

anonymity in the survey design, respondents may still have concerns about the potential dangers 

connected with participating in a study focusing on operational risks within the context of AI 

integration in financial institutions. The concern of mistakenly providing sensitive information or 

contributing to a dataset that could be subject to security breaches may have prevented potential 

participants from taking part in the poll. Furthermore, the anonymity feature itself may have 

generated suspicion rather than promoting a sense of confidence. In an era where cybersecurity 

issues are at the forefront of public attention, individuals may question the efficacy of anonymity 

in preserving their comments. This cynicism, combined with the innate caution connected with 

financial problems, certainly worked as a deterrent, contributing to the restricted response rate. 

Despite the problems created by the limited number of responses, it is remarkable that no responses 

were eliminated from the study. The decision to include all received replies was informed by the 

realization of their relevance and the useful insights they gave within the framework of the survey 

themes. Each response, however numerically limited, was regarded valuable in revealing light on 

the complexity of operational hazards connected to AI integration in financial institutions. The 

choice to incorporate all responses underlines the dedication to a complete and fair investigation 

of the available dataset, despite the obstacles provided by the cautious character of potential 

participants in the banking and finance sector. 

 

 

 

Qualitative Data Analysis: 

Concurrently, the qualitative element of the investigation entails an in-depth review of texts and 

literature published by academicians and IT specialists in the topic field. This qualitative technique 

is matched with a quantitative component, giving a full and well-rounded research. The major 
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purpose of studying current literature is to acquire a varied variety of opinions about the possible 

integration of artificial intelligence in the area of operational risk management. 

 

Figure 2.2 Qualitative Data (Surendran, 2018a). 

 

Thematic analysis, a commonly applied approach, is utilized to analyse and understand the 

qualitative data acquired from academic works and expert views. This strategy entails discovering, 

evaluating, and reporting trends within the data, allowing for a nuanced knowledge of the 

intricacies and subtleties involved with AI integration in operational risk management (Braun and 

Clarke, 2006). The combination of theme analysis with the quantitative survey findings provides 

a full investigation of both quantitative measures and qualitative insights. 

Furthermore, papers from different authors including Fares, Kaur, Vieira and Sehgal, Romanov 

and Romanov, Bostrom, and Gallati (2022) will be crucial to producing a comprehensive research 

article. The papers from Fares and Kaur give useful insights into risk management frameworks 

and the theoretical foundations of operational risk. Vieira and Sehgal and Romanov and Romanov 

give empirical data and practical uses of AI in risk management, establishing a bridge between 

theoretical frameworks and real-world implementations. Bostrom's (2018) critical viewpoints on 
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the unintended effects of autonomous systems and ethical issues extend the qualitative 

investigation, providing to a comprehensive understanding of the ethical components inherent in 

AI applications within the financial industry. Gallati's (2022) investigation of joint undertakings 

between academia and industry, typified by programs like Accenture's RDARR platform, adds 

depth to the understanding of industry-academic relationships in the context of AI-driven risk 

management. Given the intricacy and heightened scrutiny fundamental to the banking business, a 

full examination of operational risk needs a precise selection of methodology (Cheatham et al., 

2019). The diverse character of the sector considerably determines the selected methodologies for 

operational risk analysis. The survey findings, along with insights from academic literature, seek 

to give a complete and orderly analysis of the data, giving light on both the quantitative metrics 

and qualitative subtleties involved in AI integration for operational risk management. The selection 

of these approaches is validated by their distinctiveness and applicability to the study field. 

Recognizing that the banking industry functions in a dynamic environment, the flexibility and 

adaptability of the selected procedures are vital (Konigstorfer and Thalmann, 2020). The 

integration of AI offers a unique dimension to risk management, and the chosen methodologies 

are geared to capture this dynamic environment thoroughly. The major goal of this study is to 

assess the influence of artificial intelligence (AI) on operational risk within the banking industry. 

The study approach provides a conscious emphasis on the present stage of AI implementation in 

operational risk management. This approach admits that the observed effects may be relatively 

minimal at this moment but recognizes the need of investigating the efficacy and limits of AI in 

handling operational risk within the banking industry. The detailed examination of AI deployment 

will give important insights into the existing state of things and set the platform for evaluating the 

possible trajectory of AI's effect on operational risk in the banking industry. Thematic examination 

of the literature from professionals and researchers will assist discover subtle insights into the 

ethical issues, unexpected repercussions, and larger implications of deploying AI in the banking 

industry. This consolidation coincides with the stated purpose of giving a complete knowledge of 

the symbiotic link between AI and risk management. The choice of approaches is motivated by 

the requirement for flexibility and adaptability. Recognizing that the banking industry works in a 

dynamic environment with continually shifting technology, laws, and risk landscapes, the chosen 

approaches are meant to capture these changes fully (Konigstorfer and Thalmann, 2020).  
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Expanding on the technique, the study lays further attention on the integration of underused 

sources from prior prompts, such as the research of Srivastava (2023), which explores the 

introduction of AI into risk management methodologies. This source offers depth to the knowledge 

of AI applications beyond operational risk, bringing insights into larger risk management settings. 

Integrating this approach allows for a more complete analysis of AI's involvement in risk 

management within the banking industry. The work of ORX, primarily the Annual Banking Loss 

Report (Zampano, 2023), gives vital data on the trends and issues in operational risk losses, notably 

with generative AI. Incorporating this source into the approach gives a real-world perspective on 

the issues encountered by the banking sector, coinciding with the study's emphasis on operational 

risk. Additionally, the statistical insights from ORX give useful quantitative data to supplement 

the survey findings. The research also includes insights from the paper by Sekhar and Hobbs 

(2023), which underlines the strategic focus of boards and CEOs on AI/ML adoption in the banking 

sector. This source assists in understanding the strategic incentives driving AI adoption, giving a 

strategic element to the investigation. Exploring the strategic dimensions coincides with the study's 

purpose of examining the effect of AI on operational risk within a larger organizational framework. 

By combining these new sources, the study technique improves depth and complexity, allowing a 

more nuanced analysis of the relationship between AI integration and operational risk in the 

banking sector. The usage of both quantitative and qualitative approaches, coupled with insights 

from a varied variety of sources, improves the study design and guarantees a full grasp of the 

complex dynamics at play. The technique is aimed to capture the multifarious character of AI 

integration, addressing both its quantitative influence on operational risk measurements and the 

qualitative subtleties entrenched in business processes and strategic decision-making. 
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3 Aims and Objectives 

The aims and objectives of this research are to: 

1. Evaluate the scope of AI integration, including deployment and assess its influence on the 

detection and mitigation of operational risks in the banking industry. 

2. Examine the effectiveness of current risk management frameworks in adapting to the revised 

operational risk management influenced by AI in banking and other financial bodies. 

3. Uncover insights to inform future strategies for optimising AI applications in operational risk 

mitigation within financial institutions. 
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4 Literature Review 

The theoretical underpinnings of operational risk, as explained by authors like James Lam, dive 

into the numerous layers that form this multidimensional subject. Lam underlines the dynamic 

character of operational risk, stressing its sensitivity to ongoing change and development. In his 

landmark publications, Lam articulates the necessity of identifying the connectivity between 

operational risk and the larger organizational environment. He contends that operational risk is not 

a separate entity but rather tightly intertwined with an institution's procedures, systems, and human 

aspects. Lam's approach inspires a sophisticated awareness that operational risk is not only a 

solitary problem but an inherent component that pervades every part of banking operations (Fares, 

Butt and Lee, 2022). Furthermore, Lam's findings transcend beyond the typical confines of risk 

assessment, pushing for a holistic approach that covers both quantitative and qualitative 

components. His focus on scenario analysis and stress testing as techniques for measuring 

operational risk resilience highlights the necessity for a proactive and anticipatory posture in risk 

management (Fares, Butt and Lee, 2022). This proactive strategy becomes more essential as the 

banking industry grapples with the rising speed of technology innovations and the attendant risks 

connected with them. As the literature evaluation unfurls, it becomes obvious that the integration 

of Artificial Intelligence (AI) in operational risk management is not a simple juxtaposition of 

technologies, but a deliberate reaction to the growing panorama of hazards. AI promises a 

paradigm change in risk identification, assessment, and mitigation, giving unrivalled capabilities 

in data analysis, pattern recognition, and predictive modelling (Fares, Butt and Lee, 2022). The 

use of machine learning algorithms and predictive analytics allows financial organizations to go 

beyond conventional risk management paradigms, allowing real-time monitoring and adaptive 

responses to new risks. In the modern setting, the convergence of AI and operational risk 

management is highlighted by the increased employment of sophisticated analytics, natural 

language processing, and machine learning algorithms to better fraud detection, cybersecurity 

measures, and overall risk prediction.  

 

James Lam's wide collection of work serves as a cornerstone in comprehending the dynamic nature 

of operational risk, especially in the context of the growing speed of technology innovations. His 

notion of risk appetite and tolerance offers a rigorous theoretical framework that resonates deeply 
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with the growing environment of AI-integrated risk management (Kaur et al., 2020). Lam's focus 

on adaptation and dynamic risk methods becomes more essential in an age distinguished by the 

ubiquitous impact of artificial intelligence. As the story effortlessly moves from Lam's theoretical 

underpinnings to the actual uses of AI in redefining operational risk paradigms, the works of Daniel 

Wagner and Keith Furst come to the foreground. Their scientific contributions dive into the 

pragmatic application of machine learning and predictive analytics in risk management, 

anticipating a future where AI augments human decision-making capacities (Kaur et al., 2020). 

The revolutionary potential of AI in risk management is further verified by McKinsey's study, 

which underlines the role of AI in boosting efficiency and effectiveness across multiple banking 

operations, with a special emphasis on risk management (Vieira and Sehgal, 2017). Bridging the 

theoretical and practical domains, the literature converges on research showing the actual uses of 

AI in risk reduction. Andrej A. Romanov and Yuriy M. Romanov's study navigates the complexity 

of using AI in risk management, giving a comprehensive grasp of both the obstacles and 

possibilities that emerge in this dynamic context (Fares et al., 2022). The empirical data offered in 

their study acts as a cornerstone, underlining the practical influence of AI in enhancing risk 

detection and response mechanisms, so greatly reinforcing the empirical base of the research. The 

conversation adds extra dimension by comparing the advantages of AI with possible hazards and 

ethical problems. Scholars such as Nick Bostrom add to this complex knowledge by cautioning 

against the unexpected implications of autonomous systems, presenting ethical problems that 

demand careful consideration in the integration of AI in risk management (Riikkinen et al., 2018). 

Furthermore, the literature review expands its scope to joint activities between academics and 

industry, typified by collaborations created between banks and technological enterprises. 

Initiatives like Accenture's Risk Data Aggregation and Risk Reporting (RDARR) platform 

epitomize the collaborative attitude, illustrating how AI-driven solutions can greatly boost risk 

data aggregation and reporting capabilities—a fundamental component of operational risk 

management (Gallati, 2022). This collaborative approach represents an understanding of the 

connections between academic research and industrial demands, enabling an atmosphere where 

theoretical discoveries find practical implementations. In short, the literature review contains a full 

investigation of operational risk management, methodically analysing core ideas, evaluating 

modern implementations, and navigating the ethical subtleties. As we go further into the varied 

terrain of AI in operational risk management, it becomes vital to understand the various ways in 
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which AI technologies are transforming risk identification, assessment, and mitigation tactics 

inside financial institutions (Lukyanenko, Maass and Storey, 2022). Lam's basic concepts, 

stressing flexibility and dynamic risk solutions, serve as a guiding compass for grasping the 

nuances of AI's integration in the risk management environment. The synergy between theoretical 

foundations and practical implementations is highlighted by the works of Wagner and Furst, 

illustrating how machine learning and predictive analytics may supplement conventional risk 

management methodologies. McKinsey's study further underlines the revolutionary potential of 

AI in the banking industry, stressing its role in boosting efficiency and effectiveness across many 

departments, with a special emphasis on risk management (Vieira and Sehgal, 2017). The 

confluence of theoretical frameworks and empirical data in Romanov and Romanov's study gives 

a sophisticated knowledge of the obstacles and possibilities involved with applying AI in risk 

management (Fares et al., 2022). The empirical data offered in their study not only adds to the 

academic debate but also acts as a practical guide for financial institutions wanting to leverage the 

advantages of AI in bolstering their operational risk frameworks. However, the debate on AI in 

operational risk management would be inadequate without a detailed investigation of its ethical 

elements. Bostrom's cautionary viewpoints bring attention to the possible unintended effects of 

autonomous systems, advocating a thorough assessment of the ethical concerns inherent in the 

integration of AI in risk management (Riikkinen et al., 2018). This critical perspective adds a 

degree of complexity to the tale, encouraging a thorough evaluation of the ethical principles that 

should drive AI applications inside the financial industry. Beyond the theoretical and ethical 

aspects, the literature review extends its reach to collaboration endeavours between academics and 

industry. Accenture's RDARR platform shows how collaborations between banks and technology 

businesses may deliver novel AI-driven solutions that greatly boost risk data aggregation and 

reporting capabilities (Gallati, 2022). This collaborative methodology represents an awareness of 

the symbiotic link between academic research and industrial demands, highlighting the practical 

ramifications of theoretical achievements. Again, the literature analysis gives a panoramic picture 

of the integration of AI in operational risk management within the banking industry. It navigates 

through theoretical underpinnings, practical applications, ethical issues, and collaborative 

activities, offering a thorough comprehension of the subtleties involved. The synthesis of diverse 

perspectives underscores the urgency of exploring AI's transformative potential in mitigating 

operational risks, setting the stage for a research trajectory that is not only deeply informed but 
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also attuned to the evolving complexities of AI integration in the dynamic landscape of operational 

risk management within the banking sector (George and Wooden, 2023). 

Generative AI, a cutting-edge technology, is quickly gaining attention and use within the field of 

operational risk management in the financial industry. This literature analysis digs into notable 

cases where massive models have been established, reconstructed, or deployed to improve services 

and operational efficiency in financial institutions (Wang, 2023). One significant use is Bloomberg 

GPT, a finance-specific model created in partnership with Johns Hopkins University and presented 

by Bloomberg in March 2023. Leveraging Amazon's computing capabilities and Bloomberg's 

large data stores, this model displays its proficiency in tasks such as semantic analysis, creating 

news headlines, and replying to inquiries based on research reports. Morgan Stanley, a leading 

financial company, tested the integration of GPT-4 to strengthen its wealth-management 

capabilities. Focusing on customization and efficiency, the business overcome hurdles linked to 

data privacy issues and the risk for inaccurate financial advice. Training the AI on internal material 

and installing essential safeguards resulted to a more customized client service, boosting 

competitiveness in the wealth-management business. NVIDIA and Deutsche Bank worked on 

testing a set of massive models known as financial transformers (finformers). These models 

attempt to boost data insight skills by extracting critical information from unstructured data, 

delivering early warning signals for possible threats. Du Xiaoman, a financial organization, created 

an Intelligent Credit Scoring Platform leveraging a large language model (LLM) and graph 

algorithms to evaluate credit data. This technology transforms information into 400,000 risk 

indicators, considerably enhancing the detection of credit risks connected with small- and micro-

business owners. The Agricultural Bank of China unveiled ChatABC, an AI model aimed to assist 

informal chats, answer industry-related inquiries, and provide written summaries. However, issues 

have been recognized in conducting complicated talks. The Industrial and Commercial Bank of 

China (ICBC) incorporated AI into its banking operations to increase customer service and risk 

management. Despite hurdles relating to data quality, model biases, and interpretability, ICBC has 

effectively automated numerous business elements, resulting to enhanced performance and 

customer experience. 

These cases illustrate the revolutionary potential of AI in the banking sector, with applications 

ranging from semantic analysis and customization in wealth management to early risk warning 
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signals and enhanced credit scoring. However, it is vital to acknowledge and evaluate the limits of 

these models. Challenges such as data privacy problems, model biases, interpretability challenges, 

and difficulty in managing complicated discussions have been highlighted across numerous 

implementations. A balanced approach is required, reflecting both the ability of AI in boosting 

operational efficiency and the need to limit possible risks connected with its integration into risk-

management systems. As financial institutions continue to investigate and implement generative 

AI, a detailed knowledge of these applications and difficulties will drive informed decision-making 

and guarantee responsible and successful exploitation of this disruptive technology in the financial 

sector (Wang, 2023). 

In the present company world typified by fast change, increased operational complexity, and a 

growing dependency on digital technology, the issues connected with Operational Risk 

Management (ORM) have escalated. Traditional ORM solutions, although useful to a certain 

degree, frequently fail to deal with the dynamic nature of developing risks and the rising amount 

and variety of data. This has led to a heightened interest in researching creative approaches to 

enhance ORM, with generative AI appearing as an increasingly viable alternative (CSchlatter, 

2023). 

Generative AI models, typified by technologies like GPT-4, contain the power to evaluate massive 

amounts of unstructured textual data from multiple sources. By recognizing patterns and 

correlations among this data, generative AI may efficiently detect developing threats that may be 

ignored by conventional approaches. This expanded capacity for operational risk identification 

indicates a major step in proactively addressing possible hazards. 

The dynamic learning capabilities of generative AI models allow continuous monitoring of the 

risk environment in real-time. This real-time monitoring helps firms to swiftly notice changes in 

risk exposure, allowing for proactive risk-mitigation approaches (Wang, 2023). The versatility and 

reactivity of generative AI to shifting company environments and regulatory restrictions guarantee 

that ORM methods stay relevant and successful in managing growing hazards. Generative AI also 

plays a crucial role in planning and implementing efficient risk-mitigation methods. By delivering 

insights into possible process changes, finding holes in controls, and recommending tailored 

training programs, generative AI aids enterprises in adopting proactive efforts to avoid operational 
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risks. This diversified contribution boosts the overall efficacy of risk management systems (Wang, 

2023). 

The introduction of generative AI models into ORM processes delivers not only greater efficacy 

but also increased efficiency and cost-effectiveness. Automation of labour-intensive processes is 

a fundamental advantage, contributing to operational efficiency and cost savings. The potential of 

generative AI to automate mundane and repetitive operations enables human resources to 

concentrate on strategic decision-making and innovation, therefore enhancing operational 

processes (Wang, 2023). The integration of generative AI inside Operational Risk Management 

(ORM) brings enormous benefits, but this move is not without its complexity and possible pitfalls 

(Wang, 2023). One of the key issues is assuring the quality and amount of training data for 

generative AI models. The success of these models is dependent upon accurate, complete, and 

contemporaneous data. Securing such data may be a tough issue, as it requires enterprises to 

maintain data repositories that fit with the dynamic and diversified nature of operational threats. 

Deciphering the interpretability of generative AI models, including technologies like Generative 

Adversarial Networks (GANs) and GPT-4, provides another key problem (Wang, 2023). These 

models may be sophisticated and opaque, making it tough for stakeholders to comprehend the 

rationale driving the models' outputs and decision-making processes. Interpretability is critical for 

developing confidence in AI-driven judgments and for ensuring that these decisions correspond 

with company objectives and risk management plans. Validating the performance and 

dependability of generative AI models inside ORM is a vital factor that adds to the complexity. 

Establishing strong validation methodologies and performance measures becomes vital to ensure 

the dependability and credibility of these models. This is especially crucial considering the high-

stakes nature of operational risk management, when choices based on inaccurate or unreliable 

models might have major effects (Wang, 2023).  

Ethical and privacy considerations arise as noticeable difficulties when employing generative AI 

models in ORM. Handling sensitive data in the risk management setting raises questions about 

data privacy, consent, and the possibility for bias. Ensuring that AI systems are ethically 

implemented, especially in sensitive areas like risk management, demands careful evaluation of 

the consequences of AI-driven decision-making on persons and stakeholders. Cultivating 

organizational preparedness is a complicated problem that incorporates both technical and cultural 
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dimensions. The smooth integration of generative AI with ORM needs proper infrastructure and 

technological skills. Organizations need to invest in the technology skills necessary for installing, 

administering, and sustaining generative AI models efficiently. Additionally, developing an 

organizational culture that is responsive to innovation and change is vital. Employees must be 

ready to adapt to new technologies, workflows, and decision-making processes that utilize AI-

driven insights. From guaranteeing data quality and interpretability to testing model dependability 

and resolving ethical and privacy issues, companies confront complex problems. Cultivating 

organizational preparedness emerges as a major aspect, involving both technological infrastructure 

and a culture change toward welcoming innovation. Navigating these obstacles demands a detailed 

awareness of the subtleties involved in employing generative AI for successful operational risk 

management (Wang, 2023). Successfully incorporating generative AI into Operational Risk 

Management (ORM) needs a complete approach that covers critical issues such as data quality, 

model interpretation, validation, data security, and organizational culture. One crucial technique 

is investing in data-quality projects to better the accuracy, comprehensiveness, and timeliness of 

data accessible for training generative AI models. This program intends to increase the operational 

efficacy of these models by ensuring that the data utilized for training is of high quality (Wang, 

2023). Developing explicit rules for model interpretability and validation is another key 

component of the integration approach. These recommendations should be intended to be simply 

intelligible for stakeholders, enabling them appreciate the rationale behind the outputs and 

decision-making processes of generative AI models. Additionally, the plan stresses the 

construction of comprehensive validation procedures and performance indicators to assess the 

dependability and credibility of these models. This stage is crucial for creating confidence in AI-

driven choices and ensuring that the models correspond with company objectives. Implementing 

effective data-protection procedures is a vital aspect of the plan, particularly when managing 

sensitive data (Wang, 2023). Organizations must closely comply to data-protection standards and 

ethical principles to preserve stakeholder confidence and avoid any legal ramifications. This 

comprises developing a secure environment for data processing and storage, deploying encryption 

mechanisms, and setting access restrictions to preserve sensitive information. Fostering an 

organizational culture that encourages innovation and change is a vital part of the approach. 

Overcoming reluctance to change and establishing a culture of innovation are key for the effective 

integration of generative AI into ORM. This requires investing in training and development 
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programs to guarantee that the company has the requisite technical competency to embrace and 

adapt to AI technology efficiently. By carefully negotiating these hurdles and dangers, enterprises 

may effectively incorporate generative AI into their ORM procedures. This integration helps firms 

to anticipate, analyse, and manage operational risks more effectively in an increasingly complex 

and dynamic environment. The strategy stresses a comprehensive approach that covers technical 

issues like data quality and model validation, along with cultural ones such as developing a creative 

and flexible company culture. This balanced method strives to utilize the full potential of 

generative AI in increasing ORM while limiting any hazards related with its adoption (Wang, 

2023). 
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5 Analysis 

AI has been especially successful in increasing many banking functions, including marketing, 

sales, and logistics, with a growing anticipation that it may play a major role in operational risk 

management. One significant operational risk connected with the use of AI in banking is the 

dependence on machine learning algorithms to manage huge volumes of data, especially 

unstructured data obtained from written risk assessments. The complexity of AI models presents 

the possibility for errors, biases, and inaccuracies, which may lead to misunderstanding of data 

and poor decision-making (Reciprocity, 2021). Another inherent operational risk derives from the 

interpretability issues faced by complicated AI models, particularly those based on deep learning. 

Deep learning algorithms, meant to autonomously find patterns and characteristics inside data, 

typically lack openness in describing their decision-making processes. This opacity offers issues 

for banks in understanding how AI models arrive at certain conclusions, making it harder to 

discover and remedy possible mistakes (Reciprocity, 2021).  

 

Figure 5.1 AI (Klingler, 2021) 
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Addressing this operational risk entails the development of explainability tools and ways to 

increase the transparency of AI systems. This guarantees that decision-makers inside banks can 

grasp and trust the findings, helping to a more responsible and dependable integration of AI into 

operational risk management. The sophisticated structure of operational risk in banking provides 

distinct problems compared to other risk categories, demanding a nuanced approach to its 

management. Predictive modelling becomes more challenging in this setting, since operational 

risk is a relatively younger field with less considerable historical data compared to financial risk. 

Operational risk comprises many incidences, such as internal fraud, data leakage, and reputational 

injury, and the qualitative aspect is further highlighted in the Basel framework's criteria for 

organizational structures, culture, awareness, and qualitative reporting. The textual nature of 

operational risk data, generally created from risk assessments provided by professionals, adds 

another degree of complexity to the issue of predictive modelling.  

 

Figure 5.2 NLP (Matsuk, 2022). 
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Machine learning algorithms, endowed with self-learning capabilities, can assess huge volumes of 

textual data, making them excellent instruments for operational risk management. NLP focuses on 

exploiting textual data for predictions, making it a suitable tool for operational risk management 

in the banking industry (Consultancy.eu, 2019). Machine learning algorithms may be trained on 

risk reports to extract useful information for forecasting applications, allowing for a more accurate 

evaluation of future losses. This integration of previous loss data and risk reporting provides more 

accurate forecasts of future losses, leading to a proactive risk management plan. Sentiment 

analysis, a subset of NLP, significantly expands the AI toolbox for operational risk management 

by evaluating textual data to interpret feelings and meanings stated. In the financial sector, 

algorithms can review yearly reports to foresee business issues, exhibiting the versatility of AI in 

processing diverse forms of textual data and delivering significant insights for risk management. 

Despite the potential advantages, the adoption of AI in operational risk management brings 

forward its own set of obstacles and issues. One of the important issues comes in guaranteeing the 

resilience and dependability of AI models, especially in managing huge volumes of data. The 

complexity of AI algorithms increases the potential of errors, biases, and inaccuracies, adding 

operational risks when models misread data or fail to recognize critical patterns (Reciprocity, 

2021). This lack of transparency might delay the discovery and repair of mistakes, providing a 

possible operational risk (Reciprocity, 2021). 

 

Operational risk in AI-driven banking expands its reach into the important realm of cybersecurity, 

where the dependence on machine learning and deep learning technology exposes financial 

institutions to a multitude of dangers (Jada and Mayayise, 2023). In the cybersecurity environment, 

the discovery of irregularities in IT systems and the prediction of attacker behaviour are key 

components of risk management. AI, especially machine learning and deep learning algorithms, 

plays a crucial role in boosting the capabilities of cybersecurity systems by analysing huge 

volumes of data to find abnormalities and forecast future cyber-attacks. However, the efficacy of 

AI-driven cybersecurity solutions rests on the algorithms' capacity to react to evolving and 

complex attacks. If AI algorithms fail to spot fresh cyber threats or if attackers exploit weaknesses 

inside the AI systems themselves, operational hazards grow considerably. To prevent these 

operational risks, it is necessary for banks to undertake comprehensive cybersecurity measures, 
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combining periodic penetration testing and the implementation of AI-specific security procedures 

(Jada and Mayayise, 2023). Regular penetration testing helps detect weaknesses in the system, 

ensuring that the AI algorithms stay strong against emerging cyber threats. Additionally, AI-

specific security rules and protocols must be designed to prevent against possible exploitation of 

AI flaws by cyber attackers. These approaches help to developing a resilient cybersecurity system 

that can effectively react to the changing threat environment. As banks progressively use AI 

platforms for real-time risk management, new operational risks arise from the requirement for 

efficient frameworks, libraries, and hardware accelerators to handle AI workloads (Jada and 

Mayayise, 2023). The efficacy and efficiency of AI-driven risk assessment methods are dependent 

on the underlying infrastructure. Inadequate infrastructure or technology malfunctions may 

interrupt real-time risk assessment procedures, reducing the bank's capacity to react rapidly to 

developing hazards. To solve these problems, banks must invest in strong and scalable AI 

infrastructure that can support the computational needs of real-time risk management (Jada & 

Mayayise, 2023). This requires picking proper frameworks and packages that enhance AI model 

performance. Furthermore, the introduction of hardware accelerators, such as Graphics Processing 

Units (GPUs) and Tensor Processing Units (TPUs), may boost the speed and efficiency of AI tasks. 

By maintaining a robust technical basis, banks may reduce the operational risks associated with 

infrastructural limits and technology malfunctions. Contingency planning becomes an important 

part of operational risk management in the context of AI-driven real-time risk assessment. Banks 

should build thorough contingency plans to meet unanticipated operating disruptions that may 

emerge due to system failures, cyber-attacks, or other unforeseen catastrophes (Jada and Mayayise, 

2023). These plans should describe explicit methods for reacting to and recovering from 

interruptions, ensuring minimum effect on the continuity of risk management activities. Moreover, 

the inclusion of explainability and interpretability into AI models promotes the transparency of 

real-time risk assessment procedures, lowering operational risks associated with decision-making 

opacity (Jada and Mayayise, 2023). Understanding how AI models arrive at certain risk 

assessments enables for improved validation of outcomes and gives decision-makers with insights 

into the logic behind AI-driven recommendations. This openness not only adds to better risk 

management but also assists in creating confidence in AI systems within the financial industry. 

Collaboration with industry professionals, cybersecurity specialists, and AI researchers is vital for 

remaining aware of the newest advancements and best practices in managing operational risks 
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connected with AI-driven banking (Jada and Mayayise, 2023). Regular involvement with the 

larger AI and cybersecurity community helps banks to utilize pooled expertise, exchange ideas, 

and implement proactive steps to address new risks and issues. 

The extensive deployment of artificial intelligence and machine learning (AI/ML) in the banking 

sector has become a focus point for boards and bank CEOs, marking a strategic change in 

harnessing modern technologies for operational efficiency and decision-making (Sekhar and 

Hobbs, 2023). However, the emergence of generative AI tools, capable of autonomously 

producing material and code, has heightened the attention on the operational dangers connected 

with these cutting-edge technologies (Sekhar and Hobbs, 2023). Even before the development of 

generative AI, issues in properly analysing the complete range of AI and ML risks were clear, as 

indicated by surveys done by Ernst & Young LLP (EY) and the Institute of International Finance 

(IIF) in 2022. Recent roundtable conversations with chief risk officers (CROs) from financial 

industries emphasize the nuanced nature of operational risks faced by banks in respect to AI/ML 

deployment. A significant area of attention for bank risk management teams regarding AI/ML 

deployment centres around credit risk management and fraud detection. The growth of 

generative AI has widened the applications to encompass regulatory compliance and policy 

frameworks. While these breakthroughs bring revolutionary promise, early adopters of AI/ML 

are challenged with heightened operational risks (Sekhar and Hobbs, 2023). These dangers 

involve the possibility for lawsuit coming from the use of copyrighted information in AI outputs, 

worries about bias incorporated in algorithms, the opaque "black box" nature of AI applications 

leading to a lack of traceability, and hazards to data privacy and cybersecurity. To address these 

dangers, several financial institutions have chosen a cautious approach to the adoption of AI/ML. 

Initial applications are frequently introduced in non-customer-facing operations or to aid 

customer-facing workers, with an emphasis on achieving gains in operational efficiency and 

decision-making assistance. The cautious posture is further encouraged by the lack of clear 

regulatory norms, which hampers board oversight and decision-making in this quickly shifting 

context. Regulators have voiced concerns about the possible introduction of bias into credit 

decision algorithms and the transmission of incorrect information by AI-driven chatbots, 

underlining the vital need for transparent and ethical AI practices (Sekhar and Hobbs, 2023). 

Generative AI has increased current issues about AI/ML dangers. As AI usage becomes 

increasingly democratized, effective and flexible governance becomes a major role for boards 



30 | P a g e  

 

 

supervising financial institutions. The dynamic nature of AI technology, along with possible 

legal, ethical, and privacy problems, needs proactive and extensive monitoring. Boards are 

challenged to guarantee that firms take a strategic and comprehensive approach to overseeing AI 

deployment in risk management and general corporate operations. In overcoming these hurdles, 

financial institutions are realizing the significance of building strong governance frameworks 

particularly designed for AI/ML deployment. Boards are actively involved in supervising the 

creation and execution of AI policies, highlighting the necessity for governance frameworks that 

address not just the technical elements of AI but also the ethical and legal components (Sekhar 

and Hobbs, 2023). Transparency and explainability of AI models are essential features that 

boards are calling for to address issues linked to bias and the "black box" nature of AI 

applications. Moreover, the continual growth of regulatory rules remains a crucial element 

determining how financial institutions handle AI/ML implementation. The absence of uniform 

legislation provides a problem for boards, making it necessary for them to keep current of 

developing regulatory environments and proactively change their governance structures 

appropriately. Collaborative efforts between the industry and authorities are necessary to find a 

balance between supporting innovation and maintaining appropriate AI practices in the banking 

sector (Sekhar and Hobbs, 2023). The proper integration of AI/ML into risk management 

systems has become a strategic requirement for banks. The tight balance between harnessing the 

revolutionary potential of these technologies and minimizing the accompanying operational risks 

needs a sophisticated strategy. This needs continual monitoring, rigorous governance, and a 

commitment to openness and ethical behaviours. As generative AI brings new levels of 

complexity, boards must lead the charge in building a culture of responsible AI adoption, 

ensuring that the advantages of AI/ML are achieved while navigating the nuanced environment 

of operational risks. The discourse between industry stakeholders, regulators, and boards 

becomes important in setting the future trajectory of AI/ML adoption in the banking sector. 

Boards in the banking industry confront a multiplicity of issues in successfully handling 

operational risks related with the implementation of artificial intelligence and machine learning 

(AI/ML). These difficulties cover the essential role of AI/ML in digital transformation, the use of 

sophisticated technology by Chief Risk Officers (CROs), developing governance frameworks, 

and the required interaction with regulators (Sekhar and Hobbs, 2023). Four significant concerns 

for boards in tackling operational risks related with AI/ML in banking are: 
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Central Role of AI/ML in Digital Transformation: 

First and foremost, AI/ML is regarded as a fundamental driver of digital transformation in 

financial services. The fast improvements in generative AI, in particular, offer heightened risks 

that Boards need to negotiate in the larger context of digital transformation.  

 

Figure 5.3 Digital Transformation (Spratt, 2021) 

The interconnection of technology risk and project risk highlights the need of Boards realizing 

the fundamental role that AI/ML plays in the greater landscape of digital transformation (Sekhar 

and Hobbs, 2023). Chief Risk Officers expect higher risks, demanding a comprehensive 

knowledge of how AI-related concerns match with and influence larger digital transformation 

activities. Boards must ensure that the unique difficulties originating from AI/ML adoption are 

not eclipsed by bigger digital transformation concerns, underlining the necessity for a 

comprehensive approach to technology risk management. 

CROs Embracing Advanced Technology: 

Secondly, the proactive acceptance of modern technology by risk management teams, notably 

CROs, brings a dynamic aspect to the landscape of operational hazards. As risk management teams 

rapidly incorporate AI/ML into their operations, focusing on tasks such as automation, financial 
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crimes monitoring, client credit decision-making, and cyber-attack detection, the deployment of 

generative AI further amplifies both challenges and opportunities (Sekhar and Hobbs, 2023). The 

incorporation of generative AI promises to considerably improve risk operations, providing unique 

difficulties and potential that Boards must address. From the potential for enhanced accuracy in 

risk assessments to the ethical issues surrounding AI-driven decision-making, Boards are charged 

with supervising the incorporation of new technology into risk management procedures while 

minimizing related risks. 

 

Evolving Governance Models: 

The emerging governance frameworks constitute a third important challenge for Boards as they 

cope with the operational risks connected to AI/ML deployment. Traditional risk models and 

corporate risk frameworks have been the cornerstone for regulating AI/ML applications. 

However, the emergence of generative AI poses novel vulnerabilities that demand continual 

analysis and adaption of current governance frameworks (Sekhar and Hobbs, 2023). Boards must 

critically review the knowledge, controls, and triggers necessary to adapt to the dynamic 

environment of AI/ML governance. This includes not just aligning risk management frameworks 

with technology improvements but also developing a culture of adaptation and continual 

improvement. Boards need to proactively examine and update governance models to guarantee 

they stay successful in the face of new technology and growing dangers linked with AI/ML. 

 

Engagement with Regulators: 

Boards in the banking industry see communication with regulators as the fourth significant issue 

in addressing operational risks related with AI/ML. Regulatory uncertainty needs active 

engagement with authorities to develop adoption standards, going beyond compliance to actively 

contribute to defining the regulatory environment for AI/ML in banking. Boards must fight for 

clear regulations that balance innovation and appropriate AI activities, promoting an ethical and 

effective regulatory environment. To solve these problems, Boards must take a proactive and 

deliberate approach, establishing a deep grasp of the delicate link between AI/ML adoption and 

larger digital transformation activities. Actively assisting risk management teams in navigating 
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emerging technologies, Boards play a crucial role in adjusting governance structures to the 

dynamic nature of AI/ML risks (Zampano, 2023). Collaborative and advocacy-oriented 

engagement with regulators enables Boards to contribute to the formulation of standards 

encouraging prudent and transparent AI/ML usage in the financial sector. 

 

Figure 5.4 ORX Annual Banking Loss Report (Zampano, 2023) 

The operational risk landscape, highlighted by ORX, demonstrates a troubling trend in the 

expanding use of generative AI, especially big language models. ORX's Annual Banking Loss 

Report demonstrates a large increase in reported incidents associated to generative AI since 

2017, with 2022 alone seeing 76,620 recorded incidences, a 26.4% surge from the previous year. 

The paper underlines worry about the exploitation of generative AI models for targeted scams, 

leveraging personal data gathered from social networks. The versatility of generative AI makes 

these frauds tough to identify using typical risk management techniques. Financial institutions 

confront the obligation to increase risk mitigation measures and modify strategies to manage the 

complexity posed by generative AI. The observed upsurge in events highlights the necessity for a 

technologically aware and agile approach to risk management. Collaborative efforts involving 

regulatory agencies, industry stakeholders, and financial institutions are essential to evolving 
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regulatory frameworks, setting clear norms for ethical AI deployment, and facilitating the 

exchange of best practices to collectively address the challenges posed by generative AI 

(Zampano, 2023). 

The operational hazards associated with the increased adoption of generative AI in the banking 

sector are multifaceted, demanding a nuanced understanding of evolving threats. Notably, there 

has been a surge in incidents utilizing generative AI, particularly large language models, leading 

to a rise in low-risk fraud cases. The intricate nature of these models enables the creation of 

sophisticated and contextually relevant content, providing opportunities for malicious actors to 

exploit the technology for fraudulent activities (Zampano, 2023). Financial institutions are 

grappling with the challenge of adapting risk management strategies to effectively counter these 

growing threats. This surge in incidents is mirrored in reported losses, with an anticipated 76,620 

occurrences in 2022, signifying a substantial year-on-year increase. Generative AI's expanding 

impact on operational risk poses a significant challenge for financial institutions, necessitating 

proactive and adaptive risk management strategies responsive to the dynamic nature of AI-driven 

hazards. Crime-related concerns have become focal points as banks confront challenges in 

overall risk management. Despite advancements in risk mitigation, the proliferation of generative 

AI and emerging technologies introduces unique challenges in dealing with crime-related 

incidents. These technologies may empower more complex and targeted criminal operations, 

surpassing the capabilities of conventional risk management systems. Financial institutions must 

reevaluate and enhance their risk management frameworks to address the evolving landscape of 

AI-driven crime. A notable aspect of these crime-related challenges involves the use of 

generative AI, specifically large language models, for crafting targeted frauds. These frauds 

leverage personal data, often obtained through social media networks, raising ethical and privacy 

concerns. The targeted nature of these frauds makes them harder to detect using conventional 

risk management approaches, as generative AI models dynamically alter content based on 

individual characteristics. Against the backdrop of geopolitical and economic uncertainties and 

significant digitization efforts, the banking sector reported a noteworthy achievement in 2022. 

The industry marked the lowest levels of gross operational risk losses in recent years, reflecting 

effective risk management techniques. Despite global uncertainties, the documented 76,000-plus 

operational risk loss incidents amounted to €17.8 billion in gross loss, showcasing the sector's 

resilience and adaptability to navigate uncertainty and embrace digital innovations. This positive 
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trend underscores the continuous commitment of banks to minimize risks within a dynamic and 

complex operating environment, as evidenced by the significant reduction in operational risk 

losses over the six-year period from 2017 to 2022 (Zampano, 2023). 

. 

 

Figure 5.5 Annual Banking Loss Report (Zampano, 2023) 

 

The Annual Banking Loss Report from ORX highlighted important findings: 

Distribution of Loss Incidents: 

ORX's 2022 Annual Banking Loss Report highlights that 80% of operational loss incidents 

occurred in retail and commercial banking, emphasizing the need for robust risk management in 

customer-focused operations. About 6% were tied to trading and investment, and 10% to 

corporate operations, underscoring risks across internal processes (Zampano, 2023).  
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Proportion of Gross Loss Across Business Lines (2017-2022): 

From 2017 to 2022, retail and commercial lines accounted for 61% of total gross loss, 

highlighting the vulnerability of client-focused firms. Trading and investment lines incurred 

19%, and corporate lines generated 16% of the total gross loss (Zampano, 2023).  

 

High Frequency of External Fraud Events (2022): 

In 2022, 38% of firms, especially in North American retail banking, experienced their highest-

ever number of external fraud occurrences. This emphasizes the growing nature of external fraud 

risks and the need for enhanced defences in affected areas (Zampano, 2023).  

 

Generative AI and Emerging Technologies: 

ORX expresses concerns about the impact of generative AI on operational risks. Steve Bishop 

notes the dual nature of AI, posing threats in fraudulent operations but also serving as a crucial 

tool for fraud prevention through pattern recognition. The dynamic showcases the ongoing 

challenges in operational risk management (Zampano, 2023).  

 

Outlook for 2023: 

This forecast demonstrates the industry`s understanding of the enduring problems in fraud 

prevention and the necessity for constant innovation in risk management solutions. The 

incorporation of artificial intelligence (AI) into risk management methods marks a radical change 

in how firms approach the discovery, analysis, and mitigation of hazards. This application of AI 

is not only raising operational efficiency but also greatly improving the accuracy of risk assessment 

methodologies. Market studies indicate a robust growth trajectory for the AI trust, risk, and 

security management industry, projected to reach $7bn. The adoption of AI-driven risk 

management systems offers firms with a competitive edge by helping them to identify and mitigate 

possible dangers, boost decision-making accuracy, and safeguard assets and operations. AI-

powered risk management solutions play a crucial role in supporting enterprises in promptly 
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recognizing possible threats and making educated choices. The predictive analytics and data-

driven insights given by AI help enterprises to anticipate and prepare for a variety of risk situations, 

ultimately lowering the possibility of unplanned failures. Furthermore, the automation of 

complicated risk assessment activities by AI frees up human resources, enabling teams to 

concentrate on strategic decision-making and innovation. Through the application of AI, 

enterprises not only mitigate risks more efficiently but also create new standards in risk 

management procedures, keeping ahead in a world where unpredictability is a constant. The 

introduction of AI into risk management systems marks a considerable move towards a proactive 

strategy, allowing organizations to predict and mitigate risks efficiently, contributing to 

operational resilience, strategic planning, and sustainable growth. These use examples highlight 

how AI is transforming conventional risk assessment and management, leading to huge 

advantages. AI-driven risk management tools allow financial institutions to monitor and analyse 

every transaction with painstaking precision. For example, AI algorithms may discover strange 

spending patterns on a customer's credit card, such as a rapid rise in expenditures or a transaction 

in an unexpected area. This proactive strategy not only minimizes the incidence of fraud but also 

develops customer trust and financial security, profoundly redefining the landscape of financial 

risk management. Financial organizations increasingly depend on AI-driven risk management to 

examine loan applications more effectively. These AI algorithms look into a variety of data, 

examining transaction histories, savings patterns, and larger financial trends (Srivastava, 2023). In 

addition to fraud detection and credit rating, AI is making substantial progress in market risk 

management. Machine learning algorithms can monitor market movements, news sentiment, and 

economic data to determine possible risks and opportunities. This real-time analysis helps financial 

institutions to make rapid and informed choices in reaction to market swings, leading to enhanced 

risk management techniques. The use of AI in operational risk management is not restricted to the 

financial sector; it extends to numerous sectors such as healthcare, manufacturing, and logistics. 

Machine learning algorithms can evaluate patient data, find patterns suggestive of possible 

concerns, and offer early warnings to healthcare practitioners. Similarly, in manufacturing and 

logistics, AI-driven risk management solutions streamline supply chain operations, detect possible 

disruptions, and boost overall operational resilience. Ethical considerations, bias in algorithms, 

data privacy problems, and the interpretability of AI choices are key challenges that require careful 
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attention (Srivastava, 2023). One key area where AI is altering established procedures is in credit 

risk 

 

Data Quality and Integration:  

In the realm of artificial intelligence (AI) within financial institutions, prioritizing data quality is 

paramount. The efficiency of AI systems relies on accurate, timely, and consistent data from 

various sources. Data silos, a common challenge, hinder AI functionality, making robust data 

governance crucial (McKinsey & Company, 2021). Efficient data governance involves identifying 

ownership, setting quality standards, and implementing access procedures. Breaking down silos 

through integration processes ensures a unified data environment, enhancing AI models' accuracy 

and predictive capabilities. Real-time data integration is increasingly vital, enabling agile 

responses to market changes. Establishing a strong data foundation is imperative for success in 

financial AI, enhancing operational efficiency and strategic decision-making (Stedman, 2022).  

 

Advanced Analytics and Predictive Modelling:  

Predictive analytics is integral in fortifying financial operations, enabling proactive risk reduction 

by identifying potential concerns in advance. Machine learning algorithms, particularly in 

supervised and reinforcement learning, play a vital role in extracting insights from vast datasets. 

Supervised learning predicts outcomes based on labelled data, crucial for foreseeing market trends, 

while reinforcement learning facilitates dynamic decision-making, essential for adaptive risk 

assessment. Predictive modeming’s applicability extends beyond risk reduction, aiding resource 

allocation, enhancing client experience, and optimizing operational efficiency (Aljohani, 2023).  

 

Explainability and Interpretability:  

Interpretable AI models are essential for transparency and user trust. Regulatory compliance, 

ethical concerns, and user expectations drive the need for interpretable AI, particularly in sectors 

like banking, healthcare, and law. Explainability promotes accountability, conformity with norms, 

and user acceptance. Designing AI applications for explainability bridges the gap between 
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complex algorithms and end-users, fostering trust. Explainability aids risk management specialists 

in making informed judgments, detects biases, and enhances the overall robustness of AI systems. 

Various methodologies, from interpretable models to advanced techniques like LIME and SHAP, 

strive to demystify complex AI decision-making processes (Linardatos, Papastefanopoulos and 

Kotsiantis, 2020).  

 

Continuous Learning and Adaptation:  

Operational hazards in AI applications necessitate continuous learning and adaptation due to 

dynamic market circumstances, technological advancements, and legal settings. Resilience lies in 

fostering adaptation within AI systems. Continuous modifications to algorithms, retraining with 

evolving trends, and introducing fresh data sources are crucial. These practices ensure AI models 

remain sensitive to changing risks, absorb lessons from past experiences, and adapt to variations 

in the risk environment. Retraining with diverse and up-to-date data prevents obsolescence, 

allowing AI systems to stay ahead of the curve and provide relevant and accurate forecasts in the 

ever-changing business environment (Bohr and Memarzadeh, 2020).  

 

Human-AI cooperation:  

 

In the evolving financial landscape, the partnership between artificial intelligence (AI) and human 

professionals is pivotal for innovation. AI's capacity for swift data analysis enhances risk 

assessments, but its true strength lies in collaboration with human expertise. While AI excels at 

quantitative analysis, human professionals contextualize insights within the business environment, 

crucial for navigating ethical challenges. The dynamic interaction between AI and humans leads 

to a robust risk management system, combining AI's efficiency with human creativity, emotional 

intelligence, and strategic thinking. This symbiotic relationship ensures financial institutions 

remain technologically advanced, agile, and well-prepared to navigate the complexities of the 

financial industry. (Perifanis and Kitsios, 2023). 
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Scenario-Based Testing:  

In the critical domain of AI applications in banking, thorough testing is imperative, especially 

given their pivotal roles in fraud detection, credit scoring, and risk management. Simulating 

diverse operational risk scenarios, such as market volatility and cyber-attacks, is essential to assess 

the resilience and reliability of AI models. Scenario-based testing not only gauges performance 

but also unveils potential biases and vulnerabilities. Detecting these issues proactively ensures the 

integrity of AI applications. Additionally, such testing aids in regulatory compliance, helping 

financial institutions identify and rectify conflicts before deployment, minimizing legal and 

reputational risks. In the dynamic financial landscape, scenario-based testing supports continual 

development, enabling institutions to optimize AI models in response to emerging risks and 

regulatory changes (Takyar, 2023a). 

 

Ethical Considerations and Bias Mitigation:  

In the dynamic landscape of artificial intelligence (AI) in financial institutions, ethical 

considerations are paramount. Recognizing the potential biases in AI algorithms stemming from 

prior data, financial institutions must proactively address and rectify these biases throughout the 

optimization process. Regular audits spanning the entire AI lifecycle, including data collection, 

preprocessing, model training, and deployment, are essential for ethical risk management. 

Transparency in auditing allows external scrutiny, while a multidisciplinary approach involving 

diverse backgrounds fosters a comprehensive understanding of AI's societal impacts. Ongoing 

education and awareness within financial organizations ensure staff can identify and mitigate 

biases, fostering a culture of ethical AI and collaborative commitment to fair risk assessments. 

Evaluations (Boukherouaa et al., 2021). 

 

Regulatory Compliance:  

In the dynamic financial sector, optimizing AI applications for risk reduction requires strict 

alignment with regulatory standards, particularly in highly regulated environments. Data 

protection, crucial for preserving client information, demands comprehensive security measures 
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to prevent unauthorized access and data breaches. Compliance with laws like GDPR is not only a 

legal necessity but also vital for consumer trust. Privacy considerations add complexity, 

necessitating transparent data governance, clear permission methods, and robust data 

anonymization. Transparency in AI operations is crucial for regulatory conformity, fostering 

accountability and confidence. Regular audits ensure ongoing compliance, providing insights for 

improvement and staying ahead of evolving regulations in the fast-paced regulatory landscape 

(Boukherouaa et al., 2021). 

 

Data Analysis from the survey: (Please refer to Appendix-1 for analytical value and tables) 

 

Figure 6 Graph for question 1. 

In answer to the topic on awareness of the integration of Artificial Intelligence (AI) in operational 

risk management within the banking sector, the survey elicited 43 replies. The data distribution 

suggests that 24 individuals claimed having knowledge about AI integration, while 19 respondents 

expressed a lack of awareness. The affirmative responses (Yes - 24) represent a considerable 

section of surveyed individuals who are well-informed about the ongoing integration of AI in 

operational risk management within the banking sector. This awareness may be ascribed to 

professional exposure, industry publications, or media coverage showcasing AI developments in 

financial risk management. Conversely, the negative responses (No - 19) reveal a large minority 
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lacking awareness, maybe due to limited exposure, various emphasis within the banking company, 

or a disconnection from current technical and risk management improvements. The mean 

awareness score of 21.5, standard deviation of 3.54, and a confidence level of 95% further enrich 

the research, providing insights into the volatility and general awareness levels within the 

participant pool. The investigation of these criteria sets the basis for a complete exploration of 

operational hazards related with AI integration in financial institutions, demonstrating the variance 

in participants' baseline awareness levels. 

 

 

Figure 7 Graph for question 2. 

The study results reflect a widespread sense of optimism among respondents on the influence of 

AI integration on operational risk management within the banking sector. The majority, consisting 

of 30 respondents, showed a strong belief in a "High impact" from AI integration, demonstrating 

a shared conviction in the transformative potential of AI technology to dramatically boost the 

detection and mitigation of operational dangers in the banking industry. Furthermore, 14 

respondents had a position of "Moderate impact," displaying a balanced viewpoint that 

acknowledges the benefits of AI but adopting a more cautious posture on its revolutionary 

influence in operational risk assessment and mitigation. Notably, no respondents projected a "Low 
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impact" or "No impact" from AI integration, suggesting a united rejection of low impact and a 

common conviction in the preparedness of AI technology. This widespread confidence in AI's 

analytical powers and predictive modelling reflects a shared belief in its capacity to bring about 

big improvements in risk management strategies within the banking sector. Statistical analysis of 

the responses reveals a mean effect rating of 11, indicating a generally good perception. The 

standard deviation of 14.28 demonstrates some variability in beliefs, while the skewness of 0.97 

suggests a slightly right-skewed distribution. The range of 30 underlines the variation in responses, 

ranging from the lowest effect rating of 0 to the maximum at 30. Overall, these factors provide a 

thorough knowledge of the survey data's central tendency, variability, and dispersion. 

 

 

Figure 8 Graph for question 3. 

The survey results measuring the efficiency of current risk management frameworks in responding 

to the AI-influenced scenario reveal a varied spectrum of viewpoints among respondents. A 

majority of 23 individuals deem the frameworks "Somewhat effective," suggesting a level of 

confidence with potential for growth. Eight respondents report a higher satisfaction level, rating 

the frameworks as "Very effective." However, the existence of 10 participants finding them "Not 

very effective" and two respondents deeming them "Not at all effective" implies a substantial 

degree of scepticism and heightened fear within the surveyed sample. The mean effectiveness 

score is 10.75, with a standard error of 4.42, demonstrating the variety in answers. The standard 
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deviation of 8.85 further underlines the different opinions, underscoring the challenge in 

evaluating existing frameworks. The range of responses extends from a minimum effectiveness 

score of 2 to a maximum of 23, demonstrating the large range of viewpoints on the adaptation of 

present risk management frameworks to the dynamic changes provided by AI. The statistical 

characteristics, including kurtosis and skewness, further reflect the complexity and distribution of 

opinions, prompting ongoing examination and potential revisions to correspond with the shifting 

landscape defined by AI advancements. 

 

 

 

 

Figure 9 Graph for question 4. 

Survey findings demonstrate a general confidence among participants regarding the revolutionary 

potential of AI in determining future strategies for operational risk reduction within financial 

institutions. Of the 43 respondents, a considerable majority (40 individuals) either strongly agreed 

or agreed that AI-driven insights can considerably contribute to the creation of strategic methods 

for risk mitigation. Thirteen participants showed strong confidence in this potential, while an 

additional 27 respondents demonstrated agreement, collectively showing a high level of 

confidence in AI's revolutionary role. A smaller fraction of three respondents disagreed with the 

effectiveness of AI insights in developing future risk reduction techniques, showing a degree of 
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scepticism. Importantly, no participants strongly disagreed, demonstrating a nuanced awareness 

of AI's potential even among those voicing doubts. The statistical analysis further validates the 

trend, with a mean of 10.75, showing a favourable overall feeling. The standard deviation of 12.18 

emphasises the range in replies, highlighting the varied perspectives within the sample. The 

skewness of 0.96 implies a little positive skew, validating the common optimistic emotion. In 

summary, the poll results emphasize a general recognition and confidence in the positive influence 

of AI on optimizing operational risk management in the financial sector. 

 

 

Figure 10 Graph for question 5. 

The survey results indicating participants' acquaintance with operational risk in the banking sector 

give subtle insights into their knowledge levels. Among the respondents, 16 individuals consider 

themselves "Very familiar," presumably indicating industry specialists or professionals with 

substantial experience. Another 12 respondents claim to be "Somewhat familiar," showing a 

moderate awareness likely obtained from basic financial literacy or exposure through academic 

and employment situations. Conversely, seven participants admit to being "Not very familiar," and 

eight state they are "Not at all familiar," showing a segment with limited exposure or understanding 

of operational risk in banking. The diversity in familiarity levels underlines the necessity for 

tailored study techniques, acknowledging the varying baseline knowledge among individuals. The 

statistics summary adds further insight, with a mean familiarity level of 10.75, a standard deviation 
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of 4.11, and a confidence level of 95.0% indicating a margin of error of 6.54. These metrics 

contribute to a full knowledge of participants' expertise with operational risk in the dynamic 

banking sector environment. 

 

Figure 11 Graph for question 6. 

The survey question addressing participants' understanding of the revolutionary potential of 

Artificial Intelligence (AI) in lowering operational risks within the banking sector produced 

surprising conclusions. With 26 respondents declaring their awareness and 17 conceding 

unawareness, a clear contrast developed, underlining differing levels of exposure to recent 

conversations on AI's revolutionary role in financial risk management. The mean awareness score 

of 21.5 reflects a moderately informed population, while a standard deviation of 6.36 indicates 

some dispersion in the replies. The data's skewness and kurtosis, being unknown, imply a 

divergence from a normal distribution. The range of 9 illustrates the gap between the minimum 

and maximum awareness scores, illustrating the variation in respondents' knowledge levels. This 

diversity emphasizes the importance for focused training activities to address knowledge gaps and 

promote a common understanding across the financial sector. The results underscore the vital 

function of continual communication and literature dissemination to promote comprehension of 

AI's increasing significance in addressing operational threats in banking. This poll outcome 

establishes a platform for future educational activities and research endeavours, seeking to build a 

more informed and coherent mindset among financial sector personnel. 
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Figure 12 Graph for question 7. 

The survey responses emphasizing the necessity of ethical issues in incorporating AI into 

operational risk management within the banking sector reflect a significant consensus among 

participants. The majority, totalling 22 respondents, stressed the "very important" status of ethical 

issues, reflecting a shared appreciation of the critical role ethics plays in guiding the integration of 

AI. Additionally, 17 respondents evaluated ethical issues as "important," indicating a strong 

understanding of the ethical challenges connected with AI integration. A smaller group of four 

respondents saw ethical considerations as "not very important." Notably, the absence of responses 

labelling them as "not at all important" shows a prevalent awareness of some level of relevance. 

The multidimensional character of opinions shows the difficulty of ethical considerations in AI 

integration for operational risk management within the banking sector, exhibiting both consensus 

and variety of viewpoints among polled participants. The descriptive statistics provide extra 

insights into the distribution of replies. The mean of 10.75 suggests a typically high perceived 

importance of ethical considerations. The standard deviation of 10.44 demonstrates a substantial 
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variability in replies, reflecting the varied perspectives within the sample. The range of 22 indicates 

the extent of variety in opinions, ranging from little to greatest importance. The median of 10.5 

reveals a central tendency in the data, while the skewness of 0.069 indicates a little rightward skew, 

signifying a more concentrated distribution towards higher relevance. The descriptive statistics 

together offer a quantitative insight on the participants' perspectives on the significance of ethical 

considerations in AI integration for operational risk management. 

 

 

 

Figure 13 Graph for question 8. 

The study's data analysis demonstrates a diverse panorama of problems encountered by financial 

institutions in integrating Artificial Intelligence (AI) into operational risk management. The mean 

of the respondents' cited hurdles is 10.75, indicating a modest level of impediments experienced 

by institutions. The standard deviation of 6.95 shows a high degree of variety in the responses, 

underscoring the different nature of difficulties. The most prominent issue, mentioned by 17 

interviewees, is a "Lack of expertise," suggesting concerns about insufficient knowledge and skills 

within their firms for effective AI integration. Regulatory impediments closely follow, as stated 

by 14 participants, underscoring the numerous compliance challenges financial institutions have 

when integrating AI in operational risk management. Additionally, 11 respondents express 
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"Ethical concerns," demonstrating a heightened understanding of ethical considerations 

surrounding AI, such as algorithmic bias and privacy repercussions. One respondent indicates 

"Other" obstructions, underscoring the myriad, undeclared difficulties institutions endure. This 

report gives a thorough overview of the difficulties, spanning knowledge gaps, regulatory 

complications, ethical considerations, and technical challenges, demonstrating the various nature 

of adopting AI into operational risk management in financial institutions. 

 

 

Figure 14 Graph for question 9. 

The survey responses demonstrate a high consensus among participants regarding the critical 

importance of collaboration between banks and technology firms in developing AI-driven 

solutions for risk data aggregation and reporting within the financial industry. Out of the 43 

respondents, a considerable majority of 27 individuals indicated a resounding belief in the "Very 

important" status of this collaboration, underlining its critical contribution to increasing risk 

management capabilities. Additionally, 8 respondents recognized the relevance of teamwork, 

classifying it as "Important," showcasing a nuanced perspective. Another 8 respondents 

maintained a neutral posture, showing a need for greater research into their thinking. Importantly, 

the absence of any responders evaluating collaboration as "Not important" demonstrates 

unanimous awareness of its usefulness. The statistical summary indicates a mean of 10.75, 
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demonstrating a generally favourable emotion. The mode and median, both at 8, underscore the 

consensus, while the standard deviation of 11.47 indicates some variety. The results indicate a 

united opinion on the vital importance of collaboration in enhancing AI-driven solutions for risk 

data management in the banking industry. 

 

 

Figure 15 Graph for question 10. 

The survey results show a critical question about participants' interest in further research of AI's 

involvement in operational risk management within the banking sector. Notably, 33 respondents 

reported a keen curiosity, showing an audience actively seeking continual learning and insights 

into growing AI applications in the banking business. On the contrary, 10 individuals indicated 

apathy, stating reasons such as perceived irrelevance or concerns about complexity. These replies 

underline the various opinions regarding ongoing research in AI and operational risk management, 

giving valuable feedback for shaping future projects. The descriptive statistics further illuminate 

the distribution of replies. The mean interest level sits at 21.5, showing a considerable overall 

positive inclination towards further exploration. The standard deviation of 16.26 demonstrates a 

substantial dispersion, illustrating the heterogeneity in participants' degrees of interest. The 

minimal interest score is 10, while the maximum is 33, emphasizing the variety of answers. The 

median and mode both stand at 21.5, demonstrating a central trend in the dataset. The statistical 
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characteristics jointly contribute to a comprehensive knowledge of the receptivity among 

participants, leading future research attempts in the dynamic junction of AI and operational risk 

management within the banking industry. 

 

Findings From the Survey: 

The findings from the survey provide significant insights that coincide with the aims and objectives 

specified for the research on AI's involvement in operational risk management within the banking 

sector. 

Objective 1: Evaluate the scope of AI integration and assess its influence on operational risk 

detection and mitigation in the banking industry. 

The survey results relating to participants' awareness of AI integration in operational risk 

management reflect a balanced mix of replies. While a sizeable proportion (24 participants) claim 

knowledge of AI integration, a noteworthy fraction (19 respondents) suggests a lack of awareness. 

This variation in responses implies a varied landscape of understanding among personnel within 

the banking sector, underlining the need for focused actions to bridge knowledge gaps and raise 

awareness. 

Objective 2: Examine the effectiveness of current risk management frameworks in adapting to the 

altered operational risk management affected by AI in banking. 

The poll responses on the efficacy of current risk management frameworks reflect a spectrum of 

perspectives, ranging from "Somewhat effective" to "Very effective." The majority of respondents 

show confidence in the frameworks, albeit with space for improvement. However, the existence 

of respondents who find the frameworks "Not very effective" or "Not at all effective" shows areas 

of concern and underscores the significance of constant examination and necessary revisions to 

correspond with the dynamic landscape produced by AI breakthroughs. 

Objective 3: Uncover insights to support future strategies for optimizing AI applications in 

operational risk mitigation inside financial institutions. 

The largely favourable responses to the potential of AI-driven insights in influencing future risk 

mitigation methods suggest a strong belief in the transformative impact of AI. With 40 out of 43 
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respondents indicating agreement, there is a clear consensus on the potential of AI to significantly 

contribute to the development of strategic approaches for operational risk mitigation. This matches 

well with the purpose of revealing insights to inform future plans, demonstrating a positive 

perspective among participants regarding the incorporation of AI in creating the future of 

operational risk management. 

The poll also provides vital information on participants' experience with operational risk, their 

grasp of the revolutionary potential of AI, and the importance of ethical issues in AI integration. 

These findings contribute to a thorough picture of the existing scene and can drive future 

educational programs and research endeavours. Therefore, the survey findings complement the 

general aims and objectives of the research by offering detailed insights into the awareness, views, 

and expectations of individuals within the banking sector regarding AI's involvement in 

operational risk management. The different comments show the complexity of the subject, 

underlining the need for continued investigation and education to build a more educated and 

unified perspective within the business. 

 

6 Limitations 

The research encounters inherent limitations that merit acknowledgment. The primary constraint 

lies in the expansive scope of AI integration in operational risk management, necessitating a 

focused examination within the stipulated word count. An important topic to address is defining 

the present amount of AI deployment in operational risk management, which requires further 

inquiry to provide a thorough picture of the existing landscape. 

Consequently, certain nuances and specificities may remain unexplored, limiting the depth of 

analysis. Additionally, the dynamic nature of technological advancements implies that some recent 

developments may not be fully encompassed within the current literature, potentially influencing 

the comprehensiveness of the findings. The availability of comprehensive and up-to-date empirical 

data poses another limitation, as certain aspects of AI applications in operational risk management 

may be underrepresented or evolving rapidly (Gallati, 2022). These acknowledged limitations 

underscore the need for future research endeavours to delve deeper into specific facets because the 

banking sector is in dire need for answering the operational difficulties it encounters, ensuring a 
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more exhaustive understanding of the intricate interplay between AI and operational risk 

management in the banking sector. 

 

7 Ethical Considerations 

Ethical considerations loom prominently in this research endeavour. Ensuring the protection of 

participants' confidentiality and privacy is paramount, particularly in the context of interviews with 

industry experts. Prior to engaging in data collection, explicit permission has been sought and 

granted from all participants, affirming their voluntary involvement. Specifically, for surveys, 

participants are ensured of anonymity and their comments are treated with utmost confidentiality. 

The research adheres to ethical standards by maintaining transparency, informed consent, and 

confidentiality throughout the process. Furthermore, the study navigates the ethical dimensions 

inherent in the integration of AI in operational risk management, recognising the potential societal 

impacts and consequences. The ethical underpinning of the research is underscored by a 

commitment to unbiased and rigorous analysis, fostering trustworthiness in the findings (Vieira 

and Sehgal, 2017). These ethical considerations not only safeguard the integrity of the research 

but also contribute to the responsible and conscientious exploration of AI's role in operational risk 

management within the banking sector. 

 

8 Timeframe 

The dissertation timeframe spans 10 weeks: 2 for research and literature review, 4 for survey and 

data collection, 2 for analysis and interpretation, 1 for writing and refining chapters with supervisor 

feedback, and a final 1 week for revisions. This pragmatic schedule ensures a meticulous yet 

efficient exploration, aligning with the February 13, 2024 submission date. 
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9 Conclusion 

This dissertation unveils the transformative potential of Artificial Intelligence (AI) in 

modernizing operational risk management within the banking industry. Our research intended to 

explore the symbiotic link between AI and operational risk, addressing the limitations of 

standard risk management frameworks and pushing for a paradigm shift. Through a mixed-

methodologies approach encompassing both qualitative and quantitative methods, we dug into 

theoretical foundations, practical implementations, and ethical aspects surrounding the 

integration of AI in operational risk management. The literature research drew insights from 

famous scholars such as Fares, Kaur, Vieira, Sehgal, Romanov, and Bostrom, along with 

Gallati's exploration of industry-academic partnerships. These research works established a solid 

framework for comprehending the complexity of AI-driven risk management in the banking 

sector. The main data collection, notably through targeted questionnaires, allowed us to capture 

the viewpoints of personnel within the banking industry regarding AI integration in operational 

risk management. The poll results provided useful insights into the present state of awareness, 

perceptions, and expectations among industry experts. The papers main aims and objectives were 

to evaluate the scope of AI integration, assess its influence on operational risk management, 

examine the effectiveness of current risk management frameworks, and uncover insights for 

optimizing AI applications in operational risk mitigation within financial institutions. The survey 

results demonstrated a wide landscape of awareness, with a large number of participants 

claiming knowledge of AI integration (24 respondents), while others claimed a lack of awareness 

(19 respondents). This variety underlines the need for specific initiatives to bridge knowledge 

gaps within the industry, consistent with the first purpose. Regarding the influence of AI on 

operational risk management, the poll results revealed a dominant sense of optimism among 

respondents. The majority believed in a "High impact" from AI integration (30 respondents), 

although a considerable part acknowledged a "Moderate impact" (14 respondents). The absence 

of responders expecting "Low impact" or "No impact" implies a consensus faith in the potential 

of AI to positively contribute to operational risk management, consistent with the second 

purpose. The survey findings on the efficacy of present risk management frameworks displayed a 

spectrum of perspectives, with a majority seeing them as "Somewhat effective" (23 respondents) 

and others finding them "Very effective" (8 respondents). However, concerns were voiced by 

those finding them "Not very effective" (10 respondents) or "Not at all effective" (2 
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respondents). This variety emphasizes areas for improvement and the demand for constant 

evaluation, corresponding with the third purpose. In terms of uncovering insights for future 

strategies, the overwhelmingly positive responses regarding the potential of AI-driven insights in 

shaping risk mitigation strategies (40 out of 43 respondents) suggest a high level of confidence in 

the transformative role of AI, aligning with the fourth objective. From the public opinion 

acquired through the anonymous survey, it can be concluded that there is a widespread 

appreciation of the potential benefits of AI in decreasing operational risk within the banking and 

financial sector. The survey data analysis demonstrates a positive association between AI 

integration and better risk management capabilities. In my own view after performing this 

research, I am inclined to believe that the use of AI in operational risk management is not only 

advantageous but vital for the resilience and sustainability of the banking industry. The survey 

results, combined with insights from current research, strengthen the premise that AI may greatly 

contribute to the proactive identification, evaluation, and reaction to operational dangers. While 

problems like as ethical considerations and data governance must be addressed, the potential 

benefits clearly exceed the hazards. In the digital era, AI-driven risk management is not just a 

competitive advantage but a need for ensuring the stability of financial institutions. The findings 

of this research place AI as a significant facilitator, and the banking and financial sector stands to 

gain greatly by embracing and optimizing AI in their operational risk management methods.  



56 | P a g e  

 

 

10 References: 

Aljohani, A. (2023). Predictive Analytics and Machine Learning for Real-Time Supply Chain 

Risk Mitigation and Agility. Sustainability, [online] 15(20), p.15088. 

doi:https://doi.org/10.3390/su152015088. 

Bohr, A. and Memarzadeh, K. (2020). The rise of artificial intelligence in healthcare 

applications. Artificial Intelligence in Healthcare, 1(1), pp.25–60. 

doi:https://doi.org/10.1016/B978-0-12-818438-7.00002-2. 

Boukherouaa, E.B., AlAjmi, K., Deodoro, J., Farias, A. and Ravikumar, R. (2021). Powering the 

Digital Economy: Opportunities and Risks of Artificial Intelligence in Finance. Departmental 

Papers, [online] 2021(024). Available at: 

https://www.elibrary.imf.org/view/journals/087/2021/024/article-A001-en.xml. 

Candelon, F., Evgeniou, T. and Martens, D. (2023). AI Can Be Both Accurate and Transparent. 

[online] Harvard Business Review. Available at: https://hbr.org/2023/05/ai-can-be-both-

accurate-and-transparent. 

Cheatham, B., Javanmardian, K. and Samandari, H. (2019). Confronting AI risks | McKinsey. 

[online] www.mckinsey.com. Available at: 

https://www.mckinsey.com/capabilities/quantumblack/our-insights/confronting-the-risks-of-

artificial-intelligence. 

Consultancy.eu (2019). AI can improve operational risk management in banking. [online] 

www.consultancy.eu. Available at: https://www.consultancy.eu/news/2571/ai-can-improve-

operational-risk-management-in-banking. 

CSchlatter, C. (2023). Operational Risk. [online] Intuition. Available at: 

https://www.intuition.com/operational-risk/ [Accessed 12 Jan. 2024]. 

Fares, O.H., Butt, I. and Lee, S.H.M. (2022). Utilization of artificial intelligence in the banking 

sector: a systematic literature review. Journal of Financial Services Marketing. [online] 

doi:https://doi.org/10.1057/s41264-022-00176-7. 



57 | P a g e  

 

 

Gallati, R.R. (2022). Risk Management and Capital Adequacy. [online] 

www.mhprofessional.com. Available at: https://www.mhprofessional.com/risk-management-

and-capital-adequacy-9780071407632-usa [Accessed 12 Jan. 2024]. 

George, B. and Wooden, O. (2023). Managing the Strategic Transformation of Higher Education 

through Artificial Intelligence. Administrative Sciences, [online] 13(9), p.196. 

doi:https://doi.org/10.3390/admsci13090196. 

Jada, I. and Mayayise, T.O. (2023). The impact of artificial intelligence on organisational cyber 

security: An outcome of a systematic literature review. Data and Information Management, 

pp.100063–100063. doi:https://doi.org/10.1016/j.dim.2023.100063. 

Jakšič, M. and Marinč, M. (2018). Relationship banking and information technology: the role of 

artificial intelligence and FinTech. Risk Management, 21(1), pp.1–18. 

doi:https://doi.org/10.1057/s41283-018-0039-y. 

Kaur, D.N., Sahdev, S.L., Sharma, D.M. and Siddiqui, L. (2020). Banking 4.0: ‘The Influence of 

Artificial Intelligence on the Banking Industry & How AI Is Changing the Face of Modern Day 

Banks’. [online] papers.ssrn.com. Available at: 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3661469. 

Klingler, N. (2021). What Is an AI Model? Here’s what you need to know. [online] viso.ai. 

Available at: https://viso.ai/deep-learning/ml-ai-models/. 

Königstorfer, F. and Thalmann, S. (2020). Applications of Artificial Intelligence in commercial 

banks – A research agenda for behavioral finance. Journal of Behavioral and Experimental 

Finance, 27, p.100352. 

Linardatos, P., Papastefanopoulos, V. and Kotsiantis, S. (2020). Explainable AI: A Review of 

Machine Learning Interpretability Methods. Entropy, [online] 23(1), p.18. 

doi:https://doi.org/10.3390/e23010018. 

Lukyanenko, R., Maass, W. and Storey, V.C. (2022). Trust in artificial intelligence: From a 

Foundational Trust Framework to emerging research opportunities. Electronic Markets. 

doi:https://doi.org/10.1007/s12525-022-00605-4. 



58 | P a g e  

 

 

Lutkevich, B. (2021). What is Natural Language Processing? An Introduction to NLP. [online] 

SearchEnterpriseAI. Available at: 

https://www.techtarget.com/searchenterpriseai/definition/natural-language-processing-NLP. 

Matsuk, S. (2022). What is NLP and how It is Implemented in Our Lives. [online] Amazinum. 

Available at: https://amazinum.com/insights/what-is-nlp-and-how-it-is-implemented-in-our-

lives/. 

McKinsey & Company (2021). Global Banking Practice Building the AI bank of the future. 

[online] Available at: 

https://www.mckinsey.com/~/media/mckinsey/industries/financial%20services/our%20insights/b

uilding%20the%20ai%20bank%20of%20the%20future/building-the-ai-bank-of-the-future.pdf. 

Perifanis, N.-A. and Kitsios, F. (2023). Investigating the influence of artificial intelligence on 

business value in the digital era of strategy: A literature review. Information, [online] 14(2). 

Available at: https://www.mdpi.com/2078-2489/14/2/85. 

Reciprocity (2021). What Are the Top Operational Risks for Banks? [online] Reciprocity. 

Available at: https://reciprocity.com/resources/what-are-the-top-operational-risks-for-banks/. 

Riikkinen, M., Saarijärvi, H., Sarlin, P. and Lähteenmäki, I. (2018). Using artificial intelligence 

to create value in insurance. International Journal of Bank Marketing, 36(6), pp.1145–1168. 

doi:https://doi.org/10.1108/ijbm-01-2017-0015. 

Sekhar, V. and Hobbs, B. (2023). Banking risks from AI and machine learning. [online] 

www.ey.com. Available at: https://www.ey.com/en_us/board-matters/banking-risks-from-ai-and-

machine-learning. 

Spratt, E. (2021). The role of AI and ML in Digital Transformation. [online] Datafloq. Available 

at: https://datafloq.com/read/the-role-ai-ml-digital-transformation/ [Accessed 23 Jan. 2024]. 

Srivastava, S. (2023). AI in Risk Management: Key Use Cases. [online] Appinventiv. Available 

at: https://appinventiv.com/blog/ai-in-risk-management/ [Accessed 10 Dec. 2023]. 



59 | P a g e  

 

 

Stedman, C. (2022). What Is Data Governance and Why Does It Matter? [online] 

SearchDataManagement. Available at: 

https://www.techtarget.com/searchdatamanagement/definition/data-governance. 

Surendran, A. (2018a). Qualitative Data- Definition, Types, Analysis and Examples. [online] 

QuestionPro. Available at: https://www.questionpro.com/blog/qualitative-data/. 

Surendran, A. (2018b). Quantitative Data: Definition, Types, Analysis and Examples | 

QuestionPro. [online] QuestionPro. Available at: 

https://www.questionpro.com/blog/quantitative-data/. 

Takyar, A. (2023a). Generative AI in finance and banking. [online] LeewayHertz - AI 

Development Company. Available at: https://www.leewayhertz.com/generative-ai-in-finance-

and-banking/. 

Takyar, A. (2023b). Supervised learning techniques and applications. [online] LeewayHertz - AI 

Development Company. Available at: https://www.leewayhertz.com/supervised-machine-

learning/. 

Vieira, A. and Sehgal, A. (2017). How Banks Can Better Serve Their Customers Through 

Artificial Techniques. Digital Marketplaces Unleashed, pp.311–326. 

doi:https://doi.org/10.1007/978-3-662-49275-8_31. 

Wang, Y. (2023). Generative AI in Operational Risk Management: Harnessing the Future of 

Finance. [online] Social Science Research Network. doi:https://doi.org/10.2139/ssrn.4452504. 

Younis, H.A., Ruhaiyem, N.I.R., Ghaban, W., Gazem, N.A. and Nasser, M. (2023). A 

Systematic Literature Review on the Applications of Robots and Natural Language Processing in 

Education. Electronics, [online] 12(13), p.2864. 

doi:https://doi.org/10.3390/electronics12132864. 

Zampano, G. (2023). Operational risk ‘incidents’ surge 26% because of AI and low-risk fraud. 

[online] Banking Risk and Regulation. Available at: 

https://www.bankingriskandregulation.com/operational-risk-incidents-surge-26-because-of-ai-

and-low-risk-fraud/. 

https://www.bankingriskandregulation.com/operational-risk-incidents-surge-26-because-of-ai-and-low-risk-fraud/
https://www.bankingriskandregulation.com/operational-risk-incidents-surge-26-because-of-ai-and-low-risk-fraud/


60 | P a g e  

 

 

11 Appendix-1 

Survey data analysis: Analytical Values 

Analytical values and tables are shown in the following link. Please press ctrl + click and 

follow the link to open file. 

https://docs.google.com/spreadsheets/d/1ENaCubuGOBfwXq8CzGcJTK3Vmuz0prrH/edit

?usp=sharing&ouid=104674806768246645950&rtpof=true&sd=true 
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