Abstract
The digital age has been developing for decades, and the Internet has brought us great convenience and benefits. However, various layers of network attack are not endless, and many organizations are exposed to the risk of information system security being destroyed. Information systems are exposed to thousands of security threats every day, and organizations need to be alert to all known and unknown risks. This paper studies four information security network frameworks which are International Standards Organization (ISO) 27000, National Institute of Standards and Technology (NIST), Zero Trust and Payment Card Industry Data Security Standard (PCI DSS). And a new method is studied and applied to the information security problem of Caribbean Coffee Company.
Keywords: network frameworks, ISO 27000, NIST, network attacks, security threats, data security
1. Introduction
The 21st century is an age of information, because of the rapid development of science and technology, the Internet has become an indispensable thing in people's life and work. Information transmission is mainly realized through the network, and its security is greatly challenged, such as steal user accounts, passwords and information, the invasion of the database, tamper with the database content, forge the user identity manufacturing computer virus benefit. The interests of Internet users have received the serious threat and harm. Network security problem is increasingly attracting attention worldwide. Information security refers to the protection of confidentiality, integrality and availability of information. Security is the basis of the existence of the network, only security is guaranteed, the various functions of the network can be able to continue to develop and progress.
With the rapid development of computer and communication technology, network is confronted with various security threats due to various reasons, such as network structure defects, some malicious attacks (theft, replay, tampering, etc.), and software vulnerabilities, etc. These major threats become information security hazards. The next section introduces several network security frameworks and applying a new approach to the Caribbean Coffee Organization.
2. Security Frameworks and Models
Each network security framework has advantages and disadvantages, and the complexity of the organization is not the same. It is important to look at the available security frameworks and compare them. A hybrid framework is flexible enough to meet the business and compliance requirements of an organization. The foundation of the study of hybrid framework is the study of every single framework. The following is a detailed introduction of several network security frameworks studied in this paper.
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One of the best-known information security frameworks, the ISO 27000 series were developed and published by the International Organization for Standards (ISO) and the International Electrotechnical Commission (IEC), much like ISO 9000 for manufacturing. Its content is very broad and comprehensive and can be used for enterprises of all types and sizes. ISO 27000 has the following main standards: 1) ISO 27000 ISMS overview and terminology;2) ISO 27001 ISMS(Information Security Management System) requirements;3) ISO 27002 ISMS practice specification;4) 27003 ISMS practice guide;5) 27004 ISMS measurement;6) ISO 27005 Information security risk management;7) ISO 27006 Certification body requirements;8) 27007 ISMS audit guide. ISO 27001-27006 is a collection of six different elements of ISMS. The main body of this series is ISO 27001, which provides the specification for ISMS. I will go into more detail about ISO 27001 and briefly cover the other parts.
2.1.1 ISO 27001
ISO 27001 is information security management system requirements. Although the ISO 27000 series covers dozens of standards, ISO 27001 is the first and most important. ISO 27001 is characterized by defining continuous improvement models for risk management methods, including risk assessment, risk management and management decisions, measurement of effectiveness and internal and external auditable specifications. An ISO 27001 certified business tells its customers that it values information security and reduces network security risks in its physical systems and operations .ISO 27001 defines a "6-step process" and uses the "PDCA" approach. The "6-step process" is as follows: 1) Define the information security policy; 2) Define the scope of information security management system; 3) Conduct information security risk assessment; 4) Manage identified risks; 5) Select control measures for implementation and application; 6) Select a statement of applicability
The PDCA cycle is a concept developed by William Edwards Deming, a well-known consultant and quality management expert. "P" means the "Plan" phase. Before doing anything, we need to define our needs and the goals we want to achieve. 'D' means the 'Do' phase. Once you have your goals in place, you can start implementing information security, business continuity, quality procedures, and a number of other things that ISO standards focus on. 'C' means the 'Check' phase. In order to measure whether the desired goal has been achieved, we need to monitor our system and measure whether this goal has been achieved. 'A' means' Act 'phase. If the result is not consistent with the expected goal, then other corrections or actions should be taken. The PCDA model is shown in Figure 1:
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2.1.2 ISO 27002
ISO 27002 is code of practice for information security management. ISO 27002 builds on ISO 27001 by describing the variations of the various controls, explaining how each control works, what its goals are, and how to achieve it. These changes mainly include: 1) Changes in the organization of control measures; 2) Changes in the number of control objectives and control measures, control areas and control measures after deletion, reconstruction and re-insertion; 3) In the content of control measures, the management of mobile devices and information security accident management are added.
2.1.3 ISO 27003
ISO 27003 is information security management systems implementation guidance. ISO 27003 provides details on the implementation of the standard, including detailed guidance and assistance on the PDCA (Plan-Do-Check-Act) process, project approval, scope, analysis, risk assessment, and ISMS design.
2.1.4 ISO 27004
ISO 27004 is information security management measurements and metrics. ISO 27004 is a new standard of information security management and measurement to help measure the effectiveness of the implementation of information security management system, it describes the measurement and indicators of information security management and is used to measure the implementation effect of information security management.
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ISO 27005 is information security risk management. ISO 27005 provides guidelines for risk management to ISO 27001, including the assessment of risks, implementation of appropriate control measures, monitoring and reviewing the risks and improving the control measures systems.
2.1.6 ISO 27006
ISO 27006 is requirements for bodies providing audit and certification of information security management systems. ISO 29006 places a requirement on organizations providing ISMS certification. All organizations providing ISMS certification services are required to demonstrate competence and reliability in accordance with the requirements of this standard.
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In order to strengthen the resilience of critical infrastructure, former U.S. President Barack Obama issued Executive Order 13636 (EO) in 2014, "Improving Cyber Security for Critical Infrastructure.". The framework provides a common language for understanding, managing, and expressing internal and external cyber security risks. It can be used to help identify and prioritize cybersecurity risk mitigation actions. The framework is a risk-based approach to managing cyber security risks, and consists of three parts: the core framework, the implementation level of the framework, and the architecture profile.
2.2.1 core framework
The core of the framework is a set of network security activities, desired outcomes, and universal critical infrastructure sector applicable references. The core of the framework is composed of five concurrent and continuous functions, identification, protection, detection, response, and recovery. The core consists of four elements: functions, categories, subcategories, and reference files. Together, these four core elements work as follows:
Features organize the basic network security activities to the highest level. These functions are recognition, protection, detection, response and recovery. They help an organization express cyber security risks and improve its information management through the organization, which makes risk manage decisions, cope with threats, and learn from past activities. Classification is a functional subdivision into network security outcomes that are closely linked to programmatic needs and specific activities of the community. Subcategories are further divided into a category of specific results of technical and/or management activities. They provide a result set that helps support the achievement of results in each category. Reference literature on standards describes specific chapters on methods to achieve common practices between results related to each subcategory. The five core functions of the framework are defined as follows: 1) Identification: Developing an organization's understanding of the systems, assets, data, and functions to manage cyber security risks. Understanding the business environment, the resources to support key functions. 2) Protection: develop and implement safeguards to ensure the provision of critical infrastructure services. The protection feature supports the ability to limit or contain the impact of a potential network security event. 3) Detection: develop and implement appropriate activities to identify the occurrence of network security incidents. This detection function can detect network security incidents in time. 4) Response: Specify and implement appropriate activities to take action in relation to detected network security incidents. 5) Recovery: develop and implement appropriate activities to maintain the resiliency of the plan and restore functions and services that were damaged due to network security incidents. 
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2.2.2 The implementation level of the framework

The framework implementation level (" layers ") provides context for how an organization views network security risks and puts procedures to manage risks. A layer description is a characteristic defined by the framework of an organization's network security risk management practices. In the first level selection process, the organization should consider its current risk management measures, threat environment, legal and regulatory provisions, business/mission objectives and organizational constraints.
2.2.2 Schema configuration file
A framework profile (" profile ") represents the need for an organization to have selected business-based outcomes from the framework categories and subcategories. To develop a profile, an organization can look at all categories and subcategories and determine which ones are most important based on the business drivers and risk assessment. They can meet the organization's risk to increase categories and subcategories as needed. The current profile can be used to support prioritization and progress measurement towards the target profile, while other business requirements include cost effectiveness and innovative factoring. Coordinate documents can be used for self-assessment and communication within or between organizations.
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Zero Trust is a secure model network based on strict authentication process. Only authenticated and authorized users and devices can access private network applications and data. It also protects these applications and users from advanced threats on the Internet. Zero Trust security is based on a simple, well-known premise: distrust of anyone/devices/systems inside and outside the network, distrust of traditional network boundary protection, and replace it with micro-boundary protection. Zero Trust was first proposed by Forrester, a market research institution, in 2010 or so. Later, Garter and Forrester perfected and supplemented the concept of zero trust, application scenarios and migration methods. Gartner has come up with the ZTNA(Zero Trust Network Framework), also known as SDP (Software Defined Boundaries).The zero-trust architecture is not a single network architecture, but rather a set of guidelines for the design and operation of the network infrastructure that can be used to improve security posture at any classification or sensitivity level. Zero Trust Network Access (ZTNA) is a product or service that creates logical access boundaries around an application or group of applications. ZNTA systems are typically provided as cloud-based services, tailor-made for each user to access the specific applications they need. The rest of the internal network is hidden. This approach enables the network team to provide remote access to applications, while the security team can maintain the visibility and control it needs to keep the enterprise safe.
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2.4 PCI DSS
Payment Card Industry Data Security Standard (PCI DSS) is developed by the founding members of PCI Security Standard Committee (VISA, MasterCard, American Express, Discover Financial Services, JCB, etc.). It aims to reduce Payment Card fraud by strengthening the Security control of cardholder Data. PCI DSS information security standard has 6 major objectives, 12 categories of requirements, the whole PCI security standard is basically around these projects. The six goals are as follows: 1) Establish and maintain a secure network: install in maintenance firewall Settings to protect cardholder data. For system passwords and other security parameters, the default values provided by the vendor (default passwords) cannot be used. 2) Protecting cardholder information: Protecting stored cardholder information. Encrypt cardholder data transmitted over an open public network. 3) Maintain vulnerability management programs: Use and regularly update antivirus software or programs. Develop and maintain security systems and applications.4) Implement strict storage control measures: restrict access to cardholder information to only those who are required by business. Assign a unique ID to each person who has access to the computer. Limits the physical storage of cardholder data. 5) Regularly monitor and test the network: track and monitor all access to network resources and cardholder data. Test safety systems and procedures regularly. 6) Maintain information security policies: maintain policies that meet the information security needs of all personnel. The requirements of PCI DSS are shown in Figure 4 below:
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3 Analysis and comparison
3.1 Analysis
ISO 27000 is an internationally recognized information security good practice standard, ISO/IEC 27001 provides an information security management system (ISMS), which is used for information risk management. Using the management framework of the organization to identify, analyze and solve its information risk. The strength of ISO 27000 is that it explicitly relates to information security (data, documents, knowledge and intellectual property), not just IT/system security. It ensures that security arrangements are constantly updated and adjusted to keep up with changes in security threats, vulnerabilities, and business impacts. It is more flexible than PCI DSS because it does not formally authorize specific information security controls, as the required information security controls vary widely from organization to organization.
The NIST framework, which has been in development for more than 20 years, contains a broad range of information security standards and best practices, and is very mature and comprehensive. It is not only suitable for large enterprises, but because it contains a lot of practical guidance. It can also be more easily applied to smaller organizations than other frameworks. The NIST framework is also being continuously revised to meet changing industry needs.
The Zero Trust framework has four main advantages: 1) Zero Trust network access to private applications: Data and resources are protected through application-level access control. 2) Seamless direct access to the public cloud: Connect remote users directly to applications in the public cloud environment. 3) Protection for private applications: Ensure that applications hosted in public and private clouds are never exposed to the Internet. 4) Simplify IT operations: Modernize network architecture and improve security for Internet use by combining ZTNA with Cloud Security (CASB) and Web Security (SWG) with a scalable, cloud-based platform. Despite Zero Trust's many advantages, it also faces challenges. Most organizations do not have the ability to set up protocols for all individual users in their networks and are therefore vulnerable to unpatched devices, legacy systems, and overly privileged users. 
Payment security is important to every organization that stores, processes, or transmits cardholder data. A key advantage of the PCI DSS standard is its level of detail: it provides specific guidance on how to protect data, applies to organizations that process or store payment card data, and does not limit the size and type of those organizations.
3.2 Discussion
As for the question that why it is good practice to constantly have new or updated regulations and standards, I think there are many reasons. As you can see, the NIST framework is constantly being revised to meet the changing needs of the industry. With the rapid change of the network security situation, new threats emerge one after another, to deal with frequent network leaks, network rumors and other prominent network security problems, it is necessary to constantly revise the laws and regulations of information security, normative documents, policies and so on, so that the network and information security guarantee system is gradually perfect and perfect.
4 Research methods based on Caribbean coffee
Carib Coffee uses cloud services to provide IT services to employees and customers. The company lets its employees and customers use their personal devices to access the company's network resources. The company's biggest concern is personal employee data and customer data, as well as billions of dollars worth of its intellectual property. Information security is a top priority, and to meet their needs, I have designed the following approach to meet the company's information system security, governance, and compliance needs.
4.1 Combination of NIST and ISO 27000
The model takes advantage of the normative control work documented in NISTIR 7621 and some other safety standards that have a repeatable safety process. This approach includes the four phases of the ISO 27001 framework and the normative controls documented in NISTIR 7621.In other words, the four phases of Plan, Action, Check, and Action (PDCA) are combined with NIST.
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The Caribbean Coffee Company must develop a security policy, which includes the importance of information protection, the steps to be followed, and ensuring the security of information and systems. During the planning phase, the company should identify the information assets and information systems used to accomplish the business mission. In addition, the company must formulate the tasks assigned to each employee to determine what information the employee needs to access in order to complete the assigned tasks.
[bookmark: OLE_LINK24]4.1.2 Do
The company must implement the basic controls identified in table 1. The "do" phase also involves the vendor hypervisor, as companies may rely on vendors for hardware, software, support, hosting, and so on. Business management must identify vendors that store, process, or transmit non-public information. At this stage, managers need to develop some general business security information policies. The basic controls in NIST are shown in table 1:
表格1
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After identifying information assets and understanding security controls, managers must check that the controls identified in the "Do" phase are being implemented. For example, check for acceptable usage policies, check if a firewall is installed, and so on.
4.1.4 Act
At this stage, the security policy component mentioned above is implemented as a document, along with a report containing all the vulnerabilities and how to protect it from attack. Training programs are also necessary to raise employees' awareness of information security. Companies must regularly review their information security frameworks to ensure that their existing control frameworks are capable of dealing with the current form of threat. 
4.2 Division of labor between Zero Trust and PCI DSS
The Zero Trust model has become an important part of cyber defense. Zero trust requires an enterprise to determine whether a user, machine, or application seeking access to a particular part of the enterprise can be trusted using finely segmented and fine-grained boundary enforcement based on the user, his location, and other data. It also needs governance policies, such as providing users with the minimum amount of access necessary to complete a particular task. Therefore, the Zero Trust framework can be applied to the access links and governance policies of the Caribbean Coffee Organization.
PCI DSS is suitable for any merchant or service provider that processes, stores, or transmits credit card data. Therefore, the PCI DSS framework is a very suitable choice for the trading system in the Caribbean Coffee Organization. PCI DSS requires the protection of cardholder data, the maintenance of a vulnerability management program, the implementation of strict access measures, the regular monitoring and testing of networks, and the maintenance of information security policies.
4.3 The overall approach
The method studied in this paper is based on the combination of ISO 27000 and NIST, as well as Zero Trust and PCI DSS division of labor to achieve. The combination of ISO 27000 and NIST is used for general security policies, zero-trust frameworks for access rights and governance policies, and PCI DSS for trading systems. The security model for this method is shown in Figure 6:
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5 Conclusions
This paper studies four kinds of network security frameworks and models, and discusses and compares them respectively. A new method is put to solve the information security problem of Caribbean Coffee Company. This method combines the prescriptive method and the phased method, using the PCDA phased method and the NISTIR 7621 prescriptive method. For future work, the method can be applied to the specific application of Caribbean Coffee Company and its effectiveness and availability can be evaluated. In addition, the proposed method is to be evaluated, enhanced and improved to increase its applicability.
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