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1. INTRODUCTION

The current cloud computing has transformed the way applications are rolled out and managed
today. One of the primary technologies that has enabled this to be possible is containerization,
since it enables applications to be run in varying environments. This report not only considers
Docker as a containerization tool, but it also discusses some key concepts in cloud computing,
such as load balancing and scalability. The report has been divided into three major sections.
First, there is a practical demonstration of Docker that demonstrates how to create containers,
manage storage using volumes and set up networking. Second, the conceptual analysis of cloud
computing with emphasis on the way cloud computing providers such as AWS and Azure
manage load balancing and scaling. Third, the comparison between serverless computing and
traditional containers in order to learn when to apply each one. The assignment work
experience illustrates the simplistic process of containerization in generating an image to
publishing the image on the internet. The presented examples are not complicated, but they
demonstrate the principles of the general ones used in the more complex world.

2. DOCKER AND CONTAINERIZATION

2.1 Virtualisation Basics

Virtualisation fundamentally refers to the context of developing virtualised forms of computer
resources in place of direct dependence on the actual hardware. This is achieved in the
traditional virtualisation via a hypervisor, which is a layer through which more than one virtual
machine (VM) is capable of executing on a single physical machine. VMs have their full
operating systems and act to a great extent like single computers [35]. This design is effective;
however, it consumes enormous proportions of system resources since each VM has to have
its own OS and assigned memory, which rapidly accumulates when multiple VMs are operating
simultaneously. Isolation is among the largest benefits of virtualisation. Each VM is an
independent entity, and hence issues experienced in one VM, such as a crash or a software
failure, do not impact the rest. This gives the system increased security. Portability is also
another benefit: because all that the application requires is packaged within the VM, it becomes
significantly easier to move the VM between systems in different servers or even different
environments without any concern of compatibility problems. There are drawbacks to these
advantages. VMs consume a lot of resources since they take a lot of memory and storage to
operate several complete operating systems. Starting a VM may take a lot of time, even a few
minutes, which is not acceptable in situations where a scale of applications is required [34].
The process of having multiple operating systems running on a single machine also restricts
the number of applications that can actually be implemented successfully. Here,
containerization comes to the rescue as a less heavy variant. Containers instead of virtualising
the hardware, as VMs do, virtualise the operating system. This implies that many containers
share the same OS kernel but are isolated to run. Due to this shared-kernel architecture,
containers are significantly smaller, boot in less time, and consume fewer resources than VMs.
Naturally, there are tradeoffs associated with containers [33]. They do not offer the same
isolation as virtual machines since they rely on the host kernel. But in the context of most recent
applications, particularly web applications and microservices, this degree of isolation is
typically more than adequate. In practice, containers are more frequently selected due to the
speed, efficiency, and scalability advantages, which make the performance more beneficial in
numerous situations.

2.2 What is Containerization
Containerization bundles an application and all the resources it requires to execute, such as the
code, runtime, libraries, and configuration files, into a single unit. It is a solution to the
extremely widespread problem in which an application performs well in development but not
in the real world because the system configuration differs between the two machines. The



environment is now predictable and consistent, no matter where it is deployed, by putting all
in a single container. The most contemporary popular containerization platform is Docker [32]
It provides all the tools to create container images, execute the container images as containers,
and share the container images with other individuals or systems. Docker's major components
are the Docker daemon, which manages the operations of containers in the background, the
Docker CLI, which developers use to run their commands, container images that serve as
blueprints and registries such as DockerHub, where images may be stored and accessed. The
Containers operate based on the Linux kernel capabilities. Namespaces isolate processes,
where one container is not able to access the processes and resources of another container.
Control groups (cgroups) are used to control and restrict the amount of CPU, memory, and
other resources a given container can use [31]. A layered filesystem is also employed by
Docker, but it enables containers to share base layers and leave their own changes distinct. This
reduces the size of images and their efficiency. In terms of development, containers are very
beneficial as they bring a single environment throughout the workflow. The developers, testers,
CI/CD pipelines and production servers all operate on the same container image, so
unnecessary bugs that arise due to changes in the environment are eliminated. This also aids in
simplifying debugging since the behaviour is seen by all. The virtual machines are very
lightweight compared to containers, which is why a single server can support a much larger
number of workloads. They are relatively quick to start (typically within a matter of seconds),
which is helpful when an application must scale quickly, such as when user traffic suddenly
increases. Containerised systems deal with security with a number of layers [30]. Although
each container uses the same host operating system kernel, it is isolated by namespaces, among
other security measures. The best security steps are to ensure that containers are launched with
minimum privileges, the images are periodically vulnerable and updated to prevent known
security threats. The combination of these steps is useful in sustaining a secure and reliable
container environment.

2.3 Building Docker Images
The fundamental unit in the process of containerization is Docker images. They are built based
on a Dockerfile, which is nothing but a plain text file containing step-by-step instructions on
how the image is to be built. Every command in a Dockerfile, like FROM, COPY or RUN,
installs a new layer in the resulting image. These layers are built upon each other to give the
ultimate environment the container will execute. Such a layered system has multiple benefits
for Docker. The layers are stored independently; thus, the same base layers can be reused by
different images, hence saving much disk space [29]. Docker also supports layer caching,
which implies that when rebuilding an image, only the changed layers are rebuilt. The layers
that are not changed are taken out of the cache, and hence the build process is much faster. The
other advantage is that the individual layers can be checked or examined in case of an error,
and it becomes easier to troubleshoot. To conduct a practical demonstration, a basic web server
was developed with the help of nginx. The base image in the Dockerfile was nginx: alpine.
This base image has a lightweight Linux, and nginx can be installed. Because it is small and
efficient on a scale of the tiny Alpine Linux, container images are often built using Alpine since
it is very small and efficient, which consequently enables the reduction of image size and faster
deployments. The COPY command in the Docker file is the command which adds files to the
image [28]. In this case, it copied the HTML file to the nginx web root directory to where the
server can display the webpage. This is the way the application code and other resources are
embedded in the final image. There is an added EXPOSE instruction that defines to what port
the container will listen, and it is very clear how the application is to be accessed. The Docker
build command is used to build the image [27]. In the build, Docker first verifies that the base
image is already on the system; otherwise, it gets it out of the registry. It then executes each



Dockerfile instruction sequentially, making intermediate containers and recording changes as
new layers

Figure 1: Docker image build process using Dockerfile

The caching mechanism used in Docker is relevant. To give a case in point, when the HTML
file is changed and the image is rebuilt, Docker does not rebuild the whole build. It uses the
laid-out cache of everything up to the stage at which a change took place, and then only
reinvents the layers after the COPY command [26]. This is very fast whenever there are
frequent changes. Lastly, images may be given meaningful names and version numbers and
managing the various releases of an application becomes very easy.

2.4 Running Containers
After creating an image, it is possible to create containers with the usage of Docker run
command. This command uses the picture and creates a new container instance on the basis of
the picture. A container is, in many ways, a lightweight, isolated application environment to
start. There are a number of flags available with docker run that allow you to influence the
behavior of the container such as setting up port mappings, restricting resource usage such as
CPU or memory, defining restart policies, and the type of networking the container uses. All
these options enable the container to be flexible to be used in various scenarios, both
developmental and production.
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Figure 2: Docker container deployment command

The reason why port mapping is significant is the fact that containers have their own in-house
network and are not connected to the host by default. The -p flag binds a host port with a
container port, such as 8080:80 allows one to access an nginx container on localhost:8080. The
-d flag executes the container in detached mode, hence it will still be in the background [25].
After the container has been started, the web application can be accessed using the port on
which it has been mapped in the same way as any local service is accessed. Although it is an
isolated environment, Docker allows an external user or clients to communicate with it with
ease. This demonstrates one of the largest advantages of Docker: the same container can be
deployed across any machine or cloud platform with consistency, and, as a consequence,
deployment, testing, and scaling are made much easier.
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Figure 3: Web application running in Docker container accessed via localhost:8080

2.5 Publishing to DockerHub
DockerHub resembles GitHub, only that it considers container images. It is a cloud repository
to which Docker images can be uploaded, moved around, and shared. It is also very helpful to
teams or deployments, as everyone is able to pull the same image without rebuilding it by
publishing it there and making it available on any machine. It should be tagged with the name
of the DockerHub user and the repository name before uploading the image. Tagging does not
upload the image; it simply provides Docker with the correct location where the image is to be
pushed [25]. You can then log into it with docker login after tagging the image, then push the
image with docker push. Only layers that are not already on DockerHub are uploaded by
Docker, and this makes the process more efficient and quicker, particularly when updating an
already existing image.
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Figure 4: Publishing Docker image to DockerHub repository

The image is then visible in the DockerHub repository of the user after the push is complete.
Any individual who has the right permissions can then drag and utilise the image there. If the
repository is public, the image can be accessed by anyone on the internet, which makes it very

convenient for open-source projects, tutorials, classroom work, or sharing tools across teams.
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Figure 5: Docker image successfully published and visible in DockerHub repository



2.6 Docker VVolumes
By default, when a container is deleted, all the data inside it gets deleted too. This is fine for
stateless applications, but problematic for things like databases that need to keep data
permanently. Docker volumes solve this problem by providing persistent storage that exists
outside the container. Volumes are managed by Docker and stored in a specific location on the
host machine [23]. They're separate from the container's filesystem, which means they survive
even if the container is removed. Multiple containers can also share the same volume if needed.
Creating a volume is straightforward with the Docker volume create command. Named
volumes are easier to work with than anonymous volumes because they can be referenced by
name. The Docker volume inspect command shows details about the volume, including where
it's actually stored on the host system.

Figure 6: Creating and inspecting a Docker volume for persistent data storage

Volumes get attached to containers when they're created using the -v flag in docker run. From
inside the container, the volume just looks like a normal directory. Applications can read and
write to it without knowing it's actually a volume. Common use cases include database storage
where files need to persist across container restarts and log files that need to be collected and
analysed [22].
2.7 Docker Networks

Container networking handles communication between containers and with the outside world.
Docker provides several networking options depending on what's needed. The default bridge
network lets containers on the same host communicate with each other while isolating them
from external networks. Custom bridge networks add features like automatic DNS resolution,
where containers can find each other by name instead of IP address [21]. The Docker network
create command makes a new bridge network with its own subnet. Docker automatically
manages IP addresses for containers connected to the network.
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Figure 7: Creating and configuring a Docker network for container communication

Custom Docker networks are helpful in microservices setups where different services need to
communicate with each other. Each service runs in its own container but shares the same
network, and sometimes a frontend container may connect to multiple networks for example,
one for backend communication and another for external traffic [20]. Port publishing allows
containers to be accessed from outside the host machine. Using the -p flag maps a host port to
a container port. For example, -p 8080:80 lets you reach the container’s port 80 by visiting
localhost:8080 on the host.

Youtube Video Link: nhttps://ww.youtube.com/watch?v=jSntéaXm_sg

3. CLOUD COMPUTING CONCEPTS

3.1 Load Balancing
Load balancing is a technique used to distribute incoming traffic evenly across multiple servers
so that no single server becomes overloaded. This helps improve overall performance because
requests are spread out, and it also increases reliability—if one server goes down, the remaining
servers can continue to handle the traffic. In the case of no load balancing, a rush in users will
slow down or crash the single server and the whole application[19]. The modern load balancers
operate on various levels of the network model. The layer 4 load balancers base their routing
decisions on such information as IP addresses and ports. They are very quick and efficient and
do not examine the content of the request. In contrast, layer 7 load balancers also examine
HTTP traffic and can route requests using URLS, hostnames, HTTP headers, cookies and any
other data used as application boundaries. This can be used to do smarter routing, like make
particular API calls to particular backend services. Elastic load balancing (ELB) is available in
three types offered by AWS. Application Load Balancers (ALB) can be used with modern web
applications and microservices since they utilise Layer 7 and are capable of supporting more
sophisticated routing rules [18]. NLBs are used to achieve extremely high-performance
workloads working at Layer 4 and can support millions of requests per second with very low
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latency. Classic Load Balancers (CLB) are older and provide basic load balancing at the
transport and application layer. Similar load-balancing tools are available in Microsoft Azure.
Azure load balancer operates at Layer 4, and it is applied in high-throughput and low-latency
applications. Azure Application Gateway operates at Layer 7 and offers such features as URL-
based routing and Web Application Firewall (WAF). Both of them support both public load
balancing of internet-facing applications and internal load balancing of applications that
communicate inside a virtual network only. Health checks are one of the main characteristics
of load balancers. These checks keep on checking the backend servers by submitting small test
requests to them to determine that they are functioning correctly. When one of the servers fails
the health checks, the load balancer will automatically route traffic out of it until it comes back
online. This automatic failover is very much better in enhancing availability compared to
manual intervention. SSL termination is another concept to note[17]. This is the time the load
balancer does the encryption and decryption of the HTTPS traffic, and not the backend servers.

3.2 Scalability

Scalability is the characteristic of a system to cope with the growing workload with the addition
of new resources. Scaling can be done in two ways [16]. Vertical scaling involves adding more
capacity to a single server, such as adding additional CPU, RAM, or storage. This is simple but
physically restricted; you can only upgrade a machine so much. Horizontal scaling, conversely,
means processing the load by adding additional servers. The workload is divided among the
various small machines as opposed to having one large machine. Horizontal scaling can suit
cloud computing much better since the cloud environment provides an opportunity to add or
remove servers when there is a demand [15]. It implies that organisations do not have to
purchase costly hardware to be able to absorb peak traffic on rare occasions. Rather, they can
spin up additional instances temporarily during peak demand and spin them down temporarily
during low traffic flows. This strategy not only enhances performance but also makes sure that
the expenditure corresponds to the actual utilisation. Auto-scaling extends this idea beyond the
limits and automates the process. Auto-scaling uses such indicators as CPU load, network
traffic, or the amount of incoming traffic. New instances are launched automatically when these
metrics exceed a certain threshold [14]. In case of a drop in demand, the system stops the
redundant cases to prevent resource and money wastage. AWS Auto Scaling is compatible with
EC2 instances, container workloads, among other AWS services. Users can create elaborate
scaling policies which entail what metrics to monitor and how the system is to respond.
Predictive scaling is also available in AWS, and it relies on machine learning to examine the
past trends of traffic and size the system in advance of a spike taking place. Azure Autoscale
is also available to both app services and virtual machines. The users will be able to come up
with rules like the addition of two other instances when the CPU usage remains above 75% for
over five minutes. Azure has the support of schedule-based scaling, which is suitable for
applications whose usage patterns are predictable, such as increased usage during business
hours and reduced usage during the night [13]. The architecture of the application is also crucial
in scaling the application. Stateless applications do not store the data locally back on the server,
hence scale extremely well as any instance can process any request. Stateful applications need
to use external storage systems like databases, caches or session stores to store state when there
are many instances of the application running.

3.3 Application Gateways
Application gateways are enhanced versions of load balancers with a special design in that they
can handle web traffic. Application gateways are unlike simple load balancers that can only
route based on IP address and ports, but they base their routing decision on the contents of the
HTTP request [12]. This consists of the URLS, headers, hostnames and cookies. Due to this
more precise examination, they can do smarter and more dynamic routing of new web
applications. Azure Application Gateway has a number of handy options. Among them is URL -
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based routing, whereby various requests, such as /api and /images, may be redirected to entirely
diverse back-end servers. This proves useful particularly in microservice arrangements. Azure
also provides multi-site hosting, i.e. multiple sites with different domains may be served using
the same gateway. It even offers automatic redirection, including redirecting all HTTP traffic
to HTTPS, which can be used to ensure security and a stable user experience. One of the biggest
advantages of the Application Gateway is that it can be integrated with a Web Application
Firewall (WAF). The WAF scans incoming traffic against the pattern of different attacks
known to it, such as SQL queries, cross-site scripting or malicious bots [11]. It blocks the
request even before it ever communicates with the backend servers when it finds something
suspicious. This significantly minimises the number of areas of attack and introduces an
additional layer of defence against web applications. SSL offloading is another important
characteristic. The gateway performs the work of encrypting and decrypting the HTTPS traffic
instead of the workload being carried out by all backend servers. This not only enhances the
opening of backend servers, but also makes the handling of certificates a little easier, as one
only needs to install the certificate on the gateway.
3.4 How They Work Together

Load balancing and auto-scaling are two concepts that go hand in hand since they address
different but complementary issues. Load balancers dwell on the equal distribution of the traffic
received on more than one server, whereas auto-scaling changes the number of servers in
accordance with the demand in real time [10]. They form systems that can automatically react
to such alterations in the workload without the need to be manually controlled. This is of
particular interest to applications whose traffic spikes are unpredictable. In the case of auto-
scaling, the instances are automatically registered to the load balancer to ensure that they start
receiving traffic immediately. In the same way, as the auto-scaling group determines the
instances should be terminated during low usage, the load balancer will stop transmitting traffic
to these instances before they are terminated. All that occurs is behind the scenes. Health checks
that are part of the load balancer are also a feedback loop, which allows the auto-scaling system
to make more reasonable choices about which instances to keep running [9]. This combination
results in the effective and clever usage of resources. Auto-scaling will also lower the instance
count during idle times, and the load balancer will just spread the load among the rest. As the
traffic grows, new instances are added and immediately added to the load-balancing pool. What
is produced is a system that is easily scaled up when the need arises and easily scaled down to
conserve on costs. These technologies used together offer several important advantages: high
availability due to redundancy and failover, better performance due to balanced traffic
distribution, enhanced security when combined with application gateways and WAFs, and high
cost optimisation due to dynamic scaling. All in all, they are integrated to ensure the
sustainability of contemporary web applications in a dynamic environment to preserve high
reliability, responsiveness, and cost-efficiency.

4. SERVERLESS VS CONTAINERS

4.1 Why Cloud Computing is Growing
Cloud adoption is motivated by a number of factors. One is cost, which is huge in that an
organisation does not need to spend a lot of money to purchase hardware, but pays as they use
it. This transforms the capital expenditure into the operational expenditure that is usually easier
to manage. Elasticity enables organisations to increase and decrease resources depending on
necessity [8]. Conventional infrastructure necessitates primarily idle capacity planning. The
resources within the clouds can be dynamically scaled, and only the amount that is required is
paid for. The deployment rate has increased tremendously. Traditional infrastructure could be
provisioned in weeks or months. APIs and automation can ensure that cloud resources are ready
in a few minutes. This expedited provisioning allows hastened time to market new products.



Cloud providers with global data centres have easier access to a global reach. Applications can
be installed in various locations without incurring costs to construct infrastructure in every
location. Managed services eliminate the infrastructure maintenance overhead. Organisations
can concentrate on their core business and not on the management of the infrastructure [7].
Moreover, cloud usage increases resilience and reliability by providing automated backup,
built-in redundancy, and disaster recovery features, which are typically expensive to deploy in-
premise. High-level security features such as encryption, identity and access management
services, and continuous monitoring are also becoming the norm, assisting organisations to
address the compliance needs. Cloud computing can also facilitate innovation because it allows
access to new technology, including artificial intelligence, machine learning, big data analytics,
and Internet of Things products, without significant initial investment[6]. In addition,
teamwork and distance work are enhanced, because the systems based in the cloud can be
safely accessed remotely, to facilitate the contemporary, remote and distributed workplaces
and business continuity.

4.2 What is Serverless

Serverless computing refers to the execution of code without server management, yet there
exist servers in the background. Provisioning, scaling, and maintenance are managed by the
cloud provider. Function-as-a-Service is the most widespread model, and developers deploy
small functions which execute on receiving an event, such as an HTTP request, database
update, or file upload [5]. One of the top serverless systems is AWS Lambda. Code is uploaded
by developers, triggers are set, and Lambda itself can automatically scale between a small
number of requests to thousands of requests per second. Azure functions provide the same
functionality, are multilingual, and can be easily connected to other services in Azure. The
price is determined on a per-execution basis or a higher performance tier. Serverless functions
are also stateless, meaning that with every execution, each function begins with no data and no
data is persisted on the device. Any ongoing state should be stored in storage facilities such as
databases. Moreover, serverless computing makes the operations less technical by removing
infrastructure issues like patching, capacity planning, and fault tolerance [4]. It is suitable to
implement microservices-based and event-driven applications by supporting the fast
development and deployment cycle. Serverless services go hand in hand with cloud-native
applications such as message queues, APl gateways, and monitoring applications, allowing
workflows to scale with little configuration required. There are issues, including cold start
latency, lock-in by vendors and execution time and memory limits. Nevertheless, these
limitations do not stop the proliferation of serverless usage considering its effectiveness,
economies of scale with intermittent workloads, and compatibility with agile and DevOps.

4.3 Comparing Serverless and Containers
Container and serverless are two latest strategies to deploy an application, and despite being
frequently compared, they complement each other. Each has its advantages, and it is important
to know when to employ either of the two to make better architectural choices. One of the
largest ones is the operational model. In the case of serverless, developers do not control any
infrastructure whatsoever [3] They just code and deploy, and the cloud provider takes care of
all the coding in the background, such as servers, scaling and maintenance. Containers, on the
other hand, need a greater operational awareness. Developers need to build Docker images,
establish dependencies, and frequently control orchestration systems, such as Kubernetes, ECS,
or other container systems. Containers are not less set up than serverless functions, even with
managed services[2]. The two models are different when it comes to scaling. Serverless
functions grow automatically to tens of thousands of executions with no configuration and are
best suited to unexpected or unforeseen spikes. Containers may also scale, but they need rules
that auto-scale and typically maintain at least some instances running, and hence never entirely
cease operation. The cost model also varies. Serverless only costs the time of real execution,
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which is highly effective when the workloads are not scheduled regularly. Containers are
expensive when they are active, even when idle, hence are useful in long-running, consistent
applications. Another difference is in performance. The initial request is slow due to cold starts,
which Serverless can experience, whereas containers maintain constant and low-latency
responses[1]. Use cases differ as well. Serverless is suitable for event-driven applications,
bursty API traffic, scheduled jobs, and data processing. Long-running services, multi-
component systems and applications that require full control of their runtime environment are
fitted in containers. On the whole, both technologies are expected to enhance cloud efficiency,
agility and cost minimisation, but in various manners.

5. CONCLUSION

This report has discussed the concept of containerization using Docker using real-life examples
as well as examined the major concepts of cloud computing, such as load balancing, scaling
and serverless computing. The Docker example demonstrated the process of making images
based on Dockerfiles, starting containers, using persistent storage in the form of volumes, and
networking. The release of the image to DockerHub illustrated the ability to distribute and
deploy the containers and deploy them in various environments in the same manner. Such
practical assignments support the theory and give hands-on experience with the basic cloud
technologies. The cloud computing analysis demonstrated the collaboration of load balancing,
scalability and application gateways to offer highly available and performant services. These
concepts are used through the advanced services of AWS and Azure, which have similar
concepts. The analysis of serverless and containers showed that they are complementary
strategies and not competitive. Serverless is a good fit for event-driven variable workloads that
are automatically scaled. Containers are more effective in more complex applications,
sustained workloads, and those applications that require predictable performance. The work
experience and theoretical work provide be informed of the basic cloud engineering concepts
and technologies.
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