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1.0 Introduction	 
This assignment will focus on the future use of technology within policing and the challenge of maintaining public confidence, whilst ensuring that the police service fully utilises the capabilities that new technology can give it in order to perform its core functions and protect the public. The College of Policing when looking forward to 2040 (Policing, 2020) identifies ten trends that will heavily influence the shape and demands for the police service and summaries five key future challenges that must be addressed. These challenges and trends either directly relate to the digital arena, such as balancing the benefits and risk of using artificial intelligence, or they refer to issues where technology is a key theme or interdependency. This includes building a workforce that has the skills and is confident in working within a digital arena to deal with the rapidly developing technology, being used to the advantage of criminality. The service also must ensure that the public have the access that they need to communicate with policing, including different methods of digital contact. The legitimacy of UK Policing continues to be built on policing by consent, with the need for public confidence, the challenge is to maintain and improve this support whilst reassuring the communities, that the use of the technology is proportionate in relation to respecting privacy.
2.0 Main Findings
Technology provides significant opportunities to make policing become more efficient and effective and can narrow the gap between demand and resources. The Strategic Review of Policing  states “ that we should not hesitate to usher in a new era in policing” (The Police Foundation, 2022, p. 7) in order to restore public confidence which has declined over recent years and the review views  the effective use of new technology as one of the key enablers to regain this confidence.  The National Police Digital strategy says that policing “must move now and move quickly. While it may feel like the pace of technology change is already overwhelming, it is only going to get faster” (NPCC & APCC, 2020, p. 2).  
The Strategic Review, Operating Environment 2040 and National Digital Strategy documents when combined show powerfully the many facets and reasons why technology is going to be so crucial in ensuring that the legitimacy of UK policing is retained. The most important of these can be categorised into three areas. 
Firstly, the police service has to ensure that it has the capability to tackle the evolving and more complex crime based on technological developments being exploited for the wrong purposes. This requires the expertise in acquiring the right technology that realises the benefits worthy of the investment, that can either deal effectively with the new crime trends or allow officers and police staff to use there time more efficiently in prioritising the needs of their communities. Cybercrime is growing rapidly in relation to volume and also sophistication. Treverton (2011) notes that the world is more interconnected, and the internet is used to link victims and criminals, with cybercrime becoming ever more prevalent. Cybercrime is where technology and the internet are exclusively used to perform criminal acts, with fraud and identity theft being a major concern. Policing needs to be able to procure the right technology to combat this, which is made all the more difficult if forty-three different police forces in England and Wales work in isolation and not using the power of collective bargaining and expertise.  Capability also includes ensuring that the workforce within policing have the right skills and confidence to use the technology. The public sector, not just policing, struggles to compete with the private sector in attracting and retaining specialists in information technology, due mainly to more attractive salaries. Also, culturally the police service does not embrace change as it should and new innovations are viewed by many with suspicion, preferring to rely on traditional methods. Body worn video for example, which is now routinely worn by police officers in England and Wales, was viewed initially negatively by officers and seen more as a professional standards tool. However, when the benefits started to be seen in relation to capturing first evidence and actually negated malicious complaints, the use of Body worn video has been accepted and supported by officers.  
Secondly, policing needs to ensure that the use of the vast amounts of data and information that technology will provide and indeed some of the capabilities that new technology brings is used ethically and that the public believe it is being used ethically and proportionally. There needs to be very careful consideration of the balance between keeping the public safe and respecting the private rights of individuals. UK policing is based on ‘policing by consent’ and for this to occur the public need to hold the view that their police service is legitimate. Misuse of data and technology would undermine this legitimacy. Tyler (2004) states that this legitimacy is based on some key aspects.  Participation in decisions and input by the public before police decisions is recommended, so for instance the investment in controversial or new technology, where knowledge is limited, would benefit from two-way discussions between police and the public, allowing concerns to be addressed. This coupled with a transparent approach would garner support about the use of technology such as artificial intelligence and facial recognition. 
Thirdly and again this point is also linked  to legitimacy, is managing digital contact with the public. As technology develops and people are able to contact each other and businesses in many different digital formats, their expectations will be that they can contact the police and be updated around police activity in the digital method that suits them. The police service needs to adapt and anticipate future innovations in order to have a wide choice of avenues to communicate with their communities. There is also digital communication outside of the control of the police, as social media ever increases, and posts and videos can be sent and viewed immediately or edited, resulting in digital disinformation being a major challenge to maintaining public confidence.  Interactions between police officers and members of public, particularly in relation to protests or arrests will continue to be circulated by onlookers at speed, not always giving the full narrative. The service needs to adapt to this and be in a position to respond and ensure a richer picture is given with explanations where required.
The police in the UK have “core operational duties which include:
· protecting life and property
· preserving order
· preventing the commission of offences
· bringing offenders to justice” (Policing, 2022)
There are significant opportunities that technology offers in relation to successfully fulfilling these duties. Key to it’s use though is ensuring that policing maintains the confidence and trust of the public in line with the Peelian principles that underpin policing in England and Wales. The most important of these being the principle “To recognize always that the power of the police to fulfil their functions and duties is dependent on public approval of their existence, actions and behaviour, and on their ability to secure and maintain public respect" (Loader, 2014).  
Loader (Loader, 2014, p. 435) notes that the police need to be transparent and accountable and that there are independent bodies and systems in place to monitor and oversee police work. This for technology would include the surveillance commissioner and information commissioner as well as forums such as ethics panels that many forces have, considering whether new innovations are proportionate in their use, balancing human rights with carrying out core responsibilities of policing. Bradford (2020) notes that when addressing the use of live facial recognition technology, which depends on biometric processing, that the public’s support of its use is based on their general judgement of the police, in particular around legitimacy and trust. If they believe that the police are adopting a new technology for the right reasons and based on their experiences of policing either via interactions or what they observe, then they would be supportive. In other words, the everyday dealings that officers have with the public, the majority of which are low level, such as checking documents on a vehicle stop influence that wider support by the public for the more impactive and sometimes contentious major changes in direction of policing, including utilising new technology.
Leventakis (2018) focuses on the impact that technology can have on the relationships with policing from a community relations perspective, both positive and negative. Information and communication technologies has brought the public and policing closer together improving accessibility. Members of public can raise concerns far more effectively via technology and police can monitor specific issues and tensions via new media capabilities. 
However, there is also a warning that the rapid use of new technology could alienate those who are not digitally literate or who may not have access to some of the platforms and hardware required to communicate with the police in the new landscape. Digital disinformation will also be accelerated by the rapid development of communication technology where video footage can be edited to suit a certain narrative and quickly released across social media, forming, inaccurately, peoples’ opinions regarding policing interactions. Leventakis (2018) also highlighted some of the negative impacts that resulted from the police crowd sourcing information after the Boston Marathon Bombing, where a number of false accusations were made against persons not involved resulted in threats and concern for safety.
Canaday (2017) sees the rapid change in use of technology and its ever-improving sophistication as bringing communities and policing closer together. There is a potential to make members of the public more engaged and empowered as police are able to use the data that a private citizen has captured, to assist in investigations and to be able to share information far more effectively and quickly as new technology gives extra capabilities. Sophisticated digital evidence management systems being introduced into police forces has many internal benefits in relation to efficiency savings as officers have all of their digital evidence in one place. They also allow the public and businesses to send in footage that they have recorded directly to police forces, eradicating the need for officers or themselves to travel and spend time downloading the footage onto a suitable format. This is an example of where technology builds a stronger relationship with the communities through making the process less time consuming for victims and witnesses and increasing their view of the professionalism of the police.
Big Data  “which is a data environment made possible by the mass digitization of information and is associated with the use of advanced analytics, including network analysis and machine learning algorithms.” (Brayne, 2020), is one area that policing needs to ensure going forward, it properly manages and utilises in a legal and proportionate way to deal with criminality. Even the major technology companies such as Google and Apple have been affected by privacy breaches linked to big data and there are still concerns around the ethnicity bias of algorithms in the technology that feed into the data. (Chen, 2020)
There has been some positive steps taken by policing at a national level in England and Wales which has recognised the issues that having 43 police forces, working in silos presents, when tackling some of the challenges linked to the rapid development of technology. A national Chief Scientific Advisor for Policing has recently been appointed, whose role will include ensuring a collaborative approach involving specialists such as academia-who focus on the research, and private industry who excel in turning the theory into reality with effective solutions. 
My job as Policing Chief Scientific Advisor is to help forces harness the power of science. To find, nurture, deliver and refine innovations that improve the experience of officers and their ability to serve the public. (Taylor, 2021)
The national Police Digital Service which was created in 2021 oversees the national police digital strategy and aims to again bring the knowledge of the private and public sector together to maximise capabilities that technology can give. The service also coordinates the activities of forces on a national level, encouraging a collaborative approach of sharing best practice, joint procurement and providing guidance from experts. (Police Digital Service, n.d.)
It is clear that Chief Constables and national leaders within policing have recognised the need for a more joined up approach across England and Wales utilising expertise to assist and ensuring that duplication in effort is reduced by forces working together with the power of collaborative buying power from suppliers. This new national approach supports Kit Malthouse’s, Minister for Crime, Policing and Probation views, (You Tube, 22nd Feb 2022) who stated that policing has not been effective at acquiring technology at scale and coherently. He believes that technology has a significant role to play in crime prevention with artificial intelligence and facial recognition technology providing exciting opportunities.  Refreshingly as well he states that policing should be given space when testing technology and accept that some of it will not work and fail.
When examining the challenge of keeping the public supportive of the use of technology, including the  ethical use of  data that it acquires and use of algorithms, Kit Malthouse rejected the need for a national body to advise individual forces on use of new technology,  whether it be advising on procurement or ethics (Glover, 2022). This was in a reply to a question posed at a House of Lords Committee meeting where concerns were raised about policing not having the requisite ability and time to properly assess the effectiveness of technology that is being marketed to them by shrewd private entrepreneurs. 
Underpinning the effective use of technology, policing needs to embed a culture that embraces change and build a confident and skilful digital workforce. Police forces require staff who know their business processes working alongside technical specialists and those involved in the research and development side of business. (Maedche, 2016). The challenge of organisations, including policing is “to adapt their culture, mindset and competences to the new, digital way of working” (Murawski, 2017).
3.0 Conclusion
It is clear that on a national level that policing has acknowledged that technology is a significant challenge both currently and deep into the future. There have been positive steps taken in relation to taking a national and collaborative approach brought together by a national strategy. Bringing a scientific advisor in to assist and specialists who can assist with negotiating with the suppliers again will bring significant benefits. However, it is a complex area with many areas, such as big data and machine learning still to be fully understood. Policing needs to reassure the public that the new capabilities and data are being used effectively and with a proportionate and legitimate purpose. If it does this successfully and assisted by positive interactions with communities in other facets of policing, then technology offers many opportunities that outweigh the challenges in carrying out the core policing functions. 

4.0 References
References
Bradford, B. e. a., 2020. ‘Live Facial Recognition: Trust and Legitimacy as Predictors of Public Support for Police Use of New Technology’. British Journal of criminology, 10(093).
Brayne, S., 2020. Predict and Surveil: Data, Discretion, and the Future of Policing.. s.l.:Oxford University Press.
Canaday, J., 2017. How the Democratization of Technology Enhances Intelligence-led Policing and Serves the Community’,. Homeland security affairs.
Chen, W. a. Q.-H. A., 2020. ‘Big Data Ethics and Politics: Toward New Understandings’. Social science computer review, 38(1), pp. 3-9.
Glover, C., 2022. Tech Monitor-"Policing minister rejects need for ethical guidance on emerging tech". [Online] 
Available at: https://techmonitor.ai/policy/regulating-use-of-technology-in-uk-police
[Accessed 5th July 2022].
Leventakis, G. a. H. M., 2018. Societal Implications of Community-Oriented Policing and Technology.. 1st ed. s.l.:Springer International Publishing.
Loader, I., 2014. ‘In Search of Civic Policing: Recasting the “Peelian” Principles’. Criminal law and philosphy, 10(3), p. 429.
Maedche, A., 2016. ‘Interview with Michael Nilles on “What Makes Leaders Successful in the Age of the Digital Transformation?”’. Business & information systems engineering, 58(4), pp. 287–289, pp. 297-289.
MURAWSKI, M. a. B. M., 2017. Digital competences of the workforce – a research topic? 7rnal, 23(3). Business Process Management Jou, 23(3), p. 721.
NPCC & APCC, 2020. National Policing Digital Strategy - Digital,Data and Technology Strategy 2020-2030, s.l.: s.n.
Police Digital Service, n.d. Police Digital Service. [Online] 
Available at: https://pds.police.uk/police-strategy-innovation/
[Accessed 4th July 2022].
Policing, C. o., 2020. Policing in England and Wales-Future Operating Environment 2040, s.l.: s.n.
Policing, C. o., 2022. Authorised Professional Practice - Core Planning Principles. [Online] 
Available at: www.college.police.uk
[Accessed 3rd July 2022].
Taylor, P. P., 2021. Forensic Capability Network "Blog: Professor Paul Taylor on harnessing the scientific process". [Online] 
Available at: https://fcn.police.uk/news/2021-12/blog-professor-paul-taylor-harnessing-scientific-process
[Accessed 4 July 2022].
The Police Foundation, 2022. " A new Mode of Protection"-The final report of the strategic review of policing in England and Wales " , s.l.: s.n.
Treverton, G., 2011. Moving toward the future of policing. In: Santa Monica: RAND corporation.
Tyler, T., 2004. Enhancing Police Legitimacy. The Annals of the American Academy of Political and Social Science, 593 (1), pp. 84-99.
You Tube, 22nd Feb 2022. The Future of Policing:what are the challenges facing policing today?. s.l.:s.n.


References
Bradford, B. e. a., 2020. ‘Live Facial Recognition: Trust and Legitimacy as Predictors of Public Support for Police Use of New Technology’. British Journal of criminology, 10(093).
Brayne, S., 2020. Predict and Surveil: Data, Discretion, and the Future of Policing.. s.l.:Oxford University Press.
Canaday, J., 2017. How the Democratization of Technology Enhances Intelligence-led Policing and Serves the Community’,. Homeland security affairs.
Glover, C., 2022. Tech Monitor-"Policing minister rejects need for ethical guidance on emerging tech". [Online] 
Available at: https://techmonitor.ai/policy/regulating-use-of-technology-in-uk-police
[Accessed 5th July 2022].
Leventakis, G. a. H. M., 2018. Societal Implications of Community-Oriented Policing and Technology.. 1st ed. s.l.:Springer International Publishing.
Loader, I., 2014. ‘In Search of Civic Policing: Recasting the “Peelian” Principles’. Criminal law and philosphy, 10(3), p. 429.
Maedche, A., 2016. ‘Interview with Michael Nilles on “What Makes Leaders Successful in the Age of the Digital Transformation?”’. Business & information systems engineering, 58(4), pp. 287–289, pp. 297-289.
MURAWSKI, M. a. B. M., 2017. Digital competences of the workforce – a research topic? 7rnal, 23(3). Business Process Management Jou, 23(3), p. 721.
NPCC & APCC, 2020. National Policing Digital Strategy - Digital,Data and Technology Strategy 2020-2030, s.l.: s.n.
Police Digital Service, n.d. Police Digital Service. [Online] 
Available at: https://pds.police.uk/police-strategy-innovation/
[Accessed 4th July 2022].
Policing, C. o., 2020. Policing in England and Wales-Future Operating Environment 2040, s.l.: s.n.
Policing, C. o., 2022. Authorised Professional Practice - Core Planning Principles. [Online] 
Available at: www.college.police.uk
[Accessed 3rd July 2022].
Taylor, P. P., 2021. Forensic Capability Network "Blog: Professor Paul Taylor on harnessing the scientific process". [Online] 
Available at: https://fcn.police.uk/news/2021-12/blog-professor-paul-taylor-harnessing-scientific-process
[Accessed 4 July 2022].
The Police Foundation, 2022. " A new Mode of Protection"-The final report of the strategic review of policing in England and Wales " , s.l.: s.n.
Treverton, G., 2011. Moving toward the future of policing. In: Santa Monica: RAND corporation.
Tyler, T., 2004. Enhancing Police Legitimacy. The Annals of the American Academy of Political and Social Science, 593 (1), pp. 84-99.
You Tube, 22nd Feb 2022. The Future of Policing:what are the challenges facing policing today?. s.l.:s.n.

References

References
Bradford, B. e. a., 2020. ‘Live Facial Recognition: Trust and Legitimacy as Predictors of Public Support for Police Use of New Technology’. British Journal of criminology, 10(093).
Brayne, S., 2020. Predict and Surveil: Data, Discretion, and the Future of Policing.. s.l.:Oxford University Press.
Canaday, J., 2017. How the Democratization of Technology Enhances Intelligence-led Policing and Serves the Community’,. Homeland security affairs.
Glover, C., 2022. Tech Monitor-"Policing minister rejects need for ethical guidance on emerging tech". [Online] 
Available at: https://techmonitor.ai/policy/regulating-use-of-technology-in-uk-police
[Accessed 5th July 2022].
Leventakis, G. a. H. M., 2018. Societal Implication
References
Bradford, B. e. a., 2020. ‘Live Facial Recognition: Trust and Legitimacy as Predictors of Public Support for Police Use of New Technology’. British Journal of criminology, 10(093).
Brayne, S., 2020. Predict and Surveil: Data, Discretion, and the Future of Policing.. s.l.:Oxford University Press.
Canaday, J., 2017. How the Democratization of Technology Enhances Intelligence-led Policing and Serves the Community’,. Homeland security affairs.
Glover, C., 2022. Tech Monitor-"Policing minister rejects need for ethical guidance on emerging tech". [Online] 
Available at: https://techmonitor.ai/policy/regulating-use-of-technology-in-uk-police
[Accessed 5th July 2022].
Leventakis, G. a. H. M., 2018. Societal Implications of Community-Oriented Policing and Technology.. 1st ed. s.l.:Springer International Publishing.
Loader, I., 2014. ‘In Search of Civic Policing: Recasting the “Peelian” Principles’. Criminal law and philosphy, 10(3), p. 429.
Maedche, A., 2016. ‘Interview with Michael Nilles on “What Makes Leaders Successful in the Age of the Digital Transformation?”’. Business & information systems engineering, 58(4), pp. 287–289, pp. 297-289.
MURAWSKI, M. a. B. M., 2017. Digital competences of the workforce – a research topic? 7rnal, 23(3). Business Process Management Jou, 23(3), p. 721.
NPCC & APCC, 2020. National Policing Digital Strategy - Digital,Data and Technology Strategy 2020-2030, s.l.: s.n.
Police Digital Service, n.d. Police Digital Service. [Online] 
Available at: https://pds.police.uk/police-strategy-innovation/
[Accessed 4th July 2022].
Policing, C. o., 2020. Policing in England and Wales-Future Operating Environment 2040, s.l.: s.n.
Policing, C. o., 2022. Authorised Professional Practice - Core Planning Principles. [Online] 
Available at: www.college.police.uk
[Accessed 3rd July 2022].
Taylor, P. P., 2021. Forensic Capability Network "Blog: Professor Paul Taylor on harnessing the scientific process". [Online] 
Available at: https://fcn.police.uk/news/2021-12/blog-professor-paul-taylor-harnessing-scientific-process
[Accessed 4 July 2022].
The Police Foundation, 2022. " A new Mode of Protection"-The final report of the strategic review of policing in England and Wales " , s.l.: s.n.
Treverton, G., 2011. Moving toward the future of policing. In: Santa Monica: RAND corporation.
Tyler, T., 2004. Enhancing Police Legitimacy. The Annals of the American Academy of Political and Social Science, 593 (1), pp. 84-99.
You Tube, 22nd Feb 2022. The Future of Policing:what are the challenges facing policing today?. s.l.:s.n.

s of Community-Oriented Policing and Technology.. 1st ed. s.l.:Springer International Publishing.
Loader, I., 2014. ‘In Search of Civic Policing: Recasting the “Peelian” Principles’. Criminal law and philosphy, 10(3), p. 429.
Maedche, A., 2016. ‘Interview with Michael Nilles on “What Makes Leaders Successful in the Age of the Digital Transformation?”’. Business & information systems engineering, 58(4), pp. 287–289, pp. 297-289.
MURAWSKI, M. a. B. M., 2017. Digital competences of the workforce – a research topic? 7rnal, 23(3). Business Process Management Jou, 23(3), p. 721.
NPCC & APCC, 2020. National Policing Digital Strategy - Digital,Data and Technology Strategy 2020-2030, s.l.: s.n.
Police Digital Service, n.d. Police Digital Service. [Online] 
Available at: https://pds.police.uk/police-strategy-innovation/
[Accessed 4th July 2022].
Policing, C. o., 2020. Policing in England and Wales-Future Operating Environment 2040, s.l.: s.n.
Policing, C. o., 2022. Authorised Professional Practice - Core Planning Principles. [Online] 
Available at: www.college.police.uk
[Accessed 3rd July 2022].
Taylor, P. P., 2021. Forensic Capability Network "Blog: Professor Paul Taylor on harnessing the scientific process". [Online] 
Available at: https://fcn.police.uk/news/2021-12/blog-professor-paul-taylor-harnessing-scientific-process
[Accessed 4 July 2022].
The Police Foundation, 2022. " A new Mode of Protection"-The final report of the strategic review of policing in England and Wales " , s.l.: s.n.
Treverton, G., 2011. Moving toward the future of policing. In: Santa Monica: RAND corporation.
Tyler, T., 2004. Enhancing Police Legitimacy. The Annals of the American Academy of Political and Social Science, 593 (1), pp. 84-99.
You Tube, 22nd Feb 2022. The Future of Policing:what are the challenges facing policing today?. s.l.:s.n.


.


