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[bookmark: _Toc128823969]3. Abstract
The challenge for this assignment was to assemble a team and then within in the team work together to create the Virtual Machines, taking relevant screenshots as the tasked progressed. The team also had to work engage with each other to agree on the format of the final report.
A second part was an individual report task to demonstrate what you had learnt from both the teamwork and from participating in the modules lectures and labs.
[bookmark: _Toc128823970]4.Introduction
The purpose of this document is to explain how to build a Virtual Machine(VM) using a software package “Oracle Virtual Box” (Appendix 1) consisting of two servers and two clients on a Microsoft Windows Operating System. The document is split into two parts.
[bookmark: _Toc128823971]4.1 Overview of Part 1
Part 1 instructs the user to  work in a team to create a virtual Local Area Network (Appendix 3) comprising of:
· 2 VMs employing Server with Server Operating System Windows Server 2019
· 2 VMs employing Client Operating System Windows Pro 10.
Once the team has installed the operating systems, the aim is to configure networks so that each server and their client are connected into their own individual LANs, whose connectivity should be checked using appropriate network checks. Active Directory user accounts will also need to be created and checked before Part 2 is initiated.
[bookmark: _Toc128823972]4.2 Overview of Part 2
Is a written task that needs to be completed individually, and will contain the user’s reflections on how Part 1 was accomplished as well as exploring the functions of :
· Hypervisors
· Dynamic Host Configuration
· Active Directory
· Network Terminologies
And how they relate to the group work covered in Part 1.


[bookmark: _Toc128823973]5. Part 1- Virtual Machine Creation and Operating System Installations
[bookmark: _Toc128823974]5.1 Building a Virtual LAN using Type 2 Hypervisor Management Software
[bookmark: _Toc128735878][bookmark: _Toc128824021]Screenshot 1 Server Installation
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All servers have been created with a standard setup. These will be enough for standard usage on a LAN (local area network). This configuration has enough memory, and processing for most operations on a smaller LAN. The Sata port has been configured to allow for enough memory to host windows server and basic storage. 
[bookmark: _Toc128824022]Screenshot 2 Client Installation
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The client has been created with a lower specification to the server as it would not be hosting users. The Sata port has been created with a smaller storage amount as it is not hosting any clients. It has enough storage space for windows 10.
[bookmark: _Toc128824023]Screenshot 3 Installation of server operation system
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Windows 10 is the most recent operating system available on the market. This would ensure that the most recent security patches would be applied. Windows 11 would also support the most recent version of all software needed for most operations.



[bookmark: _Toc128824024]Screenshot 4 Checking operating system logon
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Checks were performed to ensure that the user would be able to logon to the operation system with the specified passwords.
[bookmark: _Toc128824025]Screenshot 5 Serial Advanced Technology Attachment (SATA) port 1
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	The SATA enables communication between storage devices and the motherboard using high-speed serial cable over 2 pairs of conductors.
For the best compatibility settings windows 10 has been used on the client devices as well as the servers. The SATA port has a lower storage capacity due to the fact it is a client machine and will not be hosting multiple users. The storage space will be able to host windows and also be able to store basic data. 




[bookmark: _Toc128824026]Screenshot 6 Installation of client operating system
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Windows 10 pro was installed on the client machines and checks were performed post installation to ensure that the OS had been installed correctly and that the user was able to logon on the account.
[bookmark: _Toc128823975]5.2 Virtual Network Configuration
[bookmark: _Toc128824027]Screenshot 7 Adaptor configuration for Server1 and Client1
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The network configuration for the LAN which is being set up is called “PublicNet.” As a local area network the server should be attached to an internal network and network access should be enabled otherwise it would be impossible for a connection to be made. 
[bookmark: _Toc128824028]Screenshot 8 LAN configuration for Servers
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Two networks have been created within Server1: PrivateNet1 and PublicNet. One of these networks is a publicly discoverable and another one is private. The private network is a secure network which will need to be set up in a specific manner to allow devices and users to be able to connect to it. 
[bookmark: _Toc128824029]Screenshot 9 LAN configuration for clients
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The client has been setup to allow access to the PrivateNet1.

[bookmark: _Toc128824030]Screenshot 10 Firewall deactivation of Server1 and Client1
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For the connection to be successful the firewalls need to be deactivated on both sides to allow data transfer between the two devices. Private networks are not automatically joined and therefore need extra configuration to be able to set up a successful connection. 
The easiest way to ensure a connection can be successful is by turning off the windows firewall. This can be problematic for security reasons with clients connected to an external network. However as this is a local area network it should not be an issue. 
[bookmark: _Toc128824031]Screenshot 11 Ping from Server1 to Client1
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A successful ping between two devices shows a connection has been made over a network. This can be done using the following command within command prompt: ping <device IP address>. The ping command will send four packets to the specified IP address. If they are returned then it can be considered a successful ping. 












[bookmark: _Toc128823976]5.3 Deploying a Network Directory Service and Creating and Understanding Active Directory Network Objects
[bookmark: _Toc128824032]Screenshot 12 Server IP is Statically Defined ipconfig/all
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The  ipconfig /all command was used to verify that the static IP that was assigned was pulling through to the network adaptor.
	[bookmark: _Toc128824033]Screenshot 13 Server1 nslookup
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Nslookup was used to verify that the DNS was configured correctly.
	[bookmark: _Toc128824034]Screenshot 14 Server1 firewalls down
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	[bookmark: _Toc128824035]Screenshot 15 Changing machine name on Server1 to DMC1-NT
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	[bookmark: _Toc128824036]Screenshot 16 Installing Active Directory Domain Services on Server1
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Active directory is an essential software which handles security and group policy management across entire network estates. It ensures users and devices are managed by groups, this is essential for larger network estates with multiple users as managing these devices or users individually can get unmanageable quickly. 



	[bookmark: _Toc128824037]Screenshot 17 Paths Window Server1
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The active directory installation wizard will specify the paths of the database and the log files. These will hold the policies, users, devices and groups in a secured database at the specified path. 






	[bookmark: _Toc128824038]Screenshot 18 Domain Controllers Window Server1
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The domain controllers handle authentication requests from other devices trying to access a network. This is mostly common to active directory but can be used with other software. The domain controllers need to be specified in order for their permissions to be elevated to handle these requests. 









	[bookmark: _Toc128824039]Screenshot 19 Add new logon to server1
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	[bookmark: _Toc128824040]Screenshot 20 Add new active directory user to server1
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Users can be added to domains which will allow them to be managed within active directory. Users within a domain can be assigned to security groups. These users will then inherit the permissions and access granted to that group. This could be access to file shares, servers, data, software or networks among many other things.   












	[bookmark: _Toc128824041]Screenshot 21 Logging on Active Directory Client 1
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To connect to a created domain. Once the users have been given the required access, the domain will need to be set on the client device within system properties. This indicates to the client device which domain it should attempt to make a connection with. Any policies which have been applied to that domain will then be carried across to the device after a successful connection.




	[bookmark: _Toc128824042]Screenshot 22 Logging in as alternative NT-ID
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	[bookmark: _Toc128824043]Screenshot 23 Time restriction set for user NT-ID
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Active directory allows for users to be given limited timeframes to log into devices. This can be to limit the number of users which are connecting to a network at any one time. This could be for bandwidth issues or due to lack of resources available on a network or server. 





	[bookmark: _Toc128824044]Screenshot 24 Logging in as User Karen Windsor
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Accounts without limitations specified by active directory will be able to log into the network at any time. These rights on a limited network could be limited to administrators of the network or users which would require elevated permissions. 




	[bookmark: _Toc128824045]Screenshot 25 Final check to verify user’s name
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[bookmark: _Toc128823977]6. Part 2 - Individual Report
[bookmark: _Toc128823978]6.1 Hypervisors
A type 2 hypervisor was used to build this virtual LAN, as the build was to be completed on either the student’s own personal computer or on the computer units that were available within the University. Type 2 Hypervisors run as a software layer on top of the operating system of the host computer.  Richards [1] recommends Type 2 Hypervisors as their setup and installation process is easy to understand and implement and they do not require an additional stand-alone management machine(s) and are beneficial choice for those wishing to build to build virtual servers/clients without installing them directly onto their own devices. Richards [1] also notes these differences between the two types of hypervisors.
[bookmark: _Toc128824015]Table 1 Hypervisors
	Criteria
	Type 1
	Type 2

	Aka
	Bare metal virtualisation or architecture.
	Bare metal virtualisation or architecture.

	Definition
	As stated in [2] be able to manage the guest Operating System (OS) it runs directly on the host systems hardware
	Runs within the host’s OS environment with the hypervisor as the second application software layer.

	Virtualization
	Hardware virtualization
	OS virtualization

	


Operation
	Interacts directly on the host’s using all of the host power and resources (Random Access Memory, physical storage space, processing power).

	Downside is that although the Type 2 Hypervisor offers many advantages it must be noted that they are not as secure because 

	Scalability
	Better scalability
	Worse scalability due to guest OS’s reliance on host’s OS

	Setup
	Need to ensure that you have the required hardware support.
	Simple to install

	Hardware
	Direct access to Host’s hardware  and resources as well as the VM’s
	No permitted access to Host hardware and resources

	Speed
	Run quicker as they do not need to go through another layer of OS
	Slower as dependent on host’s resources (RAM, physical storage)

	Performance
	Efficient high performance as does not need to go through a middle OS layer
	Slower with reduced performance as communication between the host’s hardware and Type 2 Hypervisor that must be routed though the OS layer of multiple operating systems. The operability between host and guest can be upgraded with additional toolkits which will improve the connection.

	Security
	Harder for a hacker as there is no link between the host and hypervisor that they could potential manipulate
	They can pose a greater cybersecurity risk as if a hacker gains entry to the host OS, they can potential comprise any of the guest OS.

	Uses
	Used by enterprise-level organisation for their data center IT requirements as they are considered to be high performing and efficient. Also used for cloud computing within larger data organisations.
	Used by students, those who are testing or developing software, personal computer users and small middle size businesses. 

	



Diagram
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[bookmark: _Toc128824001]Figure 1 Hypervisors
The Hardware requirements and examples of Type 1 and Type 2 Hypervisors are available in Appendix 4.
[bookmark: _Toc128823979]6.2 Dynamic Host Configuration Protocol (DHCP)
According to Stallings [4] DHCP is an Internet Protocol (IP) that facilitates the dynamic allocation of an IP address. (see Appendix 5)
The creation of the DHCP was to manage the shortage of available IP addresses which will remain until the more numerous longer IPv6 is universally adopted to replace the smaller IPv4. (Appendix 6)
[bookmark: _Toc128824002]Figure 2 DHCP
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	Each time a device connects to the internet, it will use the DHCP to configure the necessary parameters – that is how it connects to the world wide web and other devices.
The assigned parameters are:
· Assigned IP
· Network mask
· IP address of one/more Domain Name System (DNS) servers (Appendix 7)
· IP address of the default router



Image Created in VISO
DHCP supports 3 mechanisms for IP address allocation:
I. Manual Allocation: An IP address is pre-allocated to a network by the network administrator.
II. Automatic Allocation:  An IP address is automatically assigned from a pool of available addresses.
III. Dynamic Allocation:  An IP address is automatically assigned to the client for a limited time.
[bookmark: _Toc128824003]Figure 3 Dynamic Allocation
	[image: DHCP allocation process]
	Dynamic allocation is the by far the most widely used and it follows the following steps:
· A client requests the use of an address for a period of time chosen by the server. Often referred to as the lease time which can be extended with subsequent requests.
· The network administrators configure the DHCP servers to set the leases to time out at varying intervals which can be between 24 hours to more than a week.
· The allocation mechanism ensures that no one else will have that address during the lease time. 
· For each address request by the client, DHCP attempts to assign the same network address.
· When the client no longer needs the address, it can send a message to release the address back to the server.
· The client can ask for an “infinite lease” which will permanently assign them the IP address.



Image Curtesy of Markush [5]









[bookmark: _Toc128824004]Figure 4 Ports 67 and 68
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	The DHCP server needs a database or storage of network parameters for its clients, as it needs to know what the state of the configured hosts are to operate efficiently. The DHCP servers store a key-value entry for each of its clients which is a unique ID and contains the network parameters. DHCP listen on port 67 to receive messages from clients and port 68 to receive messages from servers.
The advantage of using a DHCPs are that it is a time saving tool for network administrator as most nodes in are typically client based and having to statically assign IPv4 addresses would take up a massive amount of time for the network administrators.



Image created on Visio.
For more information DHCP Relay Agent see Appendix 8.

[bookmark: _Toc128823980]6.3 Active Directory 
[bookmark: _Toc128824005]Figure 5 Active Directory
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	Active Directory (AD) is a Microsoft technology and according to Dauti [6] it is a distributed data base that uses a secure hierarchal structure to information on:
· Users
· Peripheral devices 
· Computers
· Network services
All of which will have unique identifiers made up of their name and attributes and are referred to as objects.
The AD’s logical infrastructure is made up of:
· Domain (a collection of objects)
· Forest
· Trees
These protocols are used within AD:
· Lightweight Directory Access Protocol
· Kerberos
· DNS


Image Curtesy of Parker [7] 
According to Buckbee [8] there a many advantages to using Active Directory Domain Services (AD DS), which include:
i. Organisations can customise how their data is organised.
ii. Users can manage the AD DS from any computer within their organisation’s network.
iii. AD DS has inbuilt replication and redundancy so if one of the organisations Domain Controllers (DC) fails another DC will automatically pick up the workload.
iv. The organisation can keep all of its network access rights centralised as all access to the network for resources goes through their AD DS.
Futher information on the Active Directory can be found in Appendix 9.



[bookmark: _Toc128823981]6.4 Terminologies
[bookmark: _Toc128824016]Table 2 Terminologies
	Terminology
	Description

	ping
	The ping command is used in network administration, and it allows a user to test and verify if a specific destination IP address exist and if it capable of accepting requests.

	nslookup
	Command line tool used to discover IP address or DNS record of a specific name.

	ipconfig
	Displays IPv4/IPv6 addresses, subnet mask and default gateways for adapters.

	Server Management
	List of tasks that need to be done so that different servers within a network perform correctly.

	Physical Address Extension (PAE/NX)
	Determines whether the PAE and NX capabilities of the host CPU will be exposed to the VM. NX is No Execute page protection.

	Out Of Box Experience (OOBE)
	When  Windows 10/MAC OS/LINIS is installed it takes you through the setup process and in order to get the OOBE you need to complete a series of steps. The OOBE is just a set of scripts that perform initial configuration of the computer – both hardware and software.

	Virtual Machine (VM)
	A computer resource that uses software instead of an actual physical piece of hardware.

	Server
	Hardware that provides functionality for other programs or devices.

	Client
	A workstation or desktop computer.

	Firewalls
	Act as a barrier between the user and untrusted sites (internet), LINUX uses iptables, Microsoft uses defender firewall and MAC OS has an inbuilt firewall whose default is off.

	Virtual Desktop Infrastructure(VDI)
	Provides and manages desktops on VMs

	Network adapters
	Acts as a computer’s, and other devices interface to connect to a network

	Internet Control Message Protocol (ICMP)
	Sends error messages and operational information to inform whether a communication has successfully communicated with another IP address or not.



[bookmark: _Toc128823982]6.5 Task Reflection
The learning points for this task were :
i. The importance of setting the correct IP address/subnet for the client and servers.
ii. The difference between a private and pubic network address, and how this can be put into practice when creating LAN networks and connections between a client and server.
iii. How firewalls can prevent client and server communication.
iv. How the active directory works in the background to grant user access. Before this I was not aware that users could have time restrictions placed on their access.
v. How much RAM the VMs need to run at the being of the worksheet my own personal laptop on had 8GB of RAM and the VMs were running slowly, by adding another 8GB’s of RAM the VMs were able to run smoothly and quickly.
vi. How the server’s and client’s operating systems differed and how the administrations could define user’s access.
vii. Comprehending how creating a Type 2 Hypervisor can be used to design and debug software without having any impact on the users main computer/devise.
viii. Creation of WhatsApp and TEAMs groups to discuss and share the annotative work and screenshots.
[bookmark: _Toc128823983]7.Conclusion
This assignment was both a practical and academic exercise, which involved building virtual machines that would act as servers and clients, installing the relevant operating systems and lastly performing network and active directory tasks. The practical tasks were interlinked with the written assignment, the purpose of the practical tasks were to help the teams attain a greater understanding of the processes that were needed to build a LAN using the VMs. The end result of the practical task was to have two servers and two clients and each server would be able to communicate with their corresponding client. Once the relevant operating systems had been installed and checked, the team need to complete the work to create local connections and the tasks to restrict access utilising the Active Directory.

[bookmark: _Toc128823984]8.Reflection on collaborative work
As a Data and Information student it was a great help to have a Cyber and network student in the team, to bounce ideas off, just like you would in working world. Discussing a subject like DHCP help to re-enforce the subject that had been part of the lecture. These discussions helped to stimulate thoughts that could be used in the written part of the assignment.
Working collaboratively as a team is an important skill to learn, as no one works on a project in isolation, you need to be able to distribute work and be responsible for your own work, as well as be able to assist when your colleague might need an extra bit of reassurance or to be steered in the right direction.
Personally the worst part of team working, is how to manage a team member who is under performing or a team member who will not engage. From experience there will always be a team member who the rest of the group thinks is not putting in the same amount of effort as other in the team, and how we deal with this scenario in a academic setting is good practice for how we deal with similar issues in our working life. For this assignment our team had one individual who did not contribute to the any discussions, screenshot annotations, assist with the practical build, attend the labs or lectures or respond to emails. As a team we deliberated on the correct course of action for the team evaluation and we decided that the fairest course of action was to omit the individual from the evaluation, for myself I found this outcome hard to come to terms with, but as a team member you need to back up your team so that decisions are universally upheld.
Taking everything into account I would say that the collaborative work has to be considered a positive and that it facilitated the learning and comprehension of the subject matter, and one unquestionable advantage for the class as a whole is that it helped classmates and lecturers get to know each other as people and not just photos and voices over TEAMs. Which I think for me is one of the best aspects of the collaborative work we completed for the labs, lectures and this assignment.
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[bookmark: _Toc128823986]10. Appendix
[bookmark: _Toc128823987]10.1 Appendix 1 – Oracle VirtualBox
[bookmark: _Toc128824006]    Figure 6 Oracle Virtual Box
	[image: ]
	As documented in [9] the function of VirtualBox is to enable a user to run multiple operating system on their own computer devices. The user has a choice of various different operating systems that include :
· Microsoft Windows
· MAC OS X
· LINUX
· Oracle Solaris
 VirtualBox Remote Desktop Protocol (VRDP) facilitates the user to display VM remotely, so that a VM can execute on one computer even though the VM will be displayed a second computer.
For this report Oracle VirtualBox permitted the user to build two servers, each with their own dedicated client. Another reason that VirtualBox is a suitable choice for this build is that is an Open-Source Software (OSS).


Courtesy of Oracle [10]
[bookmark: _Toc128823988]10.2 Appendix 2 – Open-Source Software
[bookmark: _Toc128824007]Figure 7 Open Source
	[image: ]
	Redhat [11] states that an OSS is primarily software that is designed to be publicly accessible, that is that anyone can see, modify and distribute the code as they feel appropriate. It is popular not only because it is freely available, but it encourages coders to find new ways of solving coding problems.


Courtesy of Getrocket.com [12]
[bookmark: _Toc128823989]10.3 Appendix 3 – Local Area Network(LAN)
[bookmark: _Toc128824008]Figure 8 Local Area Network
	[image: what is a lan]
	Goni [13] describes a LAN as being a small group of interconnected computers, which can be found in:
· Home offices
· Schools
· Small offices
· Single buildings
Though they can be small, they can range to larger sizes, that are enterprise networks with 1000’s of users.


Courtesy of Easeus.com [14]


[bookmark: _Toc128823990]10.4 Appendix 4 – Hypervisors
[bookmark: _Toc128823991]10.4.1 Type of Hypervisors
[bookmark: _Toc128735819][bookmark: _Toc128824017]Table 3 Types of Hypervisors
	Type 1
	Type 2

	Citrix Hypervisor (XenServer)
	Microsoft Virtual PC

	VMware vSphere/ESXi
	Oracle Virtual Box

	Microsoft Hyper-v
	VMware Workstation

	Red Hat Enterprise Virtualization (RHEV)
	Oracle Solaris Zones

	Kernel-Based Virtual Machine (KVM)
	VMware Fusion

	
	Oracle VM Server for x86

	
	CentOS Virtualization



[bookmark: _Toc128823992]10.4.2 Equipment need for Hypervisors.
[bookmark: _Toc128735820][bookmark: _Toc128824018]Table 4 Hypervisor equipment requirements
	Type 1
	Type 2

	Separate management machines or hardware acceleration software that have the capability to run multiple VMs.
	Can access separate management systems machines or hardware acceleration software if these are available or needed.


	Hosts Hardware
	Emulates the hosts software if physical host computer cannot provide the required support.

	Without the above specifications the Hypervisor would have to run all the intensive tasks itself which would lead to a drop in responsiveness
	The host computer needs to ensure that it has sufficient RAM 16GB to be able to run VM(s) efficiently.



[bookmark: _Toc128823993]10.4.3 Hardware acceleration
[bookmark: _Toc128824009]Figure 9 Hardware acceleration
	[image: ]
	Is the process by which a VM(s) can offload certain highly intensive computing tasks onto specific parts of hardware, this creates better efficiency than would be possible if the software was just running on the host’s CPU.



Courtesy of Researchgate [15]
[bookmark: _Toc128823994]10.5 Appendix 5 – Internet Protocol(IP)
[bookmark: _Toc128824010]Figure 10 Internet Protocol
	[image: ]
[image: ]
	The internet protocol is a set of rules that govern how routing and packets of data travel from a sender to arrive at the correct destination.
Every device or domain that is connected to the internet is assigned their own IP address and packets are directed to the IP address that is attached to them.
IP is part of the internet protocol suite which includes the transmission control protocol. These are known collectively as TCP/IP. This governs packetizing, addressing, transmitting, routing and receiving of data which is transmitted over networks


Curtesy of imperva [16]
[bookmark: _Toc128823995]10.6 Appendix 6 – IPv4/IPv6
[bookmark: _Toc128824011]Figure 11 IPv4/IPv6
	10[image: Attributes of IPv4 vs IPv6]
	IP is a logical method of assigning a unique address to devices on the internet. 
IPv4 is by far the most common format used and it is known as dotted quad or dotted decimal.
X. X. X. X
Where each X can be of any value between 0 and 255, it is constrained by 32-bit address spaces which equates to approximately 4.3 billion IPv4 addresses. 
In 2011 the Internet Assigned Numbers Authority (IANA) officially ran out of free IPv4 address. Hence the need for IPv6 which are groups of 4 hexadecimal digits separated by colons. This allows for 340 undecillion ( 3.4 followed by 38 zeros) potential addresses. 


Curtesy of Bluecat [17]
[bookmark: _Toc128823996]10.7 Appendix 7 - Domain Name System (DNS)
[bookmark: _Toc128824012]Figure 12 Domain Name System
	[image: ]
	
The purpose of the DNS server is to convert human readable domain names into machine readable numeric. This is needed to allow users to access websites and online resources without having to enter long string IP addresses.
DNS are not just available on computers, they can be found in smartphones, tablets and smart TV’s 


Curtesy of algodaily [18]

[bookmark: _Toc128823997]10.8 Appendix 8 – DHCP Relay Agent
[bookmark: _Toc128735821][bookmark: _Toc128824019]Table 5 Relay Agent
	
	Description

	1
	The client sends a DHCPDISCOVER message

	2
	The DHCP server sends a DHCPOFFER message

	3
	The client sends a DHCPREQUEST message

	4
	The DHCP server sends a DHCPDECLINE message

	5
	The client sends a DHCPRELEASE message

	6
	The server sends a DHCP

	7
	The client configures its network settings

	8
	The server sends a DHCPNAK message



[bookmark: _Toc128823998]10.9 Appendix 9 – Active Directory
[bookmark: _Toc128735822][bookmark: _Toc128824020]Table 6 Trees and Forests 
	Active Directory Trees
	Active Directory Forests

	Is a collection one or more domains or it can be domain trees in an adjoining namespace that is linked within a trusted hierarchy.
	A forest is made up of trees that share a common logical structure, configuration, catalog and directory schema 

	A tree is a set if domains
	A forest is a collection of trees.

	Any of the domains inside of a tree can communicate with each other using either one-way or two-way trust
	If needed two forests can communicate with each other as long as they have a forest trust level.


The information in the above table was referenced from [19]


[bookmark: _Toc128823999]10.9.1 Lightweight Directory Access Protocol (LDAP)
[bookmark: _Toc128824013]Figure 13 LDAP
	[image: ]
	The functions of the LDAP are:
· Assist with authentication and authorisation of user and to ensure that they are given the right level of access.
· It supplies the clients with a communication language so that they can interact with servers, so that they are able to request the necessary information from the directory service


Image and data curtesy of ManageEngine [20]
[bookmark: _Toc128824000]10.9.2 Kerberos
[bookmark: _Toc128824014]Figure 14 Kerberos
	[image: Kerberos]
	Kerberos is an authentication protocol which allows service requests over untrusted networks.
Like Kerberos the 3 headed dog that guided the gates of Hades in Greek mythology, this Kerberos also has 3 parts:
I. A client
II. A server
III. A key distribution center – which is Kerberos 3rd party authentication service.


Image and data curtesy of iplocation [21]
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Student 1:   Iwan worked with  Cristian to write the annotation for the screen shots that the team  included for part 1   –   which included the research for the explanations  


image2.emf
 

Student  2 :   Joshua is a cyber/network student and it only due to him that the team was able to  complete task 1 and 2 that made up part 1 of this  assignment.  


