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Since the time when men started to pass messages to each other, there has always been a need to keep them secret.  Thus, the arts of cypher and code were born.  The early efforts were by todays standards very simple.  The Caesarean Shift used a method whereby each letter of the alphabet was given a value and was encrypted by adding a number to the value to get the resultant letter i.e. A = 1, Shift = 2 and the result is 3 or C. In this way the uneducated would see the encrypted message as a meaningless jumble of letters.  Later cyphers became more sophisticated as potential opponents became more mathematically astute and decryption techniques such as frequency distribution analysis and Bayesian [1] Statistical Regression were developed.  In turn cypher and coding system also developed leading to polycyclic shifts, Playfair squares and the most well-known of all – the enigma machine. [2]With the advent of digital computers, the need for secure communication has become even more vital as the tools to decrypt messages have become very powerful. [3] The  number of encryption methods have also multiplied and use a number of different methods to achieve their goals.  Four of these methods are AES, DES, RSA and SHA.
[bookmark: _Toc27007466]AES
Officially adopted in 2001, the Advanced encryption standard [4] (AES) is a symmetric key block cypher that was derived from the Rjindael encryption system developed by Vincent Rijmen and Joan Daemen.  As the replacement for the DES standard, AES operates as a 128kb block encryption with a range of key sizes of which 256 bit is the most popular being both fast and secure.  To date no known cryptographic exploit has been found to break the encryption system when used against a properly encoded cyphertext. AES was a officially adopted standard by the US government on may 26th 2002.
[bookmark: _Toc27007467]DES
The Data Encryption Standard [5]  was devised as the main cypher system for the US government from 1977. Like AES, it is a symmetrical-key algorithm developed by Horst Fiestel of IBM in 1970. It uses blocks of plain text that are manipulated using substitution, transposition and aggregation controlled in part by the encryption key and the resulting checksum of the encryption of the previous block. The standard was flawed though. As the original algorithm was highly effective, the NSA could not decode their own files. To remedy this, the standard was crippled by the insistence of using a 56bit key.  This implementation made the system vulnerable to brute force attack and was superseded by AES in 2001. This is truly a case of official paranoia defeating their own purpose.
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RSA [6] is named after three data scientists who first developed public key encryption in December 1977. Ronald Rivest, Aldi Shamir and Leonard Adelman developed an asymmetric cypher system where the encryption key as different to the decryption key.  The public encryption key system as it’s been called uses pairs of keys of which one is published and the other is kept secret.  The system works by encoding very large prime number factorials and by combining the keys from a publicly known source and the recipient’s private source, the result ant key combination can be used to decrypt the message which had been encrypted using the senders private key.  The advantage is that no decryption key needs to be passed to the receiver of the message and there for cannot be compromised.
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SHA [7] or Secure Hashing Algorithm is not a tradition encryption system. Developed by the NSA using a method developed by Ronald L. Rivest of MIT, its main use is to provide a secure method or encrypting text as a one-way encryption.  It is often used to store passwords in computer systems so that similar encrypted passwords can be compared and verified.  The advantage of this is that if the password file is compromised, the original password cannot be discovered.  The original SHA-1 was adopted widely from 1993 but was found to be vulnerable to decryption attack (collision method) in 2005. This has now been replaced by SHA-2 and SHA-3 which are currently uncrackable.
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To conclude, several things can be determined by investigation these code systems. First, there is no ideal code system for all purposes. Systems like SHA are better suited for password protection than say DES. Secondly, no encryption system is uncrackable.  As computing power and mathematical knowledge increase so do the methods to discover the encryption method do also. Third, encryption methods are a trade off between security and usability.  Modern websites could not function if encoding systems take many seconds to work; simple less secure methods are used because they are fast, and the protection lifetime is short i.e. the time that the data has a meaningful use.
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