


Introduction


This report demonstrates the configuration and setup of the virtual network used for the assignment. Work done includes setting up routing, domain services, DHCP, VPN connectivity, shared folders, and Remote Desktop access between the Swansea and London networks. For each task, screenshots are provided as evidence.






















Task 1 – Routing

Routing and Remote Access Services (RRAS) were configured to allow communication between the Swansea and London networks. Firewall rules were also modified to allow ICMP traffic for connectivity testing between devices.
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Figure 1.1 – RRAS configured on S-DC
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Figure 1.2 – Persistent IP forwarding configured on L-CD
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Figure 1.3 – Successful ping connectivity test between networks



Task 2 – Domain Server and DNS

Active Directory Domain Services and DNS were configured on the Windows Server to create the heaven.acca domain environment. Forward and reverse lookup zones were configured to support name resolution across the network.
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Figure 2.1 – Active Directory Domain Services configured
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Figure 2.2 – DNS forward lookup zone configuration
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Figure 2.3 – DNS reverse lookup zone configuration



Task 3 - Encrypted Connection between Swansea and London

RRAS was used to setup a site-to-site VPN connection between the Swansea and London networks. The routing interfaces were activated to allow both network environments to communicate securely.
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Figure 3.1 – RRAS network interfaces configured for site-to-site VPN











Task 4 – Users

Bulk user accounts were successfully created in the heaven.acca Active Directory domain using PowerShell and the provided CSV file. Users were automatically generated with the required SAM account naming convention (first initial.lastname).
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Figure 4.1 – Bulk User Accounts Created in Active Directory







Task 5 – Domain Membership 

The client systems were added to heaven.acca domain to allow centralised authentication and management using Active Directory. Connectivity tests were executed to confirm that the domain controller was successfully communicating.
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Figure 5.1 – Client system successfully joined to the heaven.acca domain
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Figure 5.2 – Connectivity test between client and domain controller
Task 6 – DHCP Server

DHCP was configured on the S-DC server to automatically provide an IP address and network configuration settings to clients. L-CD also was configured as a DHCP relay server to allow DHCP communication between separate network segments.

6.1 Configure S-DC as DHCP Server
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Figure 6.1 – DHCP server configured on S-DC
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Description automatically generated]Figure 6.2 – DHCP address pool configuration




6.2 Configure L-CD as DHCP Relay Server
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Description automatically generated]Figure 6.3 – DHCP relay service configured on L-CD



6.3 Clients receive IP addresses automatically
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Figure 6.4 – ClientS1 receiving DHCP address automatically
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Figure 6.5 – ClientL1 receiving DHCP address automatically
Task 7 – Test and Troubleshoot

Connectivity tests were carried out between the networks in Swansea and London to ensure successful routing, DHCP communication and domain connectivity. Ping tests showed that communication was successful between devices in different segments of the network.
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Figure 7.1 – Network connectivity test between Swansea and London
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Figure 7.2 – Connectivity test between Windows and Debian systems
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Figure 7.3 – ClientL1 connectivity test to domain controller




Task 8 – Disk Drive

E:\SwanseaFiles was created and mounted as a second disc drive. The shared folder permissions were set to provide full control access to Domain Users and read-only access to other network users.
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Figure 8.1 – SDC Secondary disk configured in Disk Management
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Figure 8.2 – SwanseaFiles shared folder created on E drive
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Figure 8.3 – Sharing permissions configured for domain users









Task 10 – Remote Desktop services 

On the S-DC server, Remote Desktop Services were enabled, allowing remote administration of the server from other machines on the network. The connectivity test confirmed the client system was able to connect remotely successfully.
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Figure 10.1 – Remote Desktop enabled on S-DC server
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Figure 10.2 – Successful Remote Desktop connection from clientS1
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L -CLD@heaven: $ sudo realm dlscover heaven.acca
heaven.acca
type: kerberos
realm-name: HEAVEN.ACCAH
domain-name: heaven.acca
configured: kerberos-member
server-softuare: active-directary
client-softuare: sssd
required-package: sssd-tools
required-package: sssd

required-package: 1ibnss-sss
required-package: libpam-sss
required-package: adcli

required-package: samba-common-bin
login-formats: xUeheaven.acca
login-policy: allow-real-logins

-CDGheaven: ™% sudo realm list

heaven.acca
type: kerberos
realm-name: HEAVEN.ACCAH
domain-name: heaven.acca
configured: kerberos-member
server-softuare: active-directary
client-softuare: sssd
required-package: sssd-tools
required-package: sssd
required-package: 1ibnss-sss
required-package: libpam-sss
required-package: adcli
required-package: samba-common-bin
login-formats: xUeheaven.acca
login-policy: allow-realm-logins

| -CoGheaven: ~s
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L-COgheaven:™$ ping 152.168.1.1
PING 192.168.1.1 (152.166.1.1) S6(84) butes of data.

64 bytes from 192.168.1.1: icmp_se 425 ms
64 bytes from 192.168.1.1: icmp_se .589 ms
64 bytes from 192.168.1.1: icmp_se 07 ms
b4 butes from 192.168.1.1: icmp_seq=d tt1=128 time=1.16 ms

C

-- 192.168.1.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3086ms
rtt min/ave/max/miev = ©.425/0.811/1.164/0.311 ms
-CD@heaven: ™
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Command Prompt X+ v

Microsoft Windows [Version 10.0.26200.6584]
() Microsoft Corporation. ALl rights reserved.

C:\Users\Administator>ipconfig /renew

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : heaven.acca

Link-local IPv6 Address . . . . . : fe80::7f0:2513:2dc:dd72%5
IPvl Address. . . . . . . . . .. : 192.168.1.10

Subnet Mask . . . . . . .. ... : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.1.1

C:\Users\Administator>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : heaven.acca

Link-local IPv6 Address . . . . . : fe80::7f0:2513:2dc:dd72%5
IPvl Address. . . . . . . . . .. : 192.168.1.10

Subnet Mask . . . . . . .. ... : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.1.1

C:\Users\Administator>




image12.PNG
F DHCP
e Acion

View Hep

LN Gz H

7 orce Sartp Address End P Address Desciption
M fo12168110 018120

+ [ Scope [192.168.1.0] windows DHCP
(5 Address Pool
% Address Leases
> ) Reservations
% Scope Options
(&) Policies
4 Server Options
(&) Policies
> @ Fiters
> B

‘Address range for distribution




image13.PNG
L-CD@heaven:$ sudo systenctl restart isc-dhcp-relay.service
L-CD@heaven: “$ sudo systemctl enable isc-dhcp-relay
isc-dhcp-relay.service is not a native service, redirecting to systemd-sysv-install
Executing: /usr/Lib/systemd/systemd-sysv-install enable isc-ohep-relay
L-CD@heaven:~$ sudo systemctl restart isc-dhcp-relay
L-CDgheaven:“$ sudo systemctl status isc-dhcp-relay
+ isc-dhcp-relay.service - LSB: DHCP relay
Loaded: loaded (/etcsinit.dsisc-dhep-relay; generated
Active: active (running) since Sat 2026-05-03 22:52:43 BST; 32s agn
Invocation: f0332fcfenbaddadsigizeochadqsads
Docs: man:systend-sysv-generatar (8
Process: 1766 ExecStart=/etc/init.d/isc-dhcp-relay start (codesexited, status=0/SUCCESS
Tasks: 1 (limit: 2301)
Memory: 996K (peak: 2.7M)
CRU: 1dms
CGroup: /system.slice/isc-dhop-relay.service
=1776 susrssbinsdhcrelay o -1 enpss3 -1 enpes@ 192.168.1.1

May 9 22:52:43 heaven systemd[1]: Starting isc-chcp-relay.service - LSB: DHCP relay..

43 heaven isc-dhcp-relay[1770]: Requesting: enpos3 as upstream: V dounstream: v
May 03 22:52:43 heaven isc-dhcp-relay[1770]: Reguesting: enposé as upstream: Y dounstream: Y
May 09 22:52:43 heaven systend[1]: Started isc-dhcp-relay.service - LSB: DHCP relay
L-CD@heaven: ~$
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Command Prompt X+ v

C:\Users\Administator>ipconfig /release

Windows IP Configuration

An error occurred while releasing interface Ethernet
endpoint.

C:\Users\Administator>ipconfig /renew

Windows IP Configuration

ad

C:\Users\Administator>

Users\Administator>
:\Users\Administator>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address . . .

IPvL Address. : 192.168.1.10
Subnet Mask . . . : 255.255.255.0
Default Gateway . :192.168.1.1

C:\Users\Administator>|

: An address has not yet been associated with the network

: fe80::7f0:2513:2dc:dd72%5
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clientL1@lol: ~ Q = x

clientL1@lol:~$ sudo systemctl restart networking
clientLi@lol:~$ ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t glen 1000
ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1560 qdisc fq_codel state UP gr
oup default glen 1000
link/ether 08:00:27:89:d8:72 brd ff:ff:Ff:ff:ff:ff
altname enx08002789d8f2
inet 192.168.1.10/24 brd 192.168.1.255 scope global dynamic noprefixroute en
pos3

valid_1ft 690540sec preferred 1ft 690540sec
inet 192.168.1.11/24 brd 192.168.1.255 scope global secondary dynamic nopref
ixroute enp@s3
valid_1ft 691196sec preferred 1ft 604796sec
inet6 fes0::a00:27ff:fe89:d8f2/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever
clientLi@lol:~$ [
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Command Prompt X+ v

Microsoft Windows [Version 10.0.26200.6584]
() Microsoft Corporation. ALl rights reserved.

C:\Users\Administator>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time=lms
Reply from 192.168.1.1: bytes=32 time=lms

Ping statistics for 192.168.1.1:
Packets: Sent = U, Received = 4, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:
Mininun = Gms, Maximum = lms, Average = 6ms N

C:\Users\Administator>ping s-dc

Pinging s-dc.heaven.acca [192.168.1.1] with 32 bytes of data
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time<lms

Ping statistics for 192.168.1.1:
Packets: Sent = U, Received = 4, Lost = 0 (8% loss),
Approximate round trip times in milli-second:
Mininun = Gms, Maximum = Bms, Average = 6ms

C:\Users\Administator>|
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:\Users\Administrator>ping 16.8.2.15

Pinging 16.6.2.15 with 32 bytes of data:
Reply from 16.6.2.15: bytes=32 time<ims
Reply from 16.6.2.15: bytes=32 time<ims
Reply from 16.6.2.15: bytes=32 time<ims
Reply from 16.6.2.15: bytes=32 time<ims

Ping statistics for 16.0.2.15:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
pproximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

:\Users\Administrators.
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L-CD@heaven: ™% sudo sysctl -p
net. ipvd. ip_foruard = 1
L-CD@heaven.
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clientL1@loL: ~

clientLl@lol:~$ ping 192.168.1.1 -c 4
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data

64 bytes from 192.168.1.1: icmp_seq=1 711 ms
64 bytes from 192.168.1.1: icmp_seq=2 641 ms
64 bytes from 192.168.1.1: icmp_seq=3 .47 ms
64 bytes from 192.168.1.1: icmp_seq=4 .02 ms

192.168.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3196ms
rtt min/avg/max/mdev 0.641/0.961/1.470/0.327 ms
clientLi@lol:~$ [
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