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Abstract
The purpose of this report is to produce a brief report on Ransomware and give specific details on a particular variant, in this case cryptowall.
(other possible avenues would include REvil and Blackmatter)
The research carried out during the production of this report has developed a general overview of Trojans and Viruses as well as Ransomware. The research examines how each they affect your computer and what steps must be taken when someone’s computer or device is infected. 
This overview provides the context necessary to offer the reader further insight into Cryptowall, specifically the infection methods, file types effected and what to do when an individual’s device is affected.
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Introduction
Cryptowall and its variants are still favourite toys of the cybercriminals that want your bitcoin
According to 2018 verizon data breach investigation report, ransomware incidents now make up abioout 40 % of all reported malware incidents! 
Why crpytowall- its virus is cheap and easy to use, spreads fast, and people continue to pay the ransom hoping to get their files back. Its important to maintain constant vigilance to protect data from CryptoWall virus and all its variants- along with all types of cyberattacks. 
Cryptowall is a type of ransomware. It tries to hide inside the OS and adds itself to the Startup folder. It deletes volume shadow copies of your files- making it difficult to restore your data. Whilst its there it will try to get your passwords and bitcoin wallet for good measure. 


You are required to produce a brief report on Ransomware in general and then gives specific details on one particular variant of your choice. 
(As examples - Cryptowall is fairly old now, but there is plenty of good information out there. REvil and Blackmatter are newer, and might appeal to Cybersecurity students)
You should use the following links to obtain the core information
https://www.varonis.com/blog/cryptowall/
http://www.bleepingcomputer.com/virus-removal/cryptowall-ransomware-information
However, you also are required to include between 4 and 10 other references of your own finding to augment your report and/or assist in explaining some of the terminology
You must reference all sources correctly as per the notes on Moodle.
You are also expected to format the report as a formal document as covered in the last lecture. Remember there are notes up on Moodle with a suggested template to help you along.
You should approach the task as follows:
1. Think about and recall what information was given to you about ransomware in the initial lecture.
2. Then read in detail the two links given above to obtain more detailed information.

Requirements

Purpose of the research
The purpose of this research is to provide consolidated and relevant data and information regarding trojans and ransomware, in context of the software Cryptowall. This information has been ordered with the objective of accurately and coherently informing our target audience of the threat they face.

Target audience
This report has been developed to offer the necessary information for the target audience, covering topics that we have determined relevant. In this case the information discussed has been written to be accessible to non-tech personnel whilst also offering a detailed and accurate rendition of events. The intention of this report is to inform our audience of Cryptowall’s features as a malware and the impact it could have on companies and businesses.
 

Trojans and Viruses
General Overview

How they affect your computer
What to do when infected


Ransomware (background research)
General Overview
The National Cyber Security Centre (NCSC) offers an informative guide to ransomware (NCSC. "A Guide to ransomware" Ransomware. Accessed: 1/11/2023. [Online]. Available: https://www.ncsc.gov.uk/ransomware/home). In this guide they  
What is ransomware?
https://www.ncsc.gov.uk/ransomware/home
‘Ransomware is a type of malware which prevents you from accessing your device and the data stored on it, usually by encrypting your files. A criminal group will then demand a ransom in exchange for decryption’

How they affect your computer
What to do when infected


Cryptowall Trojan
Infection methods
File types effected
What to do when infected
Procedures of eradication
Payment


EXAMPLES OF GOOD PRACTICE
i. Initial avoidance backup procedure
References
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