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[bookmark: _Toc133926315]Introduction




  The primary objective of this report is to present a deeper comprehension of cloud computing framework.
 This will be accomplished by learning: 
· How to set up and maintain a virtual computer?
· What hardware and software does a virtual machine require?
· Network security groups, virtual networks, and virtual hard drives will all be covered extensively.
· Creating a Structured Query Language database and a Web application: how to set it up.
  Also, this report will show how to set up a connection between two virtual machines. The first virtual machine (VM) will have the Nginx web server set up on it.
  After that, a PostgreSQL database will be made in Azure. 
  Two network security groups, one for the NICs of the virtual machines and one for their subnet, will also be created as part of this evaluation.
  All the aforementioned objectives will be realised in Microsoft Azure, a leading provider of cloud-based services.

	















1. [bookmark: _Toc133926316]The resources associated with a Virtual Machine.


The Azure portal will be used to set up virtual machines and their associated components.

a) The hardware and software components that make up a VM.

  Microsoft Azure VM is a cloud-based virtual machine service compatible with both Windows and Linux [14].
  Here is a sample of how to set up a virtual machine in Azure with Windows Server 2019. The Create Virtual Machine page can be accessed from the Virtual Machines page by clicking Create [1].

At the beginning, a new Resource Group (myRG) must be created:
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  All the solution's resources, or just the ones you want to manage together, can be stored in a Resource Group.

Below the heading "Instance details", 

choose Europe UK South for the Region and Windows Server 2019 Datacenter -x64 Gen 2 for the Image, and then type myVM for the Virtual machine name. All other options can be left at their default values [1].
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  Enter your login and password under "Administrator account".
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  Select Allow selected ports under Inbound port rules, and then pick RDP (3389) and HTTP (80) from the drop-down [1] [2].
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  Don't change a thing default setting and hit the Review + Create button instead. Click the Create button once validation is complete.
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   Select Go to resource once deployment is complete to access the newly created VM.
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  Automatically created along with the virtual machine were the corresponding virtual hard drives and virtual network [2] [3].


a) [bookmark: _Toc133926317]Virtual hard drive.


  A virtual hard disk (VDH) is the virtual machine's hard disk that acts like a physical hard disk. VDH are virtual machine disk image file formats. In the following figures, you can see the VDH of the virtual machine created above. Disk type is Premium SSD LRS and disk size is 128 GB. Premium SSDs are high-performance Solid-State Drive (SSD) - based storage with the throughput and latency to handle I/O-intensive workloads [2] [3].
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  The advantage of Premium SSDs is speed and performance. Critical production applications can benefit from using Premium SSDs [3].
  The features of Premium SSDs are [3]:

	Base provisioned IOPS (input/output operations per second) per disk
	500

	Base provisioned Throughput per disk
	100 MB/s

	Max burst IOPS per disk
	3 500

	Max burst Throughput per disk
	170 MB/s

	Max burst duration
	30 min



  
  The throughput, IOPS target, and latency indicated in the previous table can be expected from a premium SSD 99.9% of the time [3].




b) [bookmark: _Toc133926318]Virtual Network.
 
  All the nodes (computers, servers, virtual machines, and data centres) in a virtual network should be connected to the Internet [2].
  An Azure virtual network (VNet) is a network where virtual machines and applications run in the cloud. In the following figures, you can see the virtual network of the virtual machine created above (with public IPv4 address – 20.254.66.9 and private IPv4 address – 10.0.0.4).

[image: Graphical user interface, text, application, email

Description automatically generated]


[image: Graphical user interface

Description automatically generated with low confidence]



  The virtual network can be divided into smaller sections called "subnets," and each subnet has its own server. Both public and private subnets exist. In this private network, instances can use the public subnet's Network Address Translation gateway to reach the Internet. Courts have direct internet connection for the public [1] [2].
  A subnet that has a route in its routing table leading to an Internet gateway is in the "public" category [1] [2].
  For each subnet, the virtual network automatically routes traffic and creates a routing table. The virtual network will generate a routing table and route traffic automatically for each subnet. Routing delivers data by choosing an appropriate path from source to destination. When transferring data, routing determines the most efficient path from origin to destination. 
  Subnets, routing, and Network security groups are the building blocks of a Virtual Network in Azure.
c) [bookmark: _Toc133926319]Network Security Groups.

  Azure NSG acts as a firewall to prevent unwanted traffic from reaching the virtual machine. You can define the origin, destination, port, and protocol of a connection in a network security rule [4].
  There are two types of network security group rules, default security rule and augmented security rule [12]. 
  When a new network security group is created in Azure, the following rules are added by default:
· allows all inbound traffic inside the virtual network.
· enables communication between an Azure Load Balancer and Azure resources.
· allow all outgoing traffic inside the virtual network.
· allow all outgoing traffic to the Internet.
· blocks all incoming/outgoing traffic and is applied only after processing all other rules in the list because it has the lowest priority [4] [5].
   
  Rules set up on an inbound firewall prevent threats including unauthorised connections, malware, and DoS assaults from entering the network [4] [5].  
  The rules of an outbound firewall block communications from within the network that are sent outside.
  Augmented security rules that allow the user to define larger and more complex network security policies with fewer rules [4] [5].
  Network Security Group of the virtual machine created above:
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  Here, two have been added Inbound security rules:
· allow remote access from all IP addresses via port 3389 (RDP). Microsoft's proprietary Remote Desktop Protocol (RDP) allows users to connect to other computers via the internet.
· allow Internet access to port 80 (HTTP). An HTTP (Hypertext Transfer Protocol) port is a communication endpoint used by the HTTP protocol to facilitate the transfer of data between a web server and a client, typically a web browser.
  Azure NSG executes rules in priority order, with lower-numbered priorities processed before higher-numbered ones. The priority number must be unique for each rule in the collection. The value can be between 100 and 4096 [12] [14]. 


d) [bookmark: _Toc133926320]Web App.

 Microsoft's Azure Web Apps provides a cloud-based platform for hosting websites. It's a PaaS that lets you release Web apps developed in various languages and using various frameworks [6].

  To make a new web app, visit the App Services section of the Azure site. Complete the fields for the app's title, resource group, and service plan [7].
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   Then configure the container information.
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 To test the newer Web App, you need to click on the URL and the Welcome to Azure Container Instances page will appear.
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   A nice feature in Azure is the ability to see the request telemetry and response telemetry data of our web application. I have created a demo traffic of the web application and respectively the telemetry is shown in the following diagrams [12].
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  Multiple languages, including JAVA, Python, Node.js, Net, and PHP, are supported by Azure Web App [14].


i) [bookmark: _Toc133926321] Structured Query Language database.


  Azure SQL Database is a cloud database that provides a fully managed environment that simplifies provisioning, patching, updating, and monitoring. Azure SQL Database allows you to build a scalable, reliable, and fast data storage layer for your Azure apps and services [8].
  Go to the All Services in Azure portal to create a new SQL Database and fill in this information.
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  The next step is to add a server admin username and password when configuring a SQL server for the database. Each server in Azure must have a unique name on a global scale.
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  On the Network and Additional Settings tab choose the following settings:
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  The client's current IP address has been added to the firewall rules and block access to this SQL database.
  Once the database is created, select Query Editor (preview) the created SQL databases, and enter the server administrator login information to connect to the database and query the data.       In the Query Editor panel, enter the following query and select Run.
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  In the Results pane, you can see that the query ran successfully.
  Azure SQL database enables the modern cloud application technique which has plenty of resources to support both the types of relational and non-relational data, for example, XML, graphs, and JSON [9] [13].
2. [bookmark: _Toc133926322]Additional Exercise.



a) [bookmark: _Toc133926323]Connecting two VMs in the same VNET.


  In following exercise, I have created two virtual machines:
· VM1 – public IP address 172.187.168.82.
· VM2 – public IP address 172.187.168.153, which are in the same virtual network.

  When creating the virtual machines and database the UK South Azure location was selected.
  A Location represents the city or area of the Azure Region. Datacentres within a latency-defined boundary and linked by a regional low-latency network make up a Region. Each Azure Region has a corresponding region at the same physical location [14].
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  The connection to the virtual machines was made through Remote Desktop. On the Connect to Virtual Machine page, RDP was selected, then the corresponding IP address and port number were selected. In the Remote Desktop Connection window, the username and password for the virtual machine have been entered.
  In Windows, RDP is blocked by the firewall. In this case, I turned off Firewall, Remote Desktop Protocol began functioning normally. In the Windows Security tab of each virtual machine, Firewall have been disabled on both the public network and the private network [12].
  An organization's security policy can be enforced by a Firewall, a network security device that monitors and filters incoming and outgoing network traffic.
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  The private IP address of the virtual machines is:
· VM1 – 10.1.0.4.
· VM2 – 10.1.0.5.
  In the following figures, we can see that there are connections between virtual machines.
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b) [bookmark: _Toc133926324]Installing the Nginx web server on the VM.


  Nginx may function as a web server, load balancer, mail proxy, and HTTP cache. SaaS solution NGINX for Azure offers sophisticated traffic control and monitoring thanks to its native integration with the Azure cloud.
  I set up a virtual machine running Linux. I connected to it using Bastion and entered the following commands to configure the Nginx web server.
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c) Setting up PostgreSQL on Azure as a database.
  
  When you need a relational database service, look no further than Azure Database for PostgreSQL [11]. It's a fully managed database-as-a-service with the performance, security, high availability, and scalability to handle mission-critical applications [11].
  Then, I have created an Azure database for the PostgreSQL server. The Flexible server deployment option has been accessed, where the appropriate information has been filled in such as: Resource group name, Server name, location, admin username and password [13].
  The goal of the database administration functions, and configuration settings can be fine-tuned with the help of Flexible Server, a fully managed database service [13].

Flexible servers excel at:
· Increased command and personalization in application evolution.
· The ability to pause and restart the server as well as cost-optimization settings.
· High availability across multiple zones.
· Controlled downtime for repairs [11] [13].
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  In the Network tab, private access is selected, so access to the server is limited to the virtual network. It will not be publicly exposed and remained private to vNet.
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  The following figure shows the connection to the PostgreSQL database using psql and the PostgreSQL version.
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d) [bookmark: _Toc133926325]Creating a Network Security Group.



  In the following figure a new network security group has been created and a set of default rules were automatically added [10].
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  Also, some rules were added to both Inbound Security Rules and Outbound Security rules such as:
· allow SSH connection on port 22 for any client.  Secure Shell is a protocol for remote server access over a network.
· allow RDP connection on port 3389 for any client.
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  Then this NSG was associated with the virtual network of both virtual machines. Respectively, we can see Effective Security Rules for each virtual machine.
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  In the figures above, you can see the implementation of two Network Security Group Associations:
· Network interface card (NIC) association with a network security group whose restrictions for network access apply solely to the associated NIC.
· Subnet association with a network security group means that everything within that subnet is subject to the group's network access policies [10].


[bookmark: _Toc131431083][bookmark: _Toc133926326]Conclusion.


  My evaluation centred on testing the ability to construct, install, configure, and manage virtual machines, virtual hard discs, virtual networks, a web application, a database implemented in a structured query language, and a network security group. Microsoft Azure Portal, one of the most popular cloud-based systems, was utilised to accomplish these ends.
  The topology below was used to perform the additional exercise.
  Here, the most important aspects were covered and illustrated, including:
· Two virtual machines being created.
· Connecting two Virtual Machines  in the same VNET (Subnet 1) over Remote Desktop Protocol.
· Setting up a virtual machine using the Nginx web server.
· Creating a PostgreSQL database.
· The first subnet will be used for the two virtual machines, while the second will be used for the database.
· Setting up a new NSG (mewNSG) and connecting it to the shared network that the two VMs use.
· Each Virtual Machine's Network Interface Card have its own NSG created.
· There is no way for anyone outside of Subnet 1 to access the PostgreSQL database.
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  A brief overview of creating and managing resources and their features in the Azure portal was also highlighted.
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A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known IP addresses.
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@ Validation passed
Basics Disks Networking ~ Management ~ Monitoring ~ Advanced  Tags ~ Review + create

@ Cost given below is an estimate and not the final price. Please use Pricing calculator for all your pricing needs.

Price

1 X Standard D2s v3 Subscription credits apply ©
by Microsoft

Terms of use | Privacy policy 0.2080 USD/hr

Pricing for other VM sizes

TERMS

By clicking "Create", | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed
above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same
billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional
information with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. See the Azure Marketplace Terms for additional details.

[ Rex =] Downioad a tempiae for automation
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Properties  Monitoring  Capabilities 8) ~ Recommendations  Tutorials

I3 virtual machine & Networking
Computer name myvm Public IP address 20254669 (Network  myvm501_z1)
interface

Operating system  Windows (Windows Server 2019 !

Datacenter) Public IP address (IPV)-
Publisher MicrosoftWindowsServer Private IP address 10004
Offer WindowsServer Private IP address -

(IPv6)
Plan 2019-datacenter-gensecond
VM generation v Virtual network/subnet myVM-vnet/default
DNS name Configure
VM architecture x64
Agent status Ready K si
ize

Agent version 2.7.41491.1075 Size Standard D2s v3
Host group None VCPUS 5
Host . RAM 868
Proximity placement ~ -
group & Disk
Colocation status ~ N/A 05 disk
Capacity reservation - myVM_disk1_23e61c14dec344a19826cb751683232a
group

Encryption at host  Disabled
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A Essentials
Resource group (move]
myRG

Disk state
Attached

Location
UK South (Zone 1)

Subscription (move)
Azure for Students

Subscription ID

42b5ed9d-8f8c-41e1-988d-098716ab8a25

Time created
4/28/2023, 7:45:27 PM

Disk size
127 GiB

Storage type
Premium SSD LRS

Managed by
myvMm

Operating system
Windows

Completion percent
100

Max shares
0

Availability zone
1

Performance tier
P10 - 500 IOPS, 100 MBps

Security type
Standard
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Properties  Monitoring

I3 virtual machine
Computer name
Operating system
Publisher
Offer
Plan
VM generation
VM architecture
Agent status
Agent version
Host group

Host

Capabilities (8) Recommendations

myvVM

Windows (Windows Server 2019 Datacenter)
MicrosoftWindowsServer

WindowsServer
2019-datacenter-gensecond

V2

x64

Ready

2.7.41491.1083

None

Tutorials

Q Networking

Public IP address 20.254.66.9 ( Network

interface
Public IP address (IPv6) -
Private IP address 10.0.04
Private IP address (IPv6) -

Virtual network/subnet myVM-vnet/default

DNS name Configure

Size

Size Standard D2s v3
VCPUs 2

RAM 8GiB

myvm501_z1)
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A Essentials

Resource group (move) :

Location (move)

Subscription (move!

Subscription ID

myRG

: UK South
: Azure for Students

: 42b5ed9d-8f8c-41e1-988d-098716ab8a25

Address space
DNS servers
Flow timeout
BGP community string :

Virtual network 1D

£ 10.0.0.0/16
: Azure provided DNS service

: Configure

Configure

: 4f2d032a-f48a-495e-9d4e-eca349586398
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) myVM-nsg < *

Network security group.

—> Move v [i] Delete () Refresh A7 Give feedback

A Essentials
Resource group (move) :
Location

Subscription (move)

Subscription ID

Tags (edit)

myVM_group

: UK South

: Azure for Students

+ Click here to add tags

£ Filter by name

: 42bSed9d-8f8c-41e1-988d-098716ab8a25

Priority 1

Name Ty

\/ Inbound Security Rules

300

320

65000

65001

65500

A rop

TP

AllowVnetinBound
AllowAzureLoadBalancerinB-

DenyAllinBound

\/ Outbound Security Rules

65000

65001

65500

AllowVnetOutBound
AllowlnteretOutBound

DenyAllOutBound

3389

Any
Any

Any

Any
Any

Any

Protocol T

TCP
P
Any
Any

Any

Any
Any

Any

Associated with

Destination =

Source Ty

Any
Any
VirtualNetwork
AzureLoadBalancer

Any

VirtualNetwork
Any

Any

Action

Custom security rules : 2 inbound, 0 outbound

0 subnets, 1 network interfaces

Destination Ty

Any
Any
VirtualNetwork
Any

Ay

VirtualNetwork
Internet

Any

Action ™y

@ Allow
@ Allow
@ Allow
@ Allow
€ Deny

@ Allow
@ Allow
€ Deny
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Create Web App

any platform. Meet rigorous performance, scalability, security and compliance requirements while using a fully managed
platform to perform infrastructure maintenance. Learn more 7

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subscription * O l Azure for Students v ‘
Resource Group * © [ (New) myRGWebApp v l
Create new

Instance Details

Need a database? Try the new Web + Database experience. 7'

Name * [ mywebAppACCAS025 v
.azurewebsites.net

Publish * (O code (® Docker Container () Static Web App

Operating System * @ Linux O Windows

Region * [ UK South v

@ Not finding your App Service Plan? Try a different region or select your
App Service Environment.
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Basics  Docker

Networking

Monitoring ~ Tags ~ Review + create

Pull container images from Azure Container Registry, Docker Hub or a private Docker repository. App Service will deploy
the containerized app with your preferred dependencies to production in seconds.

Options
Image Source
Docker hub options
Access Type *

Image and tag *

[ single Container v
[ Docker Hub V]
[ public v
[ mer.microsoft.com/azuredocs/aci-helloworld V]
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A Essentials

Resource group (move) : myRGWebApp Default domain  : mywebapp2112902 azurewebsites net
Status + Running App Service Plan : ASP-myRGWebApp-aTb4 (81: 0)
Location (move) + UK South Operating System : Linux

Subscription (move) - Azure for Students Health Check - Not Configured

Subscription ID - 4205ed9d-8fBc-41¢1-988d-098716abBa25

Tags (edit) + Click here to add tags
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& mywebapp2112902.azurewebsites.net we

Welcome to Azure Container Instances!
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Create SQL Database

Microsoft
Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © "Azure for Students V]
Resource group * O [ myRGsQuDatabase V]
Create new
Database details

Enter required settings for this database, including picking a logical server and configuring the compute and storage
resources

Database name * [(mysQudatabase2112902 V]

Server* O [L(new) myserverazure (€ast Us) <]
Create new

Want to use SQL elastic pool? O O ves @ no

Compute + storage * © General Purpose

‘Standard-series (GenS), 2 vCores, 32 GB storage, zone redundant disabled
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Create SQL Database Server

oot

Secverame (e =)
“Gaabasewndovsnet

Locaion* [w9tmvs o

Select your preferred authentication methods fo accessing this server. Create a servr adminlogin and password to
access your serer with SQL authentication, slect oy Azure AD authentication Learn more  using an existing Azure AD
s, group,or appiication as Azure AD admin Learn more ¢, o select both SQL and Azure AD authenticaton.

Authentcation method O Useony Azue Actve Diectory (Azure AD) authrticaton
O s both S and Azure AD authentcation
@® useSQLauthentication

Serer adminlogin* [omreer 2
f— [ o)
[ — o)
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Create SQL Database

Microsoft

Basics Networking Securty  Additional settings  Tags  Review + create

Configure network access and connectivty for your server. The configuration selected below will apply to the selected
server ‘mysalserver and alldatabases it manages. Learn more &

Network connectivity

Choose an option for configuring connectivty to your server via public endpoint or private endpoint. Choosing no access
creates with defaults and you can configure connection method after server creation. Learn more o

Connectivty method * © O Noaccess

O Pprivate endpoint

Firewall rules.

Setting “Allow Azure services and resources to access this server to Yes allows communications from al resources inside.
the Azure boundary, that may or may not be part of your subscription. Lear more &
Setting *Add current clent 1P address' o Yes will add an entry for your client P address to the server firewall.

Aton Az senices a resoucestc (@I V)

access ths server *

Add current client 1P address *
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Create SQL Database

Microsoft

Basics  Networking  Security  Additional settings  Tags  Review + create

Customize additional configuration parameters including collation & sample data.

Data source

Start with a blank database, restore from a backup or select sample data to populate your new database.

Use existing data *

AdventureWorksLT will be created as the sample database.

Database collation

Database collation defines the rules that sort and compare data, and cannot be changed after database creation. The
default database colation is SQL Latin1_General_CP1_CI_AS. Learn more &

Collation © SQL Latin1_General CP1_C1LAS
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* Query1

D> Run [] Cancelquery & Savequery | Exportdataas » i Show only Editor

SELECT TOP 20 pc.Name as CategoryName, p.name as ProductName
FROM SalesLT.ProductCategory pc

JOIN SalesLT.Product p

ON pc.productcategoryid = p.productcategoryid;

swne

Results  Messages

[ search to filer items.

CategoryName ProductName

Road Frames HL Road Frame - Black, 58
Road Frames HL Road Frame - Red, 58
Helmets Sport-100 Helmet, Red
Helmets Sport-100 Helmet, Black
Socks Mountain Bike Socks, M

© Query succeeded | 05
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Virtual machines »

University of Wales Trinity Saint David (uowtsd.onmicrosoft.com)

+ Create v 2 Switchtoclassic (O Reservations v/

[ Fitte for any field.

Showing 1o 2 of 2 records.

[ Name *
[ B myvmt
O & myvmz

Subscription equals all

Type v
Virtual machine

Virtual machine

3% Manageview v () Refresh ' ExporttoCSV %S Open query

Type equals all Resource group equals all X
Subscription Ty Resource group 1.
Azure for Students  myRGr

Aaure for Students myRGr

X
@ Assigntags D> stat ¢ Restart [ Stop
Location equals all X g Add filter
[ No grouping v | [ = istview ~
Location 1y, Status Operating system 1y Size Ty,
UK South Running Windows Standard_D2s_
UK South Running Windows Standard_D2s_
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