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[bookmark: _Toc237212886][bookmark: _Toc237212849][bookmark: _Toc237521808]1. Introduction
A lot of developments have been witnessed when it comes to the shift from the traditional static physical server-based cloud computing infrastructure to the contemporary dynamic and virtual cloud computing infrastructure of the current era of cloud computing engineering [1], [2], [3], [24]. The requirement of the computing infrastructures which are capable of supporting multitenancy, efficient resource utilization, scalability, and process isolation is necessary in the contemporary world of cloud computing [1] , [2], [3], [16]. This is necessary in ensuring the delivery of efficient cloud services. These have mainly been attributed to two forms of virtualization.
The assessment report at the level 7 includes all the necessary information about cloud engineering, implementation of cloud engineering, and requirements of cloud infrastructure. Second part of the report includes information about some of the challenges that can arise from virtualization and containerization of cloud engineering. Some of these challenges that include creation of docker images, publication of docker images in dockers hub, volumes, and customized bridge network for persistence in containerized web applications have been discussed in detail [4], [5], [6], [8]. Third part of the report discusses some of the cloud infrastructures which could provide high availability and elasticity. Information about load balancing, auto-scaling, and application gateways in layers 4 and 7 through cloud infrastructure service providers has been discussed in detail [12], [13], [14]. Fourth part of the report discusses justification of cloud infrastructure implementation and serverless computing. Moreover, information about the comparison between event-driven serverless computing and containerized microservices has also been discussed in detail [17], [18], [20].


[bookmark: _Toc237212887][bookmark: _Toc237212850][bookmark: _Toc237521809]2. Task 1: Containerisation and Virtualisation Technologies
[bookmark: _Toc237212888][bookmark: _Toc237212851][bookmark: _Toc237521810]2.1 Principles of Hardware Virtualisation and Shared Resources
Hardware virtualisation entails the development of a virtualisation layer that acts as the separation between the physical system, which consists of CPUs, RAM, storage blocks, and network interface cards, and the operating environment of the guest operating systems [2], [7], [10]. The layer responsible for the abstraction of the physical system and the entire virtualisation process is called the Hypervisor or the Virtual Machine Monitor (VMM) [2], [7], [10]. The hypervisor divides the physical resources among various virtual machines and enables each one of them to function independently on the same physical system [2], [6], [7].
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Figure 1: Architectural comparison between Type 1 (Bare-Metal) and Type 2 (Hosted) Hypervisors.
Hypervisors are categorized into two structural architectures [2], [7], [10]:
1. Type 1 (Bare-Metal) Hypervisors: Executed in the hardware without any participation from the host operating system (such as VMware ESXi, KVM, Xen) [2], [7], [10]. These provide good performance and direct access to the hardware and thus are good for enterprise clouds [2, 7, 10].
· Type 2 (Hosted) Hypervisors: un as software applications over the Host Operating System (such as Oracle VirtualBox, VMware Workstation) [2], [7], [10]. The hypervisor needs to make requests to the hardware through the host kernel which means that there is extra overhead involved. This makes them better for development environments than cloud computing [2], [7], [10].
Virtualisation of Shared Hardware
Nevertheless, there are several virtual machines that may operate on one physical machine with hardware virtualization technology. However, they remain logically isolated from one another. Currently, there is a capability of hardware virtualization that includes Intel VT-x and AMD-V. It implies that the hypervisor can fully manage the operations at Ring 0 performed by the guest operating systems. It implies that the guest VM cannot get direct access to the host operating system's kernel, which provides a better isolation of the system [2], [7], [10].
The process of memory virtualization uses Extended Page Table technology for the Intel processors and Nested Page Table technology for the AMD processors. It involves the introduction of additional layer of translation when the guest physical memory addresses are mapped to the host physical memory addresses without any performance overhead. The storage virtualization uses virtual disks (.vmdk and .qcow2), while the network communication uses virtual switches.
Isolation offered by hardware virtualisation is another advantage because it allows running different operating systems and applications safely in a single server. However, since each virtual machine requires its own operating system kernel, drivers, and other services, it uses significant amounts of CPU cycles, RAM, and disk storage space. What is more, booting a virtual machine takes time that may range from several seconds to minutes and often requires a significant amount of disk space, and therefore is bulkier than containers [2], [6], [7].
[bookmark: _Toc237212889][bookmark: _Toc237212852][bookmark: _Toc237521811]2.2 Principles and Architectural Benefits of Containerisation
The allocation and management of resources also differs significantly between VMs and containers. In the virtualized setting, the hypervisor allocates virtual hardware to all guest OS, resulting in the presence of individual OS-based services in each VM despite having applications with low resource demands. In containerization, a lot of this redundancy is avoided since different containers will use the host OS kernel while having separate namespaces for processes, file systems, networking, and users. In effect, higher levels of workload can be handled by the same physical or virtual hardware. The property is especially helpful in the cloud setting where applications may be required to be duplicated depending on workload dynamics. The efficiency allows for the use of containers in microservice architecture where different application functions are separately encapsulated. [4], [5], [6].
Yet, the light-weightedness of containers does not equate to containers and virtual machines being able to offer equally strong boundaries. The reason for this is that the virtual machine offers a more reliable boundary, as the guest operating system will have its own kernel; while in containers’ case, it will all depend on how secure the kernel of the host will be and whether it will be configured properly. If there happens to be some flaw in the common kernel or if the container is improperly configured and has too many privileges, it might affect the security incident's impact. Thus, to ensure the security of containers, one should implement proper control of such things as privileges, capabilities, namespaces, images, and resource limits. Containers can be run inside of virtual machines as well [5], [7].
With regard to cloud engineering, the portability of the containers is high because everything that is required for an application to run is provided in the form of images, such as application libraries and runtime. In other words, the same image will be used when deploying the container whether the process is done in the testing or development environment. The likelihood of having the behavior of the application differ in another environment is greatly reduced. The container orchestration tools automatically schedule, discover, and replicate containerized workload. In other words, containerization does not only deal with infrastructure overhead reduction. [4], [5], [8]. 
Containerisation is the concept of operating system virtualisation [4], [5], [7], [8]. The process does not involve hardware virtualization that runs multiple operating systems, but rather separates one Linux kernel of the host into various user spaces known as containers [4], [5], [7], [8].
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Figure 2: Containerisation architecture sharing the underlying host kernel.
Containerization depends on two basic principles of the Linux kernel [4], [5]:
1. Namespaces: They provide complete process isolation by limiting the scope of what the container process can see [4], [5]:
· pid: It guarantees isolation of process ID 1 within the container from process ID of the host machine.
· net: Network devices, IP routing table, port bindings, and firewalls isolation.
· mnt: File system mounts isolation].
· ipc: System V IPC and POSIX message queues isolation.
· uts: Hostname and NIS domain name isolation.
· user: Mappings of container root user IDs to the host user IDs.
1. Control Groups (cgroups): It limits and monitors the usage of system resources. cgroups enforce strict hardware constraints (e.g., maximum 512MB RAM, 1 CPU core allocation) to prevent resource exhaustion due to any single container [4], [5].
Key Benefits of Containerisation over Virtualisation
· Extremely Efficient: Eliminates guest kernel redundancy to enable immediate boot up of the container by reducing memory idleness [3], [4], [5], [6].
· Environment Consistency: Packaging everything including binaries, code, libraries and runtime dependencies in an immutable container image prevents deployment problems across various environments [3], [4], [5], [6].
· Highly Dense: Enables running more instances of an application than is feasible in the case of VMs [4], [5], [6].
[bookmark: _Toc237212890][bookmark: _Toc237212853][bookmark: _Toc237521812]2.3 Custom Web Server Dockerfile Construction
In order to illustrate the process of containerization, a simple web server using Nginx was created using Docker [4], [6], [21]. This application works as a custom HTML dashboard for tracking the deployment statistics of containers.
Web Server Application Content (index.html)
[image: ] 
Figure 1: Create folder for Image 
INDEX.HTML
	<!DOCTYPE html>
<html lang="en">
<head>
  <meta charset="UTF-8">
  <meta name="viewport" content="width=device-width, initial-scale=1.0">
  <title>MSc ACCA7027 Cloud Assessment</title>
  <style>
    body { font-family: 'Segoe UI', Tahoma, Geneva, Verdana, sans-serif;
      background-color: #0f172a; color: #f8fafc; margin: 0; padding: 40px;
      display: flex; justify-content: center; align-items: center; min-height: 80vh; }
    .container { background-color: #1e293b; border-radius: 12px; padding: 40px;
      box-shadow: 0 10px 25px rgba(0,0,0,0.5); max-width: 600px; width: 100%;
      border: 1px solid #334155; text-align: center; }
    h1 { color: #38bdf8; font-size: 2em; margin-bottom: 10px; }
    h2 { color: #94a3b8; font-size: 1.2em; font-weight: 400; margin-bottom: 25px; }
    .status-box { background-color: #0f172a; border-left: 4px solid #10b981;
      padding: 15px; text-align: left; margin: 20px 0; border-radius: 4px; }
    .status-box p { margin: 5px 0; font-size: 0.95em; }
    .badge { background-color: #065f46; color: #34d399; padding: 4px 10px;
      border-radius: 9999px; font-size: 0.85em; font-weight: 600; display: inline-block; }
  </style>
</head>
<body>
  <div class="container">
    <h1>Cloud Engineering Assessment</h1>
    <h2>Module Code: ACCA7027 | MSc Cybersecurity &amp; Digital Forensics</h2>
    <div class="status-box">
      <p><strong>Deployment Environment:</strong> Docker Container (Alpine-Nginx)</p>
      <p><strong>Container Status:</strong> <span class="badge">ACTIVE / HEALTHY</span></p>
      <p><strong>Storage Strategy:</strong> Isolated Volume Mount (/var/log/nginx)</p>
      <p><strong>Network Scope:</strong> Custom Bridge Driver (custom_app_net)</p>
    </div>
    <p style="color: #64748b; font-size: 0.85em;">Demonstration of OS-level virtualisation and container lifecycle management.</p>
  </div>
</body>
</html>
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Figure 2: Create html file
Container Build Definition (Dockerfile)
DOCKERFILE
	FROM nginx:alpine
LABEL maintainer="2520611@student.uwtsd.ac.uk"
LABEL module="ACCA7027-Cloud-Engineering"
LABEL description="Custom Web Server Container Demonstration"
WORKDIR /cloud
COPY . /cloud
EXPOSE 80
CMD ["nginx", "index.html"]


[image: ] 
Figure 3: Create DockerFile file
[image: ] 
Figure 4: Check files available in folder

Local Image Build Execution
The Docker engine executes these commands sequentially and caches the same layer to speed up the building process [21]. The image can be created using the following command:
BASH
	docker build -t static-web-app:1.0 .
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Figure 5: Local Image Build Execution
[bookmark: _Toc237212891][bookmark: _Toc237212854][bookmark: _Toc237521813]2.4 Image Management and Publishing to Docker Hub
The container images themselves have to be considered as controlled software artifacts rather than executable software packages. Image creation is a multi-layered process, where modifications in one layer lead to the creation of a new layer, while other layers can be reused from the local cache. The advantage of this approach is the optimization of the process itself, since not everything has to be rebuilt. However, at the same time, it implies that the process of image management requires control due to the possibility of the presence of out-of-date or vulnerable base images in the application supply chain. Therefore, organizations should have a proper image versioning strategy, timely updates of base images, deletion of unnecessary packages, as well as a restriction on the use of untrusted images [21].
Another technique is image tagging, which can also help in ensuring the reproducibility and deployment management. Rather than relying completely on the use of the popular tag latest, other kinds of tags can be used to denote the specific version of the application image that is going to be deployed. It will be easy for the administrator to distinguish between the different versions, thus allowing him or her to easily go back to the previous one in case there is any problem with the new image [21]. 
However, deployment of containers to remote orchestrators or cloud involves distribution of the image through a centralised registry such as Docker Hub [21].
[image: ]
Figure 3: Docker image lifecycle from local build to remote registry publishing.
Step 1: Registry Authentication
To establish a secure session with Docker Hub:
BASH
	docker login -u 2520611jankii


[image: ] 
Figure 5.1: Registry Authentication
Step 2: Image Tagging
In Docker Hub, the naming conventions of images should be of the form <username>/<repository>:<tag> [21]. The image was tagged accordingly:
BASH
	docker tag static-web-app:1.0 2520611jankii/acca7027-web-app:v1.0


[image: ]
Figure 5.2: Image Tagging
Step 3: Registry Upload (Push)
The local layers were uploaded to Docker Hub:
BASH
	docker push 2520611jankii/acca7027-web-app:v1.0
docker run
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[bookmark: _Toc237521814][bookmark: _Toc237521815][image: ]Figure 5.4: Registry Upload (Push) [image: ] 
[bookmark: _Toc237521816]Figure 5.5: Registry Upload (Push)
[bookmark: _Toc237521817]2.5 Container Storage Persistence via Docker Volumes
However, persistent storage becomes more critical in cases where containers are employed for applications that create data while running. The fact that the writable layer of the container has a close connection with the lifespan of that particular container makes the use of that layer alone inappropriate for data that needs to live through the process of container replacement. Docker volumes would be more appropriate in such cases since the lifecycle of the storage would not depend on the container's lifetime. This feature is beneficial in cases when it comes to logs, databases, configuration data, and many other types of application data that may require access beyond the lifecycle of a container  [21].
From a reliability point of view, the use of persistent volumes also aligns with the separation of state and execution principle for an application. In other words, the container can be substituted with another container as long as there is the necessary data via the provisioned storage. Such a solution is aligned with best practices of cloud-native deployments, in which application instances are constantly being created and terminated. However, the storage itself should also be secured with proper security measures, backup, monitoring, and life-cycle policies. In other words, containerization does not solve any problems with storage management; it shifts how the compute and the state of an application are managed [4], [21]. 
The containers make use of Union File System (overlay fs), which means there will be several read-only layers of base images along with one writable layer of containers [21]. Once the destruction of the container occurs, all data in the writable layer will be completely destroyed [21].
In order to store stateful data like server logs for the website, database, and user data, docker makes use of Volumes [21].
[image: ]
Figure 4: Docker volume binding isolated container log paths to host storage.

Volume Provisioning and Attachment Commands
BASH
	# Provision an independent, managed Docker volume on the host
docker volume create app_logs_data
 
# Inspect volume metadata and host mount directory
docker volume inspect app_logs_data
 
# Launch web server container with the volume attached to Nginx log directory
docker run -d --name web_server_stateful -p 8080:80 -v app_logs_data 2520611jankii/acca7027-web-app:v1.0

#check volume 
docker volume ls



[image: ]
[bookmark: _Toc237521818][image: ]
Figure 6: Create Volume
Although removal of web_server_stateful is achieved via docker rm -f command, the logs files created are still retained in app_logs_data and are mountable on other containers [21].
[bookmark: _Toc237212893][bookmark: _Toc237212856][bookmark: _Toc237521821]2.6 Container Networking Mechanics and Isolated Bridge Drivers
Network is yet another feature of the cloud based application which is containerized because there has to be communication between the container and other containers as well as the outside world, the database, and sometimes even the user. The network feature of the Docker allows the creation of connectivity in a number of ways according to the driver that you select. The bridge network which is customizable by the user is of great help in the case where an application is deployed, as it provides logical segregation along with automatic name resolution in the network. Thus, it becomes possible for the application to communicate with other applications using the names of the services or the containers instead of their IP addresses [21].
The other idea in terms of network configuration that can be helpful when it comes to application security is network isolation. It means that the administrator does not configure all the containers to interact among themselves but does it according to the requirements of the applications. For example, the frontend container requires connecting to the backend services, while the backend should be able to connect to the database but not the other way round. Network isolation is useful for implementing such a strategy, and it decreases the number of network connections that can be made, which is an embodiment of the principle of least privilege [4], [5]. 
The use of virtual network interface and software bridge driver is employed in Docker in order to achieve network isolation in the containers [4], [5], [21].
· Default Bridge Network (bridge): Provides an automatically assigned private IP address for the containers (for example 172.17.0.x). The default bridge containers can communicate with each other using IP addresses, but the containers can only resolve each other with IP addresses and not with names [21].
· Custom User-defined Bridge Networks: Network isolation as well as the DNS name resolution service in order to enable containers resolve each other with names or aliases [21].
· Host Network (host): No network isolation, but ports are mapped to the host [21].
[image: ]
Figure 5: Custom bridge network enabling isolated container communication and internal DNS resolution.
Provisioning a Custom Bridge Network with DNS Resolution
BASH
	# Provision an isolated custom bridge network
docker network create --driver bridge custom_app_net
docker network inspect custom_app_net
 
# Launch web container within the custom bridge network with an explicit alias
docker run -d --name web_container_net --network custom_app_net --network-alias web frontend -p 8081:80  2520611jankii/acca7027-web-app:v1.0

#check network
docker network ls


[bookmark: _Toc237521823][image: ][image: ][image: ]
Figure 7: Create Network Bridge
[bookmark: _Toc237521824]2.7 End-to-End Practical Process & Demonstration Video
The practical demonstration was filmed to ensure that Dockerfile creation, image tagging, image distribution on Docker Hub, volumes, custom bridge network, and web server were completed.
	YouTube Video URL (Unlisted)
	https://youtu.be/txEhXg2Acg4

	Video Runtime
	13:02

	Demonstration Summary
	Covers local Dockerfile execution, layer building, Docker Hub authentication, container execution with persistent volumes, custom bridge network creation, and HTTP endpoint verification.


[bookmark: _Toc237212895][bookmark: _Toc237212858][bookmark: _Toc237521825]
3. Task 2: Cloud Computing Infrastructure, Load Balancing, Scalability, and Gateways
[bookmark: _Toc237212896][bookmark: _Toc237212859][bookmark: _Toc237521826]3.1 Demonstration Application and Architectural Context
In consideration of the aspects such as high availability, load balancing, auto-scaling, and application gateways, it will be worthwhile to consider the case of an enterprise e-commerce platform.
[image: ]
Figure 6: High-availability enterprise application architecture across AWS Availability Zones.
[bookmark: _Toc237212897][bookmark: _Toc237212860][bookmark: _Toc237521827]3.2 Cloud Provider Implementation of Core Concepts
Cloud service provider platforms (for instance, Amazon Web Services and Microsoft Azure) feature high availability architectures implemented through managed services [12], [13], [22], [23].
[bookmark: _Toc237212898][bookmark: _Toc237212861][bookmark: _Toc237521828]3.2.1 Load Balancing Mechanics
Load balancing need not necessarily involve only the even distribution of traffic among servers. The successful load balancing system should take into account the state, capacity, and role of every single backend node. That is why health checking becomes crucial as sending traffic to an unhealthy node will defeat the very idea of having a load balancer. With the constant verification of backend nodes, the system will be able to cut off the unresponsive nodes from the traffic routing path until they become healthy again. Thus, some kind of failover functionality will be provided, but users will not have to know which particular physical or virtual server serves them [12], [13], [22].
It is possible to have different load balancing solutions that could work well for different kinds of applications. In case of layer 4 load balancing, there are parameters used, such as IP addresses and ports, which are located in the transport layer. This makes layer 4 load balancing ideal for applications which do not require inspection of application data. Layer 7 load balancing inspects application data, such as HTTP headers, host names and URLs. In this case, it is possible to employ sophisticated routing algorithms. Traffic could be routed to different URLs for different services. Layer 7 load balancing has proved to be quite useful in the current microservices architecture. [12], [13], [22].
The load balancing system divides the incoming requests among targeted instances ensuring the lack of server overload and failover points [12], [13].
· Amazon Web Services Application Load Balancer (ALB): Runs at Layer 7 (Application layer) of OSI model [22]. The ALB inspects headers of HTTP/HTTPS request and its URL path to route traffic to Target Groups [22].
· Microsoft Azure Load Balancer: Functions at Layer 4 (Transport Layer) based on IP address, port, and protocol (TCP/UDP) with low latency [23].
· Health Checks: The load balancing systems carry out periodic monitoring of backend targets utilizing the specified protocols (HTTP GET /health) [22], [23]. If a health check of any target is not successful, the target is taken out of routing table until recovery [22], [23].
[bookmark: _Toc237212899][bookmark: _Toc237212862][bookmark: _Toc237521829]3.2.2 Scalability and Auto Scaling Implementations
The scalability is the ability of the system to handle increasing loads through changes in computing resources [11], [14], [16]. It includes two types of solutions:
· Vertical Scaling (Scale-Up): Vertical Scaling (Scale-Up): Upgrading the amount of CPU, RAM or storage of the server instance. Although it is relatively simple, vertical scaling requires server rebooting and hits the hardware limits [2], [7], [11].
· Horizontal Scaling (Scale-Out): Creating more instances of the application. This approach provides practically unlimited flexibility without the need for server rebooting [2], [7], [11].
The automation tools can be used by cloud providers to achieve the horizontal scaling:
· AWS Auto Scaling Groups (ASG) & Azure Virtual Machine Scale Sets (VMSS): Automatic control of the number of running instances based on some criteria (for example, to maintain the target CPU utilization of 65%, analysis of the number of requests, and so on) [14], [15], [22], [23].
· Predictive and Scheduled Scaling: It uses the predictive algorithms based on historical data for the scaling of the system before the traffic peak [16].
Scalability must also be taken into consideration depending on the nature of the workload and not just the maximum load capacity. While a system that is permanently designed to handle its maximum workload will give satisfactory performance, it might lead to huge waste of resources when there is low workload. Auto-scaling is used to counter this challenge by scaling the number of computing resources depending on certain set criteria. CPU usage, requests, memory usage, or queue lengths can be some of the measures for scaling capacity. The unnecessary instances can then be deleted and resource use minimised when the workload is reduced [11], [14], [15]. 
In cases where the workload has some recognizable pattern, there is predictive scaling which makes this process even better. Traffic data from the past can be analyzed to forecast future requirements for resources and capacity can be reserved prior to the anticipated rise in traffic. This is especially beneficial for those applications that have periodic traffic peaks, like those seen in e-commerce systems during promotions and other services which see predictable traffic patterns on a daily basis. However, the predictive method of scaling has to be a supplement to reactive scaling since there may also be unpredictable traffic [15], [16]. 
[bookmark: _Toc237212900][bookmark: _Toc237212863][bookmark: _Toc237521830]3.2.3 Application Gateways and WAF Integration
Application gateways are used as the proxy and security layer between the end-user and backend services [13], [19], [23].
· Layer 7 Routing & SSL Termination: It offers SSL/TLS decryption offloading from the backend application servers for increased performance of servers [13], [23].
· Web Application Firewall (WAF) Integration: It helps in scanning the HTTP traffic using security services of AWS WAF and Azure Application Gateway WAF according to OWASP Top 10 guidelines [19], [23]. These services eliminate the threats like SQLi, XSS, and DDoS attacks from the traffic before forwarding it to the backend infrastructure [19], [23].
· One more thing which can help to make the separation between accessible from the outside services and application components is the fact that the application gateway gives the possibility of rerouting all access to the internal application components using an intermediate system and not having the internal components exposed to the outside world through the Internet. This approach not only decreases the exposed surface for possible attacks, but it provides opportunities for implementing security mechanisms when necessary. Also, SSL/TLS offloading is possible with the help of the application gateway [13], [19], [23]. 
The deployment of Web Application Firewall is an additional layer of security because the usual load balancer is used for handling only performance and availability concerns. The WAF is capable of inspecting the application-level requests in order to detect the presence of any malicious requests that could be a result of any web attacks including SQL injection and cross-site scripting. Despite the fact that WAF cannot replace coding, authentication, and vulnerability management, it can act as another layer of security before the requests go to the application load. It is important to understand how crucial it is to build a cloud architecture so that the performance, availability, and security controls work in concert with each other [19], [23]. 
[bookmark: _Toc237212901][bookmark: _Toc237212864][bookmark: _Toc237521831]3.3 Synergistic Complementarity of Load Balancing and Scaling
It is essential to have both Elastic Load Balancing and Elastic Auto Scaling for the efficiency of these solutions in terms of availability and performance. These two services do not operate independently [12], [13], [14].
[image: ]
Figure 7: Interdependent workflow between Auto Scaling instance provisioning and Load Balancer target registration.
1. Traffic Abstraction: n case there is an increase in traffic, the auto-scaling service creates new instances. But if the load balancer does not receive client requests, the new instances will not be available unless DNS is modified [22].
3. Dynamic Target Registration: The newly created instances by auto-scaling groups register themselves to the target group of the load balancer [22]. And once health check is done successfully, the load balancer directs the request to the newly created instances [22].
4. Graceful Instance Scale-In: In case the traffic has been decreased, the auto scaling service triggers a scale-out event [22]. This is due to the fact that the load balancer triggers deregistration delay for connection draining [22].
[bookmark: _Toc237212902][bookmark: _Toc237212865][bookmark: _Toc237521832]3.4 Holistic Customer and Business Benefits of Integrated Technologies
Integrating Application Gateways, Load Balancers, and Auto-Scaling Groups delivers major operational and business benefits:
	Architectural Metric
	Isolated Individual Components
	Integrated Cloud Architecture
	Enterprise Business Impact

	System Availability
	Single points of failure; manual intervention required during hardware outages.
	Fault-tolerant deployments across multiple Availability Zones with automated failover.
	Guarantees strict Service Level Agreements (SLAs) up to 99.99% uptime.

	Cost Optimization
	Static infrastructure provisioned for peak capacity leads to idle resource waste.
	Elastic scaling aligns instance count with real-time demand, scaling down during off-peak hours.
	Minimizes operational expenditures (OpEx) by eliminating over-provisioning.

	Security Posture
	Backend application servers are exposed directly to the public internet.
	Centralized edge security with WAF filtering, SSL termination, and private subnet isolation.
	Mitigates cyber threats, protects sensitive customer data, and maintains compliance standards.

	User Experience
	Traffic spikes cause server timeouts, slow response times, and dropped sessions.
	Traffic is distributed evenly across healthy instances, maintaining fast response times.
	Protects brand reputation and prevents revenue loss during high-traffic events.



However, the significance of the architectural elements does not lie in their performance characteristics only. The availability and recovery would reduce the impact of the infrastructural failures; and the elasticity would ensure that the resources are not over-provisioned for peak load conditions. The application gateway security would protect the backend systems from being exposed. All these architectural features would help to increase the continuity of the service and satisfy the requirements of the organization in such fields as reliability, data security and customer trust. It means that the process of cloud architecture design and evaluation should take into account not only individual architectural elements but also the interaction between them. 
[bookmark: _Toc237212903][bookmark: _Toc237212866][bookmark: _Toc237521833]4. Task 3: Driving Forces, Serverless Computing, and Comparative Analysis
[bookmark: _Toc237212904][bookmark: _Toc237212867][bookmark: _Toc237521834]4.1 Main Driving Forces Behind Cloud Computing Expansion
Numerous business and technical considerations are driving cloud computing adoption worldwide [1], [2], [3], [20]:
[image: ]
Figure 8: Core driving forces behind enterprise cloud adoption.
1. Optimization of financial model (CapEx to OpEx transition): It describes the shift from spending on capital (CapEx) to operating expenditures (OpEx), where pay-per-use fees for compute and storage in cloud computing replace the costs associated with building facilities, purchasing hardware, and supplying power [1], [2], [3], [9], [20].
2. Operational Agility and speed: Cloud computing allows creating infrastructure in a matter of seconds via web console or IaC files, which is opposite to the time-consuming hardware procurement [1], [2], [3].
3. Elasticity and global scale: Software-as-a-service-based software products allow extending its geographical coverage in a matter of seconds by deploying across different regions based on demand [1], [2], [3], [16].
4. The Shift to Core Business Innovation: Outsourcing the physical infrastructure, hypervisor patching and hardware maintenance work allows developers to focus on developing business applications [1], [3].
A further factor that drives the use of cloud services is the fact that one can get infrastructure in the form of a service. In the traditional approach, estimating the future workloads before buying physical machines is what usually happens. With cloud computing, the need to plan in advance becomes less important since one can get the computing power, storage and network capacity whenever needed. It becomes quite useful especially for organizations whose needs are unpredictable. Hence, cloud computing turns infrastructure planning into a software-driven process [1], [2], [3]. 
Another aspect related to the use of cloud is automation. The infrastructure may potentially become more easily definable using configuration files and more manageable by means of Infrastructure as Code methods, enabling the creation of the environment in a repeatable way. This would help make the system more consistent and avoid any configuration problems since the desired state of the infrastructure can be specified and tracked in a version-controlled way. It is especially helpful when combined with containerization, orchestration, automated testing and continuous delivery process making it possible for organizations to quickly deliver their application through the development and deployment pipeline [3], [20]. 
[bookmark: _Toc237212905][bookmark: _Toc237212868][bookmark: _Toc237521835]4.2 Serverless Computing Architecture and Function as a Service (FaaS)
Using services like AWS Lambda or Azure Functions, serverless computing (also known as Function-as-a-Service, or FaaS) isolates server administration entirely from application developers [17], [18], [19].
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Figure 9: Event-driven execution lifecycle of a Serverless Function.
Key Serverless Architectural Characteristics
· Zero Infrastructure Management: The code for the function is deployed by developers without setting up or maintaining any underlying infrastructure, like operating systems, virtual machines, or container runtimes [17], [18], [19].
· Event-Based Execution: The execution of the function occurs in response to some events in the system, which may include HTTP requests through APIs, changes in the database, or files stored in storage buckets [17], [18], [19].
· Scale-to-Zero Ability: Computing resources are automatically scaled according to an event that takes place [17], [18]. When there is no event taking place, the function scales down to zero and incurs no cost for computing [18].
· Billing at Sub-Second Granularity: The organization is charged for the time and memory used in running the function, measured in milliseconds [17], [18].
However, although serverless computing brings about some operational benefits, there are architectural factors to take into account before adopting serverless computing. Stateless and event-driven FaaS is great for independent execution of processes in short time frames, however, in cases where processes need to last longer, serverless computing may not be a good choice and containerized apps may be used instead. Developers must be aware of the restrictions of their chosen platform as far as execution, invocation model, dependencies, and cold start is concerned. Therefore, serverless computing cannot be considered a one-size-fits-all cloud computing solution but rather a new abstraction layer [17], [18], [19]. 
Security is another consideration to be taken into account while designing a serverless architecture. While the cloud provider will take care of the management of most of the components, it will be up to the developer to ensure that the security of application logic, permissions, dependencies, and configurations is guaranteed. The issue of identities and permissions becomes difficult due to the sheer number of small functions being utilized. The event sources must be verified, since unsecured events/permissions could lead to malicious activity [19].

[bookmark: _Toc237212906][bookmark: _Toc237212869][bookmark: _Toc237521836]4.3 Comparative Analysis: Serverless vs. Containerisation in Driving Adoption
Although containerization and serverless architectures enhance the efficiency of cloud deployments, they are two different approaches [4], [17], [18], [20].
	Evaluation Factor
	Containerisation (Docker, Kubernetes, AWS ECS)
	Serverless Functions (AWS Lambda, Azure Functions)

	Control & Customisation
	Complete OS Control: full control over OS packages, system dependencies, background daemons, and runtime configurations.
	Restricted Environment: limited to provider-supported execution runtimes and language versions.

	Cost Model
	Continuous Instance Billing: charges apply continuously for provisioned compute capacity, regardless of application traffic.
	Pay-Per-Invocation: billed solely per execution millisecond; scales down to zero cost when idle.

	Scaling Dynamics
	Predictable Metric Scaling: scales out based on CPU/memory rules; requires seconds or minutes to launch new instances.
	Instant Event Scaling: automatically scales from zero to thousands of concurrent invocations instantly in response to events.

	Execution Limits
	Unrestricted Duration: no execution time limits; ideal for long-running, continuous processes.
	Enforced Timeout Limits: strict execution caps (e.g., 15-minute maximum runtime on AWS Lambda).

	Cold Start Impact
	No Cold Start Overhead: containers remain continuously running and ready to handle incoming traffic.
	Latency Overhead: new function invocations experience initial boot latency (“cold starts”).

	State Persistence
	Stateful or Stateless Support: supports attached block storage, persistent volumes, and in-memory caching.
	Strictly Stateless: ephemeral by design; state must be saved to external databases or caches.

	Vendor Portability
	High Multi-Cloud Portability: OCI-compliant containers run consistently on any cloud provider or on-premises server.
	Cloud Provider Lock-in: code relies on proprietary cloud vendor APIs, triggers, and ecosystems.



It is therefore wise to select containers and serverless functions depending on the workload rather than their superiority or inferiority to each other. As far as the flexibility of the runtime environment is concerned, containers offer more flexibility in this aspect, and are therefore preferred in those cases where there are some specific dependency requirements or where the processing is time-consuming. In regard to the level of abstraction, serverless functions provide more abstractions, and are thus ideal for the cases where application processing can be divided into event-based processing. Other factors that should be considered include execution time, workload predictability, scalability, portability, skills and costs [4], [17], [18], [20].

It is often possible to come up with a hybrid strategy that would be practical to implement. An organization might run its applications services in containers and leverage serverless computing for event-driven background tasks. For instance, a web application may run in containerized services, and functions may be used to perform such tasks as processing uploaded files, handling notifications, or performing background tasks according to some schedule. This makes it possible to apply an execution model that is best suited for a particular workload [17], [20]. 

[bookmark: _Toc237212907][bookmark: _Toc237212870][bookmark: _Toc237521837]5. Conclusion
Numerous advancements have taken place in the architecture of cloud computing, ranging from traditional architectures such as physical systems and virtualization to the latest approaches such as containerization, microservices, and serverless computing [4], [5], [17], [20]. According to this report, it is evident that modern approaches to cloud computing require proper consideration of the use of technologies based on the requirements of the organization.
From task 1, it can be seen that the use of containerization technology through Docker offers OS-based light weight virtualization. This makes it effective in providing consistency in application development and deployment [4], [5], [6]. It will assist the organization in ensuring that there is minimal inconsistency in application deployment. In addition, the implementation of Docker files, image registry, persistent volumes, and customized bridge networks enables the deployment of stateful applications [4], [5], [21].
Second, the scalability and availability of cloud infrastructure are extremely important. The use of Application Gateways, Application Load Balancers, and Auto Scaling Groups allows designing reliable architecture for load balancing and ensuring availability and scalability of services in the case of using several Availability Zones [12], [13], [14]. In addition, the use of WAF improves the level of security by filtering malicious traffic [19], [22], [23].
In conclusion, the third assignment has shown the economic and practical reasons of applying cloud technologies while switching from CapEx to OpEx models [1], [2], [3], [20]. It is necessary to emphasize the absence of any differences between the containerized and serverless architectures since they have their own advantages [4], [17], [18], [20].
In conclusion, the above-discussed technologies show that cloud engineering in modern times is a combination of different layers of abstraction. The benefits of virtualization are due to the fact that the technology is highly efficient and there is a strict isolation between the processes. The benefits of containerization are the possibility of a lightweight packaging of applications and their portability. Load balancing and auto-scaling address the problems of availability and flexibility, while application gateways and WAF technologies offer additional capabilities related to routing and security. Finally, serverless computing introduces another level of abstraction which can help avoid infrastructure management when launching the application [20]. 
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