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Abstract

Research Aim:

· To establish gaps within current security practices within autonomous robotics.
· Identify gaps within the current security frameworks for Robotics
· Identify different methodology for testing and assessing autonomous robotics.
· Establish Use cases of the Autonomous Robotics and their environments
Methodology:

The Research Methodology for this project is the Saunders Research Onion. This will allow a standardised approach to my research. Allowing a consistent flow and delievery of my research making sure that apporiate research areas covered in a systematic approach.
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Research Approach	

Before proceeding with any further research notes for this project, the author will first discuss their research framework. This is presented at the outset to provide structure and demonstrate the author's understanding of the research approach before delving into the details. By establishing the framework early on, the author aims to offer a more well-rounded approach to their research. This section clarifies the author's chosen research methodology and outlines the goals to be achieved.
The chosen research framework is Saunders' Research Onion. This approach has been selected because Saunders' Research Onion is a standardized method that has been widely used by academics across various fields.
Saunders himself discusses in detail about the research onion and its purpose via a video presentation. Saunders describes the research onion as a metaphor “It the things we need to think about before we go out and collect are data. In other words, the things that are in the centre of the research onion.” [1]
Saunders further explains that while it may be tempting to jump directly into data collection, doing so without considering the steps outlined in the Research Onion may lead to unclear or incomplete research requirements for the academic project.
It is crucial to be clear about the different layers of the Research Onion that I will be applying in my own work, carefully considering all necessary aspects.
Research philosophy is the system of beliefs and assumptions that lead to the development of knowledge and the foundations for the underlying research within a project.
Although this sounds rather profound, it is precisely what you are doing when embarking on research: developing knowledge in a particular field. [2]
Our efforts to examine these assumptions brought us into the domain of social philosophy. We encountered challenges related to ontology, epistemology, and other concepts that are seldom addressed within the field of organizational studies. [3]
The research philosophy will attempt a Pragmatism approach. The reason this approach has been chosen is that author feels that Security testing is often a complex, multi-dimensional task that may not rely solely on quantitative data. Testing security may also involve evaluating human-robot interaction (e.g., how users or engineers interact with the robot and its security systems).
It needs to be understood not only the measurable aspect of means testing the security systems but also the context of the environmental factors and user case scenarios which can present unique security scenarios.
It is important to not only understand the functions of the robot itself but how it is being adopted and used in real world scenarios as doing base
Saunders mentions that the onion assumes that the researcher already has an established aim or research question in mind before they begin the progression of the onion.
“It talks about broader assumptions that impact upon your research and specifics. In overview broader assumptions are your research philosophy and related to this the specifics relate to your methodological approach.” [1]
Layer 2
My approach to my theory development is that I will be taking an inductive approach which involves theory building. 
The justification for this choice is during my initial research during my proposal I established that there is not a standardised approach to security testing robotics especially those that are more sophisticated such as the spot robot. 
Therefore, taking this approach is necessary as I will be creating a research framework or a concept of a research framework based upon my findings also the lack of research currently established within the robotics field.
Layer 3
I will be using a simple mixed method approach for my research the reason for this as that there must be statistical analysis based on my findings from testing phase with the robot. I will not using questionaries or similar approaches during my project. I will be making my own observations during the process as data isn’t necessarily objective during different testing such as physical verses security systems for instance.
Layer 4
I will be conducting an experiment which will be the testing of the security sophistication of the robot upon which the findings will be used to write up on the security framework in the final stages of my project

Research Introduction

In an era of rapid technology advancements, robotics have become integral parts of various industries enhancing operational efficiency and capabilities. Among these innovations, is the Boston Dynamics robotic dog, Known as “Spot”. Spot is designed to navigate complex terrains, perform a multitude of task, and operate in environments hazardous for humans. 
At Sellafield is nuclear site which primary functions are nuclear waste processing and storge. The site has been taking advantage of Spots capabilities to assist with inspecting and cleaning active cells would normally require a worker’s intervention.
The safety advantages were immediately evident—removing humans from dangerous environments minimizes risks to operators, allowing them to focus on the more manageable and rewarding task of remotely controlling Spot. [6]
However, as these robotic systems become more pervasive, concerns regarding data privacy and integrity of robotics have grown. Accessing the mechanisms in place to protect sensitive information. As these robots operate in sensitive or high-stakes environments inevitably collect vast amounts of data from environmental scans to video footage. Ensuring the privacy and integrity of such data is essential, both for safeguarding individuals privacy rights and for protecting organizational assets and intellectual property in line with General Data Protection Regulation (GDPR). Data integrity is crucial to maintaining trust in autonomous robots if the data collected is tampered with or compromised, it could lead to flawed decision-making, operational inefficiencies or security breaches. 
Despite the rapid adoption of robots like spot, there is a lack of standardized frameworks and best practices specifically designed for securing data in autonomous robotic systems. 
1. [bookmark: _Toc167453946]Background for Research
In this section of the research, the writer will be discussing the current research on Data Privacy and Integrity within robotics systems and why there is need for this project is required to enhance the current research within robotics and cybersecurity. 
The author will also be discussing the functions and features of the spot robot as well as the uses and applications of the spot robot within different fields.
Giving background to these elements before continuing with my primary research section of this project will hopefully allow the project to have a better flow and structure. It also gives context to potential unfamiliar readers around the robot as well as other elements in this section
1.1 About the Spot Robot

Firstly, I will be discussing the spot robot and its various features and functions Aswell as its various applications across a Varity of industries.  The details for the specifications of the spot robot are that it features a 14kg Payload limit, 90 minutes of run time, Object avoidance, Manual & Autonomous Operations and features a flexible API and Python SDK. It is important the writer to have a fundamental understanding of the robot to be able to conduct the security assessment to know what features potentially present vulnerabilities or areas could of interesting for testing.
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Figure 1 Feature overview of spot robot
The robot can have functions coded via the featured Python SDK and API which built into the robot.  [6] .
The Python SDK is accessed via all major Operating system vendors (Windows, Mac and Linux). The user will require to go through the installation of the Python, PIP as well as the Spot Python package. Details to login and access are included securely with the robot via sticker on the inside of the body. It is advised by Boston Dynamics that the robots’ details are amended to have a specific user account and then change the details for increased security. [7]
Unlike the spot robot which has a vast skill set and can serve many functions other types of robotics such as 
The spot robot has seen application across a range of activities due to its LIDAR (Light Detection and Ranging Senor) functionality. 
“Lidar, short for Light Detection and Ranging, is a remote sensing technique that utilizes pulsed laser light to measure distances to the Earth. By combining these light pulses with additional data collected by the airborne system, Lidar produces accurate, three-dimensional details about the Earth's shape and surface features.” [4]

This has been utilized for mapping out and scanning environments some examples of this can be mapping out a landmass which is hazardous to humans or bring automation to construction sites were LIDAR Sensors need to be manually utilized throughout a sight. 

“Robotic systems present an optimal solution for exploring radioactive environments by eliminating the need for humans to enter hazardous areas. However, it is crucial to ensure that these robots do not malfunction during missions.” [5]

“By attaching scanners such as the FARO S-350 to an autonomous mobility platform, connecting the payload to SPOT, and performing "actions" through the integrated autonomous mode, scans can be conducted without human intervention on building sites.” [6]

With the functional enhancements that the SPOT robot brings to various applications via its array of sensors, including cameras, LIDAR and GPS enabling the data collection through complex environments autonomously, it also comes with the underlaying issue of privacy and integrity of the data that is being captured.

Spot robots are equipped with a plethora of sensors, including cameras, LIDAR, and GPS, which enable them to navigate complex environments autonomously. These sensors collect vast amounts of data, which are essential for the robot's operation and functionality. The data collected can include images, videos, environmental maps, and positional information. This extensive data collection capability poses significant privacy risks, particularly when the robots operate in sensitive or private areas.

“The Spot Enhanced Autonomy Payload (EAP) integrates a Spot CORE payload with a lidar assembly to improve the sensing capabilities of the Spot robot.” [7]
“The lidar sensor significantly extends Spot's depth perception to around 120 meters, compared to the 2-4 meters achievable without lidar. This enhancement is especially beneficial for navigating "feature deserts" — areas lacking enough physical features for the robot to accurately determine its position on an Auto Walk map.” [7]
The data collected by Spot can be used for various purposes, such as improving navigation algorithms, enhancing operational efficiency, and conducting remote inspections. However, the same data can also be exploited for unauthorized surveillance, exposing individuals and organizations to privacy violations. Ensuring that the data collected is used appropriately and securely is crucial to maintaining trust in robotic systems.

With this the data could potentially be exploited by unauthorized surveillance, exposing individuals and organizations to privacy violations that potentially could put individuals or organization at risk of breaking data protection laws such as General Data Protection Regulation (GDPR).

“The General Data Protection Regulation (GDPR) is the world's most stringent privacy and security law. Although created and enacted by the European Union (EU), it applies to any organization globally that targets or collects data on individuals in the EU. Implemented on May 25, 2018, the GDPR enforces severe penalties for violations of its privacy and security standards, with fines potentially reaching tens of millions of euros.” [5]

“The data protection framework primarily applies to controllers by default, with only a few provisions affecting the entire artificial intelligence and robotics ecosystem. Data protection by design and by default can only be achieved if all participants adhere to data protection principles.” [6]
Organizations can mitigate data security issues and data integrity problems by utilizing security frameworks. Establishing a security framework within an organization enables standardization through best practices and ensures a consistent approach to security issues. Additionally, it provides peace of mind by ensuring compliance with legal and regulatory requirements.
Ensuring that the way robotics processing gather, manipulate information via there photographic sensors can possess ethical and compliance issues for organizations that choice to leverage such technology within their organization.             
1.2 Lack of Robotics Security Frameworks
 In this section of the author will be discussing the gap currently in Robotics Security Frameworks. What the reasons for this gap knowledge might be, how do currently existing robotics security frameworks compare with other mainstream security frameworks used in other sections of computing and cybersecurity. What are some security concerns by academics and society at large which could be addressed by robotics security framework.
At the time of writing this Research Project there is only two Robot security Frameworks that I have been able to locate the  Robot Security Framework (RSF) 4] and the Collaborative Robotic Cyber-Physical Systems (CRCPS) Security Framework. [5]
RSF takes an comprehensive style approach to ensure the security, integrity and resilience of robot systems. The framework takes a generalised approach in this aspect and recommends measures to not only protect and establish security vulnerabilities with a robotics equipment.
The Framework looks at each layer or item of security of the robot covering large sections which is then broken down into subsections. Covering anything from physical interfaces 
These two frameworks share similarities between the two of them which the authour will compare and contrast later in report in more specific detail.
2 [bookmark: _Toc167453950]Literature Review
2.1 [bookmark: _Toc167453951]Frameworks
It has been established that although robotic security is a significant issue in the security field, there is currently no specialized standard approach or framework to address this urgent concern.
“There are few honest and laudable efforts that elaborate into methodologies for analysing robot’s security or cybersecurity.” [12]
The following whitepaper: “INTRODUCING   THE Robot Security Framework (RSF), STANDARDIZED   METHODOLOGY   TO   PERFORM” was one of the first papers I was able to locate that detailed around the new for specialized framework for robotics cybersecurity, this paper was published in November 2021. The paper however was very generalised and, in the researchers, would only be used as guideline to develop from further and as well giving some contextual examples.
As it stands currently from what the research has been able to acquire there does not appear to be a mainstream standard for a security policy/framework within robotics security. Other security frameworks can be adopted to govern the robot, but these frameworks were not necessarily fit for purpose when applied to the robotics due to the large variety of use cases for the robots, they would likely be inline with standardised general security frameworks such as the previous mentioned GDPR framework.
It is felt across a suite of different robotic schools that the current standards and frameworks are not adequate for protecting robotics which could pose issues to Data Privacy and Integrity when/if a breach has occurred. Current IT security measures are inadequate for CPS, necessitating specialized strategies to prevent CPS failures and safeguard human-robot collaboration in industrial settings.
"Existing security measures were mostly developed for cyber-only systems, and they cannot be effectively applied to CPS in a collaborative network directly. Therefore, new approaches to prevent CPS failure are necessary." [13]
There is a common theme running through all the papers that the author has analysed for this literature review is that authors of said papers believe that the current frameworks are not fit for purpose within the context of modern robotics. Either existing standards need to be updated in consideration with evolving technology or new standards which could be specialised towards robotics could be used. The author is of the belief that specific framework should be utilized for robotics as by there nature they are not comparable to technology which is commonly covered by current legal legislation like computers, phones, tablets, etc.
“Although existing legal frameworks are sufficiently robust to address some challenges posed by autonomous and robotic products and services, they will need to evolve and adapt to new areas of commerce, government activities, and personal choices.
Robotics and autonomous systems are still in their early stages of development, and it will take at least a decade before their full impact is realized.” [18]
The lack of a dedicated framework for robotics can create challenges when applying established rules meant for other technologies. These broad standards, adapted over time to accommodate various technologies, can conflict with the functions of robots. For example, a robot's autonomous decision-making abilities differ from computer systems where automation usually involves human oversight at some point in the data processing chain. In traditional systems, a human is responsible for ensuring data integrity, security, and compliance with data capture regulations. Typically, a data controller at the highest level of an organization oversees data security management throughout the organization.
“A robot with autonomous decision-making capabilities might have the authority to determine the purposes and methods of data processing. Consequently, robotic systems could potentially be regarded as Data Controllers and required to meet all the obligations imposed by the GDPR on such entities.” [19]
Another growing issue within robotics fitting in with current regulations involves robotics integration within cloud services and the legal and compliance challenges that surround this to two synergist technologies.
For instance, the EU's General Data Protection Regulation (GDPR) imposes requirements on automated decision-making processes, fundamental rights of data subjects, and data protection by design, all of which significantly affect the deployment of robotic systems.
“Article 22 of the GDPR generally prohibits Automated Decision-Making (ADM) but sets forth strict conditions for its permissible use. Both articles introduce open-ended norms that can create legal uncertainty for businesses. A previously mentioned qualitative study revealed that this uncertainty leads to concerns among companies about the risk of unintentionally failing to meet GDPR compliance obligations.” [20]

2.2 [bookmark: _Toc167453952]Privacy
Another paper that was located by the researcher was “SECURITYASSESSMENTS IN ROBOTICS” this paper was influenced by the previously mentioned paper. This paper includes privacy in robots and the collection of data that is conducted within robotics for the machines to carry out their designated functions.
“In a privacy focused paper Rueben details that following when defining what privacy is within the context of robotics. “The effective setting of boundaries between oneself and other people.” [14]
Boundaries often define the limits of personal information, personal space, thoughts and feelings. 
Robots are essential in defining these boundaries because they can gather and share extensive information, navigate personal spaces and distances, and interact with individuals. Notably, the social aspect of robots is one of the most debated issues.
It was found by “Computers Are Social Actors” that robotics can represent a paramount threat to privacy as when computers are given the opportunity to be used as social actors’ humans will normally interact with them. The study shows that there was an overwhelming amount of interaction of sociability between computers and the humans across the five different tests conducted with various conditions.
“We presented five studies showing that experienced computer users apply social rules when interacting with computers, even though they consider it inappropriate. These social responses are natural and not due to deficiencies or dysfunctions. They are easy to generate, common, and predictable.
Our findings reveal that the human-computer relationship is inherently social. This suggests that many principles from social psychology, communication, and sociology are relevant to human-computer interaction and impact user interface design.” [15]
Privacy in robotics involves protecting personal data collected by robots and ensuring compliance with data protection regulations set out by standards that have been previously mentioned.
“Privacy within robotics systems involves the personal data of individuals and how that data is stored, collected, used, and shared.” [17]
Modern robotics are often equipped with a variety of technology which could create challenges to privacy such as connected sensors, cameras, GPS and Microphones. This array of equipment in combination with the personal information.
Solution that was offered to the invasive nature of these robots by design as well as there sometimes personal function such as medical services or in policing, is a concept called “privacy by design” which involves the privacy considerations being made at the initial design stage of any robotics systems to ensure that privacy is handled properly.
“Robotic technology should be designed with privacy considerations from the outset, ensuring compliance with the Data Protection Act (DPA) from the beginning. Data protection should be integrated throughout the entire life cycle of the technology, rather than trying to achieve privacy compliance later, once the technology is already based on capabilities that are inherently privacy-unfriendly.” [18]
This is quite an optimistic approach but due to the small budgets that are often leveraged for security development or implementation within products and enterprises. This does not seem like a realistic recommendation or approach for designs/manufacturers to consider unless a specialized product is being assigned for classified work or military application.
They also recommend another concept called ‘Privacy by Default,’ which ensures that robotics or other technologies only collect and process the minimum amount of data necessary for their intended functions. While this idea is beneficial in theory, it conflicts with the core development of advanced technology, particularly in the case of SPOT. SPOT has numerous functions that can be deployed autonomously, and limiting data collection could impair its ability to perform certain tasks. This approach may not be suitable for sophisticated technology like SPOT, but it could be effective for simpler robotics with limited capabilities, ensuring compliance with legal requirements and frameworks. 
“Another important principle is 'privacy by default,' which means that new data processing technologies should, by default, limit their capabilities so that personal data is processed only to the minimum extent necessary for each specific purpose. Additionally, such data should not be retained longer than the maximum time required for those purposes.” [18]
Holder also recommends following the guidance from ‘Article 29 Working Party (WP29)’ ensuring that inline with what was previously mentioned that privacy impact assessments are carried out during early development to ensure clarity with security design. Moreover, they recommend another WP29 guidance which is include packing and instructions to advise users on how they can customize there device for the appropriate privacy options so that robotics is not intrusive for its selected function,
“The WP29 advises early privacy impact assessments to evaluate new technologies' effects on privacy and data protection. They also recommend providing users with clear information on the potential intrusiveness of robots and permitted drone usage in packaging and instructions.” [18]
“Following Vilches et al. [87], the first step involves using specific guidelines to detect system vulnerabilities. Their proposed Robotic Security Framework categorizes attack vectors into Hardware, Network, Firmware/Operating System

                         
2.3 [bookmark: _Toc167453947]Aims and Objectives

[bookmark: _Toc99624255][bookmark: _Toc167432672][bookmark: _Toc167453593][bookmark: _Toc167453948]The aim of this research is to develop a comprehensive data privacy and integrity framework specifically tailored for robotic systems, with a focus on LIDAR-equipped autonomous robots like Spot. This framework will address the unique challenges of data protection in robotic applications, ensuring compliance with regulations such as GDPR, and enhancing the security and trustworthiness of data collected by these systems.
The author aims to make this research as specialized and contextualized to the Spot robot as possible. Robotics is a vast field with diverse systems, each serving distinct functions and applications. A broad approach could expand the project's scope excessively, leading to generic findings or making certain aspects of the research overly time-consuming to articulate.

2.3.1 [bookmark: _Toc99624256][bookmark: _Toc167453949]Objectives
0. conduct a thorough review of existing research on data privacy and integrity in robotics, with an emphasis on LIDAR-equipped systems.
0. Analyse current data protection practices and frameworks used in robotics and compare them to those used in other fields like IoT and autonomous vehicles.
This will include a comprehensive and clear literature review within these areas of the field to understand why the study remains relevant.  
1. Develop of a Data Privacy and Integrity Framework
1. Design a data privacy and integrity framework tailored for Sensor-equipped robotic systems, incorporating principles of data protection by design and by default.
1. Ensure the framework includes guidelines for data collection, storage, processing, and sharing, emphasizing transparency, consent, and security.
1. Implementation and Validation:
2. Implement the proposed framework in a controlled environment using Spot robots.
2. Conduct rigorous testing to validate the framework’s effectiveness in mitigating identified privacy and integrity risk.
2. Evaluate the frameworks compliance and relevant regulations and its adaptability to various robotic applications.
By achieving these objectives, it the researchers hope that this project will enhance the current state of data privacy and integrity within robotics, contributing to the development of safer, more reliable and compliant autonomous technologies.


Methodology
The researcher will state their methodology approach for the project. I will approach will use the current existing robotics security frameworks as a bassline. An issue with is that the current frameworks as lacking in sophistication compared to other reputable and standardised which was one the initial reason that I had shown interest in pursuing this topic for my project as their noticeable knowledge gap when doing initial research around the topic.
I will be breaking down two different frameworks. They have a large amount of overlap between both Robot Security Framework (RSF) [8] and the Collaborative Robotic Cyber-Physical Systems (CRCPS) Security Framework. [9]
Robot Security Framework breaks down each element of the security aspect of the robotics then accessing each specific section for example it uses the port section and then breaks it down into sub-categories specificizing each vulnerability which needs to be checked to ensure that the robotics is secure.
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Figure 2 Example of the structure of Robot Security framework [5]
In contrast 
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