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[bookmark: _Toc159591933]Introduction
In my Network Operating Systems and Services module assignment, I'll explore hypervisors, focusing on their design, features, and the hardware needed. I'll look at their benefits, how they scale, their security, and how well they work with other systems. I'll also check out different hypervisors on the market and pick one to study closely. Another key part of my research will be on IP addressing, which is essential for sending data over the Internet. I'll explain how IP addresses are structured and used, and how devices like routers and switches help data move across networks.
[bookmark: _Toc159591934]Choosing my hypervisor
I've chosen Oracle VM as my hypervisor because it's a Type 2, or hosted, hypervisor, which means it runs on top of my desktop PC's operating system. This setup is ideal for me since I'm not using a bare-metal framework, and it allows me to leverage my existing OS for managing the hypervisor. Oracle VM's architecture lets me run multiple isolated virtual machines (VMs) on my desktop, making it perfect for testing different operating systems or configurations without affecting my main system.
The hardware requirements are manageable; my current desktop setup should suffice, needing only enough RAM and CPU to support the additional VMs. What drew me to Oracle VM is its ease of use and the straightforward VM management, which is great for my desktop environment. It offers robust security with isolated VMs, ensuring one VM's issues don't spill over to others. Plus, it's compatible with a wide range of guest operating systems, adding to its flexibility.
I'm particularly interested in Oracle VM for its practicality in development and testing scenarios, where I can simulate various environments safely. Its scalability, while not as extensive as Type 1 hypervisors, is more than enough for my needs on a desktop PC. Overall, Oracle VM aligns perfectly with my requirement for a versatile, user-friendly virtualisation solution that integrates seamlessly with my existing setup.
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Figure 1 4 Virtual machines on a hypervisor 2
[bookmark: _Toc159591935]Other hypervisors available

[bookmark: _Toc159591936]Vmware
Besides Oracle VM, there are several other hypervisors in the market I considered. VMware Workstation is a popular choice, known for its robust feature set and strong support for different operating systems, making it great for complex development environments. However, it comes with a cost, which I had to factor into my decision.
[bookmark: _Toc159591937]Virtualbox
Then there's VirtualBox, which is free and open source, offering a good balance of features and ease of use. It's quite versatile and would have been a strong contender if I hadn't leaned towards Oracle VM for its specific advantages in my use case.
[bookmark: _Toc159591938]MS Hyper-V
Microsoft Hyper-V is another notable mention, especially for those embedded in the Windows ecosystem. It's integrated with Windows 10 and Windows Server, offering a seamless experience for Windows users, but its OS-specific nature made it less appealing for my needs, given my interest in cross-platform flexibility.
Each of these hypervisors has its unique strengths and could serve well in various scenarios, but Oracle VM stood out to me for its balance of features, ease of use, and compatibility with my current desktop setup.
[bookmark: _Toc159591939]IP Addresses
IP addresses are the backbone of internet communication, serving as unique identifiers for every device connected to the network. Just like a home address ensures the delivery of mail to the right mailbox, IP addresses ensure that digital information is sent and received by the correct devices. This system is crucial for the orderly flow of data across the vast expanse of the internet, enabling devices to communicate with precision and efficiency. “Communication data travels in other forms based  on  the  OSI  and TCP/IP layers. They  are termed in accordance to a layer.” [1]
[bookmark: _Toc159591940]IPv4: Structure and Limitations
IPv4, the fourth version of the Internet Protocol, utilizes a 32-bit address space, traditionally represented in a dotted-decimal format (e.g., 192.168.1.1). Each of the four octets can range from 0 to 255, allowing for approximately 4.3 billion unique addresses. While IPv4 has been incredibly successful, its limited address space has become increasingly insufficient due to the rapid expansion of internet-connected devices, leading to the development and adoption of IPv6.
“The current version of IPv4 has not been changed from last 25 years. However continuous growth of internet  enabled  devices has put IPv4 addressing at an end.” [1, p. 5]
[bookmark: _Toc159591941]IPv6: 
IPv6 addresses the limitations of IPv4 with a 128-bit address space, significantly expanding the number of possible addresses. This protocol is represented in hexadecimal, separated by colons (e.g., 2001:0db8:85a3:0000:0000:8a2e:0370:7334), and supports a vast array of devices while introducing enhanced routing and security features. The transition to IPv6 is pivotal for sustaining the growth and evolution of the internet.
“The costs for network upgrade are huge. In view of the  facts, it is generally accepted in the Industry that the IPv6 evolution process has changed from the IPv4/IPv6 transition into the long-term IPv4- IPv6 coexistence. Actually,  the  delayed deployment of IPv6 makes the IPv4/IPv6 transition more complex. According to  the  related  statistics,  the  IPv4  allocation  pool has been depleted around 2012.” [1, p. 6]

[bookmark: _Toc159591942]Subnetting
Subnetting is a technique used to divide a single IP network into multiple smaller networks, or subnets. This practice enhances network management, improves security, and optimizes the performance of network traffic. By allowing for the creation of logical partitions within a network, subnetting enables organizations to better allocate IP addresses based on functional, departmental, or security needs, leading to more efficient and secure network operations.
[bookmark: _Toc159591943]Routers
Routers are sophisticated devices tasked with directing internet traffic efficiently. They examine the destination IP address of each data packet and use complex algorithms and routing tables to determine the most efficient path for the packet to take across multiple networks. Routers are fundamental in connecting different networks together, ensuring that data packets find their way from the source to the destination across the interconnected networks that form the internet.
[bookmark: _Toc159591944]Switches
Switches operate at a more localized level compared to routers, directing data within a single network, such as a home or office network. They use MAC addresses to process and forward data to the correct device within the network. By efficiently managing data flow and reducing unnecessary network traffic, switches play a crucial role in maintaining the speed and reliability of local network communications.
[bookmark: _Toc159591945]Conclusion
In my study of networking, I've learned that routers and switches are integral to the Internet's operation, facilitating the flow of data between different networks. Routers play a key role; they analyse the destination IP address of each data packet and use sophisticated algorithms to determine the most efficient path through the network. They consult routing tables – essentially maps of network paths – to make these decisions, considering factors like traffic congestion and the number of hops required to reach the destination.
Switches, on the other hand, operate more locally within a single network. They direct the traffic to the appropriate device within that network based on MAC addresses. By efficiently managing this local traffic and eliminating unnecessary broadcast to all devices, switches ensure that data flows smoothly within the network, freeing up bandwidth and reducing latency.
When I think about how routers and switches work together, I picture them as the traffic managers of the Internet. Routers guide the data packets across the vast expanse of global networks, making sure they're on the right path, while switches handle the 'last mile,' so to speak, ensuring the packets reach the correct device within the local network. This collaboration is crucial for maintaining the speed and reliability of data transmission across the interconnected networks that form the Internet.

[bookmark: _Toc159591946]Introduction to Network Troubleshooting
Understanding network troubleshooting is essential because it helps maintain operational continuity in business environments and minimizes inconvenience in personal settings. It's the systematic process of identifying, diagnosing, and resolving network issues. This process is crucial for network administrators, IT professionals, and even home users to ensure their network is reliable and secure.
[bookmark: _Toc159591947]Network Connectivity Tests
[bookmark: _Toc159591948]Basic Connectivity
Ping Test: This is a fundamental network utility that sends ICMP echo request packets to the target host and listens for echo response packets. It's a primary tool for checking host availability and network connectivity. The response time, known as latency, can also indicate the network's responsiveness.
[bookmark: _Toc159591949]Path and Route Tracing
Traceroute Test: This utility displays the route and measures transit delays of packets across an IP network. It's used to identify where packets are being dropped or delayed in the network path, which can pinpoint problematic routers or links.
[bookmark: _Toc159591950]DNS Resolution
DNS Querying: The nslookup command is utilised to query the Domain Name System to obtain domain name or IP address mapping. It's particularly useful when diagnosing DNS resolution problems, where a domain name is not being correctly resolved to its IP address.
To test DNS resolution, I will use the nslookup command to query domain names and ensure they are being resolved to the correct IP addresses. This can be done for both external internet domain names and internal network resources.
[bookmark: _Toc159591951]Performance Testing
[bookmark: _Toc159591952]Bandwidth Testing
Speed Test: These tests assess the bandwidth and throughput of a network connection. They are useful for determining whether the network speed meets the required levels for specific applications or services.
[bookmark: _Toc159591953]Packet Loss Testing
Packet Loss Identification: Packet loss can severely affect network performance, especially for real-time communications. Tools like mtr can trace the path of packets to a destination while reporting any loss or latency.
To detect packet loss, I will perform an extended ping test, specifying a larger number of packets, or use the mtr command to continuously monitor the connection to a host while reporting on packet loss and latency.
[bookmark: _Toc159591954]Security Testing
[bookmark: _Toc159591955]Firewall Configuration
Firewall Rules Audit: Evaluating firewall configurations involves reviewing and testing firewall rules to ensure they appropriately permit or deny network traffic. Misconfigured firewall rules can either expose the network to security risks or block legitimate traffic.
I will review the active firewall rules on network devices and systems to verify that they correctly permit or deny traffic as intended. On Unix-based systems, this involves checking the configurations with iptables, and on Windows, it would be through the Windows Firewall settings.
[bookmark: _Toc159591956]Common Connectivity Issues
[bookmark: _Toc159591957]IP Address Conflicts
IP Configuration Review: An IP address conflict occurs when two devices on the same network are assigned the same IP address. This can be detected by reviewing network settings on each device and ensuring dynamic IP assignments are managed properly by DHCP.
[bookmark: _Toc159591958]DNS Issues
DNS Troubleshooting: DNS problems can cause websites to be inaccessible or network resources to be unreachable. Flushing the DNS cache or changing DNS servers can sometimes resolve these issues.
If there are DNS resolution problems, I will first try flushing the DNS cache with ipconfig /flushdns on Windows or by restarting the DNS service on Unix-based systems. If the issue persists, I will investigate the DNS server settings and, if necessary, switch to an alternate DNS server.
[bookmark: _Toc159591959]Firewall Misconfigurations
Firewall Settings Verification: Incorrect firewall settings can block access to network resources or allow unauthorized access. Regular audits of firewall configurations are necessary to maintain network security and functionality.
To address firewall issues, I will examine the firewall configurations to ensure the rules align with network policies. This may involve allowing or blocking specific ports and protocols as required for network operations.
[bookmark: _Toc159591960]Documentation and Best Practices
[bookmark: _Toc159591961]Troubleshooting Documentation
Record Keeping: Documenting network issues and their resolutions is key for future reference and for other IT personnel to understand past problems and solutions.
During and after troubleshooting, I will keep detailed records of the steps taken and the results of each test. This will include dates, times, user reports, and screenshots or outputs from network tests.
[bookmark: _Toc159591962]Use of Network Monitoring Tools
Continuous Monitoring: Network monitoring tools provide real-time data on network performance, allowing for proactive management and quick reaction to issues as they arise.
I will set up network monitoring using tools like SolarWinds Network Performance Monitor to track network performance over time, which will help in identifying issues before they become critical.
Conclusion
Troubleshooting network issues is a critical skill for maintaining network reliability and performance. By understanding and applying various testing techniques and best practices, network issues can be resolved effectively, ensuring minimal downtime and optimal network performance.
Upon completion of troubleshooting, I will have a set of documentation that captures the problem, the solution, and the verification steps, which serves as a valuable reference for future troubleshooting scenarios.

[bookmark: _Toc159591963]Testing
[bookmark: _Toc159591964]Basic Connectivity
I will conduct a ping test by opening the command prompt or terminal on the networked device and using the ping command followed by the IP address or hostname of another device on the network. The output will show whether the host is reachable and the round-trip time for the packet.




LD Domain 2 NIC Cards
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[bookmark: _Toc159591862]Figure 2 Creating a gateway Network Interface card and an internal on LD
NIC 1 (Gateway):
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[bookmark: _Toc159591863]Figure 3 Configuring the gateway NIC on LD
NIC 2 (Internal):
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[bookmark: _Toc159591864]Figure 4 Configuring the Internal NIC on LD
LD-PC:
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[bookmark: _Toc159591865]Figure 5 Configuring the client IP address on the LD client machine to point to LD-DC int gateway
Test connection:
LD-DC to LD-PC:
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[bookmark: _Toc159591866]Figure 6 Pinging the LD Domain to the client
LD-PC to LD-DC
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[bookmark: _Toc159591867]Figure 7 Pinging the LD client to the domain

SW Domain:







2 NIC Cards:
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[bookmark: _Toc159591868]Figure 8 Evidence for 2 network cards on the SW domain server
NIC 1 (Gateway):
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[bookmark: _Toc159591869]Figure 9 Configuring the IP address for the gateway NIC
NIC 2 (Internal):
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[bookmark: _Toc159591870]Figure 10 Configuring the IP address for the internal NIC on SW



SW Client:
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[bookmark: _Toc159591871]Figure 11 Configuring the IP address for the SW Client to reach the SW domain
Ping test:
SW-DC to Client:
[image: A computer screen with a black screen

Description automatically generated]
[bookmark: _Toc159591872]Figure 12 Pinging the SW domain to the SW client
SW Client to SW-DC:
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[bookmark: _Toc159591873]Figure 13 Pinging the SW client to the domain
[bookmark: _Toc159591965]Path and Route Tracing
Using the tracert command on Windows, I will trace the path to the destination IP to see each hop along the route. This can reveal where packets are being delayed or dropped.
Static routes:
LDN DC:
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[bookmark: _Toc159591874]Figure 14 Adding a static route on the LD DC to communicate with the SW client through a gateway
SW DC:
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[bookmark: _Toc159591875]Figure 15 Adding a static route on the SW DC for the SW client to communicate with the LD client

SW-DC to SW-PC:
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[bookmark: _Toc159591876]Figure 16 Trace routing the SW DC to the SW PC
SW-PC to SW-DC:
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[bookmark: _Toc159591877]Figure 17 Trace routing the SW Client to the SW domain
LD-DC to LD-PC:
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[bookmark: _Toc159591878]Figure 18 Trace routing the LD-DC to the client pc
LD-PC to LD-DC:
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[bookmark: _Toc159591879]Figure 19 Trace routing the LD client to the domain

Ping client to client:
LDN – SW
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[bookmark: _Toc159591880]Figure 20 Pinging the LDN Client to the SW client
SW-LDN
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[bookmark: _Toc159591881]Figure 21 Pinging the SW Client to the LD client

[bookmark: _Toc159591966]Performance Testing
[bookmark: _Toc159591967]Security Testing
[bookmark: _Toc159591968]Firewall Configuration
I will review the active firewall rules on network devices and systems to verify that they correctly permit or deny traffic as intended. 
[bookmark: _Toc159591969]Common Connectivity Issues
[bookmark: _Toc159591970]IP Address Conflicts
[bookmark: _Toc159591971]DNS Issues
If there are DNS resolution problems, I will first try flushing the DNS cache with ipconfig /flushdns on Windows or by restarting the DNS service on Unix-based systems. If the issue persists, I will investigate the DNS server settings and, if necessary, switch to an alternate DNS server.
[bookmark: _Toc159591972]Firewall Misconfigurations
To address firewall issues should there be any, I will examine the firewall configurations to ensure the rules align with network policies. This may involve allowing or blocking specific ports and protocols as required for network operations.
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