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Good afternoon everyone. In this presentation we will be looking at how HSBC uses Facial recognition Technology within their Organisation to improve efficiency. Our group members include myself (Jawad), Andrew, Amoy, Nicole and Daniel.  Let’s begin… 
Firstly, lets look at the background of HSBC. HSBC is one of the world’s biggest banks.​ They have more over 40 million customers​ in over 64 countries from personal banking, business borrowing to personal loans. They first opened their doors in March 1865 in Hong Kong. At the core of their values, HSBC’s is commitment to the communities that they serve, and helping businesses to thrive and as well as people.
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HSBC was established from the simple idea of ‘a local bank serving international needs’, and came from this man, Thomas Sutherland. Sutherland was a Scotsman with no experience in banking but in 1864, got inspired when sailing in south China Coast when he read an article on Scottish banking. This led him to establish a bank owned and managed locally, that backed international trade.
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Here are some interesting facts. Where did the name HSBC come from? The banks name is came from the initials of The Hongkong and Shanghai Banking Corporation Limited. Their hexagon logo was actually developed from the cross of St Andrew.​ One of the key symbols recognized for HSBC are the well-known lions. This image of the lion can be found on the Hong Kong dollar issued by HSBC. These lions were also named Stephen and Stitt in the 1920’s after senior managers.
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Let us now look at some of the challenges that HSBC faced prior to the introduction of modern technology. Internet banking is a key function in modern society. It allows customers the ability to pay bills, transfer funds, buy products, at the convenience of not leaving home. However, the internet is unfortunately a breeding ground for criminals, intent on making money. With the development of technology also comes an increasing exposure to cyber attacks. Cyber criminals come in the form of social engineers, spear phishers, hackers, the rogue employee or the ransom artist.
Figures suggest that internet commerce fraud in the UK increased from an estimated £135 million to £309 million, from 2010 to 2016. Not only are customers affected by this, but banks and financial institutions on a whole.
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So how do cyber criminals steal money? Cyber criminals steal money by Infecting your computer/mobile/tablet device with malware and stealing your identity. They can also send scam emails to trick customers into revealing their accounts. They can deceive you into visiting a fake website and handing over personal information. Some criminals will also hack into your wireless network and intercept passwords and usernames. Lastly some criminals will take control of your computer and use it to hack other people's computer
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Finally, forgotten passwords! Needless to say, I am sure we’ve all forgotten a password for at least one of our multiple accounts at some time or the other. And we all know how inconvenient this can be. Not only do you have to reset password, but you also need to remember the password for your email account, in order to reset that password! If you are in a hurry to transfer funds or make a payment, this can be very time consuming. Not to mention FRUSTRATING! To overcome this issue many users, save passwords on electronic files, which can easily be compromised by a cyber-criminal.
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Facial Recognition Technology Is a Biometric Technology that enables identification of individuals, based on their facial characteristics. It is a quick and secure way to log into your bank account online without the need to remember passwords. Your face is your password.
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So how does it work? Facial Recognition Technology creates a ‘template’ or a 30,000 point ‘depth map’ by measuring the face. Certain facial features are measured using algorithms. For example: width of nose, distance between the eyes and mouth, length of jaw. These markers are described as nodal points and are measured down to a scale smaller than a millimeter and converted into a template with a special code. This software then compares the image against other information to identify a likely match.
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Alongside the Financial Services, other organisations have already implemented this technology, including:
Borders and Immigration: Since 2006 all UK passports are biometric. They contain a small chip that holds an image of the passport holder. At an ‘ePassport gate’, a photo is taken that is compared to the image on the chip using FRT. 
FRT is also used by HM Passport office to identify potentially fraudulent passport applications.
Law Enforcement: In January 2020, the Metropolitan Police began operational use of Live Facial Recognition (LFR) Technology. The technology will help to detect and deter criminals and serve as evidence in the criminal justice system where necessary. 
Physical Area Access: British airways have implemented FRT for self-service boarding and thereby eliminating the need for a boarding pass or passport. 
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HSBC implemented and deployed FRT in an effort to toughen up on crime by simplifying the process of Identification and Verification. This FRT provides safeguards to protect customers personal information and protect their security. In turn this minimizes the risk of fraud from cyber criminals. As technology advances with phones, tablets and computers, banks ensure that they keep up to date with the latest available technology, for the purposes of convenience for the digital generation.
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Now let's look at the Impact of this technology. Digital Technologies help us to do online banking transactions in a more convenient and secure way. As a result this reduces the risk of cyber crime and in turn decreases the cost associated with fraud. There is no more a need to remember passwords and it minimises PINS being compromised and theft. Some argue that these technologies increase privacy by making personal data more secure, thereby reducing identity fraud. Finally, this technology shortens the time it takes to solve a crime in the judicial system
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Like with all things, modern technology also has negative impacts. Firstly, biometric attributes cannot easily be changed and could be permanently compromised if obtained by a cyber criminal. (Guest, R 2018). An imposter could use public photos of an individuals face to try to trick the Facial Recognition Technology. There is also a potential for bias because studies have revealed that accuracy is lower for Black people, females and those aged 18-30. 
Digital technology has had a significant impact on the workforce and as a result a huge number of people are losing their jobs as technology replaces them. 
There is the risk of infringement of privacy which is a major concern, with FRT used for law enforcement could have legal implications in terms of privacy. Misuse of biometrics for unauthorized tracking of business and locations of individuals. There are also accessibility issues for people who are elderly, disabled or those who simply lack knowledge
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According to the research, 64% of customers were comfortable using Biometric Technology whilst some believe that Biometric technologies posed a threat to privacy by removing anonymity. Other individuals with accessibility concerns were apprehensive using the new technologies, according to Blanco-Gonzalo, R (2018). Unlike modern technologies, biometric technologies raises ethical concerns i.e. concerning the storage of biometric data. Questions raised are…Can we trust whether our data will be secure? And will it only be used only for the purpose it is acquired for?
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Thank you for looking listening to our presentation. My name is Daniel Williams and I will be presenting about the lessons learned from this case study. In this case study we work in a group of 5. Each person was assigned a different topic.
We have learned that Facial recognition can identify individuals from photos or videos. The technology uses algorithms which is a set of instructions that measures facial characteristics, such as the width of mouth, distance between the eyes etc. These algorithms then compare these images against a database to find a match. Development of this technology allows banks to stay resilient against corruption. The latest technologies assist the HSBC bank recognize customers speedily compared to the old ways that needs to be in branch or via written letter. Also we have learned how facial recognition assist both bank and customer during fraudulent investigation, by identifying suspects. And finally, I have learnt that this technology is slowly creeping into our modern society as part of everyday life and we must keep up to date so we don’t get left behind. Finally we’ve learnt that banks must keep up to date with the latest technology to maintain security, privacy and reputation and to keep customers trust.
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Working as a team we communicated through various channels including emails, WhatsApp and Microsoft Teams. We were able to share files instantly through OneDrive. We have learned the value of digital technologies for team working in the modern society. For example, we learned how to use Powerpoint slides to complete a case study. In order to achieve this, the process to ensure that communication was effective, and deadlines were met, is that meetings were arranged, agendas were set and progress review. In terms of conflict resolutions and problem solving, we learned that these were skills that we need when working as a team. Although it has been difficult in communicating because we all have different personalities, we took the time to talk over things and get feedback from each other, so we knew what each other was saying. 

This brings us to the end of our presentation. I hope you have enjoyed our presentation. Thank you. Are there any questions?
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