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Introduction 
In this assignment I will research and discuss the advantages of a BYOD mainly focusing on the advantages and how the BYOD will increase the productivity in business. 	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
For the BYOD the business will need to create policies that keep them secure from any outside threats these will be included in the security policy area. The next area is the user policies, this area will focus on what the user needs to have on their device in order to use their own device in the business. The next area of policies is called the device management policies, these policies refer to how the user should manage their device such as travelling and insurances.
The next part of this assignment I will research and discuss three mobile management software’s then, I will recommend the best mobile device management software based on what the Hyperfort business will need. Areas I will look at is security features and the types of operating software’s it can run on.
A Data flow diagram will also be created to show the way the users will access certain services and files on the system. Finally, I will include an explanation to the Hyperfort BYOD design I created on packet tracer.
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One of the first advantages to using a BYOD in a business is the familiarity the employees have with their own technology. “Using Apple products for instance, instead of the restriction of ‘Microsoft only’ enforced policies,” [1] The employees who use separate operating systems to the business will have no learning curve as they already understand how to use their own system, this will lead to increased productivity.
When a business decides to use a BYOD system it will greatly reduce the costs of the equipment the business need to purchase. “businesses can transfer operating costs to the user”. [2] The employees pay for the devices they will be using. The reason this works is the devices become their personal devices they can use outside of work. The business will still need to purchase a few devices for spare devices in case of any damages.
Increased productivity is reported in businesses that use a BYOD system, this is reported because employees like to use their own devices. “40% of respondents cited "device choice" as employees' top BYOD priority (the ability to use their favourite device anywhere).” [3] If the employee is allowed to use their own device they want to use it which increases the amount of time they spend on it, increasing the amount of work done.
It can be very challenging and expensive for a company to keep all their devices up-to-date. Also, the IT technicians will be working constantly on applying the newest updates to the devices. If the control of the devices is left to the employee, then they will be able to keep the devices up-to-date. “Employees will tend to keep up to date with the latest technology, whether this is a mobile device or software installed on a laptop or tablet.” [4]Since the employees are using the newest versions this can mean increased productivity as the newest systems are often the best and most efficient versions.
Increased satisfaction is another benefit to using a BYOD system. This is because the employees can choose a device that best works for them in their area of work. “The BYOD policy also allows employees to choose the technologies which best suits their roles. For example, marketing executives would use a MacBook, whereas Sales Representatives would most likely use a tablet for recording meeting notes.” [5] When the employees can use a device that works best for them that will increase their happiness when working, this can lead to increased productivity because of the boost of morale.
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There are however some disadvantages for implementing a BYOD system into a business.
The first disadvantage of a BYOD system is the increased security threats that are present when employees can bring in their own devices and connect to the business network. The reason that this is hard is because the employees will be accessing sensitive information on their devices which can lead to leaks if the devices are not correctly protected from threats. “One security-related challenge is ensuring all of the personal devices are protected from malware, especially if they are connecting to the Internet from private and public locations all over the world.” [6] . To ensure the data in the business is well protected the business should have policies that the employees should follow. This is further discussed in the business policies of this report. 
When adding personal devices these threats will have another way of gaining access to the network using personal devices. If any personal devices carry any malware because of inadequate protection, then the malware can transfer to the network. This means that the business and employees will have to take responsibility to secure all employee devices like they would do with their own devices.
Another disadvantage of a BYOD system is the increased price of support needed in the business. The reason more money would have to be spent on support is because of the wide variety of operating systems that the business would be using. Most IT technicians in businesses focus on one operating system as most of the time a business only uses one, so when multiple operating systems are used the business may need to pay for more training or another employee to be able to provide the support for the employees. 
In some businesses another problem that can occur when using a BYOD system is employees not wanting to purchase their own devices to use. This normally occurs when a BYOD system is introduced later in a business as employees are used to using the standard PCs. Some employees may not have personal devices that can perform the tasks they need, an example is a photo editor needing a high-end PC in order to work, the editor may not own a high-end PC and relies on the work PC. If employees do not have the correct devices, then they will not want to purchase expensive devices to use in work. “the costs of BYOD are down to the employee. Not everybody has such a device or even want one. Therefore, being told by your company you then need to get one for work is likely to leave them feeling fairly hard done by.” [7] If the employees have a problem paying for their devices, it can lead to tensions between employees and workers “They may not be happy shouldering this cost.” [7]
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The most important policy that will have to be altered when the BYOD is introduced is the security policy. This is because there will be new security threats that will appear because of the employees being able to bring in their own device.
The first part of the security policy is “All Employees must make sure that all their devices have Anti-Virus and Firewall installed onto the device and the applications are up-to-date” The technicians should help the employees install and manage the applications to ensure the business is protected. If any of the devices that have been brought in are not fully secured using anti-virus and firewall have any malware attached to them then the malware will transfer to the business network. 
All the new devices that are brought into the need to be made secure with the use of passwords. An example of a password policy for BYOD I found online states “The company’s strong password policy is: Passwords must be at least six characters and a combination of upper- and lower-case letters, numbers and symbols. Passwords will be rotated every 90 days and the new password can’t be one of 15 previous passwords.” [8]Changing passwords often can make it much harder for unwanted personnel to get into the network. In the policy it should state that the IT technicians should assist with adding passwords and training the staff on how to use passwords and change them. The Policy should include that no passwords should be the same as this could become an easy way for hackers to access the networks.
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When the employees use their own devices, it should be made sure what they should use them for during working hours.
In the User policy statement, it should state:
· Any Illegal sites or inappropriate sites such as pornography websites should not be accessed on the device while at work. This can include hacking.
Hyperfort should record logs of what the employee has accessed while at work. A mobile device management software can help with this.
An example of a policy I found in a university BYOD policy, “In the event that your device is lost or stolen, or its security is compromised, you MUST promptly report this to the IT Helpdesk”. [9] devices will be traveling from one place to another there is an increased risk that they can become stolen or lost, any lost or stolen phones should be reported to Hyperfort to stop any data leaks from occurring.
When the employee decides to sell or exchange their device a policy should state that all files stored on the device should be deleted. The device should under go a factory reset to ensure that no Hyperfort files are left on the device.
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This policy will control all the applications that the devices will need to have in order to work in the business. In this policy it should state that the IT technicians will give assistance to help and install all the software that the employee will need on their device.
· In the Policy it should state that employees that employees should make sure that on their devices they have the correct applications installed and kept up-to-date. An example of this is social media employees may need to have photo and video editing software to create for the social media accounts for marketing.
· Then there will be universal software and services that all departments would need access to such as databases, email, storage areas such as google drive and internet access.
· The employee must also maintain the device to a standard, such as no smashed screens or speed problems to ensure they work at 100%. To help with this they could use insurance on the devices.
Data Policy
The employee will have to house data for their work on their devices this means there should be policies for the business and the employee to stay protected. 
Some of the policies the employees must follow:
· The employees must make sure that all the data housed on their device is up-to-date and follows the Data protection act
· Employers must train employee on the data protection act 
· All sensitive data housed on the device should be secured with passwords to stop unwanted personnel from viewing the data
· One policy I found online is “Where it is essential that information belonging to the University is held on a personal device it should be deleted as soon as possible once it is no longer required.” [10] This can be related to Hyperfort
· If the device is sold or not used in the working environment, then all data must be deleted from the device.
The employee should follow these rules when thinking about the type of data they are storing on their device. If the employee fails to follow these policies, then it could lead to legal troubles such as failing to follow the data protection act could lead to a big fine.
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Mobile device management software is a security software that allows the IT department to manage the employee’s devices. This software will be able to enforce the policies on the devices such as blocking sites and tracking movement of the device.
The first mobile device management software I researched is Intune which is Microsoft software. 
Intune allows for basic functions like managing users and passwords. Provides admin services such as secure email and restricting access to certain areas which aren’t beneficial to Hyperfort. Intune also allows to manage the applications that the employees will use such as updating apps and services, additionally it allows to centralise the PC management into one software. Intune includes encryption of data which can be used to encrypt sensitive data such as customer details. 
Intune uses conditional access which can control the level of access that each employee will have. When an employee enters their username and password to the network, Intune will check their level and either allow or block access to certain files or applications depending on the employee level. This software costs £13 per month for each user.
The second mobile device management software I researched is called cisco Meraki. This software allows for the control of multiple OS systems. Cisco Meraki is scalable so any additional devices that will be needed to be placed on the network can be easily added. From cisco Meraki the IT department can manage applications on the network which will include updating and installing new applications. This software can enforce restrictions such as adding a level of access system to the business. It includes the ability to track the activity on the network to control what the employees are viewing.
The third mobile device management software I researched is called Air Watch MDM. This piece of software includes the most features of any of the researched software. The features are.
· Password and Usernames to stop any unwanted personnel gaining access to the network
· Data encryption on the sensitive data in the business
· Single Admin which means all control can be done with one PC in the business
· Device Restrictions control, this stops employees from accessing certain websites online. It can also be used to place a level of access system only allowing higher up employees to access sensitive data
· This will cost £15 per person
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After researching these management software’s, they are all very similar to one another and all allow the same features however some are more suited to the Hyperfort BYOD system.
The software that I chose to use in the business is cisco Meraki. The reason that I chose this piece of software is because it is allowing for multiple operating systems on the network. This can be very beneficial for Hyperfort as they are a large company, not all employees will be using Microsoft, some will be using IOS systems. Cisco Meraki can help control the applications by allowing the IT Department to control any updates needed in the system. 
For the security policy it adds passwords to stop any unwanted personnel from gaining access to the network, the software also can add levels of access so in Hyperfort it can stop low level employees accessing personal information. Cisco Meraki is also marketed as scalable so any new devices that are added to the BYOD can be added with ease and this allows for expansion to the network system.
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This Diagram shows the way that the mobile devices will connect to the network and use the applications they require in work.
The Data flow diagram is included in the appendices.
Hyperfort Packet Tracer Design
I created the design of the Hyperfort BYOD system on Packet Tracer. The version I used was Cisco Packet Tracer 7.2. The Packet tracer file is included in the zipped folder.
To give a design idea I created two rooms of offices to replicate the business building. In each of the offices I included an access point, this is to be able to connect to the server. I chose to include an access point in each room to speed up the connection for the offices. On the access points I set them up to be able to connect to the portable devices in the offices such as the laptops. I added a password to the access points to stop any unwanted personnel from accessing the Hyperfort network, the password is cisco123 this is what the employees will have to type in when they want to connect their devices to the network. This is the first layer of security I included in the system. I also included a firewall in the system this is to help and protect the business from unwanted files and users from accessing the system and disrupting it. 
On the switch and the router, to be able to access exec mode and use certain commands the user will need to know passwords to change any of the device’s settings. Also, the users will need to type in passwords to be able to access the switch’s regular settings. The reason that this was included is to stop any of the employees in the business from accessing the network devices and changing important settings on them, this could lead to the whole network collapsing. Adding these passwords on the devices will stop internal threats from occurring. These devices will be housed in the server room; this is to keep them in a secure area where only authorised people can access.
I added two servers which both included the types of services that the business will be using such as email, file sharing and file saving.
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Appendices
This is the Data flow Diagram for the Hyperfort network system.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Evidence of background reading and good critique/analysis of literature.  It would be good to see more references from journals/conference proceedings as this would add more credibility to your work.  You can access many journals from the online library - https://www.uwtsd.ac.uk/library/online-library/, IEEE and ACM are the main ones for computing. Avoid using too many websites (Grade mark: 66.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated knowledge of the underlying concepts and principles (Grade mark: 70.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10.5

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have discussed all the relevant aspect for this assignment (Grade mark: 75.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]30

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Very basic working design with countermeasure implementations (Grade mark: 67.50%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]13.5

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Written well but could do with some formatting (Grade mark: 70.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]7

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]71%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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