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Abstract 
The crucial purpose of this assessment was to analyse the SteelForm Manufacturing Ltd organisation and its internal and external threats related to cybersecurity and data privacy management. This has also focused on assessing security policies such as GDPR and ISO 27001, which help maintain data privacy; it has also highlighted the Data Protection Act 2018, which was useful for businesses to maintain privacy and protection of data. Further, this has provided some of the mitigation strategies for the organisation, which could support the company to overcome these cyberthreat issues and challenges. To measure the effectiveness of these processes and monitoring its productivity, it was essential to implement the CIA triad, which was significant for the organisation. This has also assessed the training awareness Programme for employees to make them aware of cyberthreats and AI. 

Introduction 
The primary aim of this report is to highlight the SteelForm Manufacturing Ltd company and its internal and external threats related to the organisation, which affect the growth and development of the organisation. These threats are mainly related to Industry 4.0, IoT, and cybersecurity, which create a vulnerable situation for the company. This will also assess the set of security policies that align with best cybersecurity and networking policies. Having mitigation measures can help to identify and resolve those threats for the business and monitor the network and responses to those security incidents. This report will also describe a training Programme for their staff, which can help them to ensure compliance with new security policies and prevent data and information from different external threats and challenges in the marketplace. The overall analysis will concentrate its focus towards assessing the cyberthreat and data breach issues that affect the company and its management.   
[bookmark: _v0mg3m3zd6mt]Identification of Threats
Clearly identify potential internal and external threats facing the company.
Internal threats 
Data breaches -
Criminals also try to steal the crucial customer data of the company, which can affect their brand image and reputation. Unauthorised access to information can cause data breaches involving third parties, and it becomes a threat to the organisation. The unauthorised access to data can also highlight confidential investment opportunities for businesses, which will create a financial loss for the organisation in their growth (Reed, 2024).  
Potential downtime caused by cyberattacks -
Cyberattacks are some of the problematic aspects locks the employee out of systems and affect the workflow by triggering forensic lockdown in the organisation. This issue makes it challenging to maintain security and resilience in their supply chain security and management. The SteelForm Manufacturing company has also faced severe losses due to this cyberattack and downtime (Cisco, 2026).  
Phishing emails targeting procurement staff -
The phishing emails targeting procurement are a form of cyberattacks which are financially motivated to trick unsuspecting executives and employees. This creates a fraudulent transfer of sensitive data. In these kinds of emails, criminals send requests for rush order payment and instruct the IT department to click a link or enter into the login. The urgent wire transfer emails for a new overseas account of a confidential investment are also part of phishing emails targeting procurement staff (Cisco, 2026).  
External threats -
Ransomware targeting industrial control systems -
SteelForm manufacturing is also suffering from Ransomware attacks on their production lines, manufacturing process, and overall supply chain, which creates far-reaching consequences for the organisation. This malicious activity encores the data of victim and wants a ransom payment to them for exchanging those data to provide decryption keys. These ransomware attacks are creating a critical situation for the organisation to maintain their industrial control system, and it can also affect their brand image. Criminals employ advanced encryption techniques and evasion tactics to avoid any kind of detection from the security team and the organisation’s systems. They are increasing attacks by maximising their digital adaptation (Santangelo et al. 2021).    
Data theft from the supply chain partners -
The supply chain partners of organisations are also suffering from cyberattack-related issues. Data shows that around 15% of businesses are facing data theft, and SteelForm Manufacturing is one of the companies. The suppliers of the company are unable to protect their data, and criminals are using their confidential data as a tool to blackmail (Berry, 2023).  
Security Policies
A set of security policies that align with best practices in network and cybersecurity.
There are multiple policies and factors that help to align the organisation SteelForm Manufacturing into a safe zone to protect them from cyber threats and issues. Factors include industry standards such as ISO 27001, NIST, or GDPR compliance, which are useful for protecting the data and information within a secure measure. First of all, the acceptable use policy states how employees can utilise the network, company devices, and internet access to prevent them from any kind of downloading any unapproved software or visiting unauthorised websites. These aspects come under the UK’s GDPR compliance, which mainly focuses on handling personal data and the use of emails (Andrews, 2026). Another is the data protection and privacy policy, in which collecting and storing personal and sensitive data has some measures, and this should follow the data retention, breach notification protocols, and access controls. This data access management comes under ISO 27001. This measure helps to provide guidelines for implementing, establishing, and maintaining the information security management systems. Due to cybercrime, there are lots of new threats that are constantly emerging, which makes it more difficult to achieve operational excellence, cyber resilience, and risk management (ISO, 2022). 
SteelForm manufacturing should also align with a password management policy, which can encourage multifactor authentication for protecting the data and information. This can also reduce the risks of unauthorised access from remote or hybrid working environments. By following this, the company can enforce a minimum complexity requirement and mandate MFA for maintaining sensitive systems (Wavenet, 2026). This manager policy also focuses on maintaining the guidelines of GDPR, which can help to meet the required legal aspects. NIST has also provided some of the crucial measures and framework which are useful for advancing the technology and creating a shield of protection for maintaining standards and all that. This focuses on ensuring the safety of information and data which the organisations collect from their customers and multiple other areas (IBM, 2021).    
[bookmark: _d8hcvgtti11u]Mitigation Measures
Specific measures to mitigate identified threats and how each measure will be implemented.
Software and system update -
To mitigate the technology-related problems of the organisation, it is essential to update software and systems that SteelForm Manufacturing was using and adopt some new and effective technologies which can enhance their efficiency. According to the CIA triad, it is crucial to maintain confidentiality, integrity, and availability of data. Confidentiality will help systems to prevent their secret data of the organisation and also create barriers to unauthorised sharing. The integrity focuses on making sure that data is trustworthy and free from any kind of tampering. This integrity of data should also be accurate, authentic, and reliable for organisations. Availability will focus on advanced systems and software development that can prevent any of the unauthorised access to data and information. Having updated software provides extra competitive advantages for the company to sustain their growth by bypassing cyber threats and security issues (Altulaihan et al. 2022).   
Ensure endpoint protection -
It is also essential to ensure endpoint protection, where the network will work remotely as the bridge among devices such as laptops, tablets, and mobile devices to provide them access to security from threats and all that. The CIA Triad can also help to implement these measures. In the first stage, which is confidentiality, the company SteelForm Manufacturing will focus on ensuring the safety of those devices and utilise advanced tools to protect them. They can also make aware to the users how they should avoid any kind of link and pdf which do not make sense. Further into the integrity phase, they will focus on integrating the crucial data together so they can protect themselves from sophisticated data breaches and all that. The availability phase will focus on providing the required education to those employees to make them aware of issues of cyberthreats and their nuances (Palange, 2025).    
Back up the data - 
Having a backup of data is essential because it helps to avoid any kind of serious downtime and serious financial loss for organisations, as well as the loss of data. Through the help of effective backup data management, it can make the SteelForm Manufacturing company secure against any kind of disaster-like situations and problems. It can also provide proper control to the organisation over their data and prevent difficult situations. 	Here, the company can also implement the CIA triad, which can help them to prevent any kind of data-related issues in their operations (Palange, 2025). 
[bookmark: _rrhah9eb94p3]Monitoring and Response: 
Outline a plan for monitoring the network and responding to security incidents 
There is a six-stage plan and their sub plans which are useful for monitoring and responding to security incidents from the SteelForm Manufacturing company in the marketplace. The first stage is preparation, where it will mainly focus on setting principles, responses, communication, and documentation of the cybersecurity-related threats and challenges. This can help to provide a proper understanding of the process and create access to control the issue. Another stage is identification, in which the organisation determines and detects incidents and information errors in files through numerous sources, including intrusion detection systems. Through identifying the issue from different points of view, it becomes very easy to find a proper solution for those challenges. Another stage is Containment, where after identifying the threat, the organisation limits its operations and prevents further damage (Holdsworth and Kosinski, 2024). This containment stage will focus on short-term containment to limit the damage. The long-term containment will focus on rebuilding strong systems, which will focus on assessing the issues and limiting them properly. In this containment stage, they will also focus on creating system backups. The forensics software must capture images of affected systems during the incident, and that will be useful to preserve their evidence and understand how the information got compromised. Having backups can help to restore that data and make them more secure. Another phase is eradication, where the organisation will focus on restoration and removal of systems that are affected due to the security incident. These phases require documentation for determining the resources, manpower, and overall impact on an affected system to prevent any kind of risks. The phase of recovery will also help to monitor the affected system through tests and verifications during abnormal behaviours. Furthermore, it is crucial for SteelForm Manufacturing to learn lessons from these incidents, which can help to enhance their future approach to these kinds of attacks through proper documentation (Fortinet, 2025). 
[image: ] Figure: Flow chart of plan for monitoring security incidents
[Source - Self-created]
Training and Awareness
Training program for staff to ensure compliance with the new security policies.
It is essential for the SteelForm Manufacturing company to provide a cybersecurity training Programme for their employees, and this Programme is designed as a structured program which are changing the security of workforce behaviours towards cybersecurity threats. This training helps to reduce human-layer risks by teaching employees how they can recognise cybersecurity threats, make better decisions in pressure situations, and how to respond quickly and efficiently to cybersecurity threats. They should deploy the annual cybersecurity awareness module, which can help collect completion certificates and proceed to operations. The cybersecurity training Programme can continuously help to update their operations and foster strong security awareness for employees. The employees should also get trained on AI-generated spear phishing, which uses large language models, which can help them understand crafted, personalised attacks on email at an industrial scale (Fortinet, 2025). This can also create a proper understanding for employees regarding spear phishing, phishing, and whale phishing. They should also be aware of AI vishing and voice cloning, which happens through using phone calls to impersonate IT support, financial institutions and executives. Having a proper understanding of AI-generated lone voice and all that can help to verify the information properly and create an understanding for those employees about cyberattacks and all that. The training related to ransomware, malware, and fileless attacks is one of the biggest ways to steal data of customers and companies. Here, the company SteelForm Manufacturing Ltd can create proper training for those employees to hinder this kind of situation (Haney and Lutters, 2020). 
[bookmark: _6sd5xqedkifw]Conclusion 
The foremost purpose of this assessment was to identify the internal and external cybersecurity threats of the organisation SteelForm Manufacturing. This identification of threats can help to create a deeper understanding of topics. Further, this has focused on security policies, where developing strict best practices can help with cybersecurity maintenance and networking. The mitigation measure part has focused on proposing specific measures for identifying and solving those threats and also delineated how each measure will be implemented. The monitoring and response process is also delineated under a proper plan. This has also described a training program for staff to ensure compliances for new security policies. 
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Appendix
Introduction 
[image: ] This presentation will focus on identifying the internal and external threats for the SteelForm Manufacturing Ltd company. This will also highlight some of the security policies related to these cyberthreats. Providing mitigation measures, monitoring plans and training for employees are also crucial parts of this assessment and its analysis. 
Findings:
Identification of Threats - 
Internal threat -
[image: ] From the SteelFrom manufacturing company, there are lots of internal cyber security relate threats happening, which have created difficulty for the company to sustain its growth and trust with its customers. Internally, the company is handling Potential downtime caused by cyberattacks, data breaches, unauthorised access, and phishing emails, which are generating problems for the employees to sustain their growth. These internal issues have limited their operations and growth for the company (Reed, 2024).  
External Threat - 
[image: ] There are also some external threats that are happening with this SteelForm Manufacturing company in the marketplace. The issue of ransomware targeting industrial control systems and data theft from supply chain partners has created disruption in the production of custom-engineered components for the automotive and aerospace industries. It has created reputational damage for the company and financial loss, which was problematic (Santangelo et al. 2021). 
Security Policies 
[image: ] In security policy, it is essential for the SteelForm Manufacturing company to follow GDPR, ISO 27001, and NIST, which help to guide operations and manage the protection of data and information. The data protection and privacy laws that align with GDPR are some of the useful security policies that create strong protection from cybercriminals. In addition to GDPR security, there is the Data Protection Act of 2018, which guides businesses to protect their data and information (Andrews, 2026). 
[image: ] The ISO 27001 also has strong guidelines to prevent any kind of cyber threats and ensure security for the SteelForm Manufacturing Ltd company. It provides standards for security management systems and creates a very systematic, risk-based frameworks which helps the organisation to prevent any kind of cyberattacks and ensure data confidentiality (ISO, 2022). 
Recommendations: 
Mitigation Measures -
[image: ] To mitigate the challenges of cyber threats, it is essential for SteelForm Manufacturing Company to enhance or upgrade their systems and machinery to deter any kind of cyber threat to the organisation. By using the CIA triad, it can become very easy to implement these mitigation strategies into the organisation to solve the issues related to privacy and all that (Balisane et al., 2024). 
[image: ] It is also essential for the company to build endpoint protection by training their employees about tactics and strategies of these criminals to stole those information’s. Further, having a backup of data and information is also one of the significant ways to restore and recover the data of customers and the company. Backup data management helps to support the company in building trust by creating strong systems (Palange, 2025). 
Monitoring and Response -
[image: ] To overcome the cyberthreat issue, it will be essential for SteelForm Manufacturing Company to have a proper monitoring system for measuring their efficiency and human errors which were happen and created issues. There are some steps, such as preparation, identification, containment, system backup, eradication, recovery and lessons learned are some of the steps which help to monitor the overall process (Fortinet, 2025). 
Training and Awareness -
[image: ] Training employees about the current situation and condition of data breaches and cyberthreats is essential for organisations because this can help them to understand the tactics and strategies of those criminals. Training on deepfakes, AI voice, and phishing emails is useful along with AI to overcome these issues (Haney and Lutters, 2020). 
Conclusion 
[image: ] The primary purpose of this presentation was to analyse the internal and external threats to SteelForm Manufacturing Ltd in the marketplace. It has also assessed security policies against UK standards, which could help to align with best practices. Further, it has also provided mitigation measures, monitoring, and response processes along with training and awareness for employees. 
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