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Hashing
A multinational company has undergone a network attack and has called a forensics investigator to investigate the issue. The investigator found some codes that appear to be familiar and needs to cross-check for their availability across a malware database. The major problem here is that the codes are huge and require a large amount of storage space, making it difficult for search and indexing purposes. Therefore, the investigator uses hash values of the code to find their traces in the database.
To be an expert computer forensic investigator, one must have sound knowledge of hashing and the tools used to compute hashes.
Your Role
Hashing is performed on data such as files or text to generate a unique fixed-length string called a hash or checksum. The generated hashes are helpful in determining whether the given data has maintained integrity. This is also one of the primary steps in forensic data acquisition, where hashes are calculated for the evidence files during their first collection and ensure they are not tampered with during the investigation process.
The objective of this lab is to demonstrate how to: 
· Compute hashes of files and text string 
· Check the hashes on VirusTotal to see if the file(s) are malicious
Note: Hashes or hash values may also be referred to as checksums.
Instructions for the Lab Exercise
Note: In this lab, you are considering that the footprint of the investigation is not a major issue.
1. Turn on and login to the Ubuntu virtual machine. Use the username and password you have created or used when setting up the Ubuntu virtual machine in VirtualBox.
2. Temporarily enable the networking services to download the necessary evidence files for this lab.
sudo nmcli networking on
3. Navigate to the global file network share \\192.168.135.16\NOSSISOS2627$
 to find the evidence files (Infected.pdf and Tender_quote.txt) that will be needed for this lab. Download the files onto the Ubuntu virtual machine (See instruction file from Moodle on how to do this or launch your Firefox browser in Ubuntu, log in your OneDrive, access the shared evidence folder and download these files on the Ubuntu virtual machine.
4. Open a new terminal window inside the downloaded evidence files directory. Run the following command:
hashdeep -h
This will give you the output as shown in the screenshot below:
[image: ]
5. Now to calculate the hash values for the evidence files, enter the complete path of any evidence file from the downloaded folder, whose hash value needs to be calculated. You can use the MD5, SHA1, and SHA256 algorithms.
hashdeep -c md5,sha1,sha256 /path/to/file
Note: You can also use the -r option to recursively calculate the hashes of all files in a directory.
6. Next, we shall calculate the MD5 hash value of an infected/malicious PDF and search this hash value in the VirusTotal database to see whether the file is safe to access or malicious.
7. In this lab, we shall be testing a file named Infected.pdf located in the Evidence Files folder.
hashdeep -c md5 /path/to/file
8. Copy the MD5 hash value of the file.
9. Now, launch the Firefox web browser and browse the URL https://www.virustotal.com/gui/home/search.
10. Paste the MD5 hash in the Search field and click Enter.
11. VirusTotal searches this value in its database and returns the result.
Note: The number of anti-virus engines and detection rate might vary in your lab environment.
12. The result indicates that many anti-virus engines detected the file as malicious. In real-time, when a file appears to be suspicious, you may upload the file or its hash value in malware scanning applications such as VirusTotal to know if the file is malicious. In this manner, you can calculate the hashes of files and look up the hash values of suspicious files in online malware scanners.
13. For the second part of this lab, we shall now work on comparing the hashes of two different files. To do this, we will create a file with hashes for the original file Tender_quote.txt located in the Evidence Files folder.
hashdeep -c md5,sha1,sha256 /path/to/file1 > file1.hashes
[image: ]
The output .hashes file will contain the MD5, SHA1, and SHA256 hashes of the original Tender_quote.txt file in the hashdeep format. You can check the contents of the .hashes file using the following command:
[image: ]
14. Now compare the hashes of the original file against the hashes generated.
hashdeep -c md5,sha1,sha256 -a -k file1.hashes file1
You should see the following output as the hashes match as the properties of the file are unmodified.
[image: ]
15. Now we create a copy of the original Tender_quote.txt file using the command:
cp /path/to/file1 file2.txt
[image: ]
Here, we have used the same file but slightly modified the properties of the file by renaming the file while copying.
16. Now we re-compare the copied file i.e. file2 with the .hashes file of the original file1 using the command:
hashdeep -c md5,sha1,sha256 -a -k file1.hashes file2
[image: ]
17. In this manner, you can compare the hashes of files and check if they are identical or not different to identify if have been tampered/modified.

Lab Analysis 
Analyse and document the results of this lab exercise.


Using https://tryhackme.com/ website

1. Once you have signup go to learn and do one of the Forensics free lab

[image: ]

2. Choosing any of the Hands-on activities by going into the Learn menu and search for a Forensics lab of your choice. 

3. To select a free walk through task, select 
a. Go to Walkthroughs as shown below

[image: ]
b. Type Forensics
[image: ]
c. In the drop-down menus below the search, select the following in red circle:
[image: ]

d. Choose any of the free walkthrough exercises and give it a go. If you have not done the “Intro to Digital Forensics”, start with that one.

There are many other similar sites.  If you are using a different one, please share it with the class.  Do any of the free walkthrough exercise but the option is yours if you want to subscribe (pay).
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ubuntu@ubuntu:-$ hashdeep -h

hashdeep version 4.4 by Jesse Kornblum and Simson Garfinkel.

$ hashdeep [OPTION]... [FILES]...

-c <algl,[alg2]> - Compute hashes only. Defaults are MDS and SHA-256
legal values: nd5,shal,sha256,tiger,whirlpool,

-p <size> - piecewise mode. Files are broken into blocks for hashing

-r - recursive mode. ALl subdirectories are traversed

-d - output in DFXML (Digital Forensics XML)

-k <file> - add a file of known hashes

-a - audit mode. Validates FILES against known hashes. Requires -k
-m - matching mode. Requires -k

-x - negative ntching mode. Requires -k

w in -m mode, displays which known file was matched

-M and -X act like -m and -x, but display hashes of matching files

-e - compute estimated time remaining for each file

-s - silent mode. Suppress all error messages

-b - prints only the bare name of files; all path information is omitted
-1 - print relative paths for filenames

/-1 - only process files smaller than the given threshold

-0 - only process certain types of files. See README/manpage

v - verbose mode. Use again to be more verbose

-d - output in DFXML; -W FILE - write to FILE.

-j <num> - use num threads (default 1)

ubuntu@ubuntu:~$ I
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ubuntu@ubuntu-VirtualBox:-$ hashdeep -c md5,shal,sha256 ~/Downloads/Tender_quote.txt > Tender_guote.hashes
ubuntu@ubuntu-VirtualBox:~$ [|
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ubuntu@ubuntu-VirtualBox:-$ cat Tender_quote.hashes
%%%% HASHDEEP-1.0

%%%% size,nd5,shal,sha256, filename

## Invoked from: /home/ubuntu

## $ hashdeep -c mdS,shal,sha256 /home/ubuntu/Downloads/Tender_guote. txt

##
44,78830d9a436d846c834172e819700620 , 9ebe34d1cefdad182323e3b2c0011fa3bicfdeed,ad9a48e932b7917fe667cal9e8ab9c5824d54e18f8360eaf967cf1fce94602e5, /home/ubuntu/Downloads/Tender_quote. txt

ubuntu@ubuntu-VirtualBox:~$ ||
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ubuntu@ubuntu-VirtualBox:~$ hashdeep -c md5,shal,sha256 -a -k Tender_quote.hashes ~/Downloads/Tender_quote.txt
hashdeep: Audit passed
ubuntu@ubuntu-VirtualBox:~$ [|
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ubuntu@ubuntu-VirtualBox:-$ cp ~/Downloads/Tender_quote.txt Tender_quote2.txt
ubuntu@ubuntu-VirtualBox:~$ [|
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ubuntu@ubuntu-VirtualBox:-$ hashdeep -c md5,shal,sha256 -a -k Tender_quote.hashes Tender_quote2.txt
hashdeep: Audit failed
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