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 Network Security Assessment for SWANSEA.ACCA

[bookmark: _Toc216585962]                                                                                                                                                                       Blue Team Report
[bookmark: _Toc216585963]Introduction:
SOAC Inc. operates across two locations: Swansea and London, connected through a secure Site-to-Site VPN. The organisation’s core authentication infrastructure is based on the Active Directory Domain: Swansea.acca, managed by a Windows Server 2022 Domain Controller (S-DC). Domain clients exist at both locations, including Windows and Debian systems.
As a member of the Blue Team, My responsibility is to analyse, defend, and strengthen the security posture of this environment. This assessment provides a detailed evaluation of the current security configuration across all systems and network segments. It aims to identify weaknesses, evaluate risk levels, and recommend defensive measures to protect against potential Red Team attacks.
[bookmark: _Toc216585964]TASK1:
[bookmark: _Toc216585965]Network Setup
Explanation of the Screenshot (VirtualBox Manager)
This screenshot shows Oracle VirtualBox Manager, where all your virtual machines (VMs) are listed and managed
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[bookmark: _Toc216585966]Pinging
Pinging every Kali Linux machine. shows that the machines are connected, which is necessary for additional data collection, vulnerability analyses, and explorations.
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Ping google.com
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[bookmark: _Toc216585967]Security Assessment Scope


This assessment covers the following components:
[bookmark: _Toc216585968] Windows Server 2022 – Domain Controller (S-DC)
· Active Directory structure
· User accounts and privileges
· Group Policies
· Firewall & security configurations
· DNS security
[bookmark: _Toc216585969]Windows 10 Client
· Domain membership
· System updates
· Local security policy
[bookmark: _Toc216585970]Endpoint protection
[bookmark: _Toc216585971] London Debian Server (L-CD)
· Domain integration
· SSH configuration
· User permissions
· Firewall and open ports
· System logs
[bookmark: _Toc216585972]London Debian GUI Client
· Domain authentication
· Local privileges
· Updates and firewall
Site-to-Site VPN
Tunnel configuration
· Encryption and authentication
· Routing between subnets
· Trust boundaries

[bookmark: _Toc216585973] Findings and Observations
[bookmark: _Toc216585974] Windows Server 2022 – Security Assessment
[bookmark: _Toc216585975]Active Directory Security
· Some accounts show weak passwords and do not meet recommended complexity standards.
· No account lockout threshold set, increasing vulnerability to brute-force attacks.
· Default groups such as Domain Admins and Administrators contain unnecessary members.
Group Policy
· Password and lockout policies are insufficient.
· No clear workstation or server hardening GPO configured.
· Audit policies are partially enabled, limiting incident detection.
Firewall
· Windows Firewall enabled but several unnecessary rules allowed inbound.
· No geo-restrictions or service-based segmentation applied.
DNS
· DNS recursion enabled, which may introduce DNS poisoning risks.
· Zones are not signed (no DNSSEC enabled).

[bookmark: _Toc216585976]Windows 10 Domain Client – Security Assessment
System Updates
· Security updates are inconsistent; the system may be missing important patches.
Endpoint Protection
· Windows Defender active but real-time protection must be validated.
· No endpoint logging or SIEM integration.
User Access
· Domain users have more privileges than required (risk of privilege escalation).
· Local administrator account still active and not renamed.
Network Connectivity
· Device can reach both subnets, but no segmentation restrictions present.
· WINDOWS
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[bookmark: _Toc216585977] Debian CLI Server (L-CD) – Security Assessment
[bookmark: _Toc216585978]SSH Configuration
· Password authentication enabled (risky).
· Root login may be allowed (needs to be disabled).
· SSH port still set to 22, a common target for automated attacks.
User Accounts
· Domain integration confirmed, but some Linux local accounts still exist unnecessarily.
· Sudo group members must be reviewed for least privilege.
Firewall/Ports
· Firewall may be inactive (must run: ufw status).
· Several unnecessary ports open.
System Updates
· Outdated packages detected (risk of exploitation).
Logs
· Var,log,auth.log shows multiple unsuccessful login attempts (potential brute force).

[bookmark: _Toc216585979] Debian GUI Client – Security Assessment
Domain Access
· Login to Swansea.acca successful.
· However, Kerberos ticket expiration and renewal need reviewing.
System Security
· Automatic updates disabled.
· Firewall not enforced by default.
User Privileges
· Local user has sudo privileges without MFA.
[bookmark: _Toc216585980] VPN Security Assessment
Tunnel Security
· VPN tunnel active with persistent connection.
· Encryption algorithm must be verified ,may not be using strongest available.
Routing
· Full network connectivity between Swansea and London.
· No segmentation a compromise in London gives attacker access to the entire Swansea network.
Logging
· VPN logs need proper monitoring to detect unusual connection attempts.
 Risk Rating Table
	Issue Identified
	Impact
	Likelihood
	Risk Level

	Weak password policy
	High
	High
	Critical

	Password-based SSH login
	High
	Medium
	High

	Missing patches (Windows & Linux)
	High
	Medium
	High

	Unrestricted VPN routing
	High
	High
	Critical

	No workstation/server hardening GPO
	High
	Medium
	High

	Open and unnecessary firewall ports
	Medium
	Medium
	Medium

	Lack of DNS hardening
	Medium
	Medium
	Medium

	Incomplete audit policies
	Medium
	High
	High

	Excessive user privileges
	Medium
	Medium
	Medium



[bookmark: _Toc216585981] Recommendations :
Windows Domain Controller
· Enforce strict password and lockout policies via GPO.
· Apply security baselines using Microsoft's Security Compliance Toolkit.
· Remove unnecessary users from privileged groups.
· Harden DNS:
· Disable recursion.
· Implement DNSSEC.
· Enable full auditing (logon, account changes, object access).

[bookmark: _Toc216585982] Windows 10 Client
· Apply all pending Windows updates.
· Enforce workstation hardening GPO.
· Remove local admin privileges for normal users.
· Configure Windows Defender with cloud-based protection.
· Enable BitLocker full-disk encryption.

[bookmark: _Toc216585983]Debian Server (L-CD)
· Disable SSH password login:
· PasswordAuthentication no
· Disable root login:
· PermitRootLogin no
· Change SSH port from 22 to a non-standard port.
· Install and configure UFW:
· sudo ufw allow <SSH-port>
· sudo ufw enable
· Apply security updates:
· sudo apt update && sudo apt upgrade -y
· Remove unused local accounts.
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Debian GUI Client
· Apply updates and enable automatic security patches.
· Remove unnecessary sudo privileges.
· Enforce firewall rules.
Site-to-Site VPN
· Verify encryption strength (use AES-256 and SHA-2).
· Implement VPN segmentation:
· Only allow necessary subnets and ports.
· Enable detailed logging on both endpoints.
· Review and rotate VPN pre-shared keys.
.[1][2]

[bookmark: _Toc216585984]Screen Shots and explainations:

   
The screenshot shows the result of the ip addr command in Linux, which displays all network interfaces and their IP addresses.
Each interface is shown as UP, meaning it is active and able to send/receive packets. The output also displays the MAC addresses, IPv4/IPv6 addresses, and interface status.
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                                                               Explanation of the Screenshot (Kali Linux Terminal  Ping Test)

 
This screenshot showes ipconfig results from a Windows Server (S-DC1) inside VirtualBox.
Server has three network adapters, and each one has its own IPv4 address, subnet, and gateway.
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KALI IS ONLINE 
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Kali tried to connect to other ips
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LINUX 
[image: A screenshot of a computer

AI-generated content may be incorrect.]



[image: A screenshot of a computer

AI-generated content may be incorrect.]


[image: A screenshot of a computer

AI-generated content may be incorrect.]






[image: A screenshot of a computer

AI-generated content may be incorrect.]


[image: A screenshot of a computer

AI-generated content may be incorrect.]



[image: A screenshot of a computer

AI-generated content may be incorrect.]

[image: A screenshot of a computer

AI-generated content may be incorrect.]

SOAC Inc. operates across two locations: Swansea and London, connected through a secure Site-to-Site VPN. The organisation’s core authentication infrastructure is based on the Active Directory Domain: Swansea.acca, managed by a Windows Server 2022 Domain Controller (S-DC). Domain clients exist at both locations, including Windows and Debian systems.
As a member of the Blue Team, My responsibility is to analyse, defend, and strengthen the security posture of this environment. This assessment provides a detailed evaluation of the current security configuration across all systems and network segments. It aims to identify weaknesses, evaluate risk levels, and recommend defensive measures to protect against potential Red Team attacks.

Nessus .deb package using the Archive Manager in Kali Linux
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Beloww secreenshotshowesa Kali Linux virtual machine running inside VirtualBox.
On the screen, a terminal window open, and it is showing the status of the Nessus Vulnerability Scanner service.

[bookmark: _Toc216585985]Vulnerability Assessment Neesus
I used programs like Nessus to conduct vulnerability scanning. This tool identified known security holes, open ports, and out-of-date services that might be targets for hackers. Advanced Scan was used for this. In order to find open ports and active hosts, I scanned the network. This made it easier for me to comprehend each machine's attack surface, which is important for future evaluation and exploitation.
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OPEN POTS:
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[bookmark: _Toc216585986]Exploitation Windows 2019 Server
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[bookmark: _Toc216585987]Mitigation Strategy Overview Example
Basic Mitigation:
I changed the administrator's password to a complicated one as a basic mitigation to enforce strong password policies. 

non-default one. This lessens the likelihood of dictionary and brute-force attacks.
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Advanced Mitigation:
I changed the administrator's password to a complicated one as a basic mitigation to enforce strong password policies. 

non-default one. This lessens the likelihood of dictionary and brute-force attacks.
Overall Vulnerabilities Found 

Common security flaws found during my testing included:


default or inadequate credentials. 

Services are exposed by open ports. 

Security patches are missing. 

absence of firewall defence. 

Unverified input 
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[bookmark: _Toc216585988]Summary of Suggested Mitigations


Unauthorised access, data breaches, and system compromise can result from these vulnerabilities.
Basic: Input validation, user access control, and strict password policies 

Advanced: Web application firewalls, network segmentation, firewall activation, and system updates. 

By putting these into practice, cyberattacks are less likely to occur and have less of an impact.



[bookmark: _Toc216585989]Conclusion:
Iwas able to obtain practical experience in recognising and taking advantage of real-world vulnerabilities as well as implementing mitigation techniques through this demonstration. In order to improve overall security, this exercise emphasised the significance of frequent system updates, input validation, enforcing strong credentials, and monitoring network exposure.
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0S: FFF%=W6=FFDC) ECN(R=Y%DF=Y%T=80%W=FFFF%0=M5B4NWBNNS%CC=Y%0=) T1(R=Y%DF=Y%T=

0S : 80%S=0%A=S+%F=AS%RD=0%0Q=) T2 (R=Y%SDF=Y%T=80%W= SZASFARO—-ORDOQ)T3

OS:(RYDFYTSOWGSZAO‘*FARO—-ORDOQ}T4(RYDFYT80WGSAA0°

0S : F=R%0=%RD=0%0=) T5 (R=Y%DF=Y%T=80%W=0%S=2Z2%A=S+%F=AR%0=%RD=0%0Q=)T6 ( R=Y%DF=Y

OS:oTBOWOSAAC!"FR %ZRD=0%Q=)T7 (R=Y%DF=Y%T=80%W=0%S=Z%A=S+%F=AR% SR

0S:D=0%0=)U1l (R=Y%DF=N%T=80%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD= G)U

0S: l(R N) IE(R=Y%DFI=N%T=80%CD=2Z)

View Search Terminal Help

vz '@

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/s
ubmit/

Nmap done: 4 IP addresses (4 hosts up) scanned in 33.66 seconds

root@osboxes:~# S|

22:03 &
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Q Search () A D) @ 22025 B
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rtt min/avg/max/adev = B6.988/158.855/245.986/61.276 ms
rootfoshoxes:~# ip address
1: lo: <LODPBACK,UP, LOWER UP» mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1086
Link/loopback ©6:00:66:00:00:80 brd 00:00:00:00:60:00
inet 127.0.8.1/8 scope hest lo
valid_Lft forever preferred 1ft forever
inetf ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ethB: <BROADCAST MULTICAST,UP,LOWER UP> mtu 1560 qdisc pfifo_fast state UP group default qlen 1886
Link/ether 68:008:27:e8:ff:61 brd ff:ff:ffff ff ff
inet 18.0.2.15/24 brd 10.8.2.233 scope global dynamic noprefixroute ethd
valid_Lft B5617sec preferred Lft 85617sec
ineth fdl7:625c:f037:2:cB42:bBBc:a0b5:Becd/6d scope global temporary dynamic
valid_Lft 85938sec preferred Lft 1393Bsec
inetf fd17:625c:f037:2:a00:27Ff: feeB:ff61/64 scope global dynamic mngtmpaddr noprefixroute
valid_Lft 85938sec preferred 1ft 13938sec
inetf feBf::ad0:27ff: feeB: ff61/64 scope Link noprefixroute
valid 1ft forever preferred 1ft forever
3: ethl: <BROADCAST MULTICAST,UP,LOWER UP> mtu 1580 gdisc pfifo_fast state UP group default qlen 1866
Link/ether 68:00:27:51:1b:24 brd ff:ff:ff:ffoff:ff
inet 102.168.1.100/24 brd 192.168.1.255 scope global ethl
valid_Lft forever preferred Lft forever
inet 102.168.2.160/24 brd 192.168.2.255 scope global ethl:@
valid_Lft forever preferred Lft forever
ineth feff::add:27ff:fe51:1b24/64 scope Link
valid_Lft forever preferred 1ft forever
rootfoshoxes:~# ping -c 4 192.168.1.18
PING 102.168.1.10 (192.166.1.18) 56(84) bytes of data.
From 192.168.1.100 icmp_seq=1 Destination Host Unreachable
From 192.168.1.100 icmp_seq=2 Destination Host Unreachable
d 1 icmp_seq=3 Destination Host Unreachable
F CherWTree icmp_seq=d Destination Host Unreachable

A D FENRC RS

> O = O W

I

--- 182,168.1.18 ping statistics ---
wes (4 packets transmitted, @ received, +4 errors, 180% packet loss, time 386lns
S8 nipe d
(10X
rootfeshoxes:~# neap -Pn 192.168.2.16
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-13 11:43 EST
Nmap done: 1 IP address (8 hosts up) scanned in 8.54 seconds
rootfoshoxes:~# nmap -Pn -s5 102.168.2.10
Starting Nmap 7.80 ( https://neap.org ) at 2025-12-13 11:44 EST
Nmap done: 1 IP address (8 hosts up) scanned in 8.52 seconds
rootloshoxes :~# I
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root@osboxes: ~

File Edit View Search Terminal Help

root@osboxes:~# ping 192.168.2.1
PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.

==

--- 192.168.2.1 ping statistics ---

264 packets transmitted, © received, 100% packet loss, time 269303ms

root@osboxes:~# ping 192.168.1.16

PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data.

~C

--- 192.168.1.10 ping statistics ---

5 packets transmitted, ©® received, 100% packet loss, time 4090ms

root@osboxes : ~#
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12551
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root@osboxes: ~

File Edit View Search Terminal Help

root@osboxes:~# ping 192.168.2.1
PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.

==

--- 192.168.2.1 ping statistics ---

264 packets transmitted, © received, 100% packet loss, time 269303ms

root@osboxes:~# ping 192.168.1.16

PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data.

~C

--- 192.168.1.10 ping statistics ---

5 packets transmitted, ©® received, 100% packet loss, time 4090ms

root@osboxes:~# ping 192.168.2.16

PING 192.168.2.10 (192.168.2.10) 56(84) bytes of data.

~C

--- 192.168.2.10 ping statistics ---

3 packets transmitted, ©® received, 100% packet loss, time 2045ms

root@osboxes : ~#

Heriz0 "ON
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Applications ~

root@osboxes: ~ Auto capture keyboard ...

File Edit View ! k erminal Help Don't show again
-K <keytab=> keytab file to use for kerberos decrypt
[ --display=DISPLAY X display to use Mouse integration ..

- --fullscreen start Wireshark in full screen
--# wireshark-v Don't show again
. bash: wireshark-v: command not found
:~# wireshark -v-
Wireshark 3.0.3 (Git v3.0.3 packaged as 3.0.3-1)

Copyright 1998-2019 Gerald Combs <gerald@wireshark.org> and contri

License GPLv2+: GNU GPL version 2 or later <http://www.gnu.org/lic
. ses/gpl-2.0.html>

This is free software; see the source for copying conditions. Ther
m warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR

Compiled (64-bit) with Qt 5.11.3, with libpcap, with POSIX capabil
“9 with libnl 3, with GLib 2.60.6, with zlib 1.2.11, with SMI ©.4.8,
1.15.0, with Lua 5.2.4, with GnuTLS 3.6.9 and PKCS #11 support, wi
1.8.4, with MIT Kerberos, with MaxMind DB resolver, with nghttp2 1
“@» 74, with Snappy, with libxml2 2.9.4, with QtMultimedia, with SBC,
without bcg729.

Running on Linux 5.2.0-kali2z-amd64, with 12th Gen Intel(R) Core(TM
(with SSE4.2), with 2714 MB of physical memory, with locale en_US.
libpcap version 1.9.0 (with TPACKET _V3), with GnuTLS 3.6.9, with G
with zlib 1.2.11, binary plugins supported (©® loaded).

Built using gcc 9.2.1 20190813.
:~# S|

: ; L W
Q Search () D W 0005 B
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root@osboxes: ~ Auto capture keyboard ...

File Edit View Search Terminal Help Don't show again
:~# 1ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWI VIS
qlen 1000 ‘
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00 Don't show again
inet 127.0.0.1/8 scope host 1lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fa
default gqlen 1000
link/ether 08:00:27:e8:1TfT:61 brd ff:ff:ff:ff:ff:ff
ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo_ fa
default glen 1000
link/ether 08:00:27:51:1b:24 brd ff:ff:ff:ff:ff:fFf
inet6 fe80::a00:27ff:fe51:1b24/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
:~# wireshark

L D
Q Search AR DB s &
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Ethernet adapter IntSwa:

Connection-specific DNS
Link-local IPv6 Address
IPv4 Address. . . . . .
Subnet Mask . . . . . .
Default Gateway . . . .

Ethernet adapter External:

Connection-specific DNS
Link-local IPv6 Address
IPv4 Address. . . . . .
Subnet Mask . . . . . .
Default Gateway . . . .

. «» : fe80::9a7b:1136:92fd:5c28%13
. . 1 192.168.1.1
. - : 255.255.255.8

. . : fe80::cbc4:71a1:d67b:dc2d¥15
- - I 20.8.0.1
- - = 25855_255_255_252

C:\Users\Administrator>»>ping 127.©.0.1

Pinging 127.8.8.1 with 32 bytes of data:

Reply from 127.©.©.1: bytes=32 time<ims TTL=128
Reply from 127.©.©.1: bytes=32 time<ims TTL=128
Reply from 127.€.€.1: bytes=32 time<lims TTL=128
Reply from 127.€.€.1: bytes=32 time<lims TTL=128

Ping statistics for 127.06.06.1:
Packets: Sent = 4, Received =
Approximate round trip times in milli-seconds:

Minimum = ©8ms, Maximum

C:\Users\Administrator>

Cloudy

= Oms,

4, Lost = @ (0% loss),

Average = 8ms

mm Q Search

()

Auto capture keyboard ...

~Don't show again

Mouse integration ...

~Don't show again

2> ) @

2
02/12/2025 &
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pplications ~ Places ~ &3 Archive Manager ¥ Thu04:35

| 2

< > ‘@Trashv‘ Q H= vHE‘ — N O *

Extract ‘ + Nessus-10.11.0-ubuntul604_amd64.... ‘Q

0
«
®
0

R

S S

x < > 4y | Location: == /
ar H Name - Sijze Type Modified

m D ﬂ control.tar.gz 2.2kB Tar archive (... 17 November 2025, ..
0 ﬂ data.tar.gz 69.3 MB Tar archive (... 17 November 2025, ...
(O]

iz debian-binary 4 bytes unknown 17 November 2025, ..

lected (8.4 MB)
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root@osboxes: ~
File Edit View Search Terminal Help

Network Distance: 1 hop

Nmap scan report for 192.168.1.1

Host is up (©0.0059s latency).
Not shown: 86 closed ports

PORT STATE SERVICE
7/tcp open echo
9/tcp open discard

13/tcp open daytime
21/tcp open Ttp

53/tcp open domain
80/tcp open http
88/tcp open kerberos-sec

135/tcp open msrpc

139/tcp open netbios-ssn

389/tcp open ldap

443/tcp open https

445/tcp open microsoft-ds

515/tcp open printer

5357/tcp open wsdapi

MAC Address: ©08:90:27:38:7F:4A (Oracle VirtualBox virtual NIC)

No exact 0S matches for host (If you know what 0S is running on it, see https://n
map.org/submit/ ).

TCP/IP fingerprint:
0S:SCAN(V=7.80%E=4%D=12/13%0T=7%CT=22%CU=38285%PV=Y%DS=1%DC=D%G=Y%SM=080027%
0S:TM=693DE285%P=x86 64-pc-linux-gnu)SEQ(SP=104%GCD=1%ISR=105%TI=I%CI=I%II=
0S:1%SS=S%TS=A)0PS(01=M5B4NW8ST11%02=M5B4NW8ST11%03=M5B4NW8B8NNT11%04=M5B4NW8
NS -ST11=NS5=MSRANWRST1120A=MSRASTI I IWIN(WI=FFFF=W2=—FFFF=W3=—FFFF=WA=—FFFEF2WS=F

vowzh ON
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£ kali [Running] - Oracle VirtualBox
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root@osboxes: ~

File Edit View Search Terminal Help
LIS
cp: cannot stat '/media/sf folder for neesus/Nessus-10.11.0-ubuntul604 amd64.deb’
: No such file or directory

root@osbhoxes:~# cp /media/sft folder for neesus/Nessus-10.11.0-ubuntul604 amd64 (3
) .deb ~/

bash: syntax error near unexpected token ('

rootcoshoxes:~# cp /media/sf folder for neesus/Nessus-10.11.0-ubuntul604 amd64 3.
deb —/

cp: cannot stat '/media/sf folder for neesus/Nessus-10.11.0-ubuntul604 amd64': No
such file or directory

cp: cannot stat '3.deb': No such file or directory
root@osbhoxes:~# 1s media

1s: cannot access 'media': No such file or directory
root@osboxes:~# 1ls / media

1s: cannot access 'media': No such file or directory

P

bin home 1ib32 media root sys vmlinuz
boot dinitrd.img 1ib64a mnt run EY vmlinuz.old
dev initrd.img.old 1ibx32 opt sbin  wusr

etc 1ib lost+found proc srv var

root@osboxes:~# 1s /media

cdrom cdrom® sf_folder_for_neesus sf_VM_Share

root@osbhoxes:~# 1ls /media/sf folder for neesus

‘Nessus-10.11.0-ubuntul604_amd64 (3) .deb’

rootcoshboxes:~# cp /media/sf folder for neesus/Nessus-10.11.0-ubuntul604 amd64 (3
) .deb ~/

bash: syntax error near unexpected token " ('

root@osboxes:~# [
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p

File Edit View Search Terminal Help

[*] Started reverse TCP handler on 192.168.0.10:4444 -
1CI N 192.168.0.1:445 - An SMB Login Error occurred while connecting to the
d IR IPC$ tree.
192.168.0.1:445 - Exploit aborted due to failure: not-vulnerable: Set ForceE
g xploit to override
- [*] Exploit completed, but no session was created.
msf5 exploit( ) > use auxiliary/scanner/smb/smb_ 1
N - ogin
ng msf5 auxiliary( ) > set RHOSTS 192.168.0.1
*C_hr( RHOSTS => 192.168.0.1
% msf5 auxiliary( ) > set SMBUser guest
SMBUser == guest
. M msf5 auxiliary( ) > set SMBPass 123
SMBPass => 123
r msfS5 auxiliary( ) > set RPORT 445
E} RPORT => 445
msf5 auxiliary( ) > run
~ - -
= [*] 192.168.0.1:445 - 192.168.0.1:445 - Starting SMB login bruteforce
- [+] 192.168.0.1:445 - 192.168.0.1:445 - Success: '.\guest:123"
A [!] 192.168.0.1:445 - No active DB -- Credential data will not be saved!
forn ** [*] 192.168.0.1:445 - Scanned 1 of 1 hosts (100% complete)
» S .

Text Predictions: On 'ﬁ)’(Accessibility: Investigate :D: Focus

m | Q Search L & v & &
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root@osboxes: ~

File Edit View Search Terminal Help
valid 1ft forever preferred 1ft forever
: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP gro
p default glen 1000
link/ether ©08:00:27:e8:ff:61 brd ff:ff:ff:ff:ff:Ff
3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP gro
up default glen 1000
link/ether ©8:00:27:51:1b:24 brd ff:ff:ff:ff:Fff:Ff
inet6 fe80::a00:27ff:fe51:1b24/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
root@osboxes:~# sudo nano /etc/network/interfaces
root@osboxes:~# sudo systemctl restart networking
root@osboxes:~# sudo dhclient ethe
root@osboxes:~# nmap -sn 192.168.1.60/24
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-12 ©09:48 EST
Stats: 0:00:00 elapsed; © hosts completed (© up), 255 undergoing ARP Ping Scan
ARP Ping Scan Timing: About 1.96% done; ETC: ©09:48 (0:00:00 remaining)
Nmap scan report for 192.168.1.100
Host is up.
Nmap done: 256 IP addresses (1 host up) scanned in 23.72 seconds
root@osboxes:~# nmap -sn 192.168.2.6/24
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-12 09:50 EST
Nmap scan report for 192.168.2.1
Host is up (©0.8041ls latency).
MAC Address: ©08:00:27:04:13:30 (Oracle VirtualBox wvirtual NIC)
Nmap scan report for 192.168.2.100
Host is up.
Nmap done: 256 IP addresses (2 hosts up) scanned in 28.08 seconds
root@osboxes:~# SS
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[ Display

Video Memory: 16 MB

Graphics Controller: VMSVGA
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Storage
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:~# ping -c 4 192.168.0.20
PING 192.168.0.20 (192.168.0.20) 56(84) bytes of data.
64 bytes from 192.168.0.20: icmp seq=1 ttl=64 time=1.43 ms
64 bytes from 192.168.0.20: icmp seq=2 ttl=64 time=1.01 ms
64 bytes from 192.168.0.20: icmp seq=3 ttl=64 time=0.668 ms
l' 64 bytes from 192.168.0.20: icmp seq=4 ttl=64 time=0.724 ms

OO0

-

--- 192.168.0.20 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3214ms
rtt min/avg/max/mdev = 0.668/0.956/1.429/0.301 ms
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