	
	
	



[image: A close-up of black text

AI-generated content may be incorrect.]


Module Name: Academic Skills in the Digital Era
Module Code:  BMSW4013
Assessment 1: E-Portfolio
Student Name:  Amanda Barlow
Student Number: 2506923
Lecturer: Scott James
Deadline: Friday 21st November 23:59PM

AI Acknowledgement  
I confirm that I have not presented any AI generated materials as my own work.


The Challenges and opportunities for Students in the Digital Era

The challenges that students face in today’s digital era are distractions from online platforms, time management issues, mental health concerns, cybersecurity risks, and unequal access to technology. Digital technology has become the core of student learning. Students are empowered to develop their digital tools to accomplish academic and personal successes. Opportunities for students in today's digital era are altering; learning has become a supported communication. Students can learn any time, or place, and is a diverse, interactive, and collaborative platform. Digital tools like Microsoft teams, google classroom, and Moodle make this possible for students to connect.  The digital era has evolved in the way we live, the way we study, and connect with knowledge. Students learning in the digital era can gain understanding and pursue opportunities both academically and personally. Digital learning is developing across the globe, and digital literacy is essential for current studies.

Career opportunities for students in the digital era have changed in the last decade. There are career prospects in technology such as software development, cybersecurity, artificial intelligence, and data science. Students can build their skills by being adaptive, creative, and problem solving. Advancing to higher levels of studying improves career prospects with higher earnings and professional careers. (Johnston, 2010, p. 208).

The challenge that students can struggle with is information overload, these challenges can be more difficult if students do not have up to date digital skills. Information overload can impair students mentally. Concentration and decisions are affected in students this can lead to increased anxiety, so students become less productive in their studies.

Procrastination in students is prevalent, leading to fear and sometimes failure in assignments. Delaying studies until last minute can impact students resulting in lack of motivation, exhaustion, feeling anxious and sometimes causes sleep deprivation.  It is crucial for students to look after themselves whilst studying, being available for studies, not leaving deadlines to the night before as this can cause undue stress. Taking breaks regularly, organisation and setting boundaries from distractions in studies is vital.   There is plenty of support from student services that can be accessed including academic support, financial support and help with personal issues.
 
[bookmark: _Hlk212645753][bookmark: _Hlk214358960]Mature students and students without academic skills can find this especially demanding. (Vizconde et al., 2025). Whilst there are new challenges and opportunities for students in this digital era it can be complexed but also rewarding. Distraction from social media and online platforms like face book, TikTok and online games can disrupt and delay students study time. On-line notifications can side track students. (TEDx Talks, 2022) The internet with video articles and resources can be bewilder students initially, as they may not know what a dependable or credible source could be, especially if multitasking different assignments. Students can adapt to these challenges by developing their digital skills, evaluating sources, checking credibility, and reading high quality content from educational platforms. To evaluate credibility, students are encouraged to use the CRAAP test to distinguish between sources of reliability.

Students can access information on digital platforms including social media, online news, Google, and A I that can sometimes be inaccurate or misleading information.  The digital area that has evolved has made false information spread widely, and in doing so has affected learning, decision making, and opinions. Conspiracy theories have spread widely across the world due to globalization. The student HWB provides library resources with E books, peer-reviewed journals, and databases. By accessing these students are more likely to find credible sources.

Critical thinking is a crucial part of studying, students learn to analyse information before any judgment is made is a learning process for all students.  It is important to decipher reliable sources of information so that accurate information is sought for academic success.  (Gravett, 2025) Students that avoid thinking critically are less likely to make decisions for themselves and will watch or listen rather than implementing their own thoughts. Students are encouraged to think critically which is also an extremely valuable life skill. Students can improve their skills towards critical thinking by constructing arguments and asking questions from different perspectives.  Involving themselves in classroom discussions, debates and open-ended questions can develop an evolving process for information to be studied.

The digital divide in students is about access to technology and the students that have not. Students from low-income families may not have a computer or internet, and rural communities may lack in educational resources. Poorer households or countries may only have one computer to access and if this is shared between, then studying time can be reduced. Students that lack skills in technology can struggle to cope; this can be detrimental in education. (Uzorka,2025) Students who have difficulties with academic or personal problems can contact student services for assistance. 

Plagiarism in education is quite common as it can be tempting for students use digital resources as there are so many. AI tools like ChatGPT, Canva AI and Copilot can be helpful for students if used responsibly. Assignments generated by AI alone can be academic dishonesty which can lead to damaged reputation, suspension form course and most important the lack of personal skills and knowledge. To avoid plagiarism students can read a wide range of material on their subject to distinguish their own thoughts and ideas from other peoples. Using direct quotes as little as possible and making sure students cite properly.

Disabled students can have further challenges in the digital divide these include higher costs in technology and specialized equipment, voice recognition software, screen readers, and adjustable wheelchairs. Disabled students have opportunities in accessible learning online; these include customised digital tools and assisted technology that can help with independence and flexible learning. Having these in place for disabled students can help to ensure the best inclusion for education.
There are tools available like digital Calendar, Trello, task management apps and reminders, these tools can help students to keep track of deadlines for assignments. Microsoft 365 is free for students. LinkedIn learning has free access to courses where students and professionals can incorporate digital skills and study skills. The university library also has free access to referencing, digital literacy and research material.

AI tools have are already being used by students, helping them to understand and enhance their studies. Students can connect globally helping with language barriers. A I can help with digital skills and adaptability for improving skills in education. (Bulathawela et al.,2024) Learning can be more interesting and engaging with games, virtual reality and on-line quizzes. These tools can be fun for students helping to learn and remain attentive.
  
The digital era presents certain risks for students, which is stored on platforms such as Teams, google classroom and student’s personal data. It is important for students to be careful about sharing personal details on websites or apps. Lack of Cybersecurity can impact students by privacy breaches, malware, and data theft. Students that have limited knowledge of techology can be most at risk. To build strong protection  students can enable a two factor authentication, use strong passwords, update software devices and avoid suspicious links or emails. (Information Commissioner’s Office, 2025).

Students need to adapt to the challenges of the digital era by learning the right skills. Regular times for studying, having a good mental attitude will encourage students' development by building literacy skills, checking sources and safety online. To overcome distractions, having clear study goals, good time management, and limit screen time.  Being flexible and open, to learning new tools and keeping up to date with these approaches. Opportunities for Students which are beneficial are using educational apps, online courses, digital platforms for new skills, collaborating with others and exploring other avenues is progression. Being responsible, disciplined and creative can turn into opportunities for growing into a success. 


Conclusion

The opportunities for students are endless. The technology we have has made our lives exciting as communication has become phenomenal. Global collaboration has become possible for students; this can enhance their experiences of learning.  Flexible learning has increased, as online platforms make studying an adaptable learning process. Students can gain by enhanced research, advanced skills and have wider perspectives in their studies. Today’s technology has become a flexible learning era; it is also personalized and interactive for students.  There are challenges alongside the opportunities, these include information overload, cyberbullying and privacy risks that are overwhelming for students. Disadvantages can occur without equal access to digital devices and internet access; these issues can generate skill gaps. For students to excel in their study’s digital literacy, suitable time management and critical thinking are essential skills for academic and personal enhancements in this versatile era. These are valuable assets for students to learn and develop, to become successful in their chosen path.















References
Bulathwela, S., Perez-Ortiz, M., Holloway, C., Cukurova, M. and Shaw-Taylor, J., 2024. Artificial Intelligence Alone Will Not Democratise Education: On Educational Inequality, Techno-Solutionism and Inclusive Tools. Sustainability, 16(2), pp. 781. Available at: https//www.mdpi.com/2071-1050/16/2/781 (Accessed: 15 November 2025)

Fernández-Piqueras, R., González-García, R. J., Sanz-Ponce, R., & Calero-Plaza, J. (2025). Digital Divides in Older People: Assessment of Digital Competencies and Proposals for Meaningful Inclusion. European Journal of Investigation in Health, Psychology and Education, 15(10), 196. https://doi.org/10.3390/ejihpe15100196 (Accessed: 16 November 2025)

Gravett, K. (2025) ‘Collaborative Critical Practice’, in Critical Practice in Higher Education. {E-book}. Swansea University. Available at https://hwb.gov.wales (Accessed: 18 November 2025)

Information Commissioner’s Office (2025) Insider threat of students leading to increasing number cyber attacks in schools. Available at: https://ico.org.uk  (Accessed: 19 November 2025)

MCGUINNESS, C. and FULTON, C., 2019. Digital Literacy in Higher Education: A Case Study of Student Engagement with E-Tutorials Using Blended Learning. Journal of Information Technology Education. Innovations in Practice, 18, pp. 1-28. (Accessed:17 November 2025)

Troczynski,K. (2022 May 26). Effects of Social media on mental health {video}. TEDxOakKnollSchool.You Tube. https//www.youtube.com/watch?v=KuYkXpf2Jeo (Accessed: 17 November 2025)

Uzorka, Afam & Odebiyi, Omotoyosi. (2025). Impact of Digital Learning Tools on Student Engagement and Achievement. JOURNAL OF DIGITAL LEARNING AND DISTANCE EDUCATION. 4. 1436-1445. 10.56778/jdlde.v4i1.511. (Accessed:06 November 2025)















	
	
	



image1.png
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David




