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ABSTRACT:
Modern organisations face constant threats when attempting to protect their systems and infrastructure from cyber-attacks. This paper will evaluate the impact and importance of providing security measures, focusing on 3 key areas: security technologies (firewalls, VPNs, access controls), physical security, as well information security maintenance (patch management and monitoring.) The paper aims to analyse and emphasise the importance of safeguards that protect sensitive, critical data, including the systems that support the organisation.

INTRODUCTION
In today’s world, modern organisations depend on sophisticated defensive systems to ensure support for their operations and their management of data. However, since the global trend is relying on technology for many day-to-day operations, cyber-attacks such as malware and several different insider and physical attacks began to pose a serious threat to these organisations. These attacks could lead to sensitive and critical data to be accessed, and could impact the organisations systems and operations. Due to these attacks, organisations could face negative publicity, which in turn could lead to a decline in business or bankruptcy. 

In order to combat against emerging attack methods, organisations must be able to implement effective security strategies, which include advanced security technologies, physical security systems and ensure security maintenance is done often to combat emerging attack methods. By providing a strong defensive layer, using technologies such as firewalls, VPNs and access controls, attacks become less frequent, reducing the chance for data to be compromised. A strong physical security is also needed, as it reduces the amount of access to a system, reducing the chance for an inside attack. These systems are supported using effective maintenance techniques to detect and identify recent attacks and prevent them from doing harm.




PREVIOUS

In the modern age, organisations and businesses require a multitude of different resources to protect their work and data, while also reacting appropriately to any attempts to gain unauthorised access to that said data. Whether physical or virtual, the organisations are highly encouraged and in some cases required to ensure that proper security safeguards are in place to help secure the applications used and the data stored. This paper was designed to analyse and evaluate key security technologies, physical security implementations as well as information security maintenance, while reviewing why modern organisations need to create an environment that protects, detects, reacts and safeguards using systems and infrastructure. 

There are many different security technologies that can be implemented, however, one of the most used technologies is called a Firewall. As stated by Reznik [1], a firewall is a barrier or filter monitoring traffic between internal and external networks. Some firewalls are physical pieces of hardware that can be installed onto a network, or they can be purely software based and run on the users machines, but they all work towards the same goal of filtering network traffic according to its set policy. Firewalls can operate in varied ways, depending on the way data is to be filtered. Some of the commonly used firewall methods include packet-filtering firewalls, which focus on the source and destination IP addresses and network ports to detect if data is entering the system in a suspicious manner. This method however is outdated in the modern world, and can be easily manipulated, making it a base level feature in more advanced firewalls. The more advanced firewalls are proxy firewalls and stateful inspection firewalls, which consider the context of the data sent to ensure protection against more advanced attacks [2]. Firewalls are essential in the act of protecting unauthorised access to organisational systems, and can help prevent attacks by monitoring both incoming and outgoing packets to ensure data is authenticated and secured. However, firewalls are only as strong as the policies that they abide by, hence it is key that firewalls are set-up correctly and updated regularly to ensure protection is not compromised by new or existing methods of attacks.

Access control systems are configured by the network administrators, and regulate access to resources within the network to ensure only individuals who have been authorised have access to sensitive systems and information. These systems use select methods to determine which users can access different resources and permissions associated with those resources. Access control approaches follow 4 different mechanisms to determine what users can access what resources: identification, identifying by name or ID; authentication, verifying their identity; authorisation, granting access to requested resources , allowing monitoring and surveillance of the use of the system. [3]
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