Khawkins-
145441 advWebReport

by Kieran Hawkins

FILE

TIME SUBMITTED 26-JAN-2018 11:19PM (UT C+0000) WORD COUNT 8116
SUBMISSION ID 82454850 CHARACTER COUNT 66397



Advanced Web
Development : Design
Patterns

Name : Kieran Hawkins P Number : P145441
Module Title : Advanced Web Development

Assignment Title : Advanced Web Development : Design
Patterns

Lecturer : Michael Dacey

Deadline Date : Friday 26™ January 2018




Table of Contents
1.0 INEPOUUECEION: icisciiissssssssssisssississssssssesisssisississssspssiipsssiosssssssinissssssssnnieissssisssinis 4

2.0 Design Patterns within Web Development ..........ccooieeiiericeieiemrirre e 4
2.1 The Use Of DesigN PATLEINS ...uvivirierersisararreriiesransmesssrssnensssssansesssesrasarsressarssssssssanas
2.2 TYRCSOFIPAREERIMG: 1iisssissssssissississssesssassssosisss s i35e0855 5584558103 1600505 6948 1500055 s004881 30055
2.3 Key Advantages for USing Patterns ....ccooveeeviciveiieiseiiereeescisree s eessnvansasessssasaaesnsns

3.0 The Singleton Pattern ......c.ccoveiericcieccrc e ses s sssesre s e sr e ss s ssanssan sannsansn 5

3.1 Main Purpose of the Singleton Pattern ... e creeveeeee B
3.2 Key Advantages and Drawbacks ......ccceeeveeeiimneeineeerie et s D

B0  THe FAGOry PAtTBrN uiuiiisciiiiiisiisiiisssisoisissisisssiiiisosissssstibbtiasinss iosssii sossissssss 6
4,1 Main Purpose of the FActory PAttern ... iesnsriessssssiaeeeessnsnesesssscssses 0
4.2 Key Advantages and Drawbacks .......cccveiiciiiiiiininiecceinesiieeceisesesesesssseesniss B

5.0 TR NVINC PAEEIN iiiisiisssiisssississsississiisssiasiiaiissisisisiessisiossiiesrioissieosississsssssiisiD
5.1 Main PUIPOSE OF IMIVC ..oiiiiiiiiiiiiciiiiecti et a s s bas s bsaa s eab e abbtaesanbaeennras
5.2 Key Advantages and Drawbacks ... e eernanaeeenens 1

=]

6.0 Implementation of Patterns within a Web Environment .......cccveniineiniimennee 8
6.1 Application DOMAIN ...ocoiiiiiiiiie e cneetr e e s e taeeen s eansebaeeeaeees O
b:2 |IDatabase DESIEM ::susmseisisssaniocsssssiansassasnssssissssanssssssiasassssssnsn oisesssdnssssicssass saissnaid)
6.3 Core Architectural DESIZN ..ccciciiiieeiii et sbae s s bb e ean bbb e s
6.4 User Authentication Architecture (Observer Pattern) ....oovvveveiiveeenroneensssinnns 9
6.5 TeStiNG PrOCEAUIES ....coceevceiirieeicereeieeeeereesiarraeesee e s seearseesssssaeensaessnssananraneseeens O

7.0 Conclusions and Recommendations ... eiescennisseessesssessssssssssnsssanes 9
8.0 Reference LSt o ssissisisanssansiassassannssansinsnassnsssnissasussansisnsansansansiansansnasssasssains A

9.0 Implementation Coae:. .:msissssssmsimsisississaisaissasasinsississsimsisisessssasinissiinssans 11

Page | 2




Table of Figures

1.0 THE IMVC PAtEEIM wovvieiicieieeeceiniieseesesressassessbaeseeessbsbaessesenssassssssasassesssrssnnsensessannes

Page | 3




1.0 Introduction

Designing efficient object orientated systems has been a main focus within software
engineering for some time, with developers across the world having to solve a
multitude of problems in order to achieve this. As you might expect, many of these
problems come up repeatedly and have continually been solved by many people in the
past. Because of this, developers within the early software engineering community
started to champion the use of structured fixes for these problems [1], [2]. A practice
previously seen within structural engineering and architecture, the mapping of patterns
to specific problems quickly spread and started to allow developers become more
collaborative, giving them a platform to be able to share and discuss common problems
in more effective manner [2].

The following report will investigate the use of design patterns within a web
development environment, a practice which is starting to become a necessity as more
web based systems are being constructed using object orientated approaches. It will
also look to implement a select few design patterns as well as provide a critical
analysis into their advantage and drawbacks.

2.0 Design Patterns within
Web Development

As previously stated, design patterns are simply frameworks that have been developed
and widely accepted, to combat specific problems. They may not fix a particular
problem in itself, but can rather be used to form solutions to specific sub problems
which have already been identified and solved before you.

The Use of Design Patterns

Effective use of design patterns, come with developer experience. In order to be able to
fully take advantage of design patterns, developers must first have a strong
understanding into how a particular pattern works, as well as the problem that pattern
is designed to solve. Being able to spot and solve these common problems early on, is
a skill that only comes once a developer has had sufficient experience of solving them
throughout multiple projects.

Types of Patterns

Design patterns can come in a variety of forms and are used to help solve a variety of
different problems. Because of this, most design patterns have been categorised within
one of three holistic categories.

Creational - Those concerned with how, what and when objects are created.

Structural - Those concerned with how objects are used in unison to create
larger systems.

Behavioral - Those concerned with the interaction and responsibility of objects.
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Key Advantages for Using Patterns

There are a range of advantages that can be gained from the use of design patterns.
The first and perhaps most important is the fact that they encapsulate practices which
are regarded throughout developer communities as being best suited to the particular
problem they are designed to solve. This also aids new and inexperienced developers
to become comfortable with constructing usable systems.

Using design patterns can also help developers achieve loosely coupled and cohesive
designs which are highly flexible and can be reused throughout the current, and other
projects.

Another key advantage is that design patterns help developers collaborate and share
ideas throughout their teams. This is because design patterns are holistically
understood and provides developers with a sort of language where they can
understand each other’s solutions more effectively.

3.0 The Singleton Pattern

The singleton is one of the most prominent creational patterns, which has been
specifically designed to decrease recurring objects with the same properties and
methods. An example of the singleton can be found within the implementation code.

The Main Purpose of the Singleton Pattern

As the name suggests, the singleton pattern is concerned with singular instances of
objects. The main purpose of the design pattern is to ensure that there is only ever one
instance of a particular object at any given time, much the same as static variables in
many programming languages.

Key Advantages and Drawbacks

As previously stated, the main advantage for using a singleton is that it may reduce the
number of objects which share common states and behaviors. Another advantage is
the fact that a singleton can serve as a global access point for all other objects within
the system [3], [4]. Although recently, this inherent property of the singleton has started
to be seen as more of a problem as developers aim for more reusable and testable
code.

The main drawback to using a singleton comes when using them within multi-threaded
and asynchronous components. For instance, multiple threads could potentially require
access to the singleton, essentially trying to create multiple instances unless the
developer actually makes an effort to make everything thread safe [4].
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4.0 The Factory Pattern

The factory pattern is another creational design pattern with the purpose of being able
to create multiple instances of related objects. The design pattern essentially mimics
real world factories. Again, an example of this pattern can be found within the
implementation.

The Main Purpose of the Factory Pattern

The factory pattern’s core function is to create objects, although, they are usually
written to be responsible for a certain set of related class or composite parts. The
factory pattern can be thought of as a standard mechanical factory, able to produce a
multitude of the same components which are then used to create something
meaningful [1].

Key Advantages and Drawbacks

One of the biggest advantages for using a factory pattern is that it encapsulates
dependencies within a single point in the system [3]. For example, creating a ‘car’
object may require access and knowledge of the chassis, wheels, engine and gearbox
etc, which may not be accessible, or will be cumbersome to access within many areas
of the system.

A slight drawback is the fact that there are now two objects needed to create a
particular component, the factory itself and the created component part. However, this
can be solved by writing the factory as a singleton. This makes sense because only
one instance of a particular factory should be needed within most implementations.

5.0 The MVC Pattern

Model, View, Controller (MV/C) is a relatively advanced pattern, originally designed for
use within graphical interface applications [5]-[7]. The pattern is concerned with the
decomposition of an application into three major parts; models, views and controllers.

The Main Purpose of the MVC Pattern

The MVC pattern promotes encapsulation and abstraction of views, business logic and
their bridges. The pattern fits into the structural category. A view is simply what users
see and interact with, meaning they are essentially the interface in which the
application receives input.

Models are used represent the business logic, meaning they contain the core data and

or functions required by the application. Models are linked to views via the controller,
meaning a view is really how a model is presented to users.
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The controller can be thought of as the bridge between the model and the view. Itis
essentially responsible for delegating between them, meaning it is in control of how
they react and communicate with each other.

Controller
Update Update
Notify User Action
Model View

Fig. 1 — The MVC Pattern [6].

As shown in the preceding figure, the view is responsible for relaying data to the
controller as requests. The controller is the fundamental component, having the
responsibility of handling such requests and processing it as required.

MVC has started to become a popular software architecture and is currently adopted
within a range of systems. For example, both Android and |10S use MVC at the core of
how their applications are developed, with an MVC structure actively being promoted to
their developer communities [8], [9].

Key Advantages and Drawbacks

The main advantage for using the MVC pattern is that it inherently forces you to create
loose coupled and cohesive components. This in turn improves the flexibly, reusability
and testability of the code. Having these encapsulated components also improves
maintainability, which is a substantial advantage for larger systems which may need to
be updated in the future. The abstraction also allows for multiple developers to work
together on component parts, essentially speeding up the development process.

One drawback to MV/C is the increased complexity that comes with designing these
loosely coupled systems. Developers need to ensure that they are designing in unison,
rather than against each other. There is also some doubt as to whether this increased
complexity is warranted within simple applications [10].
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6.0 Implementation of Patterns
Within a Web Environment

For this report, a small web application has been developed to demonstrate an
understanding of the principles and use of some of the design patterns previously
discussed. The application structure and code can be seen in section 9.0.

Application Domain

The web application is currently a login system ready to be adapted to any content it
requires. The system currently registers users into a database and allows them to log
into the site.

The application also currently has an administration section, where the first registered
user becomes the first admin for the site. Administrators can create, edit and remove
any other individual user. There is also a search feature where they can search for
users by name.

Database Design

The database design was incredibly simple with only four tables present. The three
main entities were user, admin and log. The log table also has a relationship with a log
type, meaning the logs can be extending to include search logs or other similar
features in the future.

Database specific functionality was encapsulated within a single class (DbConnection).
This was written as a singleton to ensure only one instance was available at any one
time.

Core Architectural Design

The web application was built using the MVVC design pattern. The main controller
(BaseCtrl) and view (BaseView) were written as super classes to limit code common to
multiple web pages. Each individual element within the site then has its own sub
classed view along with an associated controller. The makes the process of creating a
new page very simple.

The application makes use of a number of core models. The most prominent being

‘Datalog’ and ‘User’. Users are created using a user factory which is in charge of
providing specific implementation of creation.
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User Authentication Architecture (Observer Pattern)

The web application currently has an internal logging system which currently keeps
track of all login attempts. This was achieved by using another design pattern known
the observer pattern. The observer is concerned with being in the know. It works by
allowing other objects to connect to it, and requires them to update it on the relevant
information it requires. An object can then disconnect from the observer, essentially
relinquishing its responsibilities to it [1]. The data logger was again written as a super
class as to extend its functionality in the future.

The sign in controller connects (or subscribes) to the logger which then relays sign in
attempts to the database. These can then be read by administrators within the admin
sections.

Testing Procedures

A variety of unit tests were constructed to test some of the core functionality within the
web application. These can be run from within the administration section. Unit tests
should be created alongside a new piece of functionality. Once completed, they can
become an incredibly powerful tool when it comes to maintaining and changing any of
the components.

7.0 Conclusions and
Recommendations

This report has identified a number of key design patterns, which are relevant and
useful within web and software development to this day. It has discussed the major
pattern categories as well as outlined the main advantages and drawbacks for each
individually discussed pattern.

Upon completing the application it can be said that the use of design patterns has
substantially increased its flexibility and maintainability. The MVVC approach has
certainly helped with building loosely coupled and cohesive code which can easily be
worked on by multiple develops at once. The increased encapsulation has also
improved the testing of core components within the application.

It must also be said that developing web based applications using an object orientated
approach seems to be substantially better than traditional static websites. Object
orientated approaches are also well known throughout the software engineering
community, allowing them to better migrate within web based development.

The content of the site is slightly minimal although care has been taken to make it as
extendable as possible. All things considered, it is a good introduction into object
orientated web development and has greatly enhanced the holistic web development
experience.
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9.0 Implementation Code

Application File Structure

advWebAssignment
- Controllers
o BaseCtrl.php

CtrICreateUser.php
CtrIEditUser.php
CtriHome.php
CtriLogging.php
CtrIRegister.php
CtrISignin.php
CtrlUsers.php

s
BaselLogger.php
BaseObject php
DatalLog.php
DataValidation.php

00000 O0O0

1
=
o
o
(3

SiteAccessLogger.php

SPDO.php

User.php

UserFactory.php Factory Implementation

o 0000000

o]

- Scripts

o menuScript.js
- UnitTests

o TestDataValidationModel.php
TestDbConnectionModel.php
TestingHelper.php
TestRegisterCtrl.php
TestRegisterView.php
TestSignInCtrl.php
TestSigninView.php
TestUserFactoryModel.php
TestUserModel php
UnitTesting.php

00000000

]
=
s

cZo

BaseView.php
ViewCreateUser.php
ViewEditUser.php
ViewHome.php
ViewLogging.php
ViewRegister.php
ViewSignin.php

o ViewUsers.php
- styles.css
- aCreateUser.php
- aEditUser.php
- home.php
- index.php
- logging.php
- register.php
- unitTesting.php
- users.php

00000

DbConnection.php Singleton Implementation
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aCreateUser.php

<?php
require_once "Controllers/CtriCreateUser.php";
use \Controllers\CtriCreateUser;
require_once "Views/ViewCreateUser.php";
use \Views\ViewCreateUser;

//Set up MVC

$createUserPage = new CtriCreateUser();
$createUserView = new ViewCreateUser();
$createUserView->setCtri($createUserPage);
$createUserPage->setContentView($createUserView);
$createUserPage->show();

/IPOST Data comes here, so we need to pass it on to the controller
if(5_SERVER['REQUEST_METHOD' == 'POST")
{

$fName = $_POST["fNamelnput";

$IName = $_POST["INamelnput"];

$email = $_POST["emaillnput"];

$username = $_POST["'usernamelnput"];

$password = $_POST["passwordlnput"];

$passwordConfirm = $_POST["passwordConlnput"];

$createUserPage->giveUserlnfo($fName, $IName, $email, $username,
$password, $passwordConfirm);

7>
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aEditUser.php

<?php
require_once "Controllers/CtrlEditUser.php";
use \Controllers\CtrIEditUser;
require_once "Views/ViewEditUser.php";
use \Views\ViewEditUser;

//Set up MVC

$editUserPage = new CtrlEditUser();
$editUserView = new ViewEditUser();
$editUserView->setCtri($editUserPage);
$editUserPage->setContentView($editUserView);
$editUserPage->show();

/IPOST Data comes here, so we need to pass it on to the controller
if(5_SERVER['REQUEST_METHOD' == 'POST")
{
$fName = $_POST["fNamelnput";
$IName = $_POST["INamelnput"];
$email = $_POST["emaillnput"];
$username = $_POST["usernamelnput"];
$password = $_POST["passwordlnput"];
$passwordConfirm = $_POST["passwordConlInput"];

$editUserPage->giveNewUserInfo($fName, $IName, $email,
$username, $password, $passwordConfirm);

7>

home.php

<?php
require_once "Controllers/CtriHome.php";
use \Controllers\CirlHome;
require_once "Views/\ViewHome.php";
use \Views\ViewHome;

$homePage = new CtriHome();

$homeView = new ViewHome();
$homeView->setCtri($homePage);
$homePage->setContentView($ShomeView);
$homePage->show();

/IPOST Data comes here, so we need to pass it on to the controller
if($_SERVER['REQUEST_METHOD'] == 'POST')

$homePage->logOut();

7>
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index.php

<?php
/IReference - MVC PATTERN https://www sitepoint.com/the-mvc-pattern-and-
php-1/

require_once "Controllers/CtriSignin.php";
use \Controllers\CtrISignin;

require_once "Views/\ViewSignin.php";
use \Wiews\ViewSignin;

$signinPage = new CtriSignin();
$signinView = new ViewSignin();
$signinView->setCtrl($signinPage);
$signinPage->setContentView($signinView);
$signinPage->show();

//POST Data comes here, so we need to pass it on to the controller
if(53_SERVER['REQUEST_METHOD' == 'POST")
{

$username = $_POST["userNamelnput"];
$password = $_POST["userPassword"];

$signinPage->giveLoginCredentials(Susername, $password);

>

logging.php

<?php
require_once "Controllers/CtriLogging.php";
use \Controllers\CtrlLogging;
require_once "Views/\iewLogging.php";
use \Views\ViewLogging;

$loggingPage = new CtrlLogging();
$loggingView = new ViewlLogging();
$loggingView->setCtrl($loggingPage);
$loggingPage->setContentView($loggingView);
$loggingPage->show();

/[POST Data comes here, so we need to pass it on to the controller
if($_SERVER['REQUEST_METHOD'] == 'POST')

$loggingPage->deleteLog($_POST["logld"]);

>
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register.php

<?php
require_once "Controllers/CtriRegister.php";
use \Controllers\CtrIRegister;
require_once "Views/ViewRegister.php";
use \Views\ViewRegister;

//Set up MVC

$regPage = new CtrlRegister();

$regView = new ViewRegister($regPage);
$regPage->setContentView($regView);
$regPage->show();

//POST Data comes here, so we need to pass it on to the controller
if(5_SERVER['REQUEST_METHOD'] == 'POST')
{

$fName = $_POST["fNamelnput";

$IName = $_POST["INamelnput"];

$email = $_POST["emaillnput"];

$username = $_POST["usernamelnput"];
$password = $_POST["passwordlnput"];
$passwordConfirm = §_POST["passwordConlnput"];

$regPage->giveRegistrationCredentials($fName, $IName, $email,
$username, $password, $passwordConfirm);

7>

unitTesting.php

<?php
require_once "UnitTests/UnitTesting.php";
use \UnitTests\UnitTesting;

$unitTests = new UnitTesting();

$unitTests->initUnitTesting();
7>
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users.php

<?php

>

require_once "Controllers/CtrlUsers.php";
use \Controllers\CtrlUsers;

require_once "Views/ViewUsers.php";
use \Views\ViewUsers;

SuserPage = new CtrlUsers();

//Give the Data to the Ctrl First In This Instance
if(S_SERVER['REQUEST_METHOD'] == 'POST')

{ if (isset($_POST['userld']) && !lempty(S_POST['userld']))
{ SuserPage->giveUserld(S_POST["userld"]);
}
if (isset(S_POST['searchText']) && lempty(S_POST['searchText']))
{ SuserPage->giveSearchText(S_POST["searchText"]);
; }

SuserView = new ViewUsers();
SuserView->setCtrl(SuserPage);
SuserPage->setContentView(SuserView);
SuserPage->show();
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BaseView.php

<?php

namespace Views;

require_once "Models/BaseObject.php";
use \Models\BaseObject;

class BaseView extends BaseObject

{

private Sctrl;

/*

* Constructor
i

public function __construct()

{
Sthis->ctrl = NULL;

}
/*

i Setters and Getters
*/
public function setCtrl(Sctrl)

{
Sthis->ctrl = Sctrl;

}

public function getCtrl()
{

return Sthis->ctrl;

* Function To Return View

*/
public function getContent()

{

return;

}
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/*
#

*/
public function generateHamburger()

{

Function to generate the hamburger menu

return "<ul id="hamDropDownMenu'>

<li class=hamListitems><a href="?user=".5this-
>getCtrl()->getSessionUser()."&command=Home'>Home</a></li>

<li class=hamListltems><a href="?user=".Sthis-
>getCtrl()->getSessionUser()."&command=menultem1'>Menu Item 1</a></li>

<li ".(Sthis->getCtrl()->isAdmin() ?
'class=hamlListitems' : 'class=adminOption')."><a href="?user=".Sthis->getCtrl()-
>getSessionUser()."&command=UnitTesting'>Unit Testing<span
class="adminLabels'>Admin</span></a></li>

<li ".(Sthis->getCtrl()->isAdmin() ?
'class=hamlListltems' : 'class=adminOption')."><a href='?user=".Sthis->getCtrl()-
>getSessionUser()."&command=Logging'>Logging<span
class='adminlabels'>Admin</span></a></li>

<li ".(Sthis->getCtrl()->isAdmin() ?
'class=hamlListltems' : 'class=adminOption')."><a href='?user=".Sthis->getCtrl()-
>getSessionUser()."&command=Users'>Users<span
class='adminLabels'>Admin</span></a></li>

<Jul>";

)

/*

* Function to generate the head content
*/

public function generateHead()

{

return "<link rel="stylesheet' type="text/css'

href="http://localhost/webDevAssignment/styles.css' />

<link rel="stylesheet'
href="https://cdnjs.cloudflare.com/ajax/libs/font-awesome/4.7.0/css/font-awesome.min.css'>

<meta name="viewport' content='width=device-width,
initial-scale=1.0">

<script
src="https://ajax.googleapis.com/ajax/libs/jquery/3.1.1/jquery.min.js'></script>

<script type="text/javascript'
src="Scripts/menuScript.js'></script>";

}
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/*
#
*/
public function generateNavWithSearch()
{

Function to generate A Navbar With Search Function

return "<!--Nav Row-->
<div class="row nav'>
<div class="col-8'>
<div id="hamburgerlcon' title="Menu'>
<div></div>
<div></div>
<div></div>
<span>Menu</span>
</div>
" Sthis->generateHamburger()."
</div>

<div class='col-2">
<form action="?user=".5this-
>getCtrl()->getSessionUser()."&command=Search' method='post'>
<input type='text'
name="searchText' placeholder='Search by Contact Name..." id='searchBox' />
<button type="submit’
id="searchBtn'><i class='fa fa-search'></i></button>
</form>
</div>

<div class="col-2'>
<span id="userldDisplay">".5this-
>getCtrl()->getSessionUser()."</span>
<form action="?user=".Sthis-
>getCtrl()->getSessionUser()." &command=logQut’ method="'post'>
<input type = "submit' value =
'Log Out' id="logOutBtn'/>
</form>
</div>
</div>";
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/*

* Function to generate A Navbar Without Search Function
*f

public function generateNavNoSearch()

{

return "<!--Nav Row-->
<div class="row nav'>
<div class="col-10'>

<div id="hamburgerlcon' title=

<div></div>

<div></div>

<div></div>

<span>Menu</span>
</div>

'Menu'>

".Sthis->generateHamburger()."

</div>

<div class='col-2'>

<span id='userldDisplay'>".5this-

>getCtrl()->getSessionUser()."</span>
<form action="?user=".5this-

>getCtrl()->getSessionUser()."&command=logOut' method='post'>

<input type = 'submit’ value =

'Log Out' id="logOutBtn'/>
</form>
</div>
</div>";

7>
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ViewCreateUser.php

<?php
namespace Views;

require_once "Views/BaseView.php";
use \Views\BaseView;

class ViewCreateUser extends BaseView

{
/*
* Overide Parent Function To Return View
*/
public function getContent()
{
return "<IDOCTYPE html>
<html>
<head>
<title>Create User</title>
".parent::generateHead()."
</head>
<body>

<div class='gridLayout'>
".parent::generateNavNoSearch()."

<l--Content-->
<div class="row'>
<div class="col-12'>

<div
id="content'>
<div>
<h1 class='contentHeading'>Create New User<hl/>
</div>
<div

id="newUserFormDiv'>

<form action="?user=".parent::getCtrl()->getSessionUser()."&command=CreateUser'
method="post">

<span class="formInputLabels'>First Name</span><br/>
<input class='forminputsA'type="text' name='fNamelnput' value="/><br/><br/>
<span class="formInputLabels'>Last Name</span><br/>
<input class='forminputsA'type="text' name='INamelnput' value="/><br/><br/>

<span class="formInputLabels'>Email Address</span><br/>
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<input class="forminputsA'type="text' name='emailinput’ value="/><br/><br/>
<span class="formInputLabels'>Username</span><br/>

<input class="forminputsA'type="text' name='usernamelnput' value="/><br/><br/>
<span class="formInputLabels'>Password</span><br/>

<input class='forminputsA' type='password' name='passwordinput’
value="/><br/><br/>

<span class="formInputLabels'>Confirm Password</span><br/>

<input class='formInputsA' type='password' name='passwordConlnput'
value="/><br/><br/>

<div class='submitBtns submitBtnsA'>

<input type = 'submit’ value = 'Create' />

<div/>
</form>

</div>
</div>
</div>
</div>
</div><!--Grid Layout END-->
</body>
</html>";

}

}//CLASS END

>
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ViewEditUser.php

<?php
namespace Views;

require_once "Views/BaseView.php";
use \Views\BaseView;

class ViewEditUser extends BaseView

{
/*
* Overide Parent Function To Return View
*/
public function getContent()
{
return "<IDOCTYPE html>
<html>
<head>
<title>Edit User</title>
".parent::generateHead()."
</head>
<body>

<div class='gridLayout'>
".parent::generateNavNoSearch()."
<l--Content-->

<div class="row'>
<div class="col-12'>

<div
id="content'>
<div>
<h1 class='contentHeading">Edit User<h1/>
</div>
<div

id="newUserFormDiv'>

<form action="?user=".parent::getCtrl()->getSessionUser()."&edit=".parent::getCtrl()-
>getEditUserld()."&command=EditUser' method="'post'>

<span class="formInputLabels'>First Name</span><br/>

<input class="formInputsA'type="text' name='fNamelnput' value="".parent::getCtrl()-
>getPotentialUser()->getFName()."'/><br/><br/>

<span class="formInputLabels'>Last Name</span><br/>
<input class='forminputsA'type="text' name='INamelnput' value="".parent::getCtrl()-

>getPotentialUser()->getLName()."'/><br/><br/>
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<span class="formInputLabels'>Email Address</span><br/>

<input class="formInputsA'type="text' name='emaillnput' value="".parent::getCtrl()-
>getPotentialUser()->getEmail()."'/><br/><br/>

<span class="formInputLabels'>Username</span><br/>

<input class='forminputsA'type="text' name='usernamelnput'
value="".parent::getCtrl()->getPotentialUser()->getUsername().""/><br/><br/>
lue="".p t::getCtrl()->getPotentialUser()->getU ()."/><br/><br/:

<span class="formInputLabels'>Password</span><br/>

<input class='formInputsA' type='password' name="'passwordlnput'
value="".parent::getCtrl()->getPotentialUser()->getPass().""/><br/><br/>

<span class="formInputLabels'>Confirm Password</span><br/>

<input class="formInputsA' type='password' name='passwordConlnput'
value="".parent::getCtrl()->getPotentialUser()->getPass()."'/><br/><br/>

<div class="submitBtns submitBtnsA'>

<input type = 'submit’ value = 'Update’ />

<div/>
</form>

</div>
</div>
</div>
</div>
</div><!--Grid Layout END-->
</body>
</html>";

}

}//CLASS END

>
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ViewHome.php

<?php
namespace Views;

require_once "Views/BaseView.php";
use \Views\BaseView;

class ViewHome extends BaseView

{
/*
*
* Overide Parent Function To Return View
*
*
public function getContent()
{
return "<IDOCTYPE html>
<html>
<head>
<title>Homex</title>
" parent::generateHead()."
</head>
<body>

<div class='gridLayout'>
".parent::generateNavNoSearch()."

<!--Content-->
<div class="row">
<div class="col-12'>
<div
id='content'>
<div>

<h1 class='contentHeading'>Home<h1/>

<h3>This page will be the center of the propossed site. Right now, there is one dummy
menu item.

For administrator accounts, extra menu items are added providing additional
features. The very first registered user is

made an administrator by default. They can then promote users as required.
Unit Testing is also demonstrated to administrators.

</h3>
</div>
</div>
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</div>
</div>

</div><!--Grid Layout END-->
</body>
</html>";

>
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ViewLogging.php

<?php
namespace Views;
require_once "Views/BaseView.php";
use \Views\BaseView;
class ViewLogging extends BaseView
{
/*
*
= Overide Parent Function To Return View
*
*/
public function getContent()
{
return "<!DOCTYPE html>
<html>
<head>
<title>Logging</title>
" parent::generateHead()."
</head>
<body>
<div class='gridLayout'>
".parent::generateNavNoSearch()."
<!--Content-->
<div class="row">
<div class='col-12">
<div
id="content'>
<div>
<h1 class='contentHeading'>Data Logging<h1/>
</div>
<div>
<table>
" parent::getCtrl()->constructLogTable()."
</table>
</div>
</div>

</div>
</div>
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</div><!--Grid Layout END-->
</body>
</html>";

™
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ViewRegister.php

<?php
namespace Views;

require_once "Views/BaseView.php";
use \Views\BaseView;

class ViewRegister extends BaseView

{
/*
* Overide Parent Function To Return View
*/
public function getContent()
{
return "<IDOCTYPE html>
<html>
<head>
<title>Register</title>
".parent::generateHead()."
</head>
<body>

<div id="signInFormDiv'>
<h1>Registration</h1>

<form
action='?command=registration' method='post'>

<span
class='forminputLabels'>First Name</span><br/>

<input
class='formInputs'type="text' name='fNamelnput' value="/><br/><br/>

<span
class='formInputLabels'>Last Name</span><br/>

<input
class='formInputs'type="text' name='INamelnput' value="/><br/><br/>

<span

class='forminputLabels'>Email Address</span><br/>
<input class='forminputs'type="text'
name="'emaillnput’ value="/><br/><br/>

<span
class='formInputLabels'>Username</span><br/>

<input
class='formlnputs'type="text' name='usernamelnput' value="/><br/><br/>

<span

class='formInputLabels'>Password</span><br/>

<input class="forminputs'
type='password' name="passwordinput' value="/><br/><br/>

<span
class='forminputLabels'>Confirm Password</span><br/>

<input class="forminputs'
type='password' name='passwordConinput' value="/><br/><br/>
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<div class="submitBtns'>

<input type = 'submit’
value = 'Register' />

<div/>

</form>

</div>
</body>
</html>";

!
}//CLASS END

>
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ViewSignin.php

<?php
namespace Views;

require_once "Views/BaseView.php";
use \Views\BaseView;

class ViewSignin extends BaseView

{
/*
*
* Overide Parent Function To Return View
*
*
public function getContent()
{
return "<IDOCTYPE html>
<html>
<head>
<title>Sign In</title>
" parent::generateHead()."
</head>
<body>

<div id="signInFormDiv'>
<h1>Enter If You Dare</h1>

<form

action="?command=signinClick' method="post'>

<span
class='forminputLabels'>Username</span><br/>

<input
class='forminputs'type="text' name='userNamelnput' value="/><br/><br/>

<span
class='forminputLabels'>Password</span><br/>

<input
class='formlnputs' type='password' name='userPassword' value="/><br/><br/>

<div
class="'submitBtns'>

<input type = 'submit’
value = 'Sign In'/>

<div/>

<br/><br/>

<a
href="?command=regClick' id="registerLink'>Register</a>

</form>
</div>
</body>

</html>";
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ViewUsers.php

<?php
namespace Views;

require_once "Views/BaseView.php";
use \Views\BaseView;

class ViewUsers extends BaseView

{
/*
*
* Overide Parent Function To Return View
*
i
public function getContent()
{

return "<!DOCTYPE html>
<html>

<head>
<title>Users</title>
" parent::generateHead()."

</head>

<body>
<div class='gridLayout'>

".parent::generateNavWithSearch()."

<!--Content-->
<div class="row">
<div class="col-12'>
<div
id='content'>
<div
class='row'>
<div class='col-6'>
<h1 class='contentHeading'>Users<h1/>
</div>

<div class='col-6'>

<form action='"?user=".parent::getCtrl()-
>getSessionUser()."&command=CreateUser' method='post'>

<input id="passAction' type="'submit' value='Create New User'/>
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<fform>

e </div>
<div>

<table>

".parent::getCtrl()->constructUserTable(parent::getCtrl()->getSearchText()).
</table> .

</div>
</div>
</div>
</div><!--Grid Layout END-->
</body>
</html>";

}

}

>
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Baselogger.php

<?php

namespace Models;

require_once "Models/BaseObject.php";
use \Models\BaseObject;

class Baselogger extends BaseObject

i

private Ssubscribers;

// Constructor
public function __construct()

{
Sthis->subscribers = [;
}
public function attachSubscriber(Ssubscriber)
{
Sthis->subscribers[] = Ssubscriber;
}
public function detachSubscriber($subscriber)
{
Sindex = array_search($subscriber, $this->subscribers, true);
if(Sindex 1== false)
{
array_splice(Sthis->subscribers, Sindex, 1);
}
}
public function getSubscribers()
{
return Sthis->subscribers;
}
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BaseObject.php

<?php
namespace Models;
class BaseObject
{
/*
* Function to set up the getter methods
*/
public function __ get(Sproperty)
{
Smethod = "get{Sproperty}";
if(method_exists(Sthis, Smethod))
{
return Sthis->Smethod();
}
return;
}
/*
* Function to set up the setter methods
*/
public function __set(Sproperty, Svalue)
{
Smethod = "set{Sproperty}";
if(method_exists(Sthis, Smethod))
{
Sthis->Smethod(Svalue);
}
return;
}
}
>

Page | 36




Datal og.php

<?php
namespace Models;

require_once "Models/BaseObject.php";
use \Models\BaseObject;

class Datalog extends BaseObject

!
private Sid;
private SlogType;
private SlogData;

/*
= Constructor
i
public function __construct()
{
Sthis->id ="";
Sthis->logType ="";
Sthis->logData="";
}
/*
N Setters and Getters
*/
public function setld(Sid)
{
Sthis->id = Sid;
}
public function getld()
{
return Sthis->id;
}
public function setLogType(SlogType)
{
Sthis->logType = SlogType;
}
public function getLogType()
{
return Sthis->logType;
}
public function setLogData($SlogData)
{
Sthis->logData = SlogData;
}
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public function getLogData()
{

return Sthis->logData;

}
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DataValidation.php

<?php
namespace Models;

class DataValidation

{
/*
i Constructor
*/
public function __construct()
{
1
/*
* Function to check whether an email address string is valid
* Does let some emails through
o
static function isEmailValid(SemailStr)
{
if (filter_var(SemailStr, FILTER_VALIDATE_EMAIL))
{
return true;
}
else
{
return false;
}
1
/*
* Function to validate the UserName
*/
static function isUsernameValid(SusernameStr)
{
//If Its Empty, Its Not Valid
if (SusernameStr=="")
{
return false;
}
else
{

if (preg_match("/*[a-zA-Z0-9 \-\_]*$/",Susername5tr))
//Matches a string with zero or more a-z, A-Z, 0-9, white spaces, "-" and "_" at the begining,
middle or end of it.

{

return true;

}

else

{
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return false;

}

}
}
/*
* Function to validate the Password
*/
static function isPasswordValid(SpassStr)
{

//If Its Empty, Its Not Valid
if (SpassStr=="")
{
return false;
}
else
{
//If Its Less Than 8 Chars, Its Not Valid
if (strlen(SpassStr) > 7)
{
if (preg_match("/"[a-zA-20-91*$/",SpassStr))
//Matches a string with zero or more a-z, A-Z and 0-9 at the begining, middle or end of it.

{
return true;
}
else
{
return false;
}
}
else
{
return false;
t
}
}
/*
* Function to validate names
*f
static function isNameValid(SnameStr)
{
//If Its Empty, Its Not Valid
if (SnameStr =="")
{
return false;
}
else
{
return true;
}
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DbConnection.php

<?php

namespace Models;

require_once "Models/SPDO.php";

use \Models\SPDO;

require_once "Models/BaseObject.php";
use \Models\BaseObject;

use \PDO;

require_once 'Models/User.php';

use Models\User;

require_once 'Models/DataValidation.php';
use \Models\DataValidation;
require_once 'Models/Datalog.php';
use Models\Datalog;

class DbConnection extends BaseObject
{
public static Sinstance;
const HOST_DBNAME = "mysql:host=localhost;dbname=tstdb";
const DB_USERNAME = "root";
const DB_PASS ="";
private Sdsn;
private Susername;
private Spass;
private Sconnection;

/*

* Constructor

*/

private function __construct()

{
Sthis->dsn = self::HOST_DBNAME;
Sthis->username = self::DB_USERNAME;
Sthis->pass = self::DB_PASS;
Sthis->connection = NULL;

}

/*

* Function to get instance of the class

*/

public static function getinstance()

{
if(lempty(self::Sinstance))
{

self::Sinstance = new DbConnection();

}

return self::Sinstance;
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}

public function __destruct()

{
Sthis->closeConnection();
Sthis->dsn = NULL;
Sthis->username = NULL;
Sthis->pass = NULL;

1

’f*

* Function to Open Connection

i

public function openConnection()

{

Sthis->connection = new SPDO(Sthis->dsn, Sthis->username, Sthis-
>pass, array(PDO::ATTR_PERSISTENT => true));
}

/*
* Function to Close Connection
i
public function closeConnection()
{
Sthis->connection = NULL;

}
[*

* Getter Function to get the current connection
*/
public function getConnection()
{
return Sthis->connection;

}

* Function to Login User
*/
public function login(Susername, Spass)
{
if (DataValidation::isUsernameValid(Susername))
{
if (DataValidation::isPasswordValid(Spass))
{
//Log In using Prepared SQL statement
Sstmt = Sthis->connection->prepare("SELECT * FROM
user WHERE username LIKE :username AND password LIKE :password");
Sstmt->bindParam(':username’, Susername);
Sstmt->bindParam(':password’, Spass);
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Suser)

}

}
return false;
}
/*
*
i

if (Sstmt->execute() == true)

{
SrecordCount =0;
while(Srecord = Sstmt->fetch())
{
SrecordCount++;
}
if (SrecordCount == 1)
{
return true;
}
}

Sstmt->closeCursor();

Function To Get All Users

public function getAllUsers()

{

if (Sthis->connection != NULL)

{

SlistOfUsers = array();

foreach(Sthis->connection->query('SELECT * FROM user') as

{

SnewUser = new User();
SnewUser->setld(Suser["user_id"]);
SnewUser->setFName(Suser["fName"]);
SnewUser->setLName(Suser["IName"]);
SnewUser->setEmail(Suser["email"]);
SnewUser->setUsername(Suser["username"]);

//Check if the user is an admin (we cannot use the

other function becuase it will cause a recursion error)

FROM admin WHERE user_id LIKE :id");

SstmtAdmin = Sthis->connection->prepare("SELECT *
SstmtAdmin->bindParam(":id', Suser["user_id"]);

if (SstmtAdmin->execute() == true)

{

SrecordCount = 0;
while(Srecord = $stmtAdmin->fetch())
{
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SrecordCount++;

}

if (SrecordCount == 1)
{

SnewUser->setIsAdmin(true);

SnewUser->setIsAdmin(false);

}

SstmtAdmin->closeCursor();

//Push to array
array_push(SlistOfUsers, SnewUser);
}

return SlistOfUsers;

}

else

{

return;

}
)
/*
* Function To Get All Users, Filtered By Name
*/
public function getUsersByName(SsearchName)
{

if (Sthis->connection != NULL)

{
SlistOfUsers = array();

Sstmt = Sthis->connection->prepare('SELECT * FROM user
WHERE fName LIKE :search OR IName LIKE :search');
Sstmt->bindParam(:search', SsearchName);

if(Sstmt->execute())
{
while(Suser = Sstmt->fetch())
{
SnewUser = new User();
SnewUser->setld(Suser["user_id"]);
SnewUser->setFName(Suser["fName"]);
SnewUser->setLName(Suser["IName"]);
SnewUser->setEmail(Suser["email"]);
SnewUser->setUsername(Suser["username"]);
//Removed the password
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//Check if the user is an admin (we cannot use
the other function becuase it will cause a recursion error)

SstmtAdmin = S$this->connection-
>prepare("SELECT * FROM admin WHERE user_id LIKE :id");

SstmtAdmin->bindParam(":id’,
Suser["user_id"]);

if (SstmtAdmin->execute() == true)

{
SrecordCount = 0;
while(Srecord = SstmtAdmin->fetch())
{
SrecordCount++;
1
if (SrecordCount == 1)
{
SnewUser->setlsAdmin(true);
)
else
{
SnewUser->setlsAdmin(false);
)
}

SstmtAdmin->closeCursor();

//Push user to list
array_push(SlistOfUsers, SnewUser);

}

return SlistOfUsers;

}

else

{

return;

}
}
/*
* Function To Get a Single User
*/
public function getUser(Suserld)
{

Sstmt = Sthis->connection->prepare("SELECT * FROM user WHERE
user_id LIKE :id");

Sstmt->bindParam(':id', Suserld);

if (Sstmt->execute() == true)

{
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SuserRecord = $stmt->fetch();

Sfactory = new UserFactory();

Suser = Sfactory-
>createUser(SuserRecord['user_id'],SuserRecord['fName'],SuserRecord['IName'],SuserRecord['
email'],SuserRecord['username'],SuserRecord|'password']);

return Suser;

}
Sstmt->closeCursor();
return;
}
’f*
* Function To Edit a Single User
*/

public function editUser(Suserld, SnewFname, SnewlLname, SnewUsername,
SnewEmail, SnewPass)
{
$stmt = Sthis->connection->prepare("UPDATE user SET
fName=:fName, IName=:IName, username=:uName, email=:email, password=:pass WHERE
user_id LIKE :id");

Sstmt->bindParam(':id', Suserld);
Sstmt->bindParam(":fName’, SnewFname);
Sstmt->bindParam(":IName', SnewLname);
Sstmt->bindParam(:uName', SnewUsername);
Sstmt->bindParam(:email’, SnewEmail);
Sstmt->bindParam(:pass’, SnewPass);

if (Sstmt->execute() == true)

{

return true;

}

Sstmt->closeCursor();
return false;

}
/*
* Function to get the total number of users
*/
public function getUserCount()
{
SallUsers = Sthis->getAllUsers();
return count(SallUsers);
}
/*
* Function to check whether the email address
* being supplied has already been registered
*/

public function isEmailRegistered(Semail)
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*/

SallUsers = $this->getAllUsers();
foreach(SallUsers as Suser)

{

if (strcmp(Suser->getEmail(), Semail) == 0)

{

return true;
}
}

return false;

Function to check whether a username
being supplied has already been taken

public function isUsernameRegistered(Susername)

{

SallUsers = Sthis->getAllUsers();
foreach(SallUsers as Suser)

{

if (stremp(Suser->getUsername(), Susername) == 0)

{

return true;
}
}

return false;

Function to Add User To Db

public function addUser(SnewUser)

{

Sstmt = Sthis->connection->prepare("INSERT INTO user(fName,
IName, email, username, password) VALUES (:fName, :IName, :email, :username, :password)");

SfName = SnewUser->getFName();
SIName = SnewUser->getLName();
Semail = SnewUser->getEmail();
Susername = SnewUser->getUsername();
Spass = SnewUser->getPass();

Sstmt->bindParam(":fName’, $fName);
Sstmt->bindParam(:IName', SIName);
Sstmt->bindParam(:email’, Semail);
Sstmt->bindParam(:password', Spass);
Sstmt->bindParam(':username', Susername);

Sstmt->execute();
Sstmt->closeCursor();
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return Sthis->connection->lastinsertld();

}
/*

* Function To Delete a User
*/
public function deleteUser(Suserld)

{
Sstmt = Sthis->connection->prepare("DELETE FROM user WHERE

user_id LIKE :id");
Sstmt->bindParam(':id', Suserld);

if (Sstmt->execute() == true)
{

return true;
}
Sstmt->closeCursor();
return false;

}

/*
* Function to Add Admin To Db
*/
public function promoteToAdmin(Suserid)
{
Sstmt = Sthis->connection->prepare("INSERT INTO admin(user_id)
VALUES (:userld)");
Sstmt->bindParam(:userld’, Suserld);
Sstmt->execute();
Sstmt->closeCursor();

return;
}
/*
* Function to check whether a user is an admin
*/
public function isUserAdmin(Susername)
{

SallUsers = Sthis->getAllUsers();
foreach(SallUsers as Suser)

{

if (stremp(Suser->getUsername(), Susername) == 0)

{
Suserld = Suser->getld();

Sstmt = Sthis->connection->prepare("SELECT * FROM
admin WHERE user_id LIKE :id");
Sstmt->bindParam(':id', Suserld);

if (Sstmt->execute() == true)
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SrecordCount = 0;
while(Srecord = Sstmt->fetch())

{
SrecordCount++;
}
if (SrecordCount == 1)
{
return true;
}
}
Sstmt->closeCursor();
}
}
return false;
}
/*
* Function to Add Log To Db
*/
public function addLog(SnewLog)
{

Sstmt = Sthis->connection->prepare("INSERT INTO log(logType_id,
logData) VALUES (:type, :data)");

Stype = SnewLog->getLogType();
Sdata = SnewLog->getLogData();

Sstmt->bindParam(':type', Stype);
Sstmt->bindParam(':data’, Sdata);

Sstmt->execute();
Sstmt->closeCursor();

return Sthis->connection->lastinsertld();

}

/*
* Function To Get All Logs
*
/
public function getAllLogs()

{
if (Sthis->connection != NULL)

{
SlistOfLogs = array();

foreach(Sthis->connection->query('SELECT * from log') as
Slog)
{
//Get the Log Type
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Sstmt = Sthis->connection->prepare("SELECT * FROM
logType WHERE logType_id LIKE :type");
Sstmt->bindParam(':type', Slog["logType_id"]);

if (Sstmt->execute() == true)

{
SlogType = "";
SrecordCount =0;
while(Srecord = S$stmt->fetch())
{
SlogType = Srecord["type"];
SrecordCount++;
}
if (SrecordCount == 1)
{
Snewlog = new Datalog();
Snewlog->setld(Slog["log_id"]);
Snewlog->setLogType(SlogType);
Snewlog-
>setlogData(Slog["logData"]);
array_push(SlistOfLogs, SnewLog);
}
}

Sstmt->closeCursor();

}
return SlistOfLogs;

}

else

{

return;

}
}
l*
* Function To Delete a Log
*/
public function deleteLog($logld)
{

Sstmt = Sthis->connection->prepare("DELETE FROM log WHERE log_id
LIKE :id");

Sstmt->bindParam(:id', Slogld);

if (Sstmt->execute() == true)

{

return true;

}

Sstmt->closeCursor();
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}//Class END

return false;
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SiteAccessLogger.php

<?php
namespace Models;

require_once "Models/BaseLogger.php";
use \Models\BaseLogger;

require_once "Models/DbConnection.php";
use \Models\DbConnection;

require_once "Models/Datalog.php";

use \Models\Datalog;

class SiteAccessLogger extends BaselLogger
{

// Constructor

public function __construct()

{

parent::__construct();

}

public function notify(Ssuccessful, Susername, Spassword)
{
//Send Log To The Db
Snewlog = new Datalog();
SnewLog->setLogType(1);
if (Ssuccessful == false)
{
SnewLog->setLogData("Failed Login Attempt - Username :
" Susername." - Password : ".$password." - Date : ".date("Y/m/d")." - Time : ".date("h:i:sa"));
}
else
{
Snewlog->setLogData("Successful Login Attempt - Username :
" Susername." - Password : ".Spassword." - Date : ".date("Y/m/d")." - Time : ".date("h:i:sa"));
}
Sdb = DbConnection::getinstance();
Sdb->openConnection();
Sdb->addLog(Snewlog);
Sdb->closeConnection();
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SPDO.php

<?php
namespace Models;
use \PDO;

class SPDO extends PDO
{

[*

* Constructor

*f

public function __construct(Sdsn, Susername, Spassword,
Sdriver_options=array())

{
// Temporarily change the PHP exception handler
set_exception_handler(array(__CLASS__, 'exception_handler'));
// Create a PDO object
parent::__construct(Sdsn, Susername, Spassword, Sdriver_options);
// Change the exception handler back to whatever it was before
restore_exception_handler();

}

/*

* Function to Log Exceptions

i

public static function exception_handler(Sexception)

{
// Output the exception details
die('Uncaught exception: ' . Sexception->getMessage());

}

s
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User.php

<?php
namespace Models;

require_once "Models/BaseObject.php";
use \Models\BaseObject;

class User extends BaseObject
{
private Sid;
private $SfName;
private SIName;
private Semail;
private Susername;
private Spass;
private SisAdmin;//Not used by factory

/*

* Constructor

*/

public function __construct()

{
Sthis->id ="";
Sthis->fName ="";
Sthis->IName ="";
Sthis->email = "";
Sthis->username ="";
Sthis->pass ="";
Sthis->isAdmin = false;

}

/*

. Setters and Getters

*/

public function setld(5id)

{
Sthis->id = 6id;

}

public function getld()

{
return Sthis->id;

}

public function setFName(SfName)

{
Sthis->fName = $fName;

}
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public function getFName()

{
return Sthis->fName;
}
public function setLName(SIName)
{
Sthis->IName = SIName;
}
public function getLName()
{
return Sthis->IName;
}
public function setEmail(Semail)
{
Sthis->email = Semail;
}
public function getEmail()
{
return Sthis->email;
}
public function setUsername(Susername)
{
Sthis->username = Susername;
}
public function getUsername()
{
return Sthis->username;
}
public function setPass(Spass)
{
Sthis->pass = Spass;
}
public function getPass()
{
return Sthis->pass;
}
public function setlsAdmin(SisAdmin)
{
Sthis->isAdmin = SisAdmin;
}

public function getlsAdmin()
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return Sthis->isAdmin;
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UserFactory.php

<?php
namespace Models;

require_once 'User.php’;
use Models\User;

class UserFactory

{
/*
* Function to create a blank user
*/
public function createBlankUser()
{
return new User();
}
/*
* Function to create a user with supplied parameters
*
/
public function createUser($id, SfName, SIName, $email, Susername, Spass)
{
Suser = new User();
Suser->setID(Sid);
Suser->setFName($fName);
Suser->setLName(SIName);
Suser->setEmail(Semail);
Suser->setUsername(Susername);
Suser->setPass(Spass);
return Suser;
}
}
7>
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BaseCtrl.php

<?php
namespace Controllers;
session_start();
require_once "Models/BaseObject.php";
use \Models\BaseObject;
require_once "Models/DbConnection.php";
use \Models\DbConnection;

class BaseCtrl extends BaseObject

{
const COMMAND_LOGOUT = "logOut";
const COMMAND_ADMINMENUCLICK1 = "Home";
const COMMAND_ADMINMENUCLICK3 = "UnitTesting";
const COMMAND_ADMINMENUCLICK4 = "Logging";
const COMMAND_ADMINMENUCLICKS = "Users";
const COMMAND_USERMENUCLICK1 = "menultem1";

private Sview;
private SisCurrentUserAdmin;

/*

= Constructor

*

public function __construct()
{

Sthis->view = NULL;
Sthis->isCurrentUserAdmin = false;
$_SESSION['user'] ="";

//Check for User
if (isset(S_GET['user']) && lempty(S_GET['user']))
{
S_SESSION['user'] =S$_GET['user'];
}

//Check if the current user is an admin

Sdb = DbConnection::getinstance();

Sdb->openConnection();

Sthis->isCurrentUserAdmin = $db->isUserAdmin(S_SESSION['user']);
Sdb->closeConnection();

//Setup Logout Command
if (isset(S_GET['command']) && lempty(S_GET['command']))

{
if (S_GET['command'] == self:: COMMAND_LOGOUT)

{
Sthis->logOut();

}
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//Check for Menu Item Command
if (isset($_GET['command']) &8& !lempty($_GET['command']))
{
if (S_GET['command'] ==
self::COMMAND_ADMINMENUCLICK1)
{

}

else

{

Sthis->menultemHomecClick();

if (5_GET['command'] ==
self::COMMAND_ADMINMENUCLICK3)

{
Sthis->menultemTestingClick();
}
else
{
if (5_GET['command'] ==
self::COMMAND_ADMINMENUCLICK4)
{
Sthis->menultemLoggingClick();
}
else
{
if (S_GET['command'] ==
self::COMMAND_ADMINMENUCLICKS)
{
Sthis->menultemUsersClick();
}
else
{
if (5_GET['command'] ==
self::COMMAND_USERMENUCLICK1)
{
Sthis-
>menultemClick();
}
)
}
}
}
}
}
/*
* Function to Setup the View
*f
public function setContentView(Sview)
{

Sthis->view = Sview;
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}

public function getContentView()

{
return Sthis->view;
}
public function getSessionUser()
{
if (isset(S_SESSION['user']))
{
return 5_SESSION['user'];
}
return;
}
/*
* Function to Display the View
*f
public function show()
{
echo Sthis->view->getContent();
}
/*
* Function to log out
*f
public function logOut()
{
S_SESSION["user"]="";
session_destroy();
header("Location: http://localhost/webDevAssignment/");
exit;
}
/*
* Function to check whether the current logged in user is an admin
*f
public function isAdmin()
{
return Sthis->isCurrentUserAdmin;
}
/*
* Menu Item OnClicks
*f
private function menultemHomeClick()
{
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header("Location:
http://localhost/webDevAssignment/home.php?user=".5_SESSION['user']);
exit;

}

private function menultemAdminClick()

{
header("Location:
http://localhost/webDevAssignment/administration.php?user=".S_SESSION['user']);
exit;

}

private function menultemTestingClick()
{
header("Location:
http://localhost/webDevAssignment/unitTesting.php?user=".5_SESSION['user']);
exit;

}

private function menultemLoggingClick()

{

header("Location:
http://localhost/webDevAssignment/logging.php?user=".5_SESSION['user']);
exit;

}

private function menultemUsersClick()

{
header("Location:
http://localhost/webDevAssignment/users.php?user=".5_SESSION['user']);
exit;

}

private function menultemClick()

{
header("Location:
http://localhost/webDevAssignment/home.php?user=".5_SESSION['user']);
exit;

}

>
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CtriCreateUser.php

<?php
namespace Controllers;

require_once "Controllers/BaseCtrl.php";
use \Controllers\BaseCtrl;

require_once 'Models/UserFactory.php';
use \Models\UserFactory;

require_once "Models/DbConnection.php";
use \Models\DbConnection;

require_once 'Models/DataValidation.php';
use \Models\DataValidation;

class CtriCreateUser extends BaseCtrl

{

const COMMAND_CREATEUSER = "CreateUser";

private SpotentialUser;

private SpasswordConfirm;

/*

* Constructor

*/

public function __construct()

{
parent::__construct();
//Init the user object used to store the data we are going to store
Sfactory = new UserFactory();
Sthis->potentialUser = Sfactory->createBlankUser();

}

/*

* Setters and Getters

*/

public function getPotentialUser()

{
return Sthis->potentialUser;

}

/*

* Function to Receive POST Data

*/

public function giveUserInfo(SfName, SIName, Semail, Susername, $pass,

SpassCon)
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//Save the Data
Sthis->potentialUser->setFName(SfName);
Sthis->potentialUser->setLName(SIName);
Sthis->potentialUser->setEmail(Semail);
Sthis->potentialUser->setUsername(Susername);
Sthis->potentialUser->setPass(Spass);
Sthis->passwordConfirm = SpassCon;

//Check for Creation Command
if (isset(S_GET['command']) && !lempty(S_GET['command']))

{
if (5_GET['command'] == self::COMMAND_CREATEUSER)
{
Sthis->createNewUser();
}
}
}
/*
i Function to Create a User (Simular to Register)
*/
private function createNewUser()
{
//Vvalidate all the data
if (DataValidation::isEmailValid($this->potentialUser->getEmail()))
{
if (DataValidation::isUsernameValid(Sthis->potentialUser-
>getUsername()))

{
if (DataValidation::isPasswordValid(Sthis-
>potentialUser->getPass()))

{
if (strcmp(Sthis->potentialUser->getPass(),

Sthis->passwordConfirm) == 0)
{
if (strlen(Sthis->potentialUser-
>getFName()) > 0)
{
if (strlen(Sthis->potentialUser-
>getLName()) > 0)
{
//Open the Db
Sdb =
DbConnection::getinstance();
Sdb-
>openConnection();

//Check if the email
and username have already been registered
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if (Sdb-
>isEmailRegistered(Sthis->potentialUser->getEmail()) == false)

{

>isUsernameRegistered(Sthis->potentialUser->getUsername()) == false)

//Create and add the user

Sfactory = new UserFactory();

if (5db-

{

Suser

= Sfactory->createUser(", Sthis->potentialUser->getFName(), Sthis->potentialUser-
>getLName(), Sthis->potentialUser->getEmail(), Sthis->potentialUser->getUsername(), Sthis-

>passwordConfirm);

Suserld = Sdb->addUser(Suser);

we are creatng the first user promote to admin (Shouldnt really need it here)

(Sdb->getUserCount() == 1)

Sdb->promoteToAdmin(Suserld);

back to Users page

header("Location:

/Nt

//Go

http://localhost/webDevAssignment/users.php?user=".parent::getSessionUser()."");

"<script type="text/javascript'>";
"alert('Username Has Already Been Registered')";

"< /script>";

else

type="text/javascript'>";
"alert('Email Address Has Already Been Registered')";

"< /script>";

exit;
}

else
{
echo

echo

echo

echo "<script
echo

echo
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Sdb-
>closeConnection();
}
else
{
echo "<script
type="text/javascript>";
echo "alert('Enter A
Last Name')";
echo "</script>";
}
)
else
{
echo "<script
type="text/javascript'>";
echo "alert('Enter A First
Name')";
echo "</script>";
}
}
else
{
echo "<script type="text/javascript'>";
echo "alert('Passwords Do Not
Match')";
echo "</script>";
}
}
else
{
echo "<script type="text/javascript'>";
echo "alert('Enter A Valid Password')";
echo "</script>";
}
}
else
{
echo "<script type="text/javascript'>";
echo "alert('Enter A Valid Username')";
echo "</script>";
}
}
else
{
echo "<script type="text/javascript'>";
echo "alert('Enter A Valid Email')";
echo "</script>";
}
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>

}//Class END
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CtrlEditUser.php

<?php

namespace Controllers;

require_once "Controllers/BaseCtrl.php";
use \Controllers\BaseCtrl;

require_once 'Models/UserFactory.php’;
use \Models\UserFactory;

require_once "Models/DbConnection.php";
use \Models\DbConnection;

require_once 'Models/DataValidation.php';
use \Models\DataValidation;

class CtrlEditUser extends BaseCtrl

{

const COMMAND_EDITUSER = "EditUser";
private SeditUserld;

private SpotentialUser;

private SpasswordConfirm;

private SorigEmail;

private SorigUsername;

/*

* Constructor

*

public function __construct()
{

parent::__construct();

//Get user id from url
if (isset(S_GET['edit']) && lempty($_GET['edit']))
{

Sthis->editUserld = 5_GET['edit'];

//Get user info from db

Sdb = DbConnection::getInstance();
Sdb->openConnection();

Sthis->potentialUser = Sdb->getUser(Sthis->editUserld);
Sdb->closeConnection();

//Save original email and username for later
Sthis->origEmail = Sthis->potentialUser->getEmail();
Sthis->origUsername = Sthis->potentialUser->getUsername();

else

//Setup blank user
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Sfactory = new UserFactory();
Sthis->potentialUser = Sfactory->createBlankUser();

}
}
/*
* Setters and Getters
*
/
public function getPotentialUser()
{
return Sthis->potentialUser;
}
public function getEditUserld()
{
return Sthis->editUserld;
}
/*
* Function to Receive POST Data
*/
public function giveNewUserInfo(SfName, SIName, Semail, Susername, $pass,
SpassCon)
{
//Save the data
Sthis->potentialUser->setFName($fName);
Sthis->potentialUser->setLName(SIName);
Sthis->potentialUser->setEmail(Semail);
Sthis->potentialUser->setUsername(Susername);
Sthis->potentialUser->setPass(Spass);
Sthis->passwordConfirm = SpassCon;
//Check for edit command
if (isset(S_GET['command']) && lempty($_GET['command']))
{
if (5_GET['command'] == self::COMMAND_EDITUSER)
{
Sthis->editUser();
}
}
}
/*
i Function to Edit User
*
*/
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private function editUser()

{
//Validate all the data
if (DataValidation::isEmailVvalid(Sthis->potentialUser->getEmail()))
{
if (DataValidation::isUsernameValid(Sthis->potentialUser-
>getUsername()))

{
if (DataValidation::isPasswordValid(Sthis-
>potentialUser->getPass()))
{
if (strcmp(Sthis->potentialUser->getPass(),
Sthis->passwordConfirm) == 0)
{
if (strlen(Sthis->potentialUser-
>getFName()) > 0)
{
if (strlen(Sthis->potentialUser-
>getLName()) > 0)
{
//Open the db
Sdb =
DbConnection::getInstance();
Sdb-
>openConnection();

//Check if the email
address has changed. If so we need this next check

if (stremp(Sthis-
>potentialUser->getEmail(), Sthis->origEmail) != 0)

{
if (Sdb-
>isEmailRegistered(Sthis->potentialUser->getEmail()) == false)
{
//Check if the username has changed. If so we need this next check
if
(stremp(Sthis->potentialUser->getUsername(), Sthis->origUsername) != 0)
{

if (Sdb->isUsernameRegistered(Sthis->potentialUser->getUsername()) == false)
{
//Edit the user
Sdb->editUser(Sthis->editUserld,
Sthis->potentialUser->getFName(),
Sthis->potentialUser->getLName(),
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Sthis->potentialUser->getUsername(),
Sthis->potentialUser->getEmail(),

Sthis->potentialUser->getPass());

//Go back to Users page /*CHANGE HERE FROM REG FUNC*/

header("Location:
http://localhost/webDevAssignment/users.php?user=".parent::getSessionUser()."");

exit;
}
else
{
echo "<script type="text/javascript'>";
echo "alert('Username Has Already Been Registered')";
echo "</script>";
}
}
else
{

Sdb->editUser(Sthis->editUserld,
Sthis->potentialUser->getFName(),
Sthis->potentialUser->getLName(),
Sthis->potentialUser->getUsername(),
Sthis->potentialUser->getEmail(),

Sthis->potentialUser->getPass());

//Go back to Users page

header("Location:
http://localhost/webDevAssighment/users.php?user=".parent::getSessionUser()."");
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exit;

}
}
else
{
echo
"<script type="text/javascript'>";
echo
"alert('Email Address Has Already Been Registered')";
echo
"< /script>";
}
}
else
{

//Check if the
username has changed. If so we need this next check

if
(stremp(Sthis->potentialUser->getUsername(), Sthis->origUsername) = 0)
{
if
(Sdb->isUsernameRegistered(Sthis->potentialUser->getUsername()) == false)
{
Sdb->editUser(Sthis->editUserld,
Sthis->potentialUser->getFName(),
Sthis->potentialUser->getLName(),
Sthis->potentialUser->getUsername(),
Sthis->potentialUser->getEmail(),
Sthis->potentialUser->getPass());
//Go back to Users page
header("Location:
http://localhost/webDevAssignment/users.php?user=".parent::getSessionUser()."");
exit;
}
else
{

echo "<script type="text/javascript'>";
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echo "alert('Username Has Already Been Registered')";

echo "</script>";

}
}
else
{
Sdb-
>editUser(Sthis->editUserld,
Sthis->potentialUser->getFName(),
Sthis->potentialUser->getLName(),
Sthis->potentialUser->getUsername(),
Sthis->potentialUser->getEmail(),
Sthis->potentialUser->getPass());
//Go
back to Users page
header("Location:
http://localhost/webDevAssighment/users.php?user=".parent::getSessionUser()."");
exit;
}
}
Sdb-
>closeConnection();
1
else
{

echo "<script
type="text/javascript'>";

echo "alert('Enter A
Last Name')";

echo "</script>";

)
else
{
echo "<script
type="text/javascript'>";
echo "alert('Enter A First
Name')";
echo "</script>";
}
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Match')";

1
}//Class END

>

else

else

else
{
echo "<script type="text/javascript'>";
echo "alert('Passwords Do Not
echo "</script>";
}
}
else
{
echo "<script type="text/javascript'>";
echo "alert('Enter A Valid Password')";
echo "</script>";
}

echo "<script type="text/javascript'>";
echo "alert('Enter A Valid Username')";
echo "</script>";

echo "<script type="text/javascript'>";
echo "alert('Enter A Valid Email')";
echo "</script>";
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CtrlHome.php

<?php

>

namespace Controllers;
require_once "Controllers/BaseCtrl.php";

use \Controllers\BaseCtrl;

class CtrlHome extends BaseCtrl

{

/*
* Constructor
*/
public function __construct()
{

parent::__construct();
1

Page | 75




CtriLogging.php

<?php

namespace Controllers;

require_once "Controllers/BaseCtrl.php";
use \Controllers\BaseCtrl;

require_once "Models/DbConnection.php";
use \Models\DbConnection;

class CtrlLogging extends BaseCtrl

{

const COMMAND_DELETELOG = "DeletelLog";

/*
* Constructor
i
public function __construct()
{
parent::__construct();
//Check for Delete Command
if (isset(S_GET['command']) && lempty($_GET['command']))
{
if (S_GET['command'] == self:: COMMAND_DELETELOG)
{
Sthis->deleteLog($_POST['logld");
}
}
}
/*
* Function to generate the log table content
*/
public function constructLogTable()
{

StableHtml = "<tr>
<th class="tab_3cL'><span

class="tableHeadings'>Log Type</span></th>

<th class="tab_3cC'><span

class="tableHeadings'>Log Info</span></th>

<th class="tab_3cR'><span

class='tableHeadings'>Action</span></th>

<ftr>";

//Retreive all the logs

Sdb = DbConnection::getinstance();
Sdb->openConnection();
SlistOfLogs = Sdb->getAllLogs();
Sdh->closeConnection();

//Loop through them, using the data to construct the rows
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foreach(SlistOfLogs as Slog)

{
//Append that row to the final string, when done return it
StableHtml .= "<tr>

<td>".5log-
>getlLogType()."</td>
<td>".Slog-
>getLogData()."</td>
<td>
<form

action="?user=".parent::getSessionUser()."&command=".self:: COMMAND_DELETELOG."'
method="post'>

<input
type='hidden' name="logld' value=".Slog->getld()." />
<input
type="submit' value='Delete'/>
<fform>
</td>
</tr>";

}

return StableHtml;
}
/*
* Function to delete a log
*/
public function deleteLog($Slogld)
{

Sdb = DbConnection::getlnstance();

Sdb->openConnection();

Sdb->deleteLog(Slogld);

Sdb->closeConnection();
}

>
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CtrIRegister.php

<?php

namespace Controllers;

require_once "Controllers/BaseCtrl.php";
use \Controllers\BaseCtrl;

require_once 'Models/UserFactory.php’;
use \Models\UserFactory;

require_once "Models/DbConnection.php";
use \Models\DbConnection;

require_once 'Models/DataValidation.php';
use \Models\DataValidation;

class CtrlRegister extends BaseCtrl

{

const COMMAND_REGISTRATION = "registration";
private SpotentialUser;
private SpasswordConfirm;

/*
i Constructor
*/
public function __construct()
{
parent::__construct();
//Setup a blank user
Sfactory = new UserFactory();
Sthis->potentialUser = Sfactory->createBlankUser();
}
l*
* Setters and Getters
*
/
public function getRegistrationFname()
{
return Sthis->potentialUser->getFName();
}
public function getRegistrationLname()
{
return Sthis->potentialUser->getLName();
}

public function getRegistrationEmail()
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{

return Sthis->potentialUser->getEmail();

}
public function getRegistrationUsername()
{
return Sthis->potentialUser->getUsername();
}
public function getRegistrationPass()
{
return Sthis->potentialUser->getPass();
}
public function getRegistrationPassCon()
{
return Sthis->passwordConfirm;
}
/*
i Function to Receive POST Data
*/

public function giveRegistrationCredentials(5fName, $SIName, Semail,

Susername, Spass, SpassCon)

{
//Save the data
Sthis->potentialUser->setFName(SfName);
Sthis->potentialUser->setLName(SIName);
Sthis->potentialUser->setEmail(Semail);
Sthis->potentialUser->setUsername(Susername);
Sthis->potentialUser->setPass(Spass);
Sthis->passwordConfirm = SpassCon;
//Check for registration command
if (isset(S_GET['command']) && lempty(S_GET['command']))
{
if (5_GET['command'] == self::COMMAND_REGISTRATION)
{
Sthis->registerUser();
}
}
}
/*
* Function to Register User
*
* Checks to Perform
i - Is this the first user (If so make them admin)
i - Is email valid
* - Is Password Valid
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i - Do Passwords Match

* - Has email already been registered
*/

private function registerUser()

{

//Validate all the data

if (DataValidation::isEmailValid(Sthis->potentialUser->getEmail()))

i

if (DataValidation::isUsernameValid(Sthis->potentialUser-
>getUsername()))
{
if (DataValidation::isPasswordValid(Sthis-
>potentialUser->getPass()))
{
if (stremp(Sthis->potentialUser->getPass(),
Sthis->passwordConfirm) == 0)
{
if (strlen(Sthis->potentialUser-
>getFName()) > 0)
{
if (strlen(Sthis->potentialUser-
>getLName()) > 0)
{
//Register User (Check

For First User and Whether email and username has been registered)

Sdb =
DbConnection::getinstance();
Sdb-
>openConnection();
if (Sdb-
>isEmailRegistered(Sthis->potentialUser->getEmail () == false)
{
if (Sdb-
>isUsernameRegistered(Sthis->potentialUser->getUsername()) == false)
{

Sfactory = new UserFactory();

Suser
= Sfactory->createUser(", Sthis->potentialUser->getFName(), Sthis->potentialUser-
>getLName(), Sthis->potentialUser->getEmail(), Sthis->potentialUser->getUsername(), Sthis-
>passwordConfirm);

Suserld = $db->addUser(Suser);

if
(Sdb->getUserCount() == 1)
{
$db->promoteToAdmin(Suserld);
}
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//Go

back to sign in page

header("Location: http://localhost/webDevAssignment/");

exit;
}
else
{
echo
"<script type="text/javascript'>";
echo
"alert('Username Has Already Been Registered')";
echo
"< /script>";
}
}
else
{
echo "<script
type="text/javascript'>";
echo
"alert('Email Address Has Already Been Registered')";
echo
"< [script>";
}
Sdb-
>closeConnection();
}
else
{
echo "<script
type="text/javascript>";
echo "alert('Enter A
Last Name')";
echo "</script>";
}
}
else
{
echo "<script
type="text/javascript'>";
echo "alert('Enter A First
Name')";
echo "</script>";
}
}
else
{

echo "<script type="text/javascript'>";
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Match')";

1
}//Class END

>

else

echo "alert('Passwords Do Not

echo "</script>";

}
}
else
{
echo "<script type="text/javascript'>";
echo "alert('Enter A Valid Password')";
echo "</script>";
}
}
else
{
echo "<script type="text/javascript'>";
echo "alert('Enter A Valid Username')";
echo "</script>";
}

echo "<script type="text/javascript'>";
echo "alert('Enter A Valid Email')";
echo "</script>";
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CtriSignin.php

<?php
namespace Controllers;

require_once "Controllers/BaseCtrl.php";

use \Controllers\BaseCtrl;

require_once "Models/DbConnection.php";
use \Models\DbConnection;

require_once "Models/SiteAccessLogger.php";
use \Models\SiteAccessLogger;

class CtrlSignin extends BaseCtrl

{
const COMMAND_REGCLICK = "regClick";
const COMMAND_SIGNIN = "signInClick";
private SloginUsername;
private SloginPass;
private SdatalLogger = NULL;
private Sobservers = [];

/*
i Constructor
*/
public function __construct()
{
parent::__construct();
//Set up the observer (Access Logger)
Sthis->dataLogger = new SiteAccessLogger();
Sthis->dataLogger->attachSubscriber(Sthis);
SloginUsername = NULL;
SloginPass = NULL;
//Check for Registration Command
if (isset(S_GET['command']) && !lempty(S_GET['command']))
{
if (5_GET['command'] == self::COMMAND_REGCLICK)
{
Sthis->regClick();
}
}
}

public function __destruct()
{
//Clean up the logger
if (Sthis->datalogger != NULL)
{
Sthis->dataLogger->detachSubscriber($this);
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Sthis->dataLogger = NULL;

}
)
/*
* Setters and Getters
*
/
public function getLoginUsername()
{
return Sthis->loginUsername;
1
public function getLoginPass()
{
return Sthis->loginPass;
}
/*
* Function to Receive POST Data
*/

public function giveLoginCredentials(Susername, $password)

{
Sthis->loginUsername = Susername;
Sthis->loginPass = Spassword;

//Check for Sign In Command
if (isset($_GET['command']) && lempty(S_GET['command']))

i
if (5_GET['command'] == self::COMMAND_SIGNIN)
{
Sthis->signinClick();
}
}
}
/*
* Register Btn OnClick
*/
private function regClick()
{
header("Location: http://localhost/webDevAssignment/register.php");
exit;
}
/*
* Sign In Btn OnClick
*/
private function signinClick()
{

Sdb = DbConnection::getinstance();
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Sdb->openConnection();
if (Sdb->login(Sthis->loginUsername, Sthis->loginPass) == true)
{
//Notify the Logger Of an Successful Login Attempt
Sthis->dataLogger->notify(true, Sthis->loginUsername, Sthis-
>loginPass);
S_POST['user'] = Sthis->loginUsername;
header("Location:
http://localhost/webDevAssignment/home.php?user=".Sthis->loginUsername);

exit;
}
else
{
//Notify the Logger Of an Unsuccessful Login Attempt
Sthis->datalogger->notify(false, Sthis->loginUsername, Sthis-
>loginPass);
echo "<script type="text/javascript'>";
echo "alert('Incorrect Credentials')";
echo "</script>";
}
Sdb->closeConnection();
}
}
™
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CtrlUsers.php

<?php

namespace Controllers;

require_once "Controllers/BaseCtrl.php";
use \Controllers\BaseCtrl;

require_once "Models/DbConnection.php";
use \Models\DbConnection;

class CtrlUsers extends BaseCtrl

{

private SsearchText;

private SselectedUserld;

const COMMAND_DELETEUSER = "DeleteUser";

const COMMAND_EDITUSER = "EditUser";

const COMMAND_CREATEUSER = "CreateUser"; //Hardcoded in view//
const COMMAND_SEARCH = "Search";

/*
i Constructor
*/
public function __construct()
{
parent::__construct();
Sthis->selectedUserld = NULL;
Sthis->searchText ="";
//Check For Commands
if (isset($_GET['command']) && !lempty(S_GET['command']))
{
if ($_GET['command'] == self::COMMAND_CREATEUSER)
{
Sthis->createUser();
}
}
1
/!*
* Function to generate the user table content
*/
public function constructUserTable(SsearchText)
{

StableHtml = "<tr>
<th class="tab_5cL0"><span

class="tableHeadings'>User ID</span></th>

<th class="tab_5cL1'><span

class="tableHeadings'>Contact Name</span></th>
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<th class="tab_5cC'><span
class="tableHeadings'>Username</span></th>
<th class="tab_5cR1'><span
class="tableHeadings'>Email Address</span></th>
<th class="tab_5cR0'><span
class="tableHeadings'>Actions</span></th>
</tr>";

//Open db
Sdb = DbConnection::getinstance();
Sdb->openConnection();

//Check for any search text
if (stremp(Sthis->searchText, ") == 0)

{
SlistOfUsers = Sdb->getAllUsers();
}
else
{
SlistOfUsers = Sdb->getUsersByName(SsearchText); //Filter by
name
}

Sdb->closeConnection();

//Loop through them, using the data to construct the rows
foreach(SlistOfUsers as Suser)
{
//Append that row to the final string, when done return it
StableHtml .= "<tr>
<td>".Suser->getld()."</td>
<td>".Suser->getFName()."
".Suser->getLName()."</td>
<td>".Suser->getUsername()."
" (Suser->getlsAdmin() ? '<span class=\'adminLabelsSml\'>Admin</span>': ")."</td>
<td>".Suser-
>getEmail()."</td>
<td class="tableActions'>
<form
action="?user=".parent::getSessionUser()."&command=".self:: COMMAND_DELETEUSER.""
method="post">

<input
type='hidden' name="userld' value="_Suser->getld()." />
<input
type="submit' value='Delete'/>
<fform>

<form
action="?user=".parent::getSessionUser()."&command=".self:: COMMAND_EDITUSER.""'
method="post">
<input
type="hidden' name="userld' value=".Suser->getld()." />
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<input
type="submit' value="Edit'/>

<fform>
<ftd>
</tr>";

}
return StableHtml;

1

’f*

* Function to delete a user

*/

public function deleteUser(Suserld)

{
Sdb = DbConnection::getinstance();
Sdb->openConnection();
Sdb->deleteUser(Suserld);
Sdb->closeConnection();

}

/*

* Function to edit a user

*/

public function editUser(Suserld)

{

header("Location:
http://localhost/webDevAssignment/aEditUser.php?user=".parent::getSessionUser()." &edit=".
Suserld);

exit;

1
/!*
* Function to Create a user
*

/
public function createUser()
{

header("Location:
http://localhost/webDevAssignment/aCreateUser. php?user=".parent::getSessionUser());

exit;
}
/*
* Function to receive the user id
*/

public function giveUserld(Sid)
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>

Sthis->selectedUserld = Sid;

//Check For Deletion and Edit Command
if (isset($_GET['command']) && lempty($_GET['command']))

{
switch (S_GET['command'])
{
case self::COMMAND_DELETEUSER :
Sthis->deleteUser(Sthis->selectedUserld);
break;
case self::COMMAND_EDITUSER :
Sthis->editUser(Sthis->selectedUserld);
break;
}
}
1
/*
i Function to receive search text
*/
public function giveSearchText(SsearchText)
{
Sthis->searchText = SsearchText;
}
[*
i Setters & Getters
*/
public function getSearchText()
{
return Sthis->searchText;
}
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