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Assignment 1

Understanding the role of a constable / maintaining professional standards 

The National Police Chiefs’ Council’s, ‘policing vision 2025’ sets out a plan of what they want to see the UK police force look like in 2025, and how they wish to change from what it is now, to what they want it to become. They talk about how they intend on the “police service will attract and retain a workforce of confident professionals able to operate with a high degree of autonomy and accountability and will be better reflect its communities.” NPCC (2022)

One way to look at how policing has become more professional as the years have passed are things such as the code of ethics which the College of Policing (2014) state “the principles must be more than words on a page and must become embedded in the way police professionals think and behave.”  The College of Policing also describe how they are committed to assisting police professionals to make the right decisions by expanding their knowledge and evidence base “as well as developing a framework for continuous professional development”

Making a professional police force is not a modern nor new idea. Sir Robert Peel outlined in 1829 his policing principles and main ideas, these are still relevant today more than ever. His three core ideas are that, the goal and aim of the police force is not catching those who have committed crime, but rather preventing it in the first place. The key for the prevention of crime is earning public support, and members of the community must take a role in the responsibility of the prevention of crime, “they will only accept this responsibility if the community supports and trusts the police. And finally the police earn support from the community by respecting the principles and rules of the community.

Maintaining professional standards is critical when looking at not only how police forces look to be more professional but how the public see the police as whole, when high profile incidents are followed by the media, and officers have acted unprofessionally or are accused of misconduct, the entire police force’s reputation and standing with the public declines, “The principle of policing by consent relies on the trust and confidence that the public has in the police service and the wider law community.” College of Policing (2022) 

One of the more recent incidents involving the failings of police and the sharp decline in the public opinion would be the murder of Sarah Everard, whereby a police officer who was off duty, approached Sarah and informed her that she was in breach of covid regulations and she would have to come with him, he presented his warrant card and identified himself. Once Sarah had gone with him, he raped and murdered her. This incident caused massive issues for not only confidence in the police force as a whole, but how members of the public saw individual officers, their confidence has been totally destroyed and there is a lot of work for the public to be trusting of officers who are conducting plain clothes operations.

The Metropolitan Police issued statement titled, ‘response to issues raised by the crime of Wayne Couzens’, the statement says that “Couzens’ crimes are the most extreme example of this betrayal. They have been shattering for everybody and of course people have questions about the integrity of officers.” Metropolitan Police (2022) they go on to state that they will take swift action when both officers and staff fall below the standard that not only, they, but the public expect of them and by doing so break the trust that they depend on from the public. “All officers must and will now expect to work harder to gain the confidence of the public and be understanding and tolerant of reasonable questioning of their actions and identity as they go about their duty”

Another incident that even though it did not occur in the UK, it had a significant impact on the public’s perception of policing. The death of George Floyd in the USA sent ripples through the black community around the world, it annihilated the publics perception of police forces and in some cases, sparked riots and protests. In light of this as well as instances such as the Metropolitan police being found institutionally racist the Metropolitan police have put in place a ‘police race action plan; improving policing for black people’. It was joint created by the National Police Chiefs Council (NPCC) and the College of Policing, they highlight how there have been long standing issues regarding trust and confidence from black communities as well as without that trust from black communities, policing is less effective at protecting all communities. They state that, “Black people are seven times more likely to be stopped and searched than white people and five times more likely to be subjected to the use of force.” College of Policing (2022)

They go on to discuss how black people are still underrepresented in the work force and that black police officers are less likely to progress through the ranks than their white colleagues, whether this is due to less black officers being in the force leads to less black officers higher in the ranking structure or if black officers are being subjected to racism is yet unknown.

Police forces have a long way to go in the eyes of the public and will always be under close scrutiny from them. Whether it is claims that forces or officers are racist, or other issues within communities and a lack of trust in officers, the only thing police forces can do is make continuous improved efforts to gain support and trust, as well as ensure that their officers and staff remain professional as to improve the image and reputation of the police.
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Digital Policing
“Cyber crime is criminal activity that either targets or uses a computer, a computer network or a networked device. Most cyber crime is committed by cybercriminals or hackers who want to make money. However, occasionally cybercrime aims to damage computer or networks for reasons other than profit.” Kaspersky (2022)

Cyber related crime has exploded exponentially over the last decade, we are now using more technology throughout our daily lives than ever before, smart watches, more advanced mobile phones, and more recent advances such as Oakley sunglasses with a camera built in and uploads photos straight to the internet.

With more and more technology brings further opportunities for criminal activity, The Crown Prosecution Service (2022) highlights how there are two main areas of cybercrime,
· Cyber-enabled crime
· Cyber dependant crime

Cyber enabled crimes are when what are seen as ‘traditional’ crimes, but the volume at which this type of crime is committed is increased in scale via computers, mobile devices, ‘smart technology’ i.e. smart watches, and the internet.

Cyber dependant crime are crimes that cannot exist without computers and the internet, they “can only be committed through the use of online devices and where the devices are both the tool to commit the crime and the target of the crime.”

Cyber enabled crime would be; ‘phishing’ emails or texts, which are deliberate messages sent by criminals which pose as legitimate companies asking you to log into your account on a website, however the link is fake and intentionally set up to steal personal data.

An example of a cyber dependant crime would be gaining unauthorised access to a device and placing what is known as ‘malware’ on the device. Malware is a specific type of program or app that the National Crime Agency (2022) states is software that includes things such as ransomware where, this is where the criminal has gained access to the device and enables them to “hijack files and hold them to ransom” often in the form of cryptocurrency i.e. bitcoin or Ethereum. A clear demonstration of a ransomware attack would be the ‘WannaCry’ attack which effected the NHS in 2017. Kaspersky (2022) highlighted that the WannaCry attack is an example of what is known as ‘crypto ransomware’, which encrypts and hides files from the devices owner until a payment is made, the exploit utilised a vulnerability in Windows computer users, due to users not updating their security on all of their computers, the NHS was hit by the attack, “a third of NHS hospital trusts were affected by the attack…it was estimated to cost the NHS £92 million after 19,000 appointments were cancelled due to the attack.”
A review published by the Home Office (2013) further defines cyber dependant further, it states that there are two categories that it falls into;
· “Illicit intrusions into computer networks (for example, hacking); and
· The disruption or downgrading of computer functionality and network space (for example, viruses and DDos attacks).”

The crimes that can be committed online are not only limited to using advanced programming, but can also take simpler forms, for example what is commonly known as ‘revenge porn’, or the distribution of a private sexual image of someone without their consent and with the intention of causing them distress. The CPS (2017) states that “Revenge pornography is a broad term usually involving an individual, often an adult ex-partner, uploading onto the internet intimate sexual images of the victim, to cause the victim humiliation or embarrassment.”

In order for digital forensics teams to investigation and gather the necessary evidence to arrest and prosecute these criminals, they must first try to obtain the persons ‘digital footprint’, “Every time you like a post, search for something online or even share a picture, you leave an online trail – this is called your digital footprint” BBC (2022)

There are a vast array of digital evidence, for example;
· Browser history 
· Compressed archives, including encrypted folders
· Cookies 
· Emails etc. 
ForensicFocus (2012)

As the world used the internet more frequently to communicate, most conversations have moved online, to places such as Skype, Discord, Whatsapp and various other messenger services. These chat logs can be crucial as they often have the names, time, and sometimes the mobile number they have messaged from, so naturally access to these services can be a key piece of evidence when investigating digital forensics.
There are obviously ways of attempting to obstruct the search for this evidence, for example changing the location of files, deleting them entirely or encrypting the hard drive the files are on.

Police forces have specific staff and officers who are trained in the extraction tools and methods that are available to police to obtain this evidence, the purpose of the digital media investigators as defined by the college of policing is to “support major crime, incidents operations or any investigation that requires specialist digital investigative assistance.” both police officers and staff have to familiarise themselves with new, emerging technology and their use in crime, i.e. online stalking or harassment, malicious communications, in order to protect vulnerable victims and offenders, as now victims with mobile devices and access to this internet have the possibility of being a victim at any point. The process and procedure for downloading such information is heavily restricted due to data protection laws, if an investigation requires that a suspects device to be downloaded, two main forms need to be filled out, a DFCCU form, and a DPNc form, these forms need to be signed, the DFCCU form must be signed by an inspector, and the DPNc must be signed by the suspect in custody. The forms must be specific in the digital content that the officers are looking for, for example, if a suspect has been arrest for possession with intent to supply a controlled substance, then officers may look for specific words or phrases relating to drug offences.

BullGuard (2021) talks about how a person used what they called ‘off the shelf’ malware, in which they bought they malware off of an internet forum, and specifically targeted a corporation, in doing so they bypassed any and all security and very shortly after had access to their entire database.
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Information and intelligence / communication skills
There are numerous reasons why Police forces collect, record, and hold both information and intelligence on members of the public, the College of Policing (2013) states that the legal basis for this could be one, or a variation of the following.
· Protecting life and property 
· Preserving order
· Preventing the commission of offences
· Bringing offender to justice 
· Any duty or responsibility arising from common or statute law

The ways in which police forces obtain intelligence could be sources such as, covert human intelligence sources, or ‘CHIS’, these sources are highly secretive however their information can prove invaluable, direct surveillance, an example would be having a team of dedicated officers who would follow or observe a specific person or target. Interception of communications, i.e. emails and social media messages, or means which are far more intrusive such as placing devices capable of picking up and recording audio with a specific area or room. Because of how invasive this technique is it obviously needs a higher authority to proceed with this. There numerous laws that outline what the police but also other public bodies strictly can and cannot do, these are the Investigatory Powers Act 2016, “This Act sets out the extent to which certain investigatory powers may be used to interfere with privacy.” UK Gov (2022).

There is also The Regulation of Investigatory Powers Act 2000 (RIPA), The Home Office (2020) outlines that this Act provides a specific framework to ensure investigatory powers and techniques are not abusive nor go against article 8 of ECHR which is the right to a private and personal life. Consideration must also be given to GDPR (General Data Protection Regulation) and how personal data as well as sensitive information and intelligence is handled.

The college of policing also highlights how information can be collected in three main ways, those are what are known as routine collection, tasked information, volunteered information, Routine collection of both information and intelligence is what officers and staff do daily, this could be examples such as responding to incidents, the arrest of subjects, specific patrol strategies and stop searches etc.

Information at its core is small pieces of data, that data, if enough of it is obtained can be used to form a larger information package that can be converted into intelligence, this can then be analysed in order for this intelligence to be placed into an effective crime strategy .

Whilst responding to incidents officers gather new information and intelligence as they talk to members of the public as well as those involved in the incident itself, having targeted patrols can develop information that can only be applied to specific policing purposes, stop and searches using evidence-based policing and intelligence led stop and searches can develop an ever-changing intelligence picture that can only enhances the police’s available information. Volunteered information is information that could come from the general public, community contracts as well as partners, this information can come to light at any point however the downside of this kind of information is that it is not always useful due to that information only being handed over to the police due to the informant wanting action to be taken over the information they have provided.

The centre for crime and justice studies produced a publication, titled ‘intelligence gathering and the need for control: managing risk in public order policing’ (2022), the publication highlights the need for balance when controlling public order during a protest, they state that, “one way in which the police have sought to balance these competing duties and maintain this control is by using as much information as possible to improve their plans and responses.” The report goes on to say how this form of ‘intelligence led policing’ is dependant on access to “reliable and timely information about what is likely to happen, or is already happening, at a public order event.” The availability of this information and intelligence during public order events assists in how the command structure of the police can coordinate future events of the same nature.

The Home Office (2022) discusses the national intelligence model (NIM) was put in place to provide a clearer focus to operational policing, and for a bigger impact to be made by the resources that are deployed to an incident or tasked a problem to solve.

They also outline how there are three specific levels at which intelligence is handled, the first level is obviously the lowest, this is represented by local crime and appropriate intelligence to go alongside it. Although it is the lowest level that does not mean it does not deal with serious crimes, it will encompass all types of crimes as well as anti-social behaviour. Level two is when that intelligence is used by multi-agencies and is shared between police forces where higher levels of crime are being committed between police borders. The third level of intelligence is national intelligence, this represents the most serious types of crime as well as organised crime groups. These levels are discussed in what they call, “strategic and tactical tasking and co-ordination group meetings”, they state that the purpose of the meetings are to “establish the intelligence requirement and sets the agenda for intelligence, prevention and enforcement priorities” as well as to apply a well organisation and planned response to strategies put in place. The same report also states that the use of the national intelligence is not only to be used by specialist departments, but it can also be utilised by all relevant areas of law enforcement, public disorders, community safety or crime and its entirety of its investigation.

It is not just enough to gather, store and act on the relevant intelligence, but the way it is communicated is critical. “The way in which investigators manage communications will have a significant effect on the investigation they are conducting.” College of Policing (2013) Investigators can use booth internal and external communications, by discussing known intelligence with colleagues, creating internal briefing to be disseminated to officers.

A model that can be used to brief officers could be the SAFCOM model, which is as follows.
S – Situation
This where the officers need to give and be given a clear, factual, and accurate outline of what you’re communicating
A – Aim
What is the aim of the briefing you are giving? 
F – Factors
here the officer must contain a risk assessment, i.e. risks to operation 
C – Choices 
What choices are available to the officers and how will they assess each situation
O – Options
After considering the choices, are they appropriate, effective, and proportionate.
M – Monitoring
How will the success of the briefing / operational be measured?
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Public Protection
An adult at risk, as defined by South Wales Police (2021) is an adult who, “is experiencing or is at risk of abuse or neglect, has needs for care and support and as a result of those needs is unable to protect themselves against the abuse or neglect or risk of it.”

If an adult is experiencing abuse or is at risk of it, that means they could be subject to physical, sexual, psychological, emotional or financial abuse, any of these can occur at any time, early intervention and public protection strategies need to be in place to protect these victims if they are adults or children as the impact on their life’s is massive, the NSPCC (2022) highlight some of the issues children who have been subject to abuse can suffer from, these can be things such as struggling to deal with their own children’s behaviour as they have never learned how to parent without the presence of abuse in their own lives, as well as “mental health problems, drug or alcohol issues, criminal behaviour – or showing signs of harmful behaviour themselves.”

This is why the police, and their partner agencies work relentlessly to protect the public at incidents as well as before incidents occur. The prevention of persons becoming vulnerable is equally as important as protecting those who are already vulnerable. The main role of a frontline officer when attending an incident regarding vulnerable persons as well as public protection incidents would be to perform ‘fast track’ actions and adhere to the ‘golden hour’ enquiries for the investigation, once those have been conducted and the incident has been dealt with, an officer can look at a public protection strategy and how they can protect those persons involved in the incident further. The officer can submit a Public Protection Notification report if persons or children involved in the incident are classed as vulnerable or if they are in need of extra support.

The strategies implemented by both officers and partner agencies should be looking to investigate all allegations and reported incidents of abuse, neglect or if an incident has made someone vulnerable because of it, and when being investigated they should take action against those identified as the offender and hold them to account of their actions. However it must be stated that both officers, staff and partner agencies that have pre-existing bias views on topics such as mental health problems or persons who have become vulnerable can have a huge detrimental effect on any investigation that takes place, for example if a person who has a long history of offending and is well known to police officers, they may not take an incident seriously if they are the victim

The partner agencies that the police refer vulnerable persons to are much better equipped to deal with the potential range of issues that they can be facing, as well as being able to facilitate things such as seeing a support worker, psychiatrist etc.

The Public Protection team or Vulnerable Adult Unit will review PPNs that are submitted by officers, “Where necessary, the PPN will be forwarded to partner agencies for their information and further action.” South Wales Police (2021)

The need to support both victims of crime and vulnerable persons is paramount because “Victimised people commonly develop emotional or psychological problems secondary to their abuse, including anxiety disorders and various forms of depression.” Mental Help (2022).

Prevention from vulnerable adults being victimised is critical due to their vulnerability against criminals and gangs such as organised crime gangs who aim to exploit the vulnerable by doing things such as cuckooing or exploiting the vulnerable for county line drug distribution, which is where they befriend a vulnerable person who allows them to use the address, the OCG uses the veil of helping the vulnerable person however they gradually use the address for more and more criminal activity, eventually taking over the address entirely.

Warwickshire Police (2022) state that members of the organised crime gang will often get a vulnerable person to allow them into the address by creating what is known as a debt bond, or ‘free’ drugs, they often use different properties for very short period of times to reduce the chances of being caught by police and other agencies.

The National Crime Agency (2018) states that exploitation is integral and a core part of county lines, “offenders continue to recruit, transport, and exploit vulnerable individuals, including children, to carry out low-level criminal activity” they also go on to say that the evidence suggests that younger persons are the ones being targeted for county lines, the ages can be as young as 11 however the most common is between the ages of 15 to 17.

HM Government published a report named the Serious and Organised Crime Strategy in 2013 which covers their working strategy for identifying, reducing and targeting OCGs, they outline that their model is called ‘The three P’s’ which is Puruse, Prevent, Protect, Prepare. For this we will be focusing on Prevent, and Protect.
The Prevent stage intends on “raising awareness of the reality and consequences”, as well as early intervention to stop vulnerable people being drawn into both serious and organised crime, meanwhile the protect step intends on protecting those who are at risk the most and to ensure that both communities as well as victims and witnesses or serious and organised crime are supported to the fullest. These steps are intended to reduce an areas vulnerability to serious and organised crime. 

A well-developed working strategy towards tackling and preventing serious and organised crime is critical, by raising awareness of it, it can be more easily detected once it occurs and those who are vulnerable to it are supported and steered away from it as the impact that these incidents can have on victims is potentially life changing, therefore both police and partner agencies must do their best to both prevent, protect and support those who are victims of abuse or are vulnerable and in need of public protection.
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Evidence Based Policing
“evidence-based policing is and approach that involves police officers and staff working with academics, partners and colleagues to create, review and use the best available evidence to inform and challenge policing policies, practices and decisions” College of Policing (2019)

Evidence based policing is developing and utilised the best available evidence to inform policing guidelines, policies and the decisions that are to be made, this is made possible by using scientific academic research that has a credible basis and foundation. The college of Policing highlights how evidence-based policing can be used by everyone in the force and is not used by just specialist departments. The research that is developed to push evidence-based policing can be used to:
· “Develop a better understanding of an issue – by describing the nature, extent and possible causes of a problem or looking at how a change was implemented”
· “Assess the effect of a policing intervention – by testing the impact of a new initiative in a specific context or exploring the possible consequences of a change in policing.”
College of Policing (2022)

It also states that this research should be well conducted, peer reviewed and clear about the methodology behind it, however evidence-based policing does not always offer both officers and staff a specific answer or solution to a problem, however it may provide an information and intelligence picture which officers can use to incorporate on their patrols. “This approach encourages everyone to ask questions, challenge accepted practices and innovate in the public interest.”

The College of Policing (2021) talks about what can be done and what is the best approach for trying to reduce crime, they discuss numerous topics such as how crime is highly concentrated, the focus on crime and anti-social behaviour ‘hot spots’ can reduce crime as well as how members of the public are treated and spoken to can effect crime rates. They highlight how there is strong evidence suggesting that crime as well as anti-social behaviour is not evenly distributed through towns and cities, it is shows that “some neighbourhoods, street and people are much more likely to experience crime than others and more regularly”.

The research they quote show that crime rates are higher in city centres, and in residential areas with “levels of high social depravation. They also state that crime and offenders are not the only things that repeat themselves as “Systematic review evidence has shown that overall, 5% of victims experience 60% of all crime.”

When talking about policing ‘hot spots’ they explain how evidence suggests that targeting specific areas in which crime is the most common can be an effective strategy for tackling crime. They state that “the studies included in the review tended to look at the impact of problem-solving, an increase in directed patrol and crackdowns. Problem-solving was found to have the biggest impact on crime and was thought to yield positive benefits for police-community relations” College of Policing (2021)

These evidence-based theories relating on how to reduce, prevent and tackle both crime and anti-social behaviour are good indicators on how modern policing has changed over the years as more and more technology and access to data better informs researchers and therefore police forces, enabling them in turn to develop their own strategies for their specific regions.

 A good example of this relating to South Wales Police would be Wind Street in Swansea. It is an area of heavy foot traffic during weekends as well as mid-week as Swansea has a huge population of students, combine the massive footfall from members of the public and the alcohol from bars, there are varying crimes ranging from assaults to drinks being spiked. Evidence-based policing would dictate that having more police officers there and having a larger presence and conducting overt mobile patrols in the area will reduce crime occurring and deter those who intend on committing crime from the area.

As well as targeting specific areas, there is evidence to suggest that targeting specific persons who are prolific re-offenders can assist in reducing crime rates, however this strategy must be managed properly and effectively otherwise it could easily be abused by officers, and sometimes it can inadvertently increase that person re-offending. “Focused deterrence strategies designed to change the behaviour of prolific offenders through implementing approaches that blend targeted enforcement with the provision of targeted support from partner agencies and the community have been shown to be effective in reducing crime overall.”

When looking at evidence for reducing crime and anti-social behaviour, the option and avenue of looking at re-offending must be considered. A report published by the Scottish Government (2015) shows there are several things to consider when managing re-offending, one of which is prison sentences and community disposals. They state that when viewing the evidence for the effectiveness of prison sentence they say that “Whilst prison can represent value for money in the short term when it is used for high-risk serious and / or certain types of prolific offenders, a number of studies have found that community sentences are more effective in reducing reoffending than short-term prison sentences.”

It compares shorter prison sentences to having rehabilitation within a community, being in prison can have the unintended consequences such as losing employment or losing social housing. They also discuss that the most common approach to tackling reoffending is using an approach and model called the risk-need-responsivity model, this is a risk assessment which is “targeting the criminogenic needs of offenders and treatment which, for cognitive elements often uses cognitive-behavioural therapy.”, this can lead to moderate to a significant reduction in an offenders want too reoffend when combined with support in solving the practical problems that they are encountering. 

Problem-solving policing is not only about apprehending criminals once they have committed the crime, nor is about only about preventing that crime from occurring, crime will always exist in some form however policing can only improve when utilising high quality evidence to assist crime reduction strategies and how to reduce reoffenders, this could lead to looking at how criminals offend in the first place, for example social depravity or the person seeing crime as the only opportunity they have.
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