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Individual Contribution 
This report outlines the individual contributions and reflective insights gained during the development of an automated Cisco network configuration and validation suite. The project aimed to transition manual network management into a streamlined “Infrastructure-As-Code” using Ansible and Python-based testing frameworks. In addition, it details the technical implementation of the validation layers and the collaborative effort to ensure the project’s success.
Responsibility was taken for the technical integrity of the automation lifecycle, specifically the Pre-Checks, Post-Deployment Validation and a secondary Pytest auditing suite. To establish a safe deployable environment, Ansible pre-checks were engineered to verify device reachability before configuration changes occurred. Following the automation of identity and security protocols, a rigorous post-deployment validation system was developed using the assert module to confirm that the actual state of the routers matched the intended design, such as verifying IPv4 and IPv6 link-local prefixes. 
Beyond configuration, a Pytest framework was implemented to provide independent quality assurance. This included an Inventory Pytest to ensure all network nodes were correctly defined and a Router Structure Pytest to validate the YAML hierarchy. Finally, a lead role was taken in the development of the supporting documentation and the PowerPoint presentation. This ensured that the projects strategic objectives, network topology, automation toolkit and live configuration demonstrations were articulated clearly, alongside comprehensive testing results and proposed future enhancements.

Individual Reflection
Working on this project provided a significant opportunity to navigate the complexities behind software-defined networking. A primary technical issue involved debugging the CLI command syntax errors within the Ansible playbook. A “fatal” failure was encountered where the script sent malformed interface commands, resulting in “invalid input” errors on the Cisco switch. Resolving this required a deep dive into YAML formatting and the cisco.ios.ios.config module to ensure commands were passed as distinct lines. This emphasised the importance of correct syntax when automating hardware interfaces. 
Whilst conflict management is a critical component of team success, the group functioned effectively and encountered no personal tension. This was largely due to consistent and clear communication, the team utilised Webex for remote co-ordination and held regular in-person meetings to align on technical goals and script functionality. These frequent catchups ensured everyone remained clear on what had been completed and what needed to be actioned. 

During presentation rehearsals, discussions took place regarding the visual clarity of slides. By pushing for more detailed explanations on some technical slides, it ensured the team presented a professional, confident and educated narrative.

Throughout this project, valuable experience was gained in moving away from manual configurations and toward reliable, automated systems. Building and testing this script provided a much deeper understanding of how Cisco networks function. Successfully presenting these results and receiving a recommendation for publication has significantly increased confidence in these technical skills. 
Overall, these practical skills in automation and professional communication represent fundamental takeaways that will be applied to future technical projects, both within the remainder of this degree and within the professional capacity of an ICT Systems Co-Ordinator at Bridgend County Borough Council. 
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