





















Rumen Chowdhury | P146446 | University of Wales Trinity Saint David
Evaluating the Effectiveness of Portable Penetration Testing using a Raspberry Pi




rchowdhury.146446@student.uwtsd.ac.uk | School of Applied Computing



Introduction
	
	Open Ports
	Closed Ports
	Filtered Ports
	OS Detection

	Raspberry Pi
	
	
	
	

	Desktop
	
	
	
	


This project introduces the fundamental aspects of Portable Penetration Testing compared to conventional methods. This implementation portrays the benefits of security testing via portability methods, in this case using a small miniature device known as a Raspberry Pi.The author conducted two different types of Penetration Testing, one using the Raspberry Pi and another with a conventional method using Desktop. These experiments were both conducting using the distribution of Kali Linux. The results of the vulnerability assessments are shown below:




Research Hypothesis
The author devises a research hypothesis to conduct such a project, which was divided into two sections: 
	
	Host Server
	SSL Info
	IP Address
	Click-Jacking Info

	Raspberry Pi
	
	
	
	

	Desktop
	
	
	
	


Nikto – Web Vulnerability Scanner


Aim:

· The focal aim of this project is to conduct portable penetration testing using a Raspberry Pi and provide a comparative analysis towards conventional methods.



         









	 Comparative Analysis

















Nmap – Network Mapper










Design
The author illustrates the intended image which portrays the use of the physical device, a Raspberry Pi. 
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Conclusion
To conclude, the author summarises the overall project by providing the evaluation of the effectiveness of the Raspberry Pi in conducting sufficient penetration testing. The evaluation reflects the positive outcome of the experiment as it produced enough evidence to suggest that portability measures using a Raspberry Pi proved to be successful.· M. U. Khan, S. Ahmed, Z. A. Khan, Z. Ullah, and I. Ahmed, “Various Node Mobility Scenarios of Wireless Sensor Networks based on B-MAC Protocol,” ITT 2017 - Inf. Technol. Trends Explor. Curr. Trends Inf. Technol. Conf. Proc., vol. 2018-Janua, no. June 2018, pp. 61–66, 2018, doi: 10.1109/CTIT.2017.8259569.
· H. R. H. Hamid, M. A. I. B. M. A. Kamil, and N. Y. Abdullah, “Portable Toolkit for Penetration Testing and Firewall Configuration,” in Proceedings - 4th International Conference on Cyber Security, Cyber Warfare, and Digital Forensics, CyberSec 2015, 2016, pp. 90–94, doi: 10.1109/CyberSec.2015.26.
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   Objectives:
· Review up-to-date technologies which provide possible advantages to portability within penetration testing.
· Identify possible vulnerability assessment methods to conduct penetration testing.
· Isolate potential portable penetration testing techniques as well as conventional approaches.
· Recognise potential differences with portable penetration testing as opposed to conventional testing.
· Evaluate the distinctions between the two testing approaches and provide a comparative analysis for effectiveness.






Harvester – Information Gathering















 
	
	Gmail Accounts
	Outlook Accounts
	Twitter Usernames

	Raspberry Pi
	
	
	

	Desktop
	
	
	
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