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1. [bookmark: _Toc151061940]Introduction
This report aims to inform readers about the dangers of ransomware, common distribution channels, possible business impact, and emerging trends. It includes a case study of a ransomware version known as WannaCry, to highlight the importance of cybersecurity rules and safeguards. The report examines effective preventative techniques and emphasises the importance of staff training in constructing a strong barrier against cyberattacks.

[bookmark: _Toc151061941]Ransomware
[bookmark: _Toc151061942]What is Ransomware?
According to the National Cyber Security Centre (NCSC), malicious software that aims to prevent users from accessing files or a computer system until a ransom (often cryptocurrency) is paid to the attacker is known as ransomware [1]. This kind of attack's primary goal is financial gain. Malicious software that infects a system will either encrypt its files or prevent users from accessing it, rendering the system and its contents unusable. 
Once the malware has encrypted the system data, the user is typically notified of the ransom demand and given instructions on how to make the payment via a message which appears on the screen.
Even if the victim pays the ransom, access to their system and data may not be restored. Prevention is an important line of defence against ransomware attacks, and it may be accomplished by effective cybersecurity practices such as frequent system file backups and user education on malware avoidance. 
[bookmark: _Toc151061943]Common Delivery Methods
Ransomware can infiltrate a computer system in several ways. As [2] and [3] demonstrate, ransomware can be distributed in a variety of methods. Infected software downloads, email attachments containing malicious software, and an attacker exploiting vulnerabilities in a computer's security system are just a few of the most common methods.
1. Phishing emails: 
This technique, which is a type of social engineering, deceives people into giving away personal/confidential information or committing security breaches. When it comes to ransomware, this strategy exploits human error to cause an unsuspecting user to begin a ransomware attack.
2. Infected websites:
Websites may contain malicious code that exposes an unaware visitor to risk. Certain compromised websites are engineered to secretly initiate the installation of ransomware upon user access. 
3. Malicious Downloads:
Malicious downloads are files that appear to be safe but contain concealed malware such as ransomware. They usually come from untrustworthy sources. These kinds of files can be downloaded by users unknowingly. Once inside their machine, the malware can launch a ransomware attack. 
4. Software Vulnerabilities:
Software infrastructure weaknesses are exploited by ransomware attackers. Software that is not updated or patched enough may present weaknesses that ransomware might exploit. These weaknesses are exploited by cybercriminals to obtain unauthorised access, which leads to a ransomware attack against the targeted system or network.

[bookmark: _Toc151061944]Ransomware Impact on Businesses
[bookmark: _Toc151061945]Potential Consequences
Ransomware attacks cause a lot of problems for businesses and can have detrimental effects. In [4], Kiru and Jantan's study identified the following challenges:
1. Financial Extortion: 
To regain data access, ransom demands present a financial risk that needs to be met. This has a significant effect on the company's overall financial situation.
2. Operational Disruption: 
Ransomware compromises business continuity by causing major disruptions to ordinary operations. The resulting downtime has an influence on daily operations and overall workflow efficiency, limiting production.
3. Data Encryption and Loss: 
When ransomware encrypts important data, it makes the data unreadable. This situation affects not only the confidentiality and integrity of sensitive data but also raises the possibility of data loss that could impact important procedures.
4. Reputational Damage: 
Customers and other stakeholders may begin to question the company's commitment to preserving personal data. The resulting harm to a company's reputation may have long-term consequences for public opinion and confidence.
5. Regulatory Non-Compliance: 
As a result of ransomware attacks, data protection rules may be violated. This makes legal repercussions more likely, which makes matters worse for the company.
Given these potential results, businesses must ensure they have strong cybersecurity measures and develop comprehensive incident response plans to lessen the impact of ransomware incidents.

[bookmark: _Toc151061946]Evolving Trends in Ransomware Attacks on Businesses
As cybercriminals improve their tactics, ransomware attacks on businesses are constantly changing and evolving. Businesses who want to improve their security measures must be aware of these latest trends. In their study, Razaulla et al. noted the progression of ransomware [5]:
1. Sophistication of Attacks: 
Ransomware attacks are getting more complex, using innovative methods to penetrate networks and avoid detection.
2. Target Diversification: 
Cybercriminals are changing who they target and damaging businesses in a variety of industries. Because every industry is vulnerable, businesses of all sizes must be prepared.
3. Double Extortion Tactics: 
Using double extortion techniques is an increasing trend among cybercriminals. Attackers not only encrypt files but often steal confidential information, threatening to make it public unless a ransom is paid.
4. Exploitation of Remote Work Vulnerabilities: 
The increase in remote work has opened new routes for ransomware attacks. Cybercriminals get access to corporate networks by exploiting weaknesses in the infrastructure that supports remote work.
5. Increased Ransom Amounts: 
As cybercriminals target larger companies with more financial resources, they are demanding greater sums of money in ransom for data retrieval.

[bookmark: _Toc151061947]Case Study: WannaCry Ransomware
[bookmark: _Toc151061948]Method of Attack
One ransomware strain that started its attacks with a distinct set of features was WannaCry. Using the unpatched Microsoft Windows system vulnerability known as EternalBlue, WannaCry quickly spread among networks [6]. Following a computer infection with its ransomware, WannaCry spread independently among networked devices via the EternalBlue exploit. The strong self-propagation of this ransomware type sets it apart from others. After obtaining access to vulnerable computer systems, WannaCry encrypted data, making it unreadable. The malware demanded $300 (which eventually increased to $600) in Bitcoin in exchange for the decryption key needed to unlock the machine [7]. Akbanov, Vassilakis, and Logothetis [8] estimate that the attack cost an estimated $4 billion.

[bookmark: _Toc151061949]Notable Incidents
The National Health Service (NHS) was severely damaged by a WannaCry cyber-attack in May 2017. Several hospitals encountered operational issues, which had a significant impact on healthcare services [7]. Emergency response times and patient treatment were delayed due to compromised networks and encrypted records. The NHS paid enormous fees, more than the ransom demand, due to the extensive amount of recovery work necessary [9]. It would have been costly to repair reputational damage, boost cybersecurity, and restore systems. People's trust in the NHS's ability to protect sensitive patient data has been harmed because of the incident. This can discourage patients from seeking medical care because of widespread media coverage raising concerns about data security.
The WannaCry case study serves as an important reminder of the global devastation that ransomware can cause. Understanding how ransomware functions and damages different targets can help strengthen defences against changing ransomware assaults, emphasising the importance of preventive cybersecurity measures. This focus on the NHS underlines WannaCry's ability to harm critical infrastructure and shows the importance of establishing strong cybersecurity defences as soon as possible. The incident highlights the vital role of preventive cybersecurity measures and serves as a reminder of the damage that ransomware may do to critical systems.

[bookmark: _Toc151061950]Prevention and Protection
[bookmark: _Toc151061951]Best Practices for prevention
Businesses must take pre-emptive actions and build a cybersecurity awareness culture to lower the danger of ransomware attacks. Chin found some of the most effective preventative methods in [10]. Among the most important best practices are:
1. Regular Data Backups: 
Frequently create backups of important data to help with the recovery procedure in the event of a ransomware attack.
2. Software Patching and Updating: 
Make sure that all software, including operating systems and apps, is updated as soon as possible to close security gaps and increase defences against potential threats.
3. Strong Endpoint Security: 
To identify and get rid of threats, use comprehensive endpoint security solutions like antivirus and anti-malware software.
4. Network Segmentation: 
To reduce the impact of a ransomware attack by isolating any infections and blocking the malware's ability to travel throughout the system.
5. Least Privilege and Access Control: 
Implement strict access controls that grant staff members only the bare minimum of access required to carry out their duties and minimise the fallout from compromised accounts.

[bookmark: _Toc151061952]Importance of Employee Education
In [10], Chin additionally highlighted the importance of staff education, adding that creating an attentive group of workers is essential to strengthening a company's defences against cyberattacks. Since knowledgeable staff members are the first line of defence against constantly evolving threats, employee cybersecurity education is essential.
1. Identifying Phishing Attempts: 
Train employees to recognize phishing emails and to avoid suspicious links and files from unknown sources.
2. Cybersecurity Awareness Training: 
Hold regular cybersecurity awareness training sessions to keep staff members up to date on the current threats and best practices for maintaining a safe online environment.
3. Incident Reporting Protocols: 
Establish precise processes for reporting any suspicious activity or potential security problem as soon as possible. An educated workforce is a critical early warning system.
4. Social Engineering Awareness: 
Inform employees about social engineering tactics and emphasise the importance of checking requests for confidential information before delivering it.
5. Regular Security Updates: 
Send internal memos, newsletters, or regular messaging to staff members to keep them up to date on security threats and best practices.
Businesses may greatly improve their resistance to ransomware attacks by applying these best practices and developing a cybersecurity-conscious culture through staff education. An informed and prepared workforce is a key weapon in the ongoing battle against cybercrime.

[bookmark: _Toc151061953]Conclusion
This report recommends proactive steps and cybersecurity knowledge to protect companies against ransomware threats. The primary focus is on the importance of adaptation, from understanding the fundamentals of ransomware to researching evolving attack strategies. The WannaCry case study is a crucial reminder of how widespread cyberthreats are.

The concluding section highlights the value of staff education in addition to preventative measures like software upgrades and data backups. Businesses can improve their security and resistance against the constantly changing ransomware landscape by implementing these strategies. Proactive adoption is essential to helping companies protect their activities, data, and reputation in the digital world.
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