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Introduction

CoffeeCapulus want to allow its staff and customers to use their personal devices to access the company’s network and resources. With an extensive presence across the globe, and on social media, along with a large staff base, CoffeeCapulus have hired an IT consultant to recommend guidelines on the IT security policy framework with a focus on an effective BYOD framework to ensure the security of personal staff and client data, as well as the company’s intellectual property. 
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	The IT Consultant began the development of the BYOD security policy by conducting research on the company’s requirements and day-to-day working practices. This will highlight what the policy needs to cover to ensure all potential vulnerabilities have been considered and there are preventative measures in place. 
CoffeeCapulus sells a popular coffee blend worldwide. It is a wireless and cloud-based company, providing services across the globe, along with their social media presence. From the brief it is clear that CoffeeCapulus will have to store customer details from their customer orders. This will include customer name, address, email, and bank details. This confidential data will need to be kept secure, not only to avoid theft of personal data, but to comply with GDPR and Data Protection. GDPR is the General Data Protection Regulation; ‘a part of European Union privacy law on the processing and storage of, and access to, personal data.’ [1] All companies in Europe must comply with GDPR. The Data Protection Act 1998 is ‘an act to make new provision for the regulation of the processing of information relating to individuals, including the obtaining, holding, use or disclosure of such information’ [2]. If CoffeeCapulus do not comply to both GDPR and Data Protection, they could face a significant fine.
	As well as customer details, CoffeeCapulus has a large staff base and will hold personal information about their staff members including, but not limited to; name, address, salary and bank details. This data will also need to be kept secure and adhere to the policies in place.
	The company’s huge social media presence could also lead to some security issues. It will be relatively easy for hackers to find employees’ social media profiles from looking on the company page. Information from their social media could then be used to set up a ransomware attack. The company needs security policies in place when it comes to social media, so they are not giving too much information away that can be used against them. These hackers could also gain access to the company’s social media accounts, especially if the passwords are weak. Another huge issue on social media is the impersonation of personal or business accounts as a way to engage with others and gain their trust, only to steal information or money from them. Social media provides a long list of benefits to a company like CoffeeCapulus, but these benefits come with an even longer list of risks they face on a daily basis which could seriously damage the company’s reputation [3]. 
	Cloud services are becoming more popular in recent years, where data is stored in the cloud, via the internet, rather than being stored on a computer [4]. This method of storing data may sound efficient but can make the data a target for cyber criminals. ‘Hackers are on the lookout for any vulnerabilities in systems and networks with the intention to exploit, damage or destroy monetary information, data, infrastructure and company reputations’ [5]. By gaining unauthorised access to the company’s cloud storage via stolen credentials or even stolen devices, a hacker will have access to all of the data stored here which may include confidential information about the company or its customers. Cyber criminals can also amend or delete files which will result in data loss. Although, this can also easily be done by an employee if they accidentally delete a file. Cloud services are effective when they are used properly and so need a detailed user policy covering all of the potential risks [6]. 
	As a wireless based company, CoffeeCapulus allows devices to connect to the network without any cables. A wireless network ‘uses radio waves to connect devices such as laptops and mobile phones to the internet and to your business network’ [7].  This offers more flexibility as staff can work from different locations, and a wireless network is much easier and cheaper to set up. The cost of going wireless is less, but the cost to security may be more if the company is not careful. Wireless networking opens the company up to many security vulnerabilities; passive monitoring is a good example. Hackers can use packet sniffer technologies to gain unauthorised access to the network and therefore access to the company’s data. There are other ways hackers can gain access to the network without being noticed, like setting up a rogue access point or looking for other gaps in the network security. Using a wireless network also means the company will be vulnerable to Denial of Service (DoS) attacks.  These attacks ‘can cripple or disable a WLAN’ [8] which can lead to the WLAN operating incredibly slow or even stopping altogether. This would create a serious issue for a company like CoffeeCapulus who need to be available at all times for staff and customers. As the company has a huge online presence, the maintenance of the CIA Triad will be something they have to consider when developing a security policy, which will ensure the confidentiality, integrity and availability of data and services. 
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	Now the IT Consultant has considered the vulnerabilities that CoffeeCapulus faces in their working practices, they can now look at the implementation of a BYOD policy and the risks associated with this. 
	Bring Your Own Device (BYOD) is the [growing] use of personal devices for organisational tasks. This could include personal laptops, tablets and mobile phones. ‘Approximately 70% of businesses already utilise BYOD’ [9] in the workplace which proves it is possible, but not without suitable security measures in place. 
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Increased Productivity – BYOD has been proven to increase employee motivation due to the fact that it ‘allows employees to use personal devices to complete work in a convenient and flexible manner’ [9]. In a 2015 survey by Intel, 28% of organisations recorded improved efficiency and productivity due to BYOD [10]. Allowing employees to work on their personal devices improves user enhancement, as they are already familiar with this device and are given more flexibility in their working practices [10]. This may even lead to improved employee retention due to increased job satisfaction. 

Reduced Cost – As the demand for employees using their own devices increases, the demand for company hardware will inevitably decrease. This will reduce the costs to CoffeeCapulus [11]. Increased productivity due to better employee satisfaction and innovation will also act as a cost-saving exercise [12].  

Increased Availability – Using your own device and the flexibility that comes with this will mean that employees are able to access information and applications whenever and wherever [13]. Employees are able to access and respond to emails on the go, and even attend meetings remotely. This increased availability to employees will be passed on as an advantage to customers. 
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Threat of Data Loss – Using your own device will increase the risk of data loss. Threats to data loss are present on the application, the network and the endpoint, and ‘BYOD multiplies the number of each of these points’ [14]. A device can easily be lost, misplaced or stolen which can lead to unauthorised access to the data [15]. The loss of data will affect the integrity of the data which is a part of the CIA Triad. 

Loss of Control – As the devices are now owned by end users and not the company, this will result in a loss of control. On top of this, employee behaviour will differ compared to company-owned devices [12]. This employee behaviour will need to be managed appropriately to ensure employees don’t increase the general security risk to the company. 

Increased Risk of Security Breaches – The complexity of this new network with employees connecting to many different types of networks will ‘increase the complexity of the company’s’ network protection’ [12]. There will be far more opportunities for cyber criminals to access the network. Also, as CoffeeCapulus do not own the devices, they cannot ensure that all devices are up-to-date and protected with Antivirus software. This will increase the risk of malware on devices that could potentially steal or damage the data. 

[bookmark: _Toc58232794]BYOD Security Measures

	As discussed above, there are many security risks to consider when creating a BYOD policy. Some of these risks can be prevented with the installation of security software, but some require a change in behaviour from the employees which may prove more difficult to monitor. 

Mobile Device Management (MDM) – ‘A good Mobile Device Management software is prerequisite’ [16]. MDM software allows IT administrators to monitor, manage and secure all end devices employees may be using to access the company’s data and applications [17]. One issue discussed with BYOD was the loss of control the IT administrators will experience. MDM will enable IT to remotely manage these devices, therefore giving back control and ensuring any potential risks are monitored. 
	If a device on CoffeeCapulus’ network is lost or stolen, MDM enables IT to remotely wipe the device to prevent unauthorised access to the data. The remote access means the device is able to be configured appropriately to enhance the security [17]. 
	The risk of security breaches on personal devices is reduced by MDM. IT administrators are able to remotely control and install any device updates and backups to ensure data integrity and patch any potential security issues. 
	MDM is a powerful tool to protect both personal and professional data on a device, whilst simultaneously disconnecting the personal and professional uses to avoid a breach in employee privacy [12]. 
	MDM software is crucial as part of a BYOD policy, but this software solution has to be appropriate for CoffeeCapulus’ uses. The IT consultant would recommend the ‘VMWare Air-Watch ‘ [18]. This software is compatible with multiple operating systems, including the most popular; Windows, Mac OS, iOS and Android. This software offers similar features to the other competitors such as Microsoft and IBM, but the ease of use is the reason for the recommendation. With a user-friendly dashboard to monitor and control network activity, it is simple to solve any security issues remotely [19]. 

Virtual Private Network - As employees will be connecting to many different types of networks (4G, Public WiFi etc) they will need to use a VPN to add additional security when using an un-trusted connection. A virtual private network (VPN) will connect the employee back through to the company’s network [20]. NordVPN would be recommended for CoffeeCapulus’ flexible and mobile company. With double data encryption and two-factor authentication it will keep all of the company’s data secure. 

Employee Awareness – As mentioned above, a change of employee behaviour may be more difficult to monitor compared to the monitoring of software. Employees need to be educated on BYOD best practice to ensure all employees are aware of the security consequences. 
 	An awareness program will need to be developed by CoffeeCapulus to educate their employees on the ‘importance of information security and negative consequences of its failure’. It is found that most users underestimate the cyber risks they face on their smart devices. Education of the risks and complying with the security procedures will add a layer of protection to the company’s data [21].
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	The IT Security consultant can now recommend guidelines for CoffeeCapulus to include in their security policy. The BYOD security policy framework will need to cover all aspects of the company’s enterprise network. 
CoffeeCapulus should consider including all of the following measures, as the more measures in place the more secure the network will be, therefore preventing any security breaches.
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As discussed previously in the report, CoffeeCapulus has a lot of vulnerabilities to consider when setting policy. A computer system vulnerability is a weakness in the system that cybercriminals will exploit in order to damage or manipulate the system. These cybercriminals may be looking for a competitive advantage or looking for monetary gain [23]. These vulnerabilities are internal issues that the company needs to try to resolve in order to reduce the risk of a data breach. 
Network security is a common area to find system vulnerabilities. A weakness in network hardware or software will increase the risk of intrusion onto the network. This weakness can be caused by outdated devices or software, weak passwords that are easy to break, insecure WiFi access points etc. Luckily, these vulnerabilities can be prevented if the network is managed sufficiently. The network needs to be configured by the IT professionals in CoffeeCapulus to ensure it is configured properly and securely. Updates are crucial when trying to keep the network secure. The process of performing regular pen testing to find any vulnerabilities and then patching those vulnerabilities via network updates is an important tool to reduce risk. 
As well as regular updates of all software and devices, updating passwords will also help to reduce the risk. CoffeeCapulus should constantly be working to keep the network secure to get ahead of any potential threats [24]. 
Another vulnerability to system security is the use of untrusted software on an employee’s device. Computer software should be tested and approved before employees are able to download, to prevent any issues it may cause on the network. Some types of software may have programming issues that could create vulnerabilities in the network. A piece of software commonly used by cybercriminals are web browsers. Some web browsers can be ‘tricked’ into running malware on an employee’s device without their knowledge. Many types of software can carry a virus onto the device and cause harm, so antivirus software needs to be in place to monitor and mitigate the risk of this. 

A threat to system security is a malicious event targeted at unlawfully accessing and damaging the company’s computer systems as a way to exploit data from the system [25]. CoffeeCapulus need to know the types of threats they could be vulnerable to, in order to know what to do to prevent attacks. Threats can come from cybercriminals attacking the system, or they could also (potentially unknowingly) come from the activities of employees. However, 90% of security measures are focused on external threats, but 70% of fraud is perpetrated by those inside the company. These statistics may come as a shock to a lot of companies [26]. 

Virus - The installation of malware on a device is one of the main types of threats. This could be in the form of a virus; a malicious executable code attached to a file or a piece of software, which can then infect other devices through transmission over a network. Once infected, the virus can harm the system software and damage the data it holds [27]. Viruses can be contracted through email attachments, internet downloads, and app downloads. Antivirus software will help to protect against a virus, but employee awareness will also help to educate employees on what to look out for and avoid.

Worms - Another form of malware used are worms. These work the same way as a virus for the initial infection, but after the worm is on the system it can run by themselves. A worm works by replicating system files to consume disc space in order to slow the network down completely. 

Trojan Horse - A Trojan Horse is another form of malware that will attach onto non-executable files, masquerading as normal applications, in order to carry out malicious operations and remotely access the employee’s device. The trojan horse can then exploit the privileges of the employee and use the access for a denial of service attack [25]. 

Spyware - Spyware can gain access to a computer via a software download. Once downloaded, it can then enable cyber criminals to track the user’s internet activity and keystrokes, modify the security settings on the device, and gather sensitive information. This type of attack is basically a way for cybercriminals to spy on users. 

Adware - Similarly, adware also monitors the user’s internet activity, but with a different purpose. Adware focuses on generating specific ads that the user is most likely to interact with in order to boost revenue for its authors. This is more common on personal devices rather than company devices and is only used for promotional purposes in the form of ‘annoying’ pop-ups.

Spam - Another ‘annoying’ type of threat is spam. This is junk mail users may receive directly to their email accounts. The main use of spam is to send out an advertisement, but it can also hold harmful links or malware which can damage the device if opened. 

An attack is when cybercriminals attempt to gain access to the data in a network in order to modify or steal the data [28]. The most common cyber-attack is a ‘Denial of Service’ attack. A DoS attack tries to interrupt services, to make network resource unavailable to its users. This attack will affect the timeliness of information exchanges and cause significant loss of time and money. The most dangerous part of this attack is that they are relatively simple to conduct [29]. A DoS attack will overwhelm CoffeeCapulus’ resources, leading to a denial of service. This may be used by competitors to crash the oppositions site or may be used as a way to launch another type of attack whilst the system is down [29]. 
The Man-in-the-Middle (MitM) attack is conducted when the cybercriminal places themselves between the communications in order to intercept those communications crossing the network. Once intercepted, the criminal can manipulate the message to send false information within CoffeeCapulus’ network. An example of a MitM attack is session hijacking. A criminal will hijack a session between a trusted client and a server. It then changes the IP address to their own, so the trusted client will be disconnected, and the attacker will now have the connection [30]. 
IP Spoofing is another form of a MitM attack. When the system accepts the authentication of a trusted entity, the criminal will impersonate that trusted entity using their IP address and gain access. 
There are many different types of active, passive, internal and external attacks being used to steal or modify company data, and the number of attacks is constantly growing [28]. For CoffeeCapulus to identify potential attacks they need to conduct regular pen testing. Penetration testing will show any weaknesses in the network and can try to exploit them. This will allow the company to put measures in place to secure these weaknesses. 
Another precautionary measure for computer security is virus defence technology [31]. Antivirus software must be present on all devices. These software packages will protect against potential threats. 
Also, firewall technology must be present. This works as a security barrier that filters all objects going through. A firewall is able to block unauthorised users from entering the network, and can also stop employees from accessing insecure websites that may be trying to launch an attack on the system [31]. As mentioned previously in the report, a sufficient VPN tool is also needed to keep the network secure.
If, somehow a cybercriminal gets past the firewall and has access to the data in the network, data encryption will stop criminals from stealing or manipulating the data as encryption means the data is distorted and hidden from unauthorised access. 
Access control is an important tool to protect data. Access control will require multifactor authentication and authorisation to enable the user to gain access to the data. Management should apply access control for all users, so certain permissions are restricted, reducing the risk of threats due to excess access [28]. 
As always with computer security, there will be many types of software and hardware available to implement to secure the network, but user awareness is equally important. 
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Packet Filtering Firewall

	A packet filtering firewall is used to control network access. ‘Packet filtering firewalls make processing decisions based on network addresses, ports or protocols’ [32]. The firewall is able to monitor any packets going in or out of the network and decide whether they should be allowed to pass or not. However, this decision is not based on the contents of the packet, but the IP addresses, protocols and ports used. This packet filtering firewall examines the information on the network layer of the OSI Model. 
	One advantage of a packet filtering firewall is that they work very quickly. Because they only inspect the network layer, and do not complete an internal inspection of the contents [32]. Another advantage is that one packet filtering firewall is able to protect the whole network. The filter will be on the router that connects CoffeeCapulus to the internet, and this should provide enough protection [33]. It is a very simple, widely available and cost-effective way to protect the network.
	However, packet filtering firewalls can be very complex to configure, and then once configured it is also difficult to test. This will be an issue when you want to test whether the firewall is set up and working properly [34]. Some attacks can easily get past the firewall. As the packet filter only inspects the network layer, it could actually be letting in attacks that are using permitted network connections to gain access [35]. The lack of thorough inspection, and lack of logging capabilities could put CoffeeCapulus’ network at risk. 

Physical Protections 

	Unfortunately, it is not just cyber threats that the company needs protecting against. The physical assets also require protection for the on-premises property that make up the main infrastructure. This includes servers, storage, monitors, PCs, printers etc. [36]. 
	Physical access control is an important policy to have in place at all CoffeeCapulus offices. The entire office should be secured with automated entry points that require an access badge to enter. This will protect against unauthorised persons gaining access to the office facilities. Biometric technologies like fingerprint or face recognition could also be used to gain access into the office. 
	The server room containing the main physical infrastructure should have additional security and entry requirements, as well as the storage room and any IT area containing drives, PCs and other secure objects. This could be another type of access badge that logs entries. Access to these areas should be restricted to only the IT professionals who need access. 
	Surveillance is also important to monitor and record who has been accessing specific areas of the office. This should deter any criminal activity from taking place, but also hold employees accountable for their actions if they know it is being recorded on CCTV [37]. 
	Another area that needs to be secured are desks. Every employee should follow a clear desk policy, so nothing is left out for people to see. All files, diaries and work material should be locked away in personal drawers. All computers and devices should have screen lock enabled to ensure the device is not able to be accessed without a strong password. Drives on these devices should also be disabled to prevent anybody copying company data onto a disc or USB [37].
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What is Data Encryption?
	
Data encryption transforms data so it appears unreadable to an unauthorised person. The encryption can only be decrypted and accessed by the person who has the correct encryption key. ‘Data encryption is used to deter malicious or negligent parties from accessing sensitive data’ [23]. Therefore, if any data falls into the wrong hands via interception or the defeat of the firewalls in place, it will be difficult to make sense of the data. 
	For a company like CoffeeCapulus that uses and shares private data, a data encryption solution is mandatory. This can be symmetric or asymmetric encryption. Symmetric encryption uses only one key to encrypt and decrypt the data. For a large company like CoffeeCapulus this may not be an efficient enough method, so an asymmetric encryption method is recommended. An asymmetric solution uses two keys; a public key to encrypt data and a private key to decrypt data. As long as the private key is kept secure, this encryption solution will ensure data is stored and shared safely avoiding any data integrity issues [24].
	CoffeeCapulus are a cloud-based company, therefore their encryption solution should be cloud-based. However, encryption facilities offered by cloud providers will not be enough to rely on. End-to-end encryption is required, like McAfee’s Data Encryption Software for example [25]. The National Cyber Security Centre (NCSC) supplies certified products and they recommend the ViaSat UK Eclypt range which comes in Baseline, Baseline plus and Enhanced [26]. 

Implementing Information Security in the Organisation

	For the recommended CoffeeCapulus Security policy please see Appendix B. This will cover the implementation of information security in the organisation. 
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	For a company as widespread as CoffeeCapulus, a BYOD policy will allow the company to work in a more flexible way to suit everybody’s needs. As discussed in this report, there are many security measures to consider regardless of whether the company is BYOD or not. As long as CoffeeCapulus have the right security measures in place, this move to BYOD will create many benefits for the company. 
	For future work the consultant recommends that CoffeeCapulus look at subscribing to a range of applications as a way to keep the company connected and boost productivity. A popular choice is the Microsoft 365 package containing Teams, Outlook, Planner, Project etc. It will be beneficial for the company to consider this going forward with their more flexible approach. 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have engaged with the literature using diversity sources and all key concept discussed. For your research lit aspects try to use more updated/latest peer reviewed articles. (Grade mark: 86.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]13

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated appropriate knowledge and understanding and follow the IEEE report format (Grade mark: 86.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]13

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your report has been discussed all areas appropriately using some quantitative figures and inter-relate your discussion with the case study with highlighted solutions. You conclusion can be improved by summing up all the key aspect of your report. (Grade mark: 85.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]34

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]A very basic diagram with security measures. (Grade mark: 60.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]12

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Your work flow and professionally done.  You could format align your work. (Grade mark: 90.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]9

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]81%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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CoffeeCapulus 
Security Policy 



This policy outlines the security standards to be met by all CoffeeCapulus employees, when 



working with company data. This policy should be supported by the appropriate training 



and awareness program to ensure staff understand the policy completely and what is 



expected of them.  



 



Version No. 01 



Status: Draft  



 



Author: Bryoni Keighley  



Approver: CoffeeCapulus Management Team  
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CoffeeCapulus must have a security policy in place to protect the confidential data help from 
potential damage or loss. This will consist of customer details and business plans.  



This policy will set out ways to keep the company data secure, on top of the security software that 
should be in place. 



Scope 
• All employees, contractors and interest parties with access to CoffeeCapulus’ network and the 



data it holds.  



 



User Requirements  
All users must complete the CoffeeCapulus security awareness program before being granted 
access to the network.  



• All devices must be kept up to date with automatic updates enabled. 
• All devices must be registered with the Mobile Device Management (MDM) administrators  
• All devices must be password protected with a secure password  
• All users must use VPN to access the network  
• Users must adhere to the access control policy in place, and only request access to data that 



is necessary for their role.  
• All devices must have multifactor authentication set up 
• All data must be stored on the cloud solution available to users and not on the device itself 
• All data must be audited on a yearly basis  
• All devices must be configured by CoffeeCapulus IT professionals before use 



 



If the users suspect any security threats on the network, they must report it immediately to the IT 
administrators.  



Devices will be wiped via MDM if the device is reported lost, stolen or at risk. 
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