


Introduction
In this paper you will see an outlined overview of the processes involved in creating and updating the Melody Hwb database assignment.
An ERD, schema design and an analysis of any constraints used will follow.
As well as any processes used to ensure data security or compliance.

ERD
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The order and degree of the relationships between the entities that are shown in the diagram above. 
They are as follows.
[’ Product management’] forms a many to one instance with [ ‘Sales and order management’], [‘Customer Relationship management’] will form a one OR zero relationship with [‘Sales and order management’], followed by again [‘Sales and order management’] then forming a zero or many relationships to one with [‘Customer Pref’] and then a zero or one relation to one with [‘Repair and maintenance services’.] [1]



Table design overview(s)
With constraint(s) removed

[Product Management]
   ProductID        INT    NOT NULL IDENTITY PRIMARY KEY, 
   ProductName       [NVARCHAR](20)  NOT NULL,
   ProductType			[NVARCHAR](20)  NOT NULL,
   PricePerUnit     DEC (8)  NOT NULL,
   Quantity			INT  NOT NULL

[Sales and order management]
	OrderNo         INT    NOT NULL IDENTITY PRIMARY KEY, -
  	ProductNo       INT   NOT NULL,
   	PaymentMethod   [NVARCHAR](40)  NOT NULL,
   	DeliveryMethod  [NVARCHAR] (75)  NOT NULL,
   	ContactMethod   [NVARCHAR] (50)  NOT NULL,
   	ShippingFees    DEC (10), 
   	Postage         DEC(10) NOT NULL,
   	StreetName      [NVARCHAR] (50),
   	Postcode        [CHAR] (8) NOT NULL

[Customer Relationship Management]
   CustomerNo        INT    NOT NULL IDENTITY PRIMARY KEY , 
   firstName       [NVARCHAR](50)  NOT NULL,
   lastName			[NVARCHAR](70)  NOT NULL,
   EmailAddress     [NVARCHAR] (50)  NOT NULL
   TelNo			INT  NOT NULL


[Customer Pref]

  CustomerNo        INT    NOT NULL,
   ProductNo         INT    NOT NULL,
   OrderNo           INT    NULL, 
   Genre         NVARCHAR(50)  NOT NULL,
   FormatOfItem  NVARCHAR(30)  NOT NULL,
   TimesOrdered  INT NOT NULL



[Repair and maintenance services]
   BookingNo        INT    NOT NULL IDENTITY PRIMARY KEY,
   BookingType       [NVARCHAR](20)  NOT NULL,  
   OrderNo          INT NOT NULL, 
   BookingDate     DATETIME NOT NUL












Constraints assigned.
What is a constraint?
SQL constraints are used to specify the rules for the data in each table. 
They can be used to limit the types of data that can be entered into a table as this ensures that the data entered is accurate and reliable. [2]
Types of constraints that are used:
· Not Null, this ensures that the field cannot be left empty 
· Unique key, this forbids the entry of two identical values 
· A primary key is a single or many columns that have the same properties as a unique constraint. Unique identifier for data
· Foreign key, logical rule applied to the primary key in another table, this is used to prevent the actions that could destroy relationships between tables [3] [4]
Ones I have used.
Primary keys:
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As stated above this acts as a unique identifier for the data in this table ensuring that it displays correctly, it is ensuring that one record Is distinguishable from another.
Compound primary key:
[image: ]
The example above Is taken from my customer preference table.
Realising that ‘customerNo’ would not be practical alone for arranging the data in this table, as well as the risk of significant duplication of products, it was decided that by using Product and Customer number as a compound key there would be no duplicated instances and every row would be involved uniquely. [5]
Foreign keys:
[image: ]
As mentioned above, foreign keys function as logical constraints that ensure referential integrity is maintained across tables. In the above example I have a field in the repair and maintenance table that references another field called ‘OrderNo’ in a table Sales and order management.
This ensures that any records inserted into the repair and maintenance table must have orderNo since it is marked ‘Not null’ and that any instances of OrderNo must also exist in the parent table (Sales and order management) for the record to be properly inserted.
Not Null:
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Not Null, this constraint when applied to a field ensures that there must be a value greater than nothing for data insertion or manipulation to occur. [6]
Check constraint:
Securing the database
Data security
Data security is the practice of protecting information from unauthorised access, corruption or even theft throughout the data’s entire lifecycle.
It ranges from physical elements as in where the data will be stored as well as any disaster contingency plans, who can access the building it is in etc. 
Data security also encompasses logical attributes such as the software itself.
When correctly implemented data security will protect not only from external threats, such as cyberattacks or intentional harm but also any human error or internal threats. [7]
An example of a law passed to help enforce how information is stored and maintained is GDPR (General data protection act).
Passed in 2018 this law ensures that any data that could be used to personally identify you as an individual must not be stored permanently. Or only stored as is necessary, this can include data such as health data, race, biometrics. And if you do consent to storing any information of this nature then it is up to the data storer to keep you up to date on how that information is being used. [8]
How can I ensure my own database is secure?
One threat that I have already addressed would be human error, by using thought out logical constraints such as foreign keys and check constraints I have ensured that referential integrity is maintained, and any data entered is at least valid.
Another straightforward way of ensuring database security would be by maintaining the database by updating the software or dbms to the latest versions, this will prevent hackers from exploiting any vulnerabilities found within the software you are using.
Two more remarkably simple but effective threats to this database would be, SQL injection or even buffer overflow attacks. 
SQL injection occurs when a user can input a query to a database from a web application or other means of input if there is no intermediate process such as a prepared statement. The database will execute the query. This allows an attacker to edit, retrieve or even delete data. [9] [7]
A buffer overflow attack is where a process attempts to write more data to a fixed length block of memory (a buffer) than is allowed. This might allow information to be accessed in adjacent memory headers. [7]
An attacker will feed carefully orchestrated input into a program that will result in that application attempting to “buffer” as in store that input into a buffer that strategically is not large enough,
With a well enough defined memory layout the attacker can deliberately overwrite areas that are known to contain code to be executed. [10]
Simple mitigation strategies for this.
To address the risk of any SQL injection best practice would be to ensure any entry fields for the database that oversee the construction of a query are done so via a prepared statement, or to avoid dynamic query building. A dynamic query being a query that is automatically refreshed each time it is used. [9] [11]
Regarding a buffer overflow attack, this can be avoided by using address space randomisation, which will rearrange the addresses of key data areas of the process. Since this attack depends on a mapped-out memory structure this is highly effective. [10]
See also data execution prevention. This marks certain areas of memory either executable or not. Preventing any exploit code found by the attacker form being run. [10]

The creation and propagation of Melody_hwb database.
Database creation:
This code is responsible for the creation of a database instance, this will allow tables to be inserted into it as needed.
The code:
CREATE database melody_hwb -- Creates Database

USE melody_hwb -- The database to be inserted into and used
Successful output:
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Table creation:
Below are snippets of code designed to create and alter table objects that will be responsible for the containment of data and the constraints assigned to it.
The code:

-- Table creation 

CREATE TABLE dbo.product_management
(
   ProductID        INT    NOT NULL IDENTITY PRIMARY KEY, -- primary key column, Identity sets this field to auto increment
   ProductName       [NVARCHAR](20)  NOT NULL,
   ProductType			[NVARCHAR](20)  NOT NULL,
   PricePerUnit     DEC (8)  NOT NULL,
   Quantity			INT  NOT NULL
);

ALTER TABLE dbo.product_management -- fix for string trunction issue
ALTER COLUMN ProductName NVARCHAR(50);



CREATE TABLE dbo.Sales_and_order_management
(
   OrderNo         INT    NOT NULL IDENTITY PRIMARY KEY, -- primary key column, Identity sets this field to auto increment
   ProductNo       INT   NOT NULL,
   CONSTRAINT FK_Sales_and_order_management_ProductNo FOREIGN KEY (ProductNo) -- Applies foreign key constraint (Note renamed this refernce to include '_ProductNo' this gives a unqiue name to the relation
   REFERENCES product_management (ProductID) ON DELETE CASCADE ON UPDATE CASCADE, 
   PaymentMethod   [NVARCHAR](40)  NOT NULL,
   DeliveryMethod  [NVARCHAR] (75)  NOT NULL,
   ContactMethod   [NVARCHAR] (50)  NOT NULL,
   ShippingFees    DEC (10), -- It might be null for overseas, so it can be null
   Postage         DEC(10) NOT NULL,
   StreetName      [NVARCHAR] (50),
   Postcode        [CHAR] (8) NOT NULL CHECK (Postcode LIKE '[A-Z][A-Z][0-9][0-9] [0-9][A-Z][A-Z]') -- Basic postcode validation using LIKE, Regular expression that ensures the postcode field's data starts with a letter, number a space another number a letter and a final letter (Revised the regex)
);


CREATE TABLE dbo.Customer_Relationship_Management
(
   CustomerNo        INT    NOT NULL IDENTITY PRIMARY KEY , -- primary key column, Identity sets this field to auto increment
   firstName       [NVARCHAR](50)  NOT NULL,
   lastName			[NVARCHAR](70)  NOT NULL,
   EmailAddress     [NVARCHAR] (50)  NOT NULL CHECK (EmailAddress LIKE '%_@_%._%'), -- Basic email validation using LIKE, ensures the email includes an at symbol, 
   TelNo			INT  NOT NULL
);

ALTER TABLE dbo.customer_relationship_management
ALTER COLUMN TelNo NVARCHAR(15)

ALTER TABLE dbo.Customer_Relationship_Management
ALTER COLUMN TelNo BIGINT NOT NULL; -- Fixes overflow issue on telno field 

CREATE TABLE dbo.customer_Pref
(
   CustomerNo        INT    NOT NULL,
   ProductNo         INT    NOT NULL,
   OrderNo           INT    NULL, 
   CONSTRAINT PK_Customer_Pref PRIMARY KEY NONCLUSTERED (CustomerNo, ProductNo), -- Sets a compound primary key
   CONSTRAINT FK_Customer_Pref_ProductNo FOREIGN KEY (ProductNo) REFERENCES product_management (ProductID) ON DELETE CASCADE ON UPDATE CASCADE,
   CONSTRAINT FK_Customer_Pref_OrderNo FOREIGN KEY (OrderNo) REFERENCES Sales_and_order_management (OrderNo) ON DELETE NO ACTION ON UPDATE NO ACTION, -- Set as no action, this will prevent multiple cascade paths, occurs due to ONE to ONE relation 
   Genre         NVARCHAR(50)  NOT NULL,
   FormatOfItem  NVARCHAR(30)  NOT NULL,
   TimesOrdered  INT NOT NULL
);


CREATE TABLE dbo.Repair_and_mainenance_services
(
   BookingNo        INT    NOT NULL IDENTITY PRIMARY KEY,
   BookingType       [NVARCHAR](20)  NOT NULL,  
   OrderNo          INT NOT NULL, 
   CONSTRAINT FK_Booking_Order FOREIGN KEY (OrderNo) REFERENCES Sales_and_order_management (OrderNo) ON DELETE CASCADE ON UPDATE CASCADE, -- Note foreign keys MUST be NOT NULL this helps enforce referntial integrity
   BookingDate     DATETIME NOT NULL
);
ALTER TABLE dbo.Repair_and_mainenance_services
ALTER COLUMN BookingType NVARCHAR(30)

Successful output:
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Debugging steps taken due to errors thrown:
Updated regex constraint in sales and order management to be [A-Z][A-Z][0-9][0-9] [0-9][A-Z][A-Z] previous iteration [(A-Z a-z)(0-9 A-Z)] proved to cause conflict errors with some postcode areas.
Data insertion:
This code is responsible for the insertion of data that fits my constraints.


The code:

-- Inserting sample data into product_management table

INSERT INTO dbo.product_management (ProductName, ProductType, PricePerUnit, Quantity) VALUES
('Electric Guitar', 'Instrument', 699.99, 15),
('Acoustic Guitar', 'Instrument', 499.99, 10),
('Drum Kit', 'Instrument', 899.99, 5),
('Keyboard', 'Instrument', 599.99, 8),
('Microphone', 'Accessories', 129.99, 20),
('Un burnt disc','CD',12.00,40),
('Nirvana Nevermind','CD',15.00,10),
('Nirvana Nevermind','JewelCase CD',25.00,5),
('Nirvana Bleach','CD',20.00,10),
('Mudhoney Superfuzz bigmuff','CASETTE',30.00,13);

-- Inserting sample data into customer_relationship_management table
INSERT INTO dbo.customer_relationship_management (firstName, lastName, EmailAddress, TelNo) VALUES
('Luke','Redmore','redmore_luke@hotmail.com','01639143678'),
('William','Afton','aftonW@fazbear.com','01792817010'),
('Jane','Jonason','JonasonJ@planetexpress.com','01639620202'),
('John','Spartan','John117@UNSC.gov.zw','01639896164'),
('Snarl','Spasma Headstrong','SpasmaStrong@energon.com','03453014455'),
('Geoffery','Daniels','Gdaniel@AOL.com','01639844323'),
('Christopher','Jackson','jackC@yahoo.com','03236784542');


-- Inserting sample data into Sales_and_order_management table
INSERT INTO dbo.Sales_and_order_management (ProductNo, PaymentMethod, DeliveryMethod, ContactMethod, ShippingFees, Postage, StreetName, Postcode)
VALUES
(1, 'Credit Card', 'Express Shipping', 'Email', 10.00, 5.99, 'Main Street', 'SW12 0NY'),
(2, 'PayPal', 'Standard Shipping', 'Phone', 8.00, 3.99, 'Maple Avenue', 'PO16 7GZ'),
(3, 'Debit Card', 'Express Shipping', 'Email', 15.00, 7.99, 'Oak Street', 'GU16 7HF'),
(5, 'Credit Card', 'Standard Shipping', 'Phone', 12.00, 4.99, 'Cedar Lane', 'SA11 8JD'),
(6, 'PayPal', 'Standard Shipping', 'Phone', 8.00, 3.99, 'Maple Avenue', 'PL16 7GS'),
(7, 'Debit Card', 'Express Shipping', 'Email', 15.00, 7.99, 'Oak Street', 'GC16 2HF'),
(8, 'Credit Card', 'Standard Shipping', 'Phone', 12.00, 4.99, 'Cedar Lane', 'SA10 8KD');

-- Inserting sample data into Repair_and_mainenance_services table
INSERT INTO dbo.Repair_and_mainenance_services (BookingType, OrderNo, BookingDate)
VALUES 
    ('Scheduled Maintenance', 3, '2023-01-15 08:00:00'),
    ('Emergency Repair', 5, '2023-02-10 14:30:00'),
    ('Routine Checkup', 7, '2023-03-22 10:45:00');

-- Inserting sample data into dbo.customer_Pref
INSERT INTO dbo.customer_Pref (CustomerNo, ProductNo, OrderNo, Genre, FormatOfItem, TimesOrdered)
VALUES
   (1, 1, 4, 'Action', 'DVD', 5),
   (7, 7, 3, 'Drama', 'Blu-ray', 3),
   (3, 2, 5, 'Comedy', 'Digital', 8),
   (4, 5, 9, 'Sci-Fi', 'DVD', 2),
   (5, 10, 7, 'Thriller', 'Blu-ray', 6);

GO
Successful output:
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Debugging steps taken due to errors thrown:
Altered order number insertion for customer preference. There was a number nine which is outside the range of the number of orders, created a conflict with the order no foreign key.
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