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Introduction	Comment by Nitheesh Kaliyamurthy: Good start. The introduction part should be more focused on the aims and objective of your work. There is no necessity to cite the introduction part of the work. Could have elaborated the scenario and your ideas on working in this coursework document. However, reference in introduction is not wrong. 
Heading into the future technology is ever-evolving with better solutions becoming available every day but there is also the looming threat of the ever-advancing world of cyber-attacks.
Up to around 88% of UK companies have suffered breaches over the last 12 months which is lower than Germany, France and Italy but this still an extremely high number. [1]
With hacks occurring so frequently it is important to not only make sure that customers information as well as the companies’ data safe. As a small business in the UK is hack every 19 seconds. 65,000 attempts are made with around 4500 being successful [2]
It is more important than ever to make sure that Che-Si is not only keeping its information safe for but also making sure that any data breaches are not incurred as breaching GDPR (General Data Protection Regulation) can result in a fine of up to 4% of the companies’ annual profit or 20 million pounds whichever one is greater for the worst data offences. [3]
Company Need’s/Vulnerabilities
Due to the requirements of Che-Si and the need for the, clients and offices to be effective all the time to meet business requirements and the ability for all staff members, clients and vendors to be able to access their devices from any network in any location this could open the company up to many vulnerabilities from this alone.
As great as being able to access the company’s resources from anywhere on any device which is great for productivity this also comes from with downsides. The main downsides of this would be that if a device were to be stolen that was being used to access company resources this could give the thief access to the companies’ data and prove to a risk to the companies’ data.
An additional risk is that if a device had been lost or stolen the device could be infected with malicious software which could infect the company’s network which could result in the lose/theft of information and would expose the companies cliental as well as the workers for the company, this could also happen if for instance a machine was left unattended in a public place for instance
Another risk is that with the devices being able to access the company’s data this could also leave to a compromise of the companies’ data again as while on-the-go customers, clients and even workers could be connecting through to the network using insecure data solution like a mobile data or public wi-fi.
Ways around this could be that you implement security procedures and policies to help keep the company safe as well as customers and workers.
Recommendations/Security Enhancements	Comment by Nitheesh Kaliyamurthy: Before, recommendations in this document (which also covers the threats and attacks) you should have talked about the attacks, threats to the network in general/ related to organisations like Che-Si company. If your intention is to merge both parts together, the better way of documentation is to add chapter/ subchapters to give clarity to the flow of the report. Your recommendations on recent/ updated techs like azure platforms are highly appreciated. 
I would firstly recommend that the devices be managed via data policies and are managed by an organisation. There are various solutions such as a more traditional method of managing a computer system via active directory which can be used to store machines and users accounts which can then be managed further with different group policies which can be deployed to different users based on the requirements for the user e.g., some users may need access to certain application packages and other’s may not or they may require different read and write permissions to files on shared drive solution, etc.
The above can be deployed on a larger scale but it tends to be more appropriate to use on a smaller scale as it is likely easier to be managed via Azure Active directory which is a cloud-based management system which is provided by Microsoft. This is a more streamlined solution which has been integrated with more modern features that allow easy control and could prove to be more easily managed especially when used on large scale across a multitude of different areas and locations rather than being confined to a single office space.
This can be configured so that when users enrol their devices to the system via active directory so that the computers/mobile phones of the users can be managed by being provided with the correct active directory but another benefit of this that if the machine was to be lost or stolen this will give the administrators of the azure active directory tool the ability to wipe the device clean this can stop any unauthenticated user from using the machine for malicious reasons or giving them access to any of the companies resources and documentation.
Another best practice for any user, if they are using either a desktop computer or laptop, would be to make sure that BitLocker is enabled on the machine. BitLocker Drive Encryption is a data protection feature that integrates with the operating system and addresses the threats of data theft or exposure from lost, stolen, or inappropriately decommissioned computers [4].
If a user is unable to provide the BitLocker key during the bootup of the machine they will not be able to load the BIOS and proceed to windows loading on their machine. BitLocker takes advantage of AES (Advanced Encryption Standard) and by default uses 128bit encryption but can also use 256-bit encryption. I would recommend that 256-bit encryption is used as this offers even better encryption for the machine which can be enabled via group policy. Having this enabled on all devices offers yet another layer of protection for the devices that are being used by customers and within the company. 256-bit encryption can be brute-forced but this could theoretically take 1000’s of years One of the top supercomputers in 2019 has a speed of 100 petaFLOPS which could theoretically check 100 million million's(1014) AES keys per second but would still require 3871.85 years to decrypt 256 bit AES encryption. [5]
Enforcing group policy for locking out the user's accounts after a specified amount of login attempts would work as a form of security as even if the users had managed to get to the login screen in windows, they would still not be able to log in unless they knew the exact credentials of the users. This could act as an additional barrier of defence against unauthorised access this could also be applied to password-protected documents which would stop brute force attacks against users accounts and documents on that are available on the company network.
Disabling the use of USB devices via group policy as well as any disk drives on the machine could potentially protect against any malicious access to the machine via anyone within the company or anyone outside the company for instance if a machine were left unattended in public like if someone had left their laptop while on a train to go the restroom perhaps. If a user needed to access via USB, then this would need to make a request and access to the driver could be given to USB and the USB would have to be a secure USB that took advantage of encryption 128bit or 256-bit encryption.
Using two-factor authentication for users offices accounts can also help to keep their accounts safe as even if the user's choices to access their office account off of a personal device that is not registered with domain controller e.g if they access their office account via the office 365 online app version they can access their account still but it can stop anyone who may have acquired access to their login credentials from still access their account as they will need to verify from a mobile device that the attacker would likely not have access to and even if they did it should have been wiped remotely by Azure active directory administrator.

Enforcing password policies on users account so that passwords will have been changed at fixed intervals e.g. every 2-3 months to make sure that users accounts stay secure but also make sure that users are not allowed to use basic passwords will also help the users to stay protected as it will make it harder for their account to be brute-forced. Making sure that users are not allowed to use common words such as their name, for instance, will stop their password from being easily guessable but also making sure that the user uses a good combination, and a long password will also make their credentials less guessable. Making passwords must be at least 8 characters long with a combination of capital letters, symbols, letters and numbers will help to make the password more secure as well.
I would advise that a Kensington locks could be used when in the office so that machines can be kept secure while workers are away from the desk by having each worker have their key so that can keep the laptop locked during the day and then unlock the machine when they are leaving for the day.
Another suggestion would be to potentially make use of PKI system on the computer machines.
Smart cards are used for certificate authority. That certificate authority is supposed to be a trusted service inside the network. [6]
This smart card can be used so that users can only login with there use of a smart card reader and a card that can be issued to each worker and after that, they can input a password of there choice this can be advised as an additional layer of security on top of password security advised earlier.
A VPN would be a valuable tool as well to keep users that are working on the go or those that are in the office safe. This adds a layer of security to the network as masks your IP address so that it helps to make it more difficult for hackers to have access to the actual IP address of your machine. This is especially important when on the go users maybe connecting from a public wi-fi connection which could be taking advantage of by hackers that are looking to steal information.
My final recommendation would be user training this is the most important step I feel like no matter all the precautions put in place if employees are not kept updated with the best practices for security then they could easily for the victim to a phishing attempt for example.
It would be best practice to make sure that workers are knowledge on how to avoid web-based and email-based phishing attempts to reduce leaked information or account compromises as well as avoiding viruses.
It would also be best practice to have them aware of carrying around company paperwork or keeping physical notes of passwords so that if a laptop or portable device is lost then the machine will not be fully compromised as well as having workers and clients being aware of working in public so that they do have any confidential documents open.



Cyber-Attack simulation
I will be demonstrating and taking advantage of “phishing”. This type of cyber attack is used to retrieve personal information from a user under the guise that they are giving information to the correct sources this done by spoofing an organisation or person.
Phishing is a cybercrime in which a person is communicated with by email, telephone or text message by someone posing as a legitimate institution to lure individuals into providing sensitive data including account details, bank details, etc. [7]
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For the first step I will be downloading a program called blackeye through my terminal in kali Linux and then running the program.
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Second step is that I will need to choose a website that I wish to spoof. The list of websites pulls from some of the most popular websites so it has plenty of different options that can be selected. I choose Linkedin here as this is popular with business type’s so it would probably be more likely that would have an account made and would potentially already be receiving email’s /texts from Linkedin. Once chosen a link will be generated which creates phishing replica of said website.
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When the target has opened the phishing link, they will be presented with a replica of the website homepage.
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An example of the user completing a login attempt believing that this is the genuine website.
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Upon the target loading up the website I will be presented with all the following information about the target which can be further used for other cyber-attack attempts on the user.


[image: ]



When the target user has attempted to login the targets details are sent to the terminal and are captured in a log file.



Conclusion
In Conclusion, if Che-Si chooses to take this advice present in this document going forward they will be able to patch up some of their biggest vulnerabilities especially while on the go to make their machines more secure from hackers but also to have the necessary measures so that if a machine is to be acquired by a malicious person the machines will be secured and encrypted so that they cannot be accessed.
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