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E-Portfolio

Task 1: Written Summary
1a Academic and employment skills, IEEE Referencing & use of AI:
I am currently studying Computer Science at university, and my chosen career is to become a Cybersecurity Analyst. A Cybersecurity Analyst helps protect a company’s computers, networks and data from cyberattacks. They can monitor systems, look for security problems and investigate unusual activity. To become good at this job, I need to develop different skills during my time at university.
One of the most important skills I need is technical knowledge. This means understanding things such as computer networks, operating systems, programming and databases. I also need to understand how cyberattacks happen and how systems can be protected. For example, learning about Windows, Linux, networks and different types of malwares will be useful in my future job. Stallings and Brown explain that understanding computer security, networks and different types of attacks is important for people working in cybersecurity. My Computer Science course will help me build this knowledge through lectures, assignments and practical work.
Another important skill is problem-solving. A Cybersecurity Analyst will often have to find out what has gone wrong when something unusual happens. For example, if a company notices strange activity on its network, I may need to look at the information available and work out what is happening. University assignments and practical tasks can help me improve this skill. Programming is also useful because it teaches me how to break a problem down and find a solution. Cybersecurity courses need to give students skills that they can use in real jobs, not just knowledge from textbooks.
Communication is another skill that I need to improve. Cybersecurity is not only about working on computers. I will also need to speak to other people, such as managers and other members of the IT team. Sometimes I may need to explain a security problem to someone who does not understand much about computers. University presentations, group work and written assignments can help me become better at explaining things clearly.
Teamwork is also important because cybersecurity analysts often work as part of a team. For example, if a company is attacked, several people may need to work together to find the problem and fix it. The NICE Cybersecurity Workforce Framework includes teamwork and problem-solving as useful skills for cybersecurity jobs. Group projects at university are a good way for me to practise working with other people. They also help me learn how to share work, listen to other ideas and meet deadlines.
Another skill I need is being able to keep learning. Cybersecurity is always changing. New viruses, scams, attacks and security problems appear regularly. This means that I cannot stop learning once I finish university. I will need to keep up with new technology and new types of attacks. I could do this by taking online courses, completing cybersecurity training, reading about new threats and working towards industry certificates. The NICE Framework shows that there are many different areas and skills within cybersecurity.
I also think practical experience will be very useful when looking for a job after university. Knowing the theory is important, but I also need to know how to use what I have learned. I can gain experience by doing cybersecurity projects, using virtual machines, looking at network traffic and practising with security tools. I could also create a small portfolio of my work. This could be useful when applying for graduate jobs because I would have examples of what I can do.
Finally, I need to understand ethics and responsibility. Cybersecurity workers may have access to private information and important computer systems. Because of this, I need to use my skills in the correct way and follow rules and laws. It is important that companies can trust their cybersecurity staff.
Overall, developing these skills during my Computer Science degree will help me prepare for my future career as a Cybersecurity Analyst. Technical skills will help me understand computers and security, while problem-solving and teamwork will help me deal with problems at work. Communication will help me explain security issues to other people. I also need to keep learning because cybersecurity is always changing. By improving these skills while I am at university, I will have a better chance of getting a cybersecurity job after I graduate and building a successful career.

Figure 1 - Cyber Security Chart

Figure 2 - Showing Cyber Security Skills
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[bookmark: _Toc242060113]1b Research and analyse 3-5 current popular AI assistants and briefly document the best use for each:
AI assistants are becoming more common at university and in the workplace. They can help with research, coding, writing and problem-solving. For a future Cybersecurity Analyst, they can save time and help with different tasks. However, AI answers should always be checked before being trusted.
ChatGPT – Useful for explaining difficult topics, checking code, analysing information and solving problems. I could use it to understand security alerts or find possible problems in code.
Microsoft Copilot – Useful for writing, searching, coding and summarising information. It could help with researching a cyber threat or creating a report.
Google Gemini – Useful for research, coding, writing and working with files and images. It could help explain malware or a security problem.
Claude – Good for working with code and large amounts of information. It could help find possible problems in code.
Perplexity – Mainly useful for research and finding information online. It gives sources with its answers, which could help when researching new cyber threats.
Overall, I think ChatGPT would be the most useful for me because it can be used for many different tasks. However, I would always check important information using trusted sources rather than relying completely on AI.
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Figure 3- Using ChatGPT to understand a security alert
ChatGPT can explain a security alert in simple terms and suggest things I should check. This could help me understand technical information while studying.
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Figure 4- Using ChatGPT to check code for security problems
ChatGPT can look at code and point out possible security problems. It can also explain the problems and suggest ways to make the code safer.
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Figure 5- Using ChatGPT to help with a cybersecurity investigation.
ChatGPT can give me a list of steps for investigating unusual login activity. For example, it can suggest checking the login time, IP address, location and failed login attempts, this can help me organise my investigation.
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[bookmark: _Toc242060114]1c Turnitin Similarity check practice:
Reflection 
My similarity score for this assignment was 22%. I think this is a reasonable score because some of the information in my assignment comes from books, websites and other sources. Some common words and phrases, especially when talking about cybersecurity, are also likely to appear in other work. However, next time I could try to lower my similarity score by making sure I explain information more in my own words. I could read a source, understand the main idea and then write it in my own way instead of using similar sentences. I would also make sure that any information I take from a source is correctly referenced using IEEE referencing.
Using the Generic Assessment Criteria (GAC) as a guide, I would give myself 65% for this assignment. I think I have covered the main parts of the task and explained the skills needed for my future career as a Cybersecurity Analyst. I have also included different sources, IEEE references and examples of how AI can be used in cybersecurity. The screenshots also show practical examples of using ChatGPT. I think my work is easy to understand, and the information is relevant to my career. However, I could improve by doing more research, giving more detailed explanations and making sure my figures and references are presented correctly. Overall, I think 65% is a fair mark because I have met the main requirements but still have areas I could improve.

[bookmark: _Toc242060115]Task 2: Mind map and Academic Poster
[bookmark: _Toc242060116]2a Team Activity key considerations of effective teamwork
· The mind-map can be accessed by clicking here
· The academic poster can be viewed by clicking here
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Figure 6- Mind Map About the Value of Teamwork
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simple way that would work well for your screenshot demonstration.

Example Security Alert
Alert:

Multiple failed login attempts were detected for a user account. The attempts came
from an IP address that the user has not used before.

What this could mean
This alert means that someone has tried to log into the account several times and the

attempts have failed. The IP address is also new for this user.

This does not automatically mean the account has been hacked. There could be a normal
reason, such as the user travelling, using a VPN, changing their internet connection, or

forgetting their password.
However, it could also be a sign that someone is trying to guess the user's password.

What | would check first
As a cybersecurity analyst, | would check:
« How many failed login attempts happened?

« What time did they happen?
« Where did the IP address come from?

N .
« Has the user recently travelled or chang, ~ cation?
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Look at this example Python code and identify any
possible security problems. Explain each problem in simple
terms and suggest how the code could be made safer.

Yes. Looking at the code, there are a few problems that could affect security, reliability
and safety. It is important to say that this code does not contain an obvious serious
security issue such as a password leak, malware, or unsafe eval() function. Most of the

problems are caused by poor input handling.

1. Division by zero

The biggest problem is that the program does not check whether a is 0.

For example:




image5.png
ample: Investigating Unusual Login Activity

a junior cybersecurity analyst, | would investigate the login carefully rather than
nediately assuming it is an attack.

Check the login time

Look at when the login happened. If it happened at an unusual time, such as during
the middle of the night, it may need more investigation.

Check the IP address

Look at the IP address used for the login. | would check whether it is one the user
normally uses or if it is completely new.

Check the location

Check the location linked to the IP address. For example, if the user normally logs in
from the UK but the login came from another country, this could be suspicious.
Check failed login attempts

Look at how many failed attempts happened before the successful login. A large

number of failed attempts could mean someone was trying different passwords.

Check for a successful login

ind out whether the suspicious activity resulted in a successful login. If it did, | would
investigate the account more closely.

N
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