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[bookmark: _Toc77529532][bookmark: _Toc77672365][bookmark: _Toc78105398]Abstract
In recent years, the increased application of Internet of Things (IoT) devices has changed our lives, providing homes with automation and intelligence to define them as “Smart homes”. However, the IoT devices combined with the current security status of home networks and the typical user’s limited technical skills have made smart home networks vulnerable to additional vulnerabilities corresponding to an increase of cyberattacks.
In this report, the IoT technology is investigated to understand its security impact on smart home networks, analysing the industry’s principles that define network security and the most common issues and attacks that affect smart home networks. In addition, the review of the most recent academic experiments performed provides a broad background knowledge that guides the development of a new home Wi-Fi router called Inari PI. 
The final result consists of an automated device based on the Raspberry PI 4 single-board computer, developed to counteract the most common threats that affect smart home networks and to provide the end-user with local and remote control on the network’s devices. The security device was configured as a Wireless Access Point, allowing control of the network’s hosts through a management interface and was potentiated with security mechanisms including a MAC address Alert system, a Network Intrusion Detection System (NIDS) and a Web Application Firewall (WAF) to stop malicious threats and keep intruders outside the network. The results demonstrated positive results in automatically protecting smart home networks from most common attacks, providing the end-user more significant control over the network and minimising configurations and monitoring.
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[bookmark: _Toc78105402]1 Introduction and background
Since the first connection between two computers was achieved in the 1960s, announcing the creation of the very rudimentary computer network, the internet has evolved rapidly in the following decades transitioning from a "Human to Human" interaction to a "Machine to Machine" interconnection. This revolutionary process has defined five significant ages in its history [1]. The first age was the "Pre-internet" phase, in which the internet was still a topic under development, and the communication was predominantly based on elementary cell phones.  The second age, named "Internet of Content" (IoC), started at the end of the 1980s when the World Wide Web was unfolded to humanity to extend the knowledge of various arguments through resources such as websites, videos, e-books, and more. Then, in the mid-1990s, the internet started to be used as a channel to offer and sell services, defining the "Internet of Services" (IoS) era. Lately, in the new millennium, the introduction of smartphones and applications contributed to the beginning of a new phase denominated as the "Internet of People" (IoP), which accentuated the users' virtual connection and interaction on the internet. Lastly, the widely discussed topic of "smart objects" begun to gain popularity and practicality from 2010, determining the dawn of the current "Internet of Things" (IoT) era.
[image: ]
[bookmark: _Toc76589131][bookmark: _Toc77332382][bookmark: _Toc78105543]Figure 1 Internet evolution [22].
IoT initially called the "Internet of Everything", is a concept by which each device connects to each other, human beings, and the network with the capacity to sense, gather, and share data over the internet without human interaction [2]. An IoT device is an innovative technology based on single-board computers and embedded operating systems that require minimum configuration to work. Several main elements typically constitute an IoT device:
1. Power source and power management systems which provide electrical power to the device.
2. Sensors or actuators, which collect data, interact and communicate with other devices.
3. Processor and memory storage to process data, manage services, and store system data.
4. Wireless communication for internet connectivity.
5. User Interface (UI) that allows users to gain access to the device.
The IoT technology' continuous growth is revolutionising the IT industry, with an estimated quantity of 8 billion connected devices in 2020, forecasted to reach 15 billion by 2023 [3]. This expansion will primarily be affected by the application of 5G networks and IPv6.
The IoT technology has found application in numerous fields, as shown in Table 1, with widespread utilisation also in home environments.
[bookmark: _Toc78105645]Table 1 IoT Application [2].
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A smart home network is an environment that combines multiple devices to recognise and supply tailored services to the homeowners providing comfort, well-being and enhancing the quality of life with automation [2]. Typical IoT solutions adopted in such environments consist of cameras, intelligent personal assistants, innovative clocks, smart thermostats, cooling and heating systems, speakers, TV, lights, intelligent doorbells, and many more.
The home network’s structure includes three main layers. A primary layer called the Perception Layer is responsible for gathering data such as temperature, air quality, and humidity through the device’s environmental sensors. The next layer is the Network Layer, which manages the connection between the IoT devices and the internet through various wireless technologies such as Bluetooth, 3G, Radio Frequency Identifier (RFID) and Wi-Fi. The collected data indeed is uploaded on the cloud to make it available to the end-users. The last layer is the Application Layer, responsible for uniquely identifying, authenticating, and providing access to the end-user and stored data anytime and everywhere through the cloud [4].
Regardless of the various advantages introduced by this new technology, there are also many security concerns. Indeed, home networks do not achieve extensive protection from the typical home routers that provide features such as parental control, device management, guest network, firewall and other networking options. Additionally, IoT devices pose additional security risks due to the limited hardware and software capabilities. Consequently, smart home networks have gained attention even from low-skilled hackers in the attempt to exploit their vulnerabilities and gain control over the network’s devices and data [5]. According to a study performed by Kaspersky [6], the number of cyberattacks perpetrated in recent years on IoT devices has intensified, recording over a hundred million attacks in the first semester of 2019. 
[bookmark: _Hlk77953121]In recent times, academia and the IT industry have focused on the study of various security devices. Avira Safe Things [7], F-Secure [8], and Cujo [10] are some of the well-known home network security products available on the market. However, these devices present high subscription costs and a certain degree of complexity to operate them, representing a limiting barrier for homeowners. In addition, the most recent experiments performed in the scholarly world, as analysed in the literature review, consist of commodity solutions that offer enhanced security mechanisms to detect a limited number of attacks, requiring continuous monitoring and management from the end-user to block a threat. Therefore, an easy-to-use, efficacious, and automated solution is needed to counteract the most common security threats that can affect home networks, removing the burden of constant interaction and bridging the gap with the end-user limited technical abilities.
1.1 [bookmark: _Toc78105403]Motivation
Despite advancements in the IT industry, cybercrime is continuously rising, making cybersecurity a crucial topic. Therefore, the research is related to critical aspects of  network security :
· Users often overlook security due to negligence, ignorance, and lack of information security awareness. These factors constitute the main reason humans are considered in the industry as the weakest link in the cybersecurity chain, tending to become the cybercriminals’ most preferred victims.  Hence, introducing easy-to-use devices in home networks is necessary, as homeowners typically do not have the necessary technical knowledge to operate network security systems.  
· Today data has gained monetary value, being considered the “new oil” and becoming one of the primary motivators for a threat actor to attack. As a result, home networks are susceptible to data theft, alteration, or loss due to the high quantity of private and confidential data transferred over home area networks. Therefore, home router security must be enhanced with new and stricter mechanisms adopted in enterprise-level network security to prevent intrusions.  
· Security is a topic that has been considered in software development as an additional feature to be added at the end of a product’s development process. Unfortunately, this misconception can lead to inadequate protection and the need for additional mechanisms to protect weak devices.
[bookmark: _Toc78105404]1.2 Aim
This project aims to develop an effortless and effective smart home network security device named Inari PI to address typical security threats. 
[bookmark: _Toc78105405]1.3 Objectives
The project implies the achievement of five significant objectives :
1. To develop an easy-to-use and automated device able to reduce the user’s management and monitoring. 
2. To configure the device as a Wireless Access Point to provide internet connectivity to a home network.
3. To allow local and remote management of the device.
4. To inspect the network traffic and block malicious traffic and devices.
5. To examine and evaluate the performance of the proposed solution to ensure its efficiency.  





[bookmark: _Toc78105406]2 Literature Review
The following literature review examines the background of smart home network security. First, in 2.1, the CIA and AAA security principles are analysed to understand the industry's standard guidelines that ensure information security. Secondly, in 2.2 and 2.3, the typical smart home network security issues and common attacks are reviewed. In the end, an overview of the most recent solutions elaborated in academia is presented. 

[bookmark: _Toc78105407]2.1 Security principles
Network security is generally defined by the CIA triage [9], which includes three fundamental principles: 
· Confidentiality.
Confidentiality ensures data protection from unauthorised users against the loss of sensitive information through data leaks and breaches. Typical solutions include implementing encryption algorithms for data in transit, data in use, data at rest and access control mechanisms such as username, password, access level, multi-factor authentication, and file permissions.
· Integrity.
Integrity ensures safeguarding data from unauthorised alteration and cancellation that could compromise reliability, accuracy, and completeness. Data integrity is usually assured through hashes. A hash is a unique and unreversible value generated by a hashing algorithm like SHA256 that can prove a message's integrity.
· Availability.
Availability is the principle that guarantees data accessibility to the users, avoiding service interruptions that can cause unexpected downtime and low system performance. Availability is achieved by defining and prioritising data by its importance, implementing data backup mechanisms, and implementing appropriate network bandwidth among devices and connection mediums. 

Another set of principles used to enforce network security is called the "Triple A" of security, which defines aspects such as authentication, authorisation, and accountancy. 
Authentication is the act of checking a user's identity through various forms of verification. 

Authentication methods can include:
· Information that only a specific user knows, such as username, password, and passcodes. 
· User's physical characteristics such as fingerprints, retina scans, and palm scans.
· User's physical ownership of tools such as smart cards, keys, and tokens.

The combination of two or more forms of authentication is referred to as Multi-Factor Authentication. After successful authentication, authorisation is the principle that assigns the user with access rights and privileges. The authorisation is based on the Least Privilege concept, which restricts access rights to each user according to the necessary activities that must be performed. The last principle, Accounting, keeps track of the user's accessed resources by maintaining records of the authentication and authorisation processes. These records, called logs, are then used for management tasks such as auditing [24].

[bookmark: _Toc78105408]2.2 Smart home network security
Smart home networks can be at risk of critical vulnerabilities, especially related to the AAA security model, that can compromise the confidentiality, integrity, and availability of the data perceived, collected, and shared on the home network. Indeed, IoT devices have limited hardware capacities that can represent a barrier to implement robust security features. For example, services such as Transport Layer Security (TLS) and Advanced Encryption Algorithm (AES), which assures encryption of the traffic, cannot be directly applied on IoT devices due to the resources' constraints; hence services and algorithms are designed in a lightweight version to optimise the CPU, RAM, and battery consumption [34]. Furthermore, weak authentication and default credentials can allow a hacker to gain unauthorised (root) access to a device [33]  from which further attacks can be carried out to compromise the whole network, such as in the case of the "Mirai" attack, a malware written to exploit a device's authentication vulnerabilities and to gradually attack all the devices in the network in the attempt to create a Botnet [10]. However, introducing new security features on fixed hardware can be costly and not always physically achievable[11].
Interoperability is also one of the main concerns of this technology due to the devices' hardware's diverse nature. IoT devices are produced by different manufacturers, with various networking standards, different software update capabilities, and are often shipped with little or no documentation regarding the internal software, operating system, and security measures. 
IoT devices are also cloud-dependent for storing information that otherwise could not be saved locally due to the low memory capacity [12]. Therefore, a solid and reliable connection to the internet is necessary. According to [13], another challenge is the lack of dedicated security professionals who can effectively manage home networks, as homeowners do not usually have the necessary skills. Recently indeed, websites such as Shodan.io [15],Censys.io [35] and Defpass.com [36] have become famous for the searchable database of vulnerable devices connected to the internet and default credentials. 
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[bookmark: _Toc76589132][bookmark: _Toc77332383][bookmark: _Toc78105544]Figure 2 Misconfigured IP webcam [15].
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In the research conducted by [5], the authors performed a security vulnerability assessment of a smart home network using a methodology known as the OCTAVE Allegro. This methodology is well suited for information asset security, using a four-phase process: establishing the risk quantification metrics, identifying and profiling critical information assets, identifying the possible related threats, and developing a risk mitigation strategy. The results highlighted five main information assets, including:
· Users’ login information. 
· User’s private and confidential information stored on devices.
· Data gathered by the devices.
· Data transferred from the home network to the internet through the router.
· Information about the network configuration. 


The authors have related possible impacts, threats, and mitigation approaches for each information asset, providing a blueprint for a security-enhanced network, summarised in Table 2.
[bookmark: _Toc78105646]Table 2 Risk mitigation Strategy [5].
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The Wi-Fi connection also has vital importance for the protection of smart home networks [14]. Indeed, home area networks are mainly based on wireless connections for the low cost of the equipment, mobility, and simplicity. Nevertheless, wireless networks are considered less secure than wired networks because all the traffic sent between a source and destination system is broadcasted in the air, making it possible for an attacker to intercept data packets.
The data exchange process is protected by two security mechanisms: authentication and encryption. As previously analysed, authentication defines how the user's identity is verified through predefined credentials, while encryption ensures data confidentiality by scrambling the data into gibberish to make it unreadable. The two mechanisms are combined to prevent unwanted users from connecting to the Wi-Fi network and encrypting the airwaves' traffic. This system is referred to as Wireless Security Protocol and, since the development of the Wi-Fi technology, several protocols have been developed to improve the security of Wi-Fi communication [23]:
· In 1997, Wired Equivalent Privacy (WEP) protocol was introduced to encrypt data using the Rivest Cipher 4 (RC4) algorithm, combining a secret key with an Initialisation Vector (IV). However, the key’ and vector’ sizes, respectively 40-bit and 24-bit, were too short for offering protection against brute force attacks, making the protocol weak. 
· In 2003, the Wi-Fi Protected Access (WPA) improved the WEP protocol introducing an Initialisation Vector of 128-bits, called Temporary Key Integrity Protocol (TKIP). As a result, WAP was more robust than WEP, but new vulnerabilities related to the encryption algorithm (RC4) were discovered lately.
· In 2004, a newer version of WPA was developed. WPA2 uses an encryption protocol designed explicitly for wireless LANs called Counter Mode Cipher Block Chaining Message Authentication Code Protocol (CCMP), based on the Advanced Encryption Standard (AES) encryption algorithms. As a result, WPA2 has become the standard in Wi-Fi networks today. However, the protocol is prone to offline brute force attacks that can allow an attacker that captures the authentication handshake sent between a client and the WAP to crack the pre-shared key, necessary to access the network, depending on the key’s length.
· In 2018, a new study for a more powerful and secure protocol called WPA3 was started. WPA3 improves the security of WPA2 by implementing features such as the Simultaneous Authentication of Equals (SAE) to provide robust protection for password authentication and Perfect Forward Secrecy (PFS) to generate unique keys for each new session between the client and the WAP, making brute force attacks inefficient.
[bookmark: _Toc78105409]2.3 Smart home common attacks 
As cybersecurity is strengthening, cybercrime is developing, becoming more harmful and sophisticated [16]. Various types of attacks are performed against smart home networks; the most common ones include:
· Reconnaissance attacks.
This type of attack is executed to gather information about a target consisting of a single host or an entire network. Reconnaissance is usually the first step of an attacker’s methodology to discover vulnerabilities to be later exploited. Port scanning and vulnerability scanning are part of reconnaissance attacks. 

· Web Application attacks.
Web application attacks are conducted against a website to trigger unexpected behaviours. This category includes:
· Cross-Site Scripting (XSS): This attack usually occurs when an application uses untrusted data without proper validation. The attacker exploits this vulnerability by injecting malicious HTML and JavaScript code into a website’s input form in the attempt to take over a user’s authenticated session, cause damage to the website or redirect the user to fraudulent sites. 
· SQL Injection attacks: SQL injection is also related to the use of untrusted and unvalidated data. The attacker creates unauthorised SQL queries that the interpreter executes, revealing or modifying sensitive data stored on the database.
· Local File Inclusion (LFI): LFI is a common vulnerability that can allow an attacker to read and execute files on the target host by creating unauthorised web requests to the application.

· Brute Force attacks.
A brute force attack consists of performing multiple attempts to guess credentials, encryption keys and hidden pages. The attacker can use a combination of letters, numbers, special characters or lists of pre-written credentials for this purpose. Brute force attacks can be performed online, using the same login interface as the user’s application or offline, which usually requires the attacker to download a list of encrypted values to gain unlimited time and attempts to break the encryption. Brute force attacks are conditioned by the number of resources employed in the attack, such as CPU, GPU, RAM, and the length/complexity of a value or encryption algorithm [23].

· DOS attacks.
A denial-of-service (DOS) attack attempts to overwhelm a system's resources, such as CPU, memory, and bandwidth to make it unavailable to legitimate users. There are different DoS attacks, but one of the most popular is the SYN flood attack, where a hacker takes advantage of the 3-way handshake to flood the victim's IP address with SYN packets. The packets attempt to establish a communication with the victim’s host without actually sending any responses to complete the handshake, consuming resources.
 
· Man-in-the-middle (MITM).
In MITM attacks, the attacker can sniff the traffic sent between a device and the router. The communication between two hosts is divided into two parts: a connection from the sender to the receiver and vice-versa. Taking advantage of the two links,  the malicious actor tricks both devices pretending to be the legitimate receiver for the sender and vice-versa, therefore redirecting all the traffic to the attacker machine that sits in the middle of the communication, 
The man-in-the-middle attack builds upon another attack, called Address Resolution Protocol (ARP) Poisoning, that fraudulently manipulates the router and victim’s ARP table to redirect the traffic between the two to the attacker’s device. Once the attack is successful, other types of attacks can be executed, such as message modification. These attacks are effective when network traffic is not encrypted. Indeed, only when the HTTP communication protocol is used in conjunction with TLS, creating the HTTPS protocol, all data on the network is not sent in plain text. 

[bookmark: _Toc78105410]2.4 Previous works
In the last five years, many studies have focused on creating a successful and cost-effective solution to improve smart home networks' security. All the previous experiments demonstrate how a single-board computer, such as the Raspberry Pi, can be an excellent component to build a network security solution. The following section provides an overview of the previous works.

In [18], Tripathi and Kumar proposed a security system based on an Intrusion Detection System (IDS), a Honeypot, and a packet analyser. The IDS is a system that can intercept, collect, and analyse inbound and outbound traffic to detect malicious activity. An IDS can be host-based when deployed only on a host machine or network-based when implemented on a network segment. Two detection methods are also available: Rule-based, which uses pre-defined rules of malicious traffic to find matches in the captured traffic and, Anomaly-based, which compares sessions on regular traffic with the collected data, looking for unusual or abnormal traffic. 
Instead, a Honeypot consists of a fake system with known vulnerabilities implemented to trap an attacker. Indeed, this decoy system can log the details of an attacker, waste time and energy, and ultimately deflect an attack. Depending on the level of interaction, honeypots are divided into low-interaction honeypots, which provide only a few emulated services; medium-interaction honeypots, which simulate a false operating system and high-interaction honeypots that host their operating system. 
Lastly, a packet analyser is a program that captures real-time traffic to provide meaningful information utilised for network troubleshooting and enhancing security mechanisms, including firewalls and anti-malware.

For this experiment, the authors implemented Snort, an open-source network-based IDS with a rule-based detection engine, combined with Cowrie, a medium-interaction honeypot, and Tshark, a terminal-based packet sniffer. The three applications were configured on a Raspberry Pi 3 Model B, connected to the Internet Service provider (ISP) home router with a LAN cable. The solution was tested by executing a reconnaissance attack from a host running one of the most popular operating systems designed for penetration testing, Kali Linux, and the result was positive. The host quickly discovered the honeypot through a port scan executed with a network mapper tool called Nmap. Then a brute force attack was conducted against the open port 22, used for Secure Shell (SSH), and the attempt was successfully logged by the packet analyser and detected by the IDS. According to the authors, the experiment proved how an inexpensive security device could easily be used to implement various security mechanisms, having great potential in today’s market. 

A similar approach was adopted by Karahan and Kaya [19] in their study. The researchers indeed considered using an IDS and a firewall as a standard for networks' security. For this purpose, they configured Snort as IDS and a firewall on a Raspberry Pi 3 Model B to function as a proxy between the network and the internet. A switch was used to create two Virtual LANs (VLAN) to segment and simulate a more extensive network, in which each VLAN had a host connected to it. Three specific IDS rules were created to detect ICMP packets and connection requests for port 22(SSH) and port 21, File Transfer Protocol (FTP). The system was tested using the two hosts from different subnets to ping the Raspberry PI and attempt SSH and Telnet connections. For all the attempts, Snort was successfully able to detect them, and by manually acting on the Raspberry Pi’s firewall, the communication to the two hosts was interrupted.
In [7], Nagy and Colesa created a similar device on a Raspberry PI 3 Model B, with additional security features. The output consisted of a Wi-Fi home router able to detect malicious traffic. The Raspberry Pi was configured to function as a Wi-Fi Access Point (WAP), with Dynamic Host Configuration Protocol (DHCP) and Domain Name System (DNS) functionalities. After the initial setup, additional security mechanisms were added:
· MAC filtering and firewall.
Mac filtering allows filtering hosts in a network through the device's MAC address that uniquely identifies it. Mac filtering was implemented using the Linux default firewall, known as Iptables, permitting or denying different inbound and outbound connections. Specific rules were defined for the known devices' MAC addresses for connections over port 80 (HTTP), port 443 (HTTPS), and port 21 (FTP).
· Web User Interface. 
A web user interface was created to enable the end-user device's management. The front end was designed with WordPress, and the back-end was built using phpMyAdmin, to facilitate the administration of a database containing the legitimate devices' information. 
· Traffic monitoring.
Three Python libraries were used to capture, analyse, and detect malicious activity. The Scapy and the Dpkt libraries were used to capture and parse traffic in real-time. The JA3 library was used to create traffic’s fingerprints by producing hashes on the captured packets. The authors created several fingerprints for common attacks and stored them in a database for comparison with the real-time traffic fingerprints.

The Raspberry Pi router's security was also examined by using a host running the Kali Linux OS. The attacker machine was connected to the Wi-Fi network to perform a brute force, SQL injection, and DOS attack against the Raspberry Pi’s open ports and webserver. The results were also positive. The Python libraries, Scapy, Dkpt, and JA3, analysed all the communication packets and detected the attacks by matching traffic fingerprints with those stored in the database. However, the authors noticed limitations regarding the device performances and the detection methodology. Indeed, the Raspberry Pi 3 Model B uses a short-range antenna which can affect the Internet transfer speed. In addition, the traffic fingerprints contained in the database requires further development to recognise variations of SQL, Brute force, and DOS attacks. Indeed, a hash completely changes its value when a single character in a string is altered, risking not detecting attacks.
In [20], an innovative system based on a Raspberry Pi 3 Model B was designed to enhance home network security by focusing on three main aspects: default password detection, privacy analysis, and anomaly detection. 
Most IoT devices have default usernames and passwords that are usually short and guessable, making them susceptible to brute force attacks. Therefore, the authors configured Nmap to automatically scan and find hosts with ports 22 (SSH) and 23 (Telnet) opened. For each device discovered, 62 common usernames and passwords used by the Mirai malware were used to attempt a login. In case of a successful attempt, a script was executed to replace the default password with a random 12-character string, informing the home user of the new credential on the web portal. A traffic analysis technique was also implemented to sniff the traffic, separate plaintext communication from encrypted communication, and inspect the non-encrypted traffic for sensitive information, such as names, personally identifiable information, and medical terms. In case of positive results, the system sent an alert to the user through the user interface.
Furthermore, a machine learning and anomaly detection algorithm was implemented to analyse incoming and outgoing traffic for suspicious activity and detect possible compromised hosts. The authors tested the 3-feature network monitoring tool on a network comprising six various IoT devices. The results were successful, demonstrating efficacity to reconfigure default credentials, alert the user about sensitive traffic sent over HTTP, and detect malicious traffic. 
In [25], Jeremiah introduced a new device that implemented Snort as IDS and multiple honeypots on a webserver. According to the author, elementary security mechanisms implemented on smart home networks, such as firewalls, cannot be effective against attacks as they can be bypassed by spoofing the attacking IP or MAC address using VPN or MAC changer tools. Following this deduction, the author decided to increase the security of the Raspberry PI by installing an application called “Modern Honey Network” (MHN). The MHN is an enterprise honeypot management system that includes various medium-level honeypots and intrusion detection systems. Among the various decoy systems, three different solutions were adopted, including Kippo, an SSH honeypot designed to test brute force attack on port 22; Dionaca, a honeypot able to capture malware patterns by simulating elementary system’s vulnerabilities; and Glastopf, a honeypot able to fully simulate a vulnerable web app. The application also included Snort that was implemented as the Network IDS. For the testing, a vulnerability scan executed on the Raspberry PI identified all the honeypots’ weaknesses. Furthermore, the IDS was configured with specific traffic rules that detected the attempts to exploit the vulnerabilities.

[bookmark: _Toc78105647]Table 3 Summary of the experiments.
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3 [bookmark: _Toc78105411]Methodology
3.1 [bookmark: _Toc78105412]Research overview 
This project's research methodology is based on the “Research Onion” concept, depicted in figure 4. Saunders et al. [26] created this concept to provide a comprehensive overview of the stages involved in research and articulate a productive methodology that ensures consistency among the chosen tools, techniques, and underlying philosophy [27]. The multi-structure layer includes Philosophy, Approach, Strategy, Choice, and Time Horizon.
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[bookmark: _Toc78105546][bookmark: _Toc76589135][bookmark: _Toc77332386]Figure 4 Research onion’s layers [26].
[bookmark: _Toc78105413]3.1.1 Research Philosophy
The research philosophy describes the type of knowledge being analysed. The research onion includes three main classifications:
· Ontology:
Ontology is the study of reality that aims to bridge the gap between reality and perception. This category includes other types of philosophies such as Objectivism, Constructivism, and Pragmatism.

· Epistemology:
This category is based on the theory of knowledge and focuses on the methods, validity, scope, and distinction between justified beliefs and opinions. Epistemology includes Positivism, Critical realism, and Interpretivism.

· Axiology:
Axiology, also called the theory of Value,  refers to the study of principles and values regarding nature and classification. Post-modernism philosophy belongs to this category.
Considering the nature of this research, Positivism is the most suitable philosophy. Indeed, this epistemological approach accepts results that can be scientifically verified or are capable of logical and mathematical proof. The other two epistemological philosophies, Critical realism and Interpretivism, have been excluded as the former does not support scientific methods, and the latter refers to the study of social realms.
[bookmark: _Toc78105414]3.1.2 Research Approach
According to [28], the research approach can be of three different types: inductive, deductive, and abductive. The inductive method aims to create general theories from specific observations. Instead, the deductive method aims at testing an existing theory from a specific observation. Lastly, the abductive approach consists of a supposition made from the obtained results.
The deductive approach is considered the most suitable method for this research as it translates to a scientific investigation that also aligns with the positivism philosophy.
[bookmark: _Toc78105415]3.1.3 Research Strategy and Choice
Primary and secondary sources are at the base of the research strategy. Experiments are used to support, reject, or prove theories to meet the research’s objectives, and case studies are used to examine previous works and theories. 
The research onion also defines various research options with references to quantitative and qualitative methods. It includes mono-method, which can be qualitative or quantitative; mixed-methods, which employs both methods; and multi-method, which uses one method as the primary one, and a secondary method as auxiliary.
The research methodology embraced for this investigation is exclusively quantitative, thus mono-method. Quantitative data is the most appropriate method for this research to analyse, compare values and test theories. This method also aligns with the previous research options.
[bookmark: _Toc78105416]3.1.4 Research Time Horizon
The time horizon defines the necessary amount of time to complete the research. The research onion defines two categories: 
· Cross-sectional
This time horizon is applied whenever a problem or question can be solved or answered in a particular time, within a specific time frame, by using a strategy. 
· Longitudinal
The longitudinal time horizon, on the contrary, necessitates data to be collected on different occasions, and therefore the research extends for an undefined time frame.
This research is based on a longitudinal time horizon, as data is collected throughout the project within a specific time frame.
[bookmark: _Toc78105417]3.2 Development Methodology
Within this project, the software development life cycle (SDLC) adopted is the Agile development model. This approach breaks the project into several stages, called sprints, which involves continuous improvement and iteration at each stage. As a result, the Agile approach is more flexible than other development methodologies, such as the Waterfall, allowing better project control, reduced risks, and quickly responding to necessary changes.
[bookmark: _Toc78105418]3.3 Development tools  
The development tools employed in this project can be grouped into two categories: Hardware and Software.


[bookmark: _Toc78105419]3.3.1 Hardware 

[bookmark: _Toc78105648]Table 4 Hardware components.
	Hardware                            Description

	Raspberry PI
	For this experiment, a Raspberry PI 4 Model B is used. 
The Raspberry Pi is a single-board computer of a credit card size with physical characteristics that includes 4 GB SDRAM, 1.5 GHz quad-core Cortex-A72 CPU, 2.4GHz and 5GHz IEEE 802.11ac wireless card, a Micro-SD card slot, 1 Ethernet port, two USB 3.0 ports and two HDMI ports.


	Power cable
	A 5V-DC USB-C cable is used to aliment the Raspberry PI.


	Keyboard and mouse
	External and wireless keyboard and mouse are used for the initial configuration of the device. After enabling Secure Shell access, their use is suspended.


	Screen and mini-HDMI cable
	An LCD screen is connected to the Raspberry only for the initial setup.


	SD Card
	The device uses an SD card of 8GB as a hard disk, necessary for booting the operating system and storing files.


	ISP Home router and RJ45 cable
	The Inari PI receives internet access from the Internet Service Provider home router through an RJ45 Ethernet connection.


	Wi-Fi adapter
	Two ALFA AWUS036NHA USB Wi-Fi adapters are used in this experiment. First, an adapter is implemented on the Raspberry Pi to replace the built-in Wi-Fi card. Then, a second adapter provides Wi-Fi connectivity to the Kali Linux virtual machine used for testing.


	Personal computer
	A Lenovo T430s is used to run the Kali Linux VM. The main specifications for this laptop include Intel Core i5-3320 2.60 GHz CPU, 8 GB RAM,  Intel Centrino Advanced-N 6205 Wi-Fi card and Intel 82579LM Gigabit Network Connection card.


	General devices
	Five general-use devices, including smartphones and tablets, are used as Wi-Fi clients.


	Cooling Case
	The Raspberry PI is installed in a plastic case equipped with a fan for heat dispersion and cooling.








[bookmark: _Toc78105420]3.3.2 Software

[bookmark: _Toc78105649]Table 5 Software components.
	Software
	Description

	Raspberry PI OS 2021-1-11
	Raspberry PI OS is the official Raspberry Pi operating system based on a 32-bit Debian Linux distribution. 


	Kali Linux OS 2021-1
	Kali Linux is a free Linux-based operating system that offers more than 600 tools for advanced penetration testing.


	Virtual Box 6.1
	Virtual Box is type 2 virtualisation software used to run the Kali Linux virtual machine.


	Raspberry PI Imager v1.3
	Raspberry PI imager is the official Raspberry Pi software used to flash the SD card’s operating system.


	PhpMyAdmin 5.1.0
	PhpMyAdmin is open-source software for managing MySQL and MariaDB databases.


	HTML5
	HTML5 is a markup language for creating and presenting content on the Web.


	PHP 7.3.27
	PHP is a server-side programming language embedded in HTML that allows the front-end/ back-end connection. 


	CSS
	CSS is a language for styling the aspects of web pages.


	Bootstrap 4.5

	Bootstrap is an open-source CSS framework

	JavaScript
	JavaScript is a scripting language used in web pages to create dynamic content and add behaviours, such as alerts and page redirections.


	SQL
	SQL is a domain-specific language for manipulating relational databases through queries.


	Python3
	Python is a general-purpose programming language.


	Draw.io
	Draw.io is a web application for the creation of diagrams, designs, and other visual content.


	Atom
	Atom is a text editor for various programming languages. 


	MobaXterm
	MobaXterm is a tool for remote management through various protocols, such as SSH, RDP and VNC.


	Microsoft Office 365
	Office 365 is a package of productivity tools including Word, Power Point, One Note and more.





[bookmark: _Toc78105421]4 Analysis
[bookmark: _Toc78105422]
4.1 Functional requirements
The  Inari Pi’s functional requirements are related to a security architecture called “Defence-in-depth” (DiD). The DiD approach involves combining multiple layers of security mechanisms to ensure redundant protection, prevent any Single Point of Failure (SPoF), and preserve the system's data confidentiality, integrity, and availability [17].  A DiD architecture increases the time and effort for an intruder to compromise a system, increasing the chances to detect and mitigate the threat before exploitation. The diagram in figure 5 shows the numbered security layers of the Inari Pi system. 
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[bookmark: _Toc76589136][bookmark: _Toc77332387][bookmark: _Toc78105547]Figure 5 System architecture.
The device operates as a Wireless Access Point (WAP) at its core, offering DNS and DHCP capabilities. The internet access is provided by an ethernet connection to the Internet Service Provider (ISP) home router, and the WAP is configured on an external USB Wi-Fi adapter to create and broadcast the wireless LAN, allowing clients to connect after authenticating with the WPA2 Pre-shared Key. The DHCP is the network management protocol that controls a pool of IP addresses and assigs to each host in the LAN a unique and private IP address, allowing various network services such as DNS.
Inari Pi also hosts on the local webserver a management interface for the devices’ administration. The management interface allows the homeowner to check, approve or deny access to specific users connected to the network. This functionality has a vital role in the network’s management to identify devices and keep intruders outside. This functionality can also be accessed remotely through an encrypted tunnel, allowing the homeowner control of the network even when not physically connected to the LAN.
On the first layer of defence (L1) of the multiple-layer approach, a MAC Address alert system is implemented to alert the homeowner of new clients or potential intruders on the network. Alerts are based on the status of each device. By default, when a device joins the network for the first time, it is automatically greylisted, and Internet access is provided. This status generates an email notification to the end-user requesting to approve or deny the host. Once the device is approved, it is whitelisted. The details are saved on the database, and for newer connections, no alerts are generated; however, connectivity can be denied at any time. If the client is denied, the device is blacklisted, and the access is blocked at each new future attempt without generating new alerts, its status can also be changed anytime. In addition, devices with duplicated MAC addresses, also referred as “spoofed”, are automatically denied from entering the network. 
A Network Intrusion Detection System (NIDS) is implemented on the second layer of defence to counteract the most common network attacks. This security mechanism extends the firewall's ability by using sensors to capture real-time traffic and analyse it through a ruleset that contains specific criteria such as protocols, IP addresses, Mac addresses and others. Once the traffic matches a rule, the attack is detected, and the NIDS can block the threat by actioning a firewall rule, similarly to an Intrusion Prevention System [28]. 
A Web Application Firewall (WAF) is implemented on the third layer to provide extra security to the management interface for the criticality of the network’s management. The WAF is a defence mechanism exclusively adopted to protect web servers against web attacks, which uses traffic rules to filter, inspect, and stop malicious HTTP/HTTPS requests sent to the webserver.
4.2 [bookmark: _Toc78105423]Non-functional requirements
The non-functional requirements describe the system’s operational qualities and limitations, ensuring that the end user's expectations are met. The Inari PI’s non-functional requirements include:
· Usability. 
The device should be easy to configure on any ISP home router, requiring no supervision of the background processes when operating. The interface management should also be intuitable and straightforward to navigate, facilitating the interaction. 

· Safety.
The Inari Pi should broadcast a Wi-Fi network protected by a robust and widely supported Wi-Fi encryption protocol such as WPA2. In addition, all the traffic exchanged with the management interface and emails should be encrypted to ensure data confidentiality using the latest TLS protocols.

· Performance. 
The device must ensure smooth execution of all the background services, optimising CPU and RAM consumption. In addition, the management interface’s response time should not exceed 2.0 seconds to avoid delays and improve the user experience.

· Availability
The device should automatically and continuously monitor the network’s hosts and traffic activity from the moment it is powered on until it is powered off. Hence, the interface management should be 100% available locally and remotely.
[bookmark: _Toc78105424]4.3 Use case modelling: user interface
Modelling a system implies understanding its expected behaviour when operating. For this purpose, the use case diagram in figure 6 is created to define the goals that a user is expected to accomplish. 
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[bookmark: _Toc76589137][bookmark: _Toc77332388][bookmark: _Toc78105548]Figure 6 Use case diagram.
The system has a single actor who can accomplish several primary tasks, referred to as “base use cases”. These tasks are also related to secondary use cases by “Include” and “Extend” relationships. In the former relationship type, a dependency exists between the two. Thus, every time the primary use case is executed, the “Include” use case is executed as well. In the latter relationship type instead, the execution of the “Extend” use case is optional.
4.4 System requirements
The Inari Pi is a fully functional computer with limited access to the user. Indeed, once the device is switched on and connected to the ISP home router, a new wireless network is broadcasted, giving the user only the ability to access the management interface hosted on the webserver using a browser. Therefore, very few are the system requirements necessary to operate the device:  
	Hardware requirements
· USB Type-C Charger 250v 3.0 A
· RJ45 Cable
· Wi-Fi adapter
	Software requirements
· Any browser can be used to access the management interface.



5 [bookmark: _Toc78105425]Design
5.1 [bookmark: _Toc78105426]Network design
The Inari PI router sits in the middle of the connection between the internet and the Wi-Fi clients, as shown in figure 7. This configuration is achieved using two interfaces. The Inari PI’s “eth0”  interface connects to the ISP home router through a cabled connection. Instead, the interface “wlan1” allows broadcasting a wireless subnetwork for the Wi-Fi clients. A generic Ip addressing schema is provided in table 5.
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[bookmark: _Toc77332389][bookmark: _Toc78105549]Figure 7 Network topology.

[bookmark: _Toc78105650]Table 6 IP address scheme.
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[bookmark: _Toc78105427]5.2 Management Interface
The Inari Pi adopts a simple management interface to facilitate end-user interaction. The web application focuses on managing the network’s device and the end-user credentials, also providing a user manual. As depicted in figure 8, its structure comprises five main web pages: Login, Homepage, Devices, Account and Logout, from which further resources can be accessed.
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[bookmark: _Toc77332390][bookmark: _Toc78105550][bookmark: _Toc76589138]Figure 8 Inari Pi’s Management interface site map.
The login page is automatically prompted on the screen when a user accesses the interface management, as shown in figure 9. The interface enforces passphrases, memorable phrases from a movie or book that are easy to remember and require a minimum of 15 characters. By combining complexity requirements, passphrases are less prone to brute force attacks than passwords [29], which typically requires a minimum of 8 characters. The end-user inputs the username and passphrase in the login form and submits them for authentication; however, credentials are first validated on the client side. If the inserted value meets the required complexity, the validation sign applied next to the respective textbox turns into a tick sign; if unsuccessful, the sign automatically changes into a cross-mark.  The user can also reset the passphrase by clicking on the “Forgotten passphrase?” link at the bottom of the form. A pop-up form is displayed, as shown in figure 10, requiring the user to insert the personal email address on which a reset link is sent.
	[image: ]
[bookmark: _Toc77332391][bookmark: _Toc78105551]Figure 9 Login form.
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[bookmark: _Toc77332392][bookmark: _Toc78105552]Figure 10 Passphrase reset form.



Once authenticated, the browser redirects the user to the homepage, as shown in figure 11. The page’s navigation bar at the top displays a menu to access the Devices, Account and Logout pages. In the page’s body, a picture of the Inari Pi’s hardware and a welcome message greets the user, focusing the attention on two buttons: “Manage Devices”, which provides access to the Devices page, and “Read Manual” that redirects the user to the management interface’s manual, depicted in figure 12. Finally, an email button in the page’s footer allows the user to compose a message for IT support to the Inari Pi development team. 
All pages in the interface management, except for the Logout page, apply the same navigation menu and footer.
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[bookmark: _Toc77332393][bookmark: _Toc78105553]Figure 11 Homepage.
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[bookmark: _Toc77332394][bookmark: _Toc78105554]Figure 12 Manual page’s header.
The Devices page is the second menu option that displays four main buttons, as shown in figure 13. 
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[bookmark: _Toc77332395][bookmark: _Toc78105555]Figure 13 Devices page.
The “Online” button shows a list of all the hosts connected to the network. The name and details of each host in this list can be edited through the “Edit” button, and its internet access can be restricted through the “Block” button.
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[bookmark: _Toc77332396][bookmark: _Toc78105556]Figure 14 Online devices list.
The “Online” button also shows a sub-list called “Waiting for approval”, which shows all the greylisted devices. This status applies by default to all the hosts who join the network for the first time or do not have any records stored on the Inari PI. Devices with this status can connect to the internet, and if recognised by the end-user, they can be whitelisted by clicking on the “Approve” button or blacklisted by clicking on the “Block” button. 
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[bookmark: _Toc77332397][bookmark: _Toc78105557]Figure 15 Waiting for approval list.
The "Refresh" button reloads the list of connected devices, and the "Denied" button shows the blacklisted devices. This status identifies all the devices that have been blocked and therefore have no internet connectivity. After a device is blocked, its details can be edited or eliminated, or the device can be re-approved using the provided buttons. The elimination deletes the device’s associated information stored on the Inari PI. 
[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc77332398][bookmark: _Toc78105558]Figure 16 Blacklisted devices list.
The "Approved" button instead shows a list of all the whitelisted devices. This status is granted once the device is approved, allowing the detail’s editing. Internet access can also be blocked anytime through the “Block” button.
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[bookmark: _Toc77332399][bookmark: _Toc78105559]Figure 17 Whitelisted devices list.
The Devices page also shows a form for updating a device’s name and details. By clicking on the “Edit” button on the respective device’s table row, the associated information is prompted in the input form for modification. The “Update” button enables to save the changes.
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[bookmark: _Toc77332400][bookmark: _Toc78105560][bookmark: _Toc76589148]Figure 18 Update form.
The third menu option is the Account page, shown in figure 19. The page displays three links that open a form to edit the login credentials and email addresses used for alert notification. Each form requires inserting the current value and twice the new desired value, as depicted in figure 20.
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[bookmark: _Toc77332401][bookmark: _Toc78105561][bookmark: _Toc76589149]Figure 19 Account page.
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[bookmark: _Toc76589150][bookmark: _Toc77332402][bookmark: _Toc78105562]Figure 20 Update form’s structure.
The “Logout ” page is the last page in the navigation menu, allowing the user to exit from the account securely.
5.3 [bookmark: _Toc78105428]Database design
Inari Pi implements a MySQL database for storing the user details, device characteristics and login logs. Three tables are created for this purpose.


[bookmark: _Toc76589151][bookmark: _Toc77332403][bookmark: _Toc78105563]Figure 21 ERD Diagram.
The table “tbl_device” holds specific information about each device connected to the network. The primary key “id_mac_address” uniquely identifies each device with a 6-digit progressive number, and the “device_name”, “mac_address”, and “ip_address” attributes are retrieved when a device joins the network. Other attributes are “details”, ”status”, and ”online”:

· The “details” attribute stores a description of the device that, by default, contains the string: “Take action to edit details.”.
· The “status” attribute holds a single numeric value that identifies the device status. By default, the database assigns an initial value of  “1”, which represents the greylisted status. If the device is approved, the value changes to “2”, and if blocked, to “3”.
· The “online” attribute holds a single character that represents the device connectivity. If the device is reachable, the “online” field assumes the value “y”; if unreachable, the value changes to the character “n”.

Table “login_log”  is related to the table “tbl_device” by a many-to-one relationship. The table records each login attempt performed on the management interface, creating logs that include an identification number, the IP address, and a millisecond-format timestamp. Logs are solely used to stop a device from login for 100 seconds after three wrong attempts. 

The last table, “tbl_user”, stores information about the unique Inari PI’s user, including credentials and email address. The password is stored in a hashed version using the SHA256 hashing algorithm that generates a 64-digit output.





[bookmark: _Toc78105429]6 Implementation
As analysed in the functionality requirements, the Inari Pi functions as a Wireless Access Point, with DNS and DHCP functionalities, hosting a webserver for the local and remote management interface. The main security mechanisms implemented consist of a Web Application Firewall to protect the webserver from web attacks and an Intrusion Detection System to protect the network against common attacks. This chapter analyses the implementation of the abovementioned functionalities.
[bookmark: _Toc78105430]6.1 Initial Setup
The Raspberry PI OS is flashed onto an SD card, and it is mounted in the device, equipped with external peripherals, including a monitor, mouse, and keyboard. After the device is powered on, it is connected to the ISP router through an RJ45 cable for internet connectivity. The SSH service is enabled to allow remote management from a local PC.
Once connected through port 22, the peripherals are disconnected, and the system is updated and upgraded. In addition, a new user called “inaripiadmin” is created to replace the default “pi” user, which is deleted after granting the necessary permissions to the new user.
6.2 [bookmark: _Toc78105431]Wireless Access Point
In order to set up the device as WAP, the internal Wi-Fi card is disabled due to the short transmission range and speed, and an ALFA USB Wi-Fi antenna is installed on a new interface (wlan1) to achieve better performance and provide connection to a small household. A utility tool called “Host Access Point Daemon” (Hostapd) is installed to enable the interface card to act as an access point/authentication server. Hostapd is configured by assigning the static IP address 192.168.4.1 to the wlan1 interface, representing the Inari Pi router’s address and clients' default gateway. The application’s configuration file is edited with specific information about the WAP, as displayed in figure 22.
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[bookmark: _Toc76589153][bookmark: _Toc77332404][bookmark: _Toc78105564]Figure 22 Hostapd configuration.
Once the WAP is configured, Hostapd is started and enabled as a background service, allowing the automatic restart at each system boot up.
The device broadcasts a Wi-Fi network at this stage, but clients cannot connect and receive an IP address yet. For this purpose, an application that combines DHCP and DNS functionalities, known as Dnsmasq, is installed. The application’s configuration file is customised with information about the interface to apply it to, the range of IP addresses to lease, the hours of a lease, a domain and address name and auxiliary options to prevent invalid queries to be forwarded, as shown in figure 23. 
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[bookmark: _Toc77332405][bookmark: _Toc78105565]Figure 23 Dnsmasq configuration.
Dnsmasq, functioning as a DHCP server, also enforces the uniqueness of MAC addresses for all the leases. Hence, if an attacker spoofs a device’s MAC address connected to the network, the server does not allow the connection until a matching value exists. Dnsmasq is also enabled as a background service before being started.
Having configured the Hostapd and Dnsmasq services, a traffic rule is applied on the system to forward all traffic from its network (192.168.4.0/24) to the ISP home router’s network (192.168.1.0/24). The iptables rule is permanently saved on the system, allowing the WAP to automatically provide Wi-Fi connectivity and route traffic at each restart.
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[bookmark: _Toc77332406][bookmark: _Toc78105566]Figure 24 Hostapd device’s association.
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[bookmark: _Toc77332407][bookmark: _Toc78105567]Figure 25 Dnsmasq DHCP handshake.
[bookmark: _Toc78105432]6.3 Management interface
A LAMP server hosts the management interface on the Inari PI. The LAMP is a term that refers to the use of Linux, Apache, MySQL, and PHP to create and host a web application. 
The first step for implementing a LAMP server involves installing the Apache webserver and storing the interface’s webpages in the “/var/www/html” directory. Apache’ configuration files are also edited to prevent the server from disclosing information such as the own signature, list of directories and header responses, shown in figure 26. 
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[bookmark: _Toc77332408][bookmark: _Toc78105568]Figure 26 Apache’s configuration.
The webserver is hosted on the local host and uses HTTP as the standard communication protocol. However, a self-signed certificate enables HTTPS and automatically encrypts the traffic exchanged with the management interface. The certificate is created using the Linux toolkit “OpenSSL” by providing information about the organisation’s name, common name, days of validity, certificate format, encryption key and optional parameters. Once created, the Apache configuration file is edited to enforce the certificate’ use and redirect any requests from port 80 (HTTP) to port 443 (HTTPS). 
Using a self-signed certificate causes any browser to show a security alert when accessing the interface management. Indeed, the certificate is not recognised on the internet; however, skipping the alert and marking the website as secure prevents future security warnings from appearing, providing a TLS v1.3 encrypted connection on the interface management, as shown in figure 27. In addition, outdated protocols such as SSLv3, TLSv1.0 and TLSv1.1 are disabled, as demonstrated in appendix vii.
[image: ]
[bookmark: _Toc77332409][bookmark: _Toc78105569]Figure 27 Certificate details.
After configuring the webserver, the back-end is created by downloading and installing an open-source version of the MySQL database, called MariaDB, in the combination of PHP and PhpMyAdmin.
MariaDB is accessed through the command-line interface to create a new administrator user, with all the necessary permissions to manage a database. Then, by logging on PhpMyAdmin with the new credentials,  the “inari_pi” database and the tables “tbl_user”, “tbl_devices”, and “tbl_login_log” are created.  At this stage, a connection between the front-end and back-end exists. However, automation is required to insert data in the database for each device that joins the network.
For this purpose, a Python script is written to automatically read the Dnsmasq‘s leases containing information for each device connected to the network, as shown in figure 28. For each lease, the script captures the device’s name, Mac address and assigned IP address and a SQL query checks if the records already exist in the database. If the query returns no results, the device is recognised as new, and the respective details are inserted into the database, setting the “online” field to true (“y”) and sending an email notification to the homeowner, displayed in figure 29. As previously analysed, each device that joins the network for the first time is greylisted, and the “status” field is automatically set to “1” as a default value.
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[bookmark: _Toc77332410][bookmark: _Toc78105570]Figure 28 Dnsmasq leases.
[image: ]
[bookmark: _Toc77332411][bookmark: _Toc78105571]Figure 29 Email notification for a new host.
If the query returns a result, the Linux command “ip neigh” is executed to test the device’s connectivity. The “ip neigh” command outputs the content of the Inari PI’s ARP table with additional information about the device’s reachability, which can assume various statuses such as “REACHABLE”, “STALE” and “FAILED”. In the first two cases, the script updates the “online” field of the respective device with the character “y”. Instead, in the case of “FAILED” or other results, the “online” field is set to “n”. The whole script is inserted in a “while” loop block with an always true condition, leading the compiler to execute it constantly.  As the continuous execution can be resource-intensive, a time sleep function is added at the end to pause each execution every 15 seconds.  Lastly, the script is transformed into a background system service called “ipiservice.service”, to start automatically at each boot-up, as displayed in figure 30. 
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[bookmark: _Toc76589160][bookmark: _Toc77332412][bookmark: _Toc78105572]Figure 30 The Ipiservice.service file.
Then the end-user manages the devices‘ status through management interface. Indeed, the Devices page provides options to approve or deny each device's connectivity depending on whether the host is greylisted, whitelisted or blacklisted. 
If the “block” button is clicked,  the device is blacklisted, and a SQL query updates the database field “status” of the specific device with the number “3”, as highlighted in figure 31. Then, other PHP commands check if the device has an associated firewall rule, which is deleted in the case, before applying a new rule to drop the device’s traffic, also highlighted in figure 31. 
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[bookmark: _Toc76589161][bookmark: _Toc77332413][bookmark: _Toc78105573]Figure 31 PHP code for “Block” function.
The “approve” button allows the user to whitelist a device similar to the “block” button. In this case, the SQL query updates the database field “status” with the numeric value “2”, and a check is performed on the firewall rules. If a previous firewall rule exists, it is deleted, and an accept rule is created to accept the device’s traffic, highlighted in figure 32.
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[bookmark: _Toc76589162][bookmark: _Toc77332414][bookmark: _Toc78105574]Figure 32 PHP code for the “Approve Button”.
The Inari Pi interface management also uses PHP sessions to store the user’s information across various pages when a successful login. Session variables expire after a long period of inactivity and limit access to all pages without authentication, with the only exception for the login page.
For the login page, the system limits the number of login attempts to three. At each wrong attempt, a message is shown on the login form informing the user of the remaining attempts. If the number of wrong consecutive attempts exceeds three, another message shows the user to retry in 100 seconds. Indeed, the system blocks any login attempt for 100 seconds by using a PHP function that stores the IP address and a timestamp for each attempt in the database table “tbl_login_log”. Whenever the user clicks on the submit button, a SQL query checks the total number of attempts for the specific IP address. If the value equals 3, a conditional statement does not process the login request. Another conditional statement compares the time of the last attempt with the current time, allowing the user to perform new attempts if the difference of time is greater than 100 seconds. 
Another critical aspect of the management interface is the client-side and server-side validation. Client-side validation is performed through HTML tags that define various criteria such as required length and regular expressions for pattern-matching, highlighted in figure 33. 
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[bookmark: _Toc76589163][bookmark: _Toc77332415][bookmark: _Toc78105575]Figure 33 Client-side validation for the Login form.
The same regular expressions are applied on the server-side using the PHP function “preg_match”. The function takes two inputs, a pattern and a value, to establish if a valid match exists between the two, as highlighted in figure 34.
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[bookmark: _Toc76589164][bookmark: _Toc77332416][bookmark: _Toc78105576]Figure 34 Server-side validation for the login form.
[bookmark: _Toc78105433]6.4 WAF
The web application firewall (WAF) is a security measure implemented on the Apache webserver to protect against common web application attacks. For this purpose, the Inari Pi adopts an open-source plugin called ModSecurity, created by the Open Web Application Security Project (OWASP).  

The OWASP is an institution that operates on improving software security that periodically publishes a document about the top 10 critical web application security risks based on the consensus of security experts. Risks are listed depending on the frequency of discovery, severity, and potential impact. The most recent OWASP Top 10 list was released in 2017, providing extensive documentation about each risk and mitigation approach [30].
	The module “security2_module” is part of the ModSecurity plugin, which provides a set of generic attack detection rules called Core Rule Set (CRS). The CRS identifies and prevents common attacks listed in OWASP Top 10 risks, such as SQL injection, XSS scripting and Local file inclusions, as listed in figure 35. 
The module is downloaded from the OWASP’s Git repository, and the various components are set up for activation. The Apache’s default setup is modified to enable the Rule engine to operate on the webserver and load the CRS and the CRS setup, as shown in figure 36.
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[bookmark: _Toc76589165][bookmark: _Toc77332417][bookmark: _Toc78105577]Figure 35 OWASP Top 10 2017.
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[bookmark: _Toc76589166][bookmark: _Toc77332418][bookmark: _Toc78105578]Figure 36 Security2_module webserver configuration.
The cruciality of information provided by the OWASP Top 10 also represents a relevant source of information to develop a secure web application that constitutes a solid structure for the management interface. Table 6 shows the mitigation approaches adopted on the Inari PI device, according to the OWASP list.
[bookmark: _Toc78105651]Table 7 OWASP Mitigation approaches.
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[bookmark: _Toc78105434]6.5 NIDS
The WAF and the Network Intrusion Detection System are two security mechanisms that operate similarly, both using a rule detection engine to inspect traffic. However, the former technology detects and prevents web attacks on a specific host. In contrast, the latter detects, alerts and prevents common network attacks performed on the subnet, which are usually automated by tools to achieve a greater magnitude.
The literature review highlights Snort as one most effective real-time traffic analysis solutions to detect malicious activity. However, in the previous experiments performed in academia, Snort was implemented only as Intrusion Detection System to detect attacks and alerts. Indeed, Snort can also be configured as Intrusion Prevention System (IPS), a mechanism that performs as an IDS with the additional ability to block malicious traffic. The IPS requires creating a tunnel to route through the traffic between the clients and the router. In this way, the intrusion prevention system can control the traffic and drop packets if a threat is detected. However, routing all traffic through a tunnel can significantly impact the network performance adding risks of traffic congestions and resource overheads. Therefore, the Inari PI uses a customised solution to avoid the abovementioned risks while functioning similarly as an IPS.
Snort is downloaded and installed on the Inari PI with additional libraries for traffic analysis. The configuration files are edited to reflect the Inari Pi’s network details and define options for logging alerts. The installation includes various traffic detection rules; however, a custom set of rules is created to detect the most common attacks performed on smart home networks and replace the default ones. Each rule follows a specific syntax, as shown in figure 37, that can include additional options for traffic inspection, such as traffic flow, pattern matching and traffic flags.  
[image: Snort rule example. | Download Scientific Diagram]
[bookmark: _Toc77332419][bookmark: _Toc78105579]Figure 37 Snort rule syntax [21].
All the customised rules contain the destination address 192.168.4.0/24 stored in the variable “$HOME_NET” and are applied bi-directionally using the signs “< >” as depicted in figure 38. The rules’ direction allows detecting and blocking attacks within the whole subnet and attacks towards the internet, reducing the risk of compromised hosts being transformed into a bot in case of exploitation.
Each rule also contains a specific keyword in the “msg” field that categorises rules in different groups, such as DOS (Denial of service), BFA (Brute force attack) and RECON (Reconnaissance attack). The keyword has a relevant role in grouping and counting logs.
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[bookmark: _Toc77332420][bookmark: _Toc78105580]Figure 38 Example of customised Snort rules.
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[bookmark: _Toc77332421][bookmark: _Toc78105581]Figure 39 Example of Snort logs.

After saving the rules, Snort is enabled and started as background serviced, functioning as Intrusion Detection Systems. The device achieves similar IPS abilities by using a custom Python script.
The script reads Snort’s logs and counts the number of security alerts generated for each IP address leased in the network, grouping them by keywords. Each keyword has a maximum limit count that varies depending on the severity of an attack, as highlighted in figure 40, with additional commands to block the device and update the status.  If the total count exceeds a keyword’s limit, the program deletes any existing firewall rules applied to the device and applies a drop rule to block the connectivity. Other commands are also performed to blacklist the device by switching its status to “3“ and notify the end-user via email. A new system service is created to automate the script’s execution, running in the background every 15 seconds alongside Snort.
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[bookmark: _Toc77332422][bookmark: _Toc78105582]Figure 40 “Snort_alert_parser.py” code.
Despite the ability to detect and block common network attacks, the NIDS does not provide countermeasures against the ARP poisoning attacks, allowing an attacker to perform further attacks such as the MITM attack. Hence, an ARP poisoning prevention mechanism is created with a custom Python script. The script compares the router’s ARP table with the records stored in the database. Indeed, as highlighted in figure 41, the device’s ID number for each IP address-MAC Address combination read in the ARP table is searched on the database. If the query yields no results, the IP address-Mac address combination is considered altered, and a firewall rule blocks the corresponding MAC address, also highlighted in figure 41. In addition, the script also applies a second drop rule on another type of firewall that specifically filters ARP requests, called Arptable. Finally, after both rules are applied, the router’s ARP table is flushed to re-build a new one.
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[bookmark: _Toc76589170][bookmark: _Toc77332423][bookmark: _Toc78105583]Figure 41 ARP poisoning detection script. 
[bookmark: _Toc78105435]6.6 Remote connection 
The remote connection is a functionality that enables the homeowner to access the Inari PI’s management interface when not connected to the home network. A site-to-site VPN is a standard solution implemented; however, this mechanism cannot always be configured on home networks if the ISP home router is not directly connected to the internet or does not support IPv6, such as for this experiment. Indeed, ISPs use Carrier-Grade Network Address Translation (CG-NAT) technologies to create private sub-networks and save public IPv4 addresses, making essential technologies for site-to-site VPNs, such as port forwarding, ineffective. 
Therefore, a cloud-based service called Ngrok [31] is used as an intermediary server, with direct access to the internet, to route traffic between a remote host, the web server hosting the management interface and vice versa. The service creates an encrypted tunnel, but rather than providing a public IP address, Ngrok offers customisable URLs. 
After subscribing for a basic account, the tunnel is configured, and the necessary setup files are downloaded and installed on the Inari PI. An authentication token provided during the registration allows verifying the installation, and the additional Open Authorisation2 service is enabled to provide robust security.
The Open Authorization2 (OAuth2) is a service for access delegation that allows a third-party platform to perform user authorisation on behalf of another platform [32]. For this experiment, Microsoft Azure is used as an identity provider by registering a new application on the Azure Portal and configuring the delegated authorisation between Ngrok and Azure, as shown in figures 42-43. On the Ngrok account, access is granted only to the user’s registered email address saved on the database, which is also set to authenticate every 10 minutes.
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[bookmark: _Toc76589171][bookmark: _Toc77332424][bookmark: _Toc78105584]Figure 42 Azure app configuration.
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[bookmark: _Toc76589172][bookmark: _Toc77332425][bookmark: _Toc78105585]Figure 43 Ngrok configuration.


The tunnel is established by creating a configuration file that defines various parameters such as the closest cloud service region, protocol, connection port and subdomain, as shown in figure 44. Then Ngrok is enabled as a background service, allowing continuous remote connectivity. Finally, information about the tunnel session status is provided in figure 45.
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[bookmark: _Toc78105586]Figure 44 Tunnels’ configuration options.
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[bookmark: _Toc76589173][bookmark: _Toc77332426][bookmark: _Toc78105587]Figure 45 Ngrok tunnel information.






7 [bookmark: _Toc78105436]Testing 
This section presents the test cases conducted of the five main Inari Pi’s functionalities: WAP, Interface Management, WAF, NIDS and remote connection.
[bookmark: _Toc78105437]7.1 WAP
	Test case ID: 1

	1. Objective:
	2. Steps:
	3. Input:

	Authenticate to the Inari PI Wi-Fi network with an invalid passphrase.

	1 Switch on the device’s Wi-Fi 
2 Connect to the Inari Pi network
	Passphrase: InaripiPassphrase!

	4. Expected output:
	5. Actual output: 

	The client should be unable to connect.
	As expected.



[bookmark: _Toc76589174][bookmark: _Toc77332427][bookmark: _Toc78105588]Figure 46 Output test ID:1.

	Result: PASS



	Test case ID: 2

	1. Objective:
	2. Steps:
	3. Input:

	Authenticate to the Inari PI Wi-Fi network with the valid passphrase.

	1 Switch on the device’s Wi-Fi 
2 Connect to the Inari Pi network
	Passphrase: 92010NewMountainView!

	4. Expected output:
	5. Actual output: 

	The client should be able to connect.
	As expected.



[bookmark: _Toc76589175][bookmark: _Toc77332428][bookmark: _Toc78105589]Figure 47 Output test ID:2. 

	Result: PASS



	Test case ID: 3

	1. Objective:
	2. Steps:
	3. Input:

	Check DHCP leasing.
	1 Open terminal (Windows)
2 Check assigned IP address.

	Ipconfig

	4. Expected output:
	5. Actual output: 

	The device’s IP address should be in the range 192.168.4.2 - 192.168.4.30.
	As expected.



[bookmark: _Toc76589176][bookmark: _Toc77332429][bookmark: _Toc78105590]Figure 48 Output test ID:3.

	Result: PASS



	Test case ID: 4

	1. Objective:
	2. Steps:
	3. Input:

	Test DNS server
	1 Launch Windows’ command prompt
2 Use the “nslookup” command to query the DNS server.

	nslookup www.uwtsd.ac.uk

	4. Expected output:
	5. Actual output: 

	The DNS server should translate the domain name into its respective IP address.
	As expected.
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[bookmark: _Toc76589177][bookmark: _Toc77332430][bookmark: _Toc78105591]Figure 49 Output test ID:4.

	Result: PASS



7.2 [bookmark: _Toc78105438]Management interface
	Test case ID: 5

	1. Objective:
	2. Steps:
	3. Input:

	Test client-side validation with invalid credentials.
	1 Access the management interface.

	Username=admin
Password=LogMeIn!


	4. Expected output:
	5. Actual output: 

	Input should not be accepted, notifying the user about the required complexity.
	As expected.
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[bookmark: _Toc76589178][bookmark: _Toc77332431][bookmark: _Toc78105592]Figure 50 Output test ID:5.


	Result: PASS

	Notes: Client-side validation is applied and tested on all the forms used on the Inari PI.



	Test case ID: 6

	1. Objective:
	2. Steps:
	3. Input:

	Test client-side validation with valid but incorrect credentials.  
	1 Access the management interface

	Username= 1InariPIAdmin10
Password= !LogMeInPassword99

	4. Expected output:
	5. Actual output: 

	An error message should be displayed to inform the user about the incorrect login and the remaining attempts.
	As expected.
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[bookmark: _Toc76589179][bookmark: _Toc77332432][bookmark: _Toc78105593]Figure 51 Output test ID:6.

	Result: PASS



	Test case ID: 7

	1. Objective:
	2. Steps:
	3. Input:

	Attempt a login using correct credentials within 100 seconds from the last three wrong attempts. 
	1 Perform three consecutive wrong logins.

	Username= BlueLakeSweden21
Password= Peppeventimiglia10!

	4. Expected output:
	5. Actual output: 

	The login should be unsuccessful, displaying an error message for 100 seconds.
	As expected.
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[bookmark: _Toc76589180][bookmark: _Toc77332433][bookmark: _Toc78105594]Figure 52 Output test ID:7.

	Result: PASS



	Test case ID: 8

	1. Objective:
	2. Steps:
	3. Input:

	Test the password reset functionality by inserting a non-registered email.
	1 Access the management interface
2 Click on “Forgotten passphrase?”

	Email= abcdefg@123.com


	4. Expected output:
	5. Actual output: 

	An error message should inform the user about the failed authentication. 
	As expected.
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[bookmark: _Toc76589181][bookmark: _Toc77332434][bookmark: _Toc78105595]Figure 53 Output test ID:8.

	Result: PASS



	Test case ID: 9

	1. Objective:
	2. Steps:
	3. Input:

	Test the password reset functionality by inserting the registered user’s email.
	1 Access the management interface
2 Click on “Forgotten password?”

	Email= inaripi_client@hotmail.com


	4. Expected output:
	5. Actual output: 

	A message should inform the user about the successful request, and an email notification containing the passphrase reset link should be sent to the end-user.
	As expected.
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[bookmark: _Toc76589182][bookmark: _Toc77332435][bookmark: _Toc78105596]Figure 54 Output test ID:9 (1).
[image: ]
[bookmark: _Toc76589183][bookmark: _Toc77332436][bookmark: _Toc78105597]Figure 55 Output test ID:9 (2).

	Result: PASS



	Test case ID: 10

	1. Objective:
	2. Steps:
	3. Input:

	Test the password update form by providing mismatching values
	1 Access the password reset email.
2 Click on the  reset link
	Passphrase: Maneskin2021Eurovision?
Confirm Passphrase:2021BlindEurovision?

	4. Expected output:
	5. Actual output: 

	
An error message should inform the user about the mismatch.
	As expected.
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[bookmark: _Toc76589184][bookmark: _Toc77332437][bookmark: _Toc78105598]Figure 56 Output test ID:10.

	Result: PASS



	Test case ID: 11

	1. Objective:
	2. Steps:
	3. Input:

	Change the password using the reset link.
	1 Access the password reset email.
2 Click on the link
	Passphrase: Maneskin2021Eurovision?
Confirm passphrase: Maneskin2021Eurovision?

	4. Expected output:
	5. Actual output: 

	A message should inform the user about the successful password update.
	As expected.
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[bookmark: _Toc76589185][bookmark: _Toc77332438][bookmark: _Toc78105599]Figure 57 Output test ID:11.

	Result: PASS



	Test case ID: 12

	1. Objective:
	2. Steps:
	3. Input:

	Attempt to change password 10 minutes after the password-reset link was received.
	1 Access the password reset email.
2 Click on the reset link
	-


	4. Expected output:
	5. Actual output: 

	An error message should inform the user about the expired link.
	As expected.
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[bookmark: _Toc76589186][bookmark: _Toc77332439][bookmark: _Toc78105600]Figure 58 Output test ID:12.

	Result: PASS



	Test case ID: 13

	1. Objective:
	2. Steps:
	3. Input:

	Test server-side validation
	1 Access the Devices page
2 Select the “Username” link to update the username.
3 Disable client-side validation on the “New username” and “Confirm new username” fields by inspecting each textbox using the browser’s developer tool and deleting the validation regex and additional tags coded in HTML.

	Current Username: BlueLakeSweden21

New username: ABC

Confirm new username: ABC 

	4. Expected output:
	5. Actual output: 

	
Despite the “Current Username” matches the value stored in the database, and the new values also match, the update should not be performed, and an error message should be displayed.
	As expected.
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[bookmark: _Toc76589187][bookmark: _Toc77332440][bookmark: _Toc78105601]Figure 59 Output test ID:13.

	Result: PASS

	Notes: Server-side validation applies on all the forms used on the Inari PI



	Test case ID: 14

	1. Objective:
	2. Steps:
	3. Input:

	Access a privileged webpage without authentication.
	1 Navigate to the management interface.
2 Insert a customised URL
	URL: 192.168.4.1/account.php


	4. Expected output:
	5. Actual output: 

	An error message should inform the user that access is forbidden for unauthenticated users.
	As expected.
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[bookmark: _Toc76589188][bookmark: _Toc77332441][bookmark: _Toc78105602]Figure 60 Output test ID:14.

	Result: PASS



	Test case ID: 15

	1. Objective:
	2. Steps:
	3. Input:

	Access a privileged resource after logging out of the account.
	1 Open the browser’s history.
2 Access a privileged page previously visited.

	-

	4. Expected output:
	5. Actual output: 

	Access to the page should be denied due to the PHP sessions showing an error message. 
	As expected.
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[bookmark: _Toc76589189][bookmark: _Toc77332442][bookmark: _Toc78105603]Figure 61 Output test ID:15.

	Result: PASS



	Test case ID: 16

	1. Objective:
	2. Steps:
	3. Input:

	Approve a device on the network.
	1 Access the Devices page from the management interface.
2 Click on the Approve button for the respective device.
	-

	4. Expected output:
	5. Actual output: 

	An Iptables rule should be created to accept the device’s traffic, and a SQL query should update the device’s status to 2 (whitelisted). 
	As expected.



[bookmark: _Toc76589190][bookmark: _Toc77332443][bookmark: _Toc78105604]Figure 62 Output test ID:16 (1).
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[bookmark: _Toc76589191][bookmark: _Toc77332444][bookmark: _Toc78105605]Figure 63 Output test ID:16 (2).

	Result: PASS



	Test case ID: 17

	1. Objective:
	2. Steps:
	3. Input:

	Deny a device on the network
	1 Access the Devices page from the management interface
2 Click on the Block button for the respective device.
	-

	4. Expected output:
	5. Actual output: 

	Any previous rules should be deleted, and a new deny rule should be created. 
A SQL query should change the device’s status to 3. 
	As expected.



[bookmark: _Toc76589192][bookmark: _Toc77332445][bookmark: _Toc78105606]Figure 64 Output test ID:17 (1).
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[bookmark: _Toc76589193][bookmark: _Toc77332446][bookmark: _Toc78105607]Figure 65 Output test ID:17 (2).

	Result: PASS



	Test case ID: 18

	1. Objective:
	2. Steps:
	3. Input:

	Eliminate a blacklisted device.
	1 Access the Devices page from the management interface.
2 Click on the Denied button.
3 Click on the device’s Eliminate button.
	-

	4. Expected output:
	5. Actual output: 

	Any previous rules should be deleted as well as the respective database record. 
	As expected.



[bookmark: _Toc76589194][bookmark: _Toc77332447][bookmark: _Toc78105608]Figure 66 Output test ID:18 (1).


[bookmark: _Toc76589195][bookmark: _Toc77332448][bookmark: _Toc78105609]Figure 67 Output test ID:18 (2).

	Result: PASS



7.3 [bookmark: _Toc78105439]WAF
	Test case ID: 19

	1. Objective:
	2. Steps:
	3. Input:

	Test the Login form against a simple SQL injection.
	1 Access the management interface
2 Disable client-side validation using the browser’s developer tools.

	Username: ‘ ‘Or 1=1/*’
Password: ‘ ‘Or 1=1/*’

	4. Expected output:
	5. Actual output: 

	The Waf should identify the SQL injection attack, blocking the attempt and showing an error message.
	As expected.
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[bookmark: _Toc76589196][bookmark: _Toc77332449][bookmark: _Toc78105610]Figure 68 Output test ID:19.

	Result: PASS



	Test case ID: 20

	1. Objective:
	2. Steps:
	3. Input:

	Test the Login form against a simple XSS attack. 
	1 Access the management interface
2 Disable client-side validation using the browser’s developer tools.

	Username: <script>alert(“hello”)</script>
Password: <script>alert(“hello”)</script>

	4. Expected output:
	5. Actual output: 

	
The Waf should identify the XSS attack, blocking the attempt and showing an error message.
	As expected.
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[bookmark: _Toc76589197][bookmark: _Toc77332450][bookmark: _Toc78105611]Figure 69 Output test ID:20.

	Result: PASS



	Test case ID: 21

	1. Objective:
	2. Steps:
	3. Input:

	Test the management interface against a simple Local File Inclusion
	1 Access the management interface
2 Modify the URL to execute a file using the bash compiler.

	URL: https://192.168.4.1/index.php?
exec/bin/bash/%20/etc/malicious-script.sh

	4. Expected output:
	5. Actual output: 

	The WAF should identify the LFI attack, blocking the attempt and showing an error message.
	As expected.
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[bookmark: _Toc76589198][bookmark: _Toc77332451][bookmark: _Toc78105612]Figure 70 Output test ID:21.

	Result: PASS



[bookmark: _Toc78105440]7.4 NIDS
	Test case ID: 22

	1. Objective:
	2. Steps:
	3. Input:

	Test the NIDS by simulating an automated Brute Force attack against the login form.
	1 Connect the Kali Linux machine to WLAN.
2 Open a new terminal window.
3 Disable the “snort_alert_parser” service.
4 Use Hydra to perform the attack.
	sudo hydra -l BlueLakeSweden21 -P /home/kali/Desktop/1000-most-common-passwords.txt 192.168.4.1 https-post-form "/index.php:username=BlueLakeSweden21&password=^PASS^&submit=submit:Wrong login details." -v -I

	4. Expected output:
	5. Actual output: 

	The NIDS should detect the attack.
	As expected.
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[bookmark: _Toc76589199][bookmark: _Toc77332452][bookmark: _Toc78105613]Figure 71 Output test ID:22.

	Result: PASS



	Test case ID: 23

	1. Objective:
	2. Steps:
	3. Input:

	Test the NIDS by simulating a DOS attack.
	1 Connect the Kali Linux machine to the Inari PI WLAN.
2 Open a new terminal window.
3 Disable the “snort_alert_parser” service.
4 Use Hping3 to perform the attack.
	sudo hping3 -S --fast -V -p 80 192.168.4.1

	4. Expected output:
	5. Actual output: 

	The NIDS should detect the attack.
	As expected.
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[bookmark: _Toc76589200][bookmark: _Toc77332453][bookmark: _Toc78105614]Figure 72 Output test ID:23.

	Result: PASS



	Test case ID: 24

	1. Objective:
	2. Steps:
	3. Input:

	Test the NIDS by simulating a reconnaissance attack.
	1 Connect the Kali Linux machine to the WLAN.
2 Open a new terminal window.
3 Disable the “snort_alert_parser” service.
4 Use Nmap to perform the attack.
	sudo nmap -sX 192.168.4.1

	4. Expected output:
	5. Actual output: 

	The NIDS should detect the attack.
	As expected.
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[bookmark: _Toc76589201][bookmark: _Toc77332454][bookmark: _Toc78105615]Figure 73 Output test ID:24.

	Result: PASS



	Test case ID: 25

	1. Objective:
	2. Steps:
	3. Input:

	Test the NIDS by simulating a reconnaissance attack on a Wi-Fi client.
	1 Connect the Kali Linux machine to the WLAN.
2 Open a new terminal window.
3 Disable the “snort_alert_parser” service.

	sudo ping -f 192.168.4.8

	4. Expected output:
	5. Actual output: 

	The NIDS should detect the attack.
	As expected.
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	Result: PASS



	Test case ID: 26

	1. Objective:
	2. Steps:
	3. Input:

	Test the NIDS by simulating a web application vulnerability scan.
	1 Connect the Kali Linux machine to the WLAN.
2 Open a new terminal window.
3 Disable the “snort_alert_parser” service.
4 Launch Nikto to perform the attack.
	sudo nikto -h 192.168.4.1

	4. Expected output:
	5. Actual output: 

	The NIDS should detect the attack.
	As expected.
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	Result: PASS



	Test case ID: 27

	1. Objective:
	2. Steps:
	3. Input:

	Test the “snort_alert_parser” service to alert and block a device in case of malicious behaviour.
	1 Connect the Kali Linux machine to the WLAN.
2 Open a new terminal window.
3 Perform an attack targeting the whole network.
	Sudo nmap -T4 -A -p- 192.168.4.0/24

	4. Expected output:
	5. Actual output: 

	The service should block the device’s traffic, update its status on the database and send an email notification to the user.
	As expected.



[bookmark: _Toc76589204][bookmark: _Toc77332457][bookmark: _Toc78105618]Figure 76 Output test ID:27 (1).


[bookmark: _Toc76589205][bookmark: _Toc77332458][bookmark: _Toc78105619]Figure 77 Output test ID:27 (2).
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	Result: PASS



	Test case ID: 28

	1. Objective:
	2. Steps:
	3. Input:

	Test ARP poisoning prevention attack.
	1 Connect the Kali Linux machine to the WLAN.
2 Open two new terminal windows to target the router and a device simultaneously. 
	Sudo arpspoof -h 192.168.4.1 192.168.4.20

sudo arpspoof -h 192.168.4.20 192.168.4.1


	4. Expected output:
	5. Actual output: 

	The ARP Poisoning prevention mechanism should detect modified entries in the router’s ARP tables and block the attacker.
	Not as expected.
The attack disrupts the  internet connectivity.



[bookmark: _Toc77332460][bookmark: _Toc78105621]Figure 79 Output test ID:28.

	Result: FAIL



	Test case ID: 29

	1. Objective:
	2. Steps:
	3. Input:

	Attempt to connect to the network, spoofing a whitelisted device’s MAC address
	1 From a client, turn off the Wi-Fi card (Sudo ifconfig wlan0 down)
2 Apply new MAC address (sudo ifconfig wlan0 hw ether 9a:1c:39:16:00:e8)
3 Turn on the interface (sudo ifconfig wlan0 up)
4 Attempt to connect.

	-

	4. Expected output:
	5. Actual output: 

	The DHCP server (Dnsmasq) should not allow duplicated MAC addresses. After the failed attempt, the device’ ARP Cache memory should automatically reset, showing the actual MAC address.
	As expected.
. [image: ]
[bookmark: _Toc77332461][bookmark: _Toc78105622]Figure 80 Spoofed MAC address.
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	Result: PASS



7.5 [bookmark: _Toc78105441]Remote connection
	Test case ID: 30

	1. Objective:
	2. Steps:
	3. Input:

	Test remote connection to the Inari Pi.
	1 Open the browser.
2 Navigate to the Ngrok customised URL.

	URL:inaripiservice.eu.ngrok.io.

	4. Expected output:
	5. Actual output: 

	Microsoft login form should be displayed. After successful authentication, the user should authenticate to the management interface.
	As expected.
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	Result: PASS



8 [bookmark: _Toc78105442]Evaluation 
[bookmark: _Toc78105443]8.1 System evaluation
The test cases’ results show the Inari Pi’s ability to provide granular network control by detecting new hosts on the WLAN and enabling the end-user to act, even if not locally connected to the home’s network. 
For the interface management, it is relevant to note that providing internet access to all the greylisted devices can represent a risk to the multiple-layer security system, as devices with this status are not approved yet.  Also, it can represent an advantage for an attacker with a blocked device to reconnect to the WLAN by changing the device’s MAC address to a new random MAC address rather than spoofing a whitelisted device’s MAC address. However, taking a different approach and blocking all the devices’ access until the user’s approval can result in various disadvantages such as:
· Increased operational disruption, as any device cannot connect to the internet even after authenticating to the WAP.
· Constant pressure and stress for the homeowner, as the end-user would be required to check notifications and immediately provide access for each known device.
Hence, this approach is avoided as it is believed to cause the device’s disuse in the long term possibly. 
The tests conducted on the NIDS highlight the system's efficiency to detect and prevent common network attacks. The only exception is for the ARP poisoning prevention mechanism. This mechanism was successfully tested on a virtual environment, detecting differences between the router’s ARP table and the database and blocking the attacker’s MAC address. However, despite the result in the real environment, the mechanism is enabled as a background service to constantly check the IP address/MAC address mapping for each device. As analysed in chapter 6.5, Snort is not implemented as an IPS to prevent congestions and resource overheads. However, a custom script enhances the application to operate similarly to a Network Intrusion Prevention System, even if the application might not capture all single packets in case of high network traffic. If malicious behaviours are detected, the snort_alert_parser.service service successfully acts on the firewall to block the device and update its status, performing two actions that a standard configuration could not achieve, as a NIPS typically drops packets. Furthermore, Snort rules are tuned to detect specific and well-known traffic patterns, which brings the advantage of minimising false-positive alerts and the disadvantage of being limited in detecting unknown or modified versions of attacks.
[bookmark: _Hlk77706420]The output of the WAF’s test cases also demonstrates the capacity to stop typical web application attacks. The Mod_security plugin provides stricter control on non-automated attacks performed against the interface management, which might not create enough traffic volume to allow the NIDS to trigger a firewall rule. This mechanism offers several advantages, such as regular OWASP updates of the Rule Core Set (RCS) and immediate attack detection and prevention without requiring a certain number of alerts, such as in the NIDS case. However, the main disadvantage consists of the WAF’s inability to block a device. 
[bookmark: _Toc78105652]                Table 8 Summary of the attack’s simulation testing.
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Remote connectivity to the management interface is also successfully achieved through Ngrok. This functionality can represent a high-security risk, as the local web server is exposed to the internet and could be accessible by anyone in possession of the link. However, using OAuth2 to delegate the tunnel access authorisation to Microsoft and then requesting the user to authenticate to the management interface can constitute a reliable security mechanism against intruders.
[bookmark: _Hlk77709281][bookmark: _Hlk77709308]Regarding the device’s performance, table 9 shows a comparison between the Inari Pi and the professional ISP home router used in this experiment. The new device moderately affects the network performance, but the major difference consists of Wi-Fi transfer speed, as the ISP router implements six antennas, achieving a greater transmission speed than the Inari Pi, which implements only one. However, the Inari PI has a more powerful CPU and RAM that allows multiple servers to work seamlessly and support heavier workloads than the ISP router. The Inari PI CPU usage has been monitored to consume at an average running status between 1% and 30%, while the RAM consumption oscillates between 350Mb and 800Mb.
[bookmark: _Toc78105653]Table 9 Inari PI – ISP home router comparison
	[bookmark: _Hlk77708659]
	ISP Home router
(Huawei FastGate)
	Inari Pi
(Raspberry PI 4 Model b)

	Processor
	Dual-Core 1.5 GHz 64 bit, Broadcom BCM68360
	Quad-core 1.5 GHz 64-bit ARM-Cortex A72 

	Memory
	512 MB DDR3-1866 Micron

	4 Gigabyte LPDDR4 RAM

	Link speed
	300 Mbps (6 antennas)

	54 Mbps (1 antenna)

	Upload speed
	1.02 Mbps

	0.99 Mbps

	Download speed
	17.07 Mbps

	15.87 Mbps

	Ping round trip
	34 Ms

	35 Ms



From a security perspective, at the time of this experiment, the Nessus vulnerability scanner found a  medium and low vulnerability on the Inari PI, respectively, about using a self-signed certificate and the DHCP server detection. The results also produced 35 informative notes about the servers and services implemented on the device. 
The scan conducted with OWASP ZAP to assess the web application ‘security highlighted five low-level alerts related to cookies management, cache memory control and protection from Cross-Site Request Forgery attacks. 
	
[bookmark: _Toc77332465][bookmark: _Toc78105626]Figure 84 Nessus results.
	
[bookmark: _Toc77332466][bookmark: _Toc78105627]Figure 85 OWASP ZAP results.



In addition, a negative output was produced by another analysis conducted with SQLmap, to find SQL vulnerabilities. Furthermore, the scan performed with Nmap listed all the device’s open ports. Port 22 (SSH) and port 5900 (VNC) are open to allow remote connection to the command line interface and the desktop for testing purposes, but both services are disabled for the end-user. 
All scans have been executed by disabling the NIDS and WAF. The complete reports are included in Appendices iii, iv, v and vi.

[bookmark: _Toc78105444]8.2 Personal evaluation
Developing a device to enhance network security is a complex and challenging task. 
Indeed, there is a significant difference between two fields in cybersecurity: offensive and defensive security. In the former category, an attacker only needs to find a single vulnerability to gain complete control of the system. Instead, a cybersecurity professional needs to protect a system from all possible attacks in the latter category. As a result, an attacker only needs to win once when attempting to penetrate a system, while a network defender needs to win every single time.
Inari PI is a  project based on the defensive security field whose main challenge consists of detecting and preventing various threats in a smart home network. Although the device protects against the most common attacks, other categories of attacks such as social engineering and wireless can also harm the system's security. However, this experiment does not consider these additional threats for constituting a secondary category of attacks.
By examining the output of the test cases, Inari PI can be considered a promising solution to increase smart home network’ security. The enhanced NIDS and WAF constitute two critical aspects of the solution that forge an automatic protective behaviour against common smart home threats, not implemented on average home routers commercialised on the market. 
In addition, various mechanisms and characteristics such as the intuitive management interface, the device’s three-status classification and the auto-blocking process for malicious devices facilitate the device’s management and reduce the number of the users' configurations. Indeed, almost all functionalities on the device, with some exceptions for Ngrok, are entirely managed by automated services that restart at each system’s boot-up and failure, that can transform the Inari PI into a  “Plug and Play” device. The only requirements are a power adapter, an RJ-45 cable connection to the ISP router and a Wi-Fi antenna. This level of automation is more significant than what was previously achieved in other experiments without requiring constant user’s interaction and without being affected by the end user's lack of technical skills.
The device’s performance is also surprising compared to the ISP router, allowing space and resources for further enhancements. 
































9 [bookmark: _Toc78105445]Further Enhancement 
Further enhancements can improve the device’s efficiency and security, including:
· Remote connectivity: 
The introduction of Multi-Factor Authentication on the user’s email account can add an extra layer of security when accessing the encrypted tunnel. Moreover, a script can automate the update process between the email address stored on the Ngrok tunnel’s configuration, which has a granted access to the tunnel, to the one stored on the Inari Pi’s database.  
· NIDS:
The creation of additional Snort rules can protect and minimise the risk of other threats such as session hijacking, malware, wireless, and many more. 
· ARP poisoning:
Further studies on the network traffic can reveal more information about the unintended denial of service attack generated. It would also be interesting to execute ARP poisoning attacks with different tools, such as Ettercap or Bettercap, and install different utility tools to manage the DHCP and DNS servers to study the network behaviour.
· Vulnerabilities:
The discovered vulnerabilities can be analysed to find patches or implement different solutions to avoid weaknesses. Installing and configuring a vulnerability scanner on the Inari Pi can also be helpful. Regular scans of the router and all the hosts on the network, especially for IoT devices, can monitor the devices’ health and discover vulnerabilities before an attacker does. If critical, high, or medium vulnerabilities are found, the end-user can be informed via email, requiring IT assistance for the device. 
· Management interface:
The management interface can be enriched with new functionalities to allow the end-user to change the WPA2 passphrase and provide an option to limit the greylisted devices’ access to the management interface until approval. 
· Performance
A more powerful antenna can be configured on the device to broadcast the Wi-Fi network over a wider area, providing connectivity to a more significant number of devices.















10 [bookmark: _Toc78105446] Conclusion
In this report, a feasible solution to improve smart home network’ security was presented. 
In chapter 1, the introduction of the IoT world and home network security provided an overview of the topic, stating the project’s aims and objectives. Then, the literature review allowed us to gain fundamental knowledge of the CIA and AAA principles that define network security, along with the typical smart home network’s security issues, common threats and lastly, the most recent experiments performed in academia. After this initial part, the research onion concept was explored to define the research methods employed throughout the report and its experiments, highlighting the choice of primary and secondary sources. This section also introduced the Agile methodology as the project’s system development lifecycle, allowing flexibility and agility. Next, the functional and non-functional requirements were described according to the security-in-depth concept, and in the next chapter, the management interface and database’s design were presented. In chapter 6, all the functionalities were implemented, enabling the device to run as a WAP, webserver, WAF, NIDS and allowing remote connectivity. Finally, each functionality was tested, showing positive outputs except for the ARP poisoning detection mechanism. The results were then analysed through a system and personal evaluation, identifying enhancements to improve the device’s efficiency and security.
[bookmark: _Hlk77747949]Concluding, the project has accomplished the aim and objective specified in chapter 1. The solution is an easy-to-use device powered by automated processes to provide internet access to the Wi-Fi clients, allow local and remote management of the hosts and enable automatic detection and prevention of common malicious attacks. Hence, Inari Pi can represent a valuable contribution to academia's research and a suitable example for the market to develop technologies that can improve smart home networks' protection against the additional risks introduced by IoT devices.
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[bookmark: _Toc77332469][bookmark: _Toc78105630]Figure 88 Kali Linux machine equipped with a Wi-Fi antenna for testing.
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PROJECT RESEARCH Approval Form (Ethics)

Have you considered whether there are any problematic ‘ethical issues’ in your proposed research project?  If not, you really should talk to your Course Tutor or Supervisor to discuss if there are any issues you need to address. 

If you have already completed an ‘Ethics Approval Form’ within your Faculty/School, you do not need to complete this form. However, you haven’t considered the ethics issues in your proposal, you need to complete this form. 
Not all details necessarily apply to your area of study, so you may leave some boxes blank, but do try and complete it as fully as you can. All sections deal with potential ethical issues which need careful consideration before you commence your research, to ensure you deal with them properly (in accordance with the law, for example). You may find it easier to complete the form with assistance from your tutor/supervisor. 
	Name:
	Giuseppe Ventimiglia

	Project/Research Title:
	Inari Pi: a home network security project

	Name of Supervisor:
	Md Sadeque Imam Shaikh

	School/Dept.
	University of Wales Trinity Saint David

	Faculty:
	IT

	Proposed Start Date:
	15/10/2020
	End Date:
	26/07/2021



1. Summary of planned research please indicate briefly below the purpose of your planned project/research, together with your aims, main research questions and research design – you can continue onto a separate sheet if necessary.
	The project's aim consists of developing an effortless and effective home network security device named Inari PI to address typical security threats. 
The project implies the achievement of five significant objectives :
1. To develop an easy-to-use and automated device able to reduce the user’s management and monitoring. 
2. To configure the device as a Wireless Access Point to provide internet connectivity to a home network.
3. To allow local and remote management of the device.
4. To inspect the network traffic and block malicious traffic and devices.
5. To examine and evaluate the performance of the proposed solution to ensure its efficiency.  



2. Methodology you need to be clear about the methodology you intend to use in your study; this could include any number of methods, so either tick those shown below (where appropriate) or put the details in the box marked *

	 
	Interviews
	
	Participant Observation
	 
	Use of personal data

	
	
	
	
	
	

	
	Focus groups
	
	Questionnaire
	 
	Literature Review

	
	
	
	
	
	

	
	Performance
	
	Presentation
	
	Other (state below)*



	



3. Participants - Does your proposed project/research involve human participants?
	
	1. Yes, as a primary source*
	
	2. Yes, as a secondary source*
	
	No- go to section 4



*If you have ticked yes, you are likely to need an Advanced CRB check before undertaking your study.
If yes, indicate who your participants are:

	
	Early years/Pre-School children
	
	Adults - give details below
	

	
	
	
	

	
	School age children
	
	Vulnerable people - give details below
	

	
	
	
	

	
	Young People aged 17-18
	
	 Unknown at this stage

	
	
	



4. Other Ethical issues (tick all that may apply to your research)

	
	Administration of drugs incl. alcohol 
	
	Deprivation

	
	
	
	

	
	Unpleasant stimuli in any manner or form
	
	Active deception or withholding information

	
	
	
	

	
	Collection of highly personal information
	
	Payment



5. Are there any ethical concerns other than those listed above?
	N/A



6. If there are any ethical concerns, please state how you intend to minimise any risk of harm or distress that could be caused
	N/A


You should enclose the research proposal form, together with any materials (e.g. questionnaire, interview schedule) when submitting this form to your tutor/supervisor.

Student Signature ____________________________________Date_____________

**********************************************************************************
Supervisor’s Signature       _________Date______________

	
	Ethics clearance given at  Faculty Level
	

	
	
	

	
	Clearance not given at Faculty level – forwarded for discussion at the next meeting of the University Ethics Committee.   Details below:
	

	
	
	

	Comments:




	
Chair’s Initials
	


	
Date
	



Details on this form will always be dealt with in accordance with the terms of the Data Protection Act 1998. The completed form will be retained on the student’s file after approval (for audit purposes) and may be forwarded firstly to the Faculty Board and thereafter to the University Ethics Committee for a discussion of the issues highlighted.


Appendices : Source code attached.
Nessus Vulnerabilites

Nessus Vulnerabilites	


Critical 	High	Medium	Low	Info	0	0	1	1	35	


OWASP ZAP Alerts

OWASP ZAP Web Applciation Vulnerabilites	
High	Medium	Low	Info	0	0	5	0	
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Dear IPI user,

“The following device: Testing-machine has been biocked dus to malicious actviy.
Please disconnect the device and seek for IT assistance. Your device might have.
been compromised

Many thanks.

The Inari P1 Team.
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wlang: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
txqueuelen 1000 (Ethernet)
RX packets 255 bytes 31566 (30.8 KiB)
RX errors 0 dropped 0 overruns 0 frane 0
TX packets 189 bytes 29704 (29.0 KiB)
TX errors 0 dropped 0 overruns @ carrier 0 collisions 0
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wlan0: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.4.27 netmask 255.255.255.0 broadcast 192.168..
inets fe80::Sebezee7c:fd7b:7fe prefixlen 64 scopeid 0x20<link>
txquevelen 1000 (Ethernet)
RX packets 261 bytes 33002 (32.2 KiB)
RX errors 0 dropped 0 overruns 0 frane 0
TX packets 202 bytes 31903 (31.1 KiB)
TX errors 0 dropped 0 overruns @ carrier 0 collisions 0
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No Anti-CSRF tokens were found in a HTML submission form.

‘A cross-site request forgery is an attack that involves forcing a victim to send an HTTP request
10 target destination without their knowiedge of intent in order to perform an action as the
victim. The underlying cause is application functionality using predictable URLfform actions in
a repeatable way. The nature of the aftack s that CSRF explofs the frust that a web sit has
for a user. By contrast, cross-site scripting (XSS) exploits the frust that a user has for a web
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deputy, and sea surf
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‘CSRF has primarily been used to perform an action against a target ste using the victim's
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Starting Nmap 7.91 ( https://nmap.org ) at 2821-86-26 1
Nmap scan report for 192.168.4.1

Host is up (.0081s latency).

Not shown: 65530 closed ports

PORT  STATE SERVICE VERSION
22/tep  open ssh OpenSSH 7.9p1 Raspbian 16+debleuz+rptl (protocol
2.0)

| ssh-hostkey:

| 20e8 et 54 (RSA)

| 256 69:Fb:bc:ed:cc:d3:db: 84: Bc: da: €7 3c:26:91: 2a:4c (ECDSA)
|_ 256 38:df:Bc:4d:6d: ec: 94:5: 96: ab: 1b: 78: bbs ee: £8:73 (ED25519)
S3/tcp open domain dnsmasq 2.86
| dns-ns id:
|_ bind.version: dnsmasq-2.86
80/tcp open http  Apache httpd
|_http-server-header: Apache
|http-title: Did not follow redirect to https://192.168.4.1/
483/tcp open ssl/http Apache httpd
|_http-server-header: Apache
| _http-title: 403 Forbidden
|Tssl-cert: Subject
commonNiame=inariPi.it/organizationNane=InariP1/stateOrProvinceNane=UK/coun
tryName=UK
| Subject Alternative Name: DNS:localhost, DNS:www.localhost, DNS:gw.wlan
| Not valid before: 2021-86-62T16:51:21
| _Not valid after: 2024-83-22T16:51:21
| ssl-date: TLS randomness does not represent time
| t1s-alpn:
|_ http/1.1
5566/tcp open vnc RealVNC Enterprise 5.3 or later (protocol 5.0)
| vnc-info:
| Protocol version: 005. 608
Security type
Unknown security type (13)
Ra2 (5)
Razne (6)
| Unknown security type (130)
| Unknown security type (192)
MAC Address: 00:C0:CA:98:FE:84 (ALFA)
Device type: general purpose
Running: Linux 4.X|5.X
05 CPE: cpe:/o:linux:linux_kernel:4 cpe:/o:linux:linux kernel:s
05 details: Linux 4.15 - 5.6
Network Distance: 1 hop
Service Info: 05: Linux; CPE: cpe:/o:linu

Linux_kernel

TRACEROUTE
HOP RTT  ADDRESS
1 5.06 ms 192.168.4.1





image99.png
—{kali®Testing-machine]-{~]

$ sudo sqlmap-u "https://192168.4 1/index php?username="8password="8submit=submit" ~cookie
"haa7buSmuuf1icin9pkebrk8h” -v ~tamper=space2comment —level 2

11 htte://saimap.org

] legal disclamer: Usage of salmap for attacking targets without prior mutual consent s ilegal. It is the end
user's responsibifty to obey allapplicable local, state and federal aws. Developers assume no liabilty and are
ot responsible for any misuse or damage caused by this program

[¥] starting @ 12:38:15 /2021-07-08/

[12:38:15] [INFO] loading tamper module 'space2comment

[12:38:17] [INFO] testing connection to the target URL

[12:38:15] [INFO) testing I the target URL contert is stable:

[12:38:20] [INFO] teret URL contert & stable

[12:38:20] [INFO] testing f GET paremeter username isdynamic

[12:38:21] [WARNING] GET parameter 'userame' does not appear to be dynamic

[12:38:23] [WARNING] heuritic (basic) test showsthat GET parameter ‘userame’ might not be injectable
[12:38:24] [INFO] testing for SQL injection on GET parameter username

[12:38:26] [INFO] testing AND boolearvbased biind - WHERE or HAVING clause’

[12:38:27] [WARNING] reflective value(s) found and fikering out

[12:38:32] [INFO] testing 'AND boolear-based biind - WHERE or HAVING clause (subauery - comment)’
[12:38:34] [INFO] testing AND boolean-based biind - WHERE or HAVING clause (commert]

[12:38:35] [INFO] testing 'MySQL RLIKE boolean-based biind - WHERE, HAVING, ORDER BY or GROUP BY clause’
[12:38:36] [INFO] testing 'PostgresQL AND boolean-based blind - WHERE or HAVING clause (CAST)'
[12:38:38] [INFO] testing ‘Oracke AND boolean-based bind - WHERE or HAVING clause (CTXSYS.DRITHSXSN)'
[12:38:40] [INFO) testing 'Boolean-based biind - Parameter replace (original value

[12:38:40] [INFO) testing 'Boolean-based biind - Parameter replace (DUAL]"

[12:38:40] [INFO) testing 'Boolean-based biind - Parameter replace (CASE)'

[12:38:41] [INFO] testing 'MySQL >= 5.0 boolean-based biind - ORDER BY, GROUP BY clause’

[12:38:41] [INFO] testing "PostresL boolean-based blind - ORDER BY, GROUP BY clause’

[12:38:41] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause.
(FLOORY

[12:38:42] [INFO) testing'MySQL
(EXTRACTVALUE)'

[12:38:43] [INFO) testing PostgresQL AND error-based - WHERE or HAVING clause’

[12:38:44] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING chuse (IN)
[12:38:45] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING cluse
(CONVERTY

[12:38:46] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING cluse (CONCAT)'
[12:38:47] [INFO] testing ‘Oracle AND error-based - WHERE or HAVING clause (XVILType)'

[12:38:45] [INFO] testing ‘Oracle AND error-based - WHERE or HAVING clause

(UTL_INADDR. GET_HOST_ADDRESS)’

[12:38:50][INFO] testing 'MySQL >= 51 error-based - PROCEDURE ANALYSE (EXTRACTVALUE]"

[12:38'51] [INFO] testing 'MySQL >= 5.0 error-based - Parameter replace (FLOOR]"

[12:38:51] [INFO] testing 'MySQL »= 5.1 error-based - Parameter replace (EXTRACTVALUE)'

5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause:
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[12:38:51] [INFO] testing ‘Microsoft SQL Server/Sybase error-based - Stacking (EXEC)"

[12:38:52] [INFO] testing ‘Generic infine queries’

[12:38:52] [INFO] testing 'MySQL inline queries’

[12:38:52] [INFO] testing ‘PostgresQL inline queries’

[12:38:52] [INFO] testing 'Microsoft SQL Server/Sybase inline queries’

[12:38:52] [INFO] testing ‘Oracle infine queries’

[12:38:52] [INFO] testing 'MySQL »=5.0.12 stacked queries (comment)'

[12:38:53] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'

[12:38:54] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)’

[12:38:55] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (DECLARE - comment)'

[12:38:55] [INFO] testing ‘Oracle stacked queries (DBMS_PIPE RECEIVE_MESSAGE - comment)

[12:38:56] [INFO] testing 'MySQL >=5.0.12 AND time-based biind (query SLEEP)"

[12:38:57] [INFO] testing 'MySQL »=5.0.12 AND time-based biind (SLEEP)’

[12:38:58] [INFO] testing 'MySQL »=5.0.12 RLIKE time-based biind"

[12:38:59] [INFO] testing 'PostgreSQL > 8.1 AND time-based biind"

[12:39:00] [INFO] testing 'Microsoft SQL Server/Sybase time-based biind (IF]"

[12:39:01] [INFO] testing ‘Oracle AND time-based blind"

[12:38:02] [INFO] testing 'MySQL »=5.0.12 time-based biind - Parameter replace’

it s recommended to perform only basic UNION tests ifthere isnot at least one other (potential technique
found. Do you want to reduce the number of requests? [¥/n] Y

[12:39:05] [INFO] testing ‘Generic UNION query (NULL) - Lto 10 columns’

[12:39:06] [INFO] testing "MySQL UNION query (NULL) - 10 10 columns’

[12:39:07] [WARNING] GET parameter ‘username’ does not seem to be injectable

[12:39:07] [INFO] testing f GET parameter ‘password'is dynamic

[12:38:07] [INFO] GET parameter ‘password' appears to be dynamic

[12:39:07] [WARNING] heuristic (basic) test shows that GET parameter ‘password’ might not be injectable
[12:39:07] [INFO] testing for SQ injection on GET parameter password’

[12:39:08] [INFO] testing 'AND boolean-based biind - WHERE or HAVING clause’

[12:39:08] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (subauery - comment)’
[12:39:11] [INFO] testing 'AND boolean-based biind - WHERE or HAVING clause (comment)’

[12:39:12] [INFO] testing 'MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause’
[12:39:14] [INFO] testing 'PostgreSQL AND boolean-based blind - WHERE or HAVING clause (CAST]'
[12:39:15] [INFO] testing ‘Oracle AND boolean-based biind - WHERE or HAVING clause (CTXSYS. DRITHSX.SN)'
[12:38:17] [INFO] testing 'Boolean-based blind - Parameter replace (original value)'

[12:39:17] [INFO] testing 'Boolean-based biind - Parameter replace (DUAL)'

[12:38:17] [INFO] testing 'Boolean-based blind - Parameter replace (CASE]"

[12:39:17] [INFO] testing 'MySQL »=5.0 boolean-based biind - ORDER BY, GROUP BY clause'

[12:38:17] [INFO] testing ‘PostgreSQL boolean-based blind - ORDER BY, GROUP BY clause’

[12:39:15] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause
(FLOOR)'

[12:39:19] [INFO] testing 'MysQL
(EXTRACTVALUEY

[12:39:20] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause’

[12:39:21] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING ciause (IN)'
[12:39:22] [INFO] testing ‘Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING ciause
(CONVERTY'

[12:39:23] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (CONCAT)'
[12:39:24] [INFO] testing ‘Oracle AND error-based - WHERE or HAVING clause (XMLType)’

[12:39:25] [INFO] testing ‘Oracle AND error-based - WHERE or HAVING ciause
(UTL_INADDR.GET_HOST_ADDRESS)'

[12:39:26] [INFO] testing 'MysQL

L AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause

1 error-based - PROCEDURE ANALYSE (EXTRACTVALUE)'
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[12:39:27] [INFO] testing 'PostgreSQL error-based - Parameter replace’
[12:3:27] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Stacking (EXEC'

[12:39:28] [INFO] testing ‘Generic infine queries’

[12:39:28] [INFO] testing 'MySQL inline queries’

[12:39:28] [INFO] testing ‘PostgresQL inline queries’

[12:39:28] [INFO] testing 'Microsoft SQL Server/Sybase inline queries’

[12:39:28] [INFO] testing ‘Oracle infine queries’

[12:39:28] [INFO] testing 'MySQL »=5.0.12 stacked queries (comment)’

[12:39:28] [INFO] testing ‘PostgresQL > 8.1 stacked queries (comment)'

[12:39:30] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)’

[12:39:31] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (DECLARE - comment)'

[12:39:31] [INFO] testing ‘Oracle stacked queries (DBMS_PIPE RECEIVE_MESSAGE - comment)

[12:39:32] [INFO] testing 'MySQL >=5.0.12 AND time-based biind (query SLEEP)"

[12:39:33] [INFO] testing 'MySQL »=5.0.12 AND time-based biind (SLEEP)'

[12:39:34] [INFO] testing 'MySQL »=5.0.12 RLIKE time-based biind"

[12:39:35] [INFO] testing 'PostgreSQL > 8.1 AND time-based biind"

[12:39:36] [INFO] testing 'Microsoft SQL Server/Sybase time-based biind (IF]"

[12:39:37] [INFO] testing ‘Oracle AND time-based blind"

[12:39:38] [INFO] testing 'MySQL »=5.0.12 time-based biind - Parameter replace’

[12:39:38] [INFO] testing ‘Generic UNION query (NULL) - Lto 10 columns’

[12:39:40] [INFO] testing 'MySQL UNION query (NULL) - 10 10 columns’

[12:39:41] [WARNING] GET parameter ‘password’ does not seem to be injectable

[12:39:41] [INFO] testing f GET parameter 'submit'is dynamic

[12:39:41] [INFO] GET parameter 'submit' appears to be dynamic

[12:39:41] [WARNING] heuristic (basic) test shows that GET parameter ‘submit’ might not be injectable:
[12:39:41] [INFO] testing for SQ injection on GET parameter 'submit’

[12:39:42] [INFO] testing 'AND boolean-based biind - WHERE or HAVING clause’

[12:39:44] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (subauery - comment)’
[12:39:45] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (comment)’

[12:39:46] [INFO] testing 'MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause’
[12:39:48] [INFO] testing 'PostgreSQL AND boolean-based blind - WHERE or HAVING clause (CAST]'
[12:39:50] [INFO] testing ‘Oracle AND boolean-based biind - WHERE or HAVING clause (CTXSYS. DRITHSX.SN)'
[12:3:51] [INFO] testing 'Boolean-based blind - Parameter replace (original value)'

[12:39:51] [INFO] testing 'Boolean-based blind - Parameter replace (original value)'

[12:39:52] [INFO] testing 'Boolean-based biind - Parameter replace (DUAL)'

[12:38:52] [INFO] testing 'Boolean-based blind - Parameter replace (CASE]"

[12:39:52] [INFO] testing 'MySQL »=5.0 boolean-based blind - ORDER BY, GROUP BY clause'

[12:39:52] [INFO] testing 'PostgreSQL boolean-based blind - ORDER BY, GROUP BY clause’

[12:39:52] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause
(FLOOR)'

[12:39:53] [INFO] testing 'MysQL
(EXTRACTVALUEY

[12:39:54] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause’

[12:39:55] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING ciause (IN)'
[12:39:56] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING ciause
(CONVERTY'

[12:38:57] [INFO] testing 'Microsoft QL Server/Sybase AND error-based - WHERE or HAVING clause (CONCAT)'
[12:39:58] [INFO] testing ‘Oracle AND error-based - WHERE or HAVING clause (XMLType)’

[12:39:55] [INFO] testing ‘Oracle AND error-based - WHERE or HAVING ciause
(UTL_INADDR.GET_HOST_ADDRESS)'

[12:40:00] [INFO] testing 'MySQL

L AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause

1 error-based - PROCEDURE ANALYSE (EXTRACTVALUE)
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[12:40:02] [INFO] testing 'Microsoft SQL Server/Sybase eror-based - Stacking (EXEC)"
[12:40:03] [INFO] testing ‘Generic infine queries’

[12:40:03] [INFO] testing 'MySQL inline queries’

[12:40:03] [INFO] testing ‘PostgresQL inline queries’

[12:40:03] [INFO] testing 'Microsoft QL Server/Sybase infine queries’

[12:40:03] [INFO] testing ‘Oracle infine queries’

[12:40:03] [INFO] testing 'MySQL >=5.0.12 stacked queries (comment)’

[12:40:04] [INFO] testing ‘PostgreSQL > 8.1 stacked queries (comment)'

[12:40:05] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)’

[12:40:05] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (DECLARE - comment)'
[12:40:06] [INFO] testing ‘Oracle stacked queries (DBMS_PIPE RECEIVE_MESSAGE - comment)
[12:40:07] [INFO] testing 'MySQL >=5.0.12 AND time-based biind (query SLEEP)"

[12:40:08] [INFO] testing 'MySQL »=5.0.12 AND time-based biind (SLEEP)'

[12:40:09] [INFO] testing 'MySQL >=5.0.12 RLIKE time-based biind"

[12:40:10] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind"

[12:40:10] [INFO] testing 'Microsoft SQL Server/Sybase time-based biind (IF]'

[12:40:11] [INFO] testing ‘Oracle AND time-based blind"

[12:40:12] [INFO] testing 'MySQL »=5.0.12 time-based biind - Parameter replace’

[12:40:12] [INFO] testing ‘Generic UNION query (NULL) - Lto 10 columns’

[12:40:14] [INFO] testing 'MySQL UNION query (NULL) - 1t0 10 columns’

[12:40:16] [WARNING] GET parameter ‘submit' does not seem to be injectable:

[12:40:16] [CRITICAL] all tested parameters do not appear to be injectable. Try to increase values for level/-
~risk’ options if you wish to perform more tests

[*] ending @ 12:40:16 /2021-07-08/
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=% sudo sslscan 192.168.4.1

Version: 2.0.16-static
OpensSL 1.1.11-dev  xx XX x00x

Connected to 192.168.4.1
Testing SSL server 192.168.4.1 on port 443 using SNI name 192.168.4.1

SSL/TLS Protocols:

sslvz
ssLvz

TLsvi.e
TLSvi.1
Tisvi.2
TLsvi.3

disabled
disabled
disabled
disabled

enabled
enabled

TLS Fallback SCSV: Server supports TLS Fallback SCSV
TLS renegotiation: Session renegotiation not supported

TLS Compressior

Heartbleed:
TLSV1.3 not vulnerable to heartbleed
TLSV1.2 not vulnerable to heartbleed

: Compression disabled

Supported Server Cipher(s):

Preferred
Accepted
Accepted
Preferred
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted

Tisvi3
TLsvis
TLsvi3
Tisviz
Tisvi.z
Tisviz
Tisvi.z
Tisvi.z
Tisvi.z
Tisviz
Tisvi.z
Tisviz
Tisviz
Tisvi.z
Tisviz
Tisvi.z
Tisvi.z
Tisvi.z
Tisviz
Tisvi.z
Tisvi.z
Tisviz
Tisvi.z
Tisvi.z
Tisviz
Tisvi.z
Tisvi.z
Tisviz
Tisvi.z
Tisvi.z
Tlsvi.z

128

bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits

TLS_AES_128_GOM_SHAZS6
TLS_AES_256_GOM_SHA3E4
TLS_CHACHAZD_POLY1305_SHAZ56
ECDRE-RSA-AES256-GCM-SHA3ES.
DHE-RSA-AES256-GCM-SHA3ES
ECDHE-RSA-CHACHAZ@-POLY1305.
DHE-RSA-CHACHA 20 -POLY1305
DHE-RSA-AES256-CCME
DHE-RSA-AES256-CCM
ECDHE-ARIA256-GCH-SHA3ES.
DHE-RSA-ARTA2S6- GCM-SHA3E4
ECDHE-RSA-AES128-GCM-SHAZS6.
DHE-RSA-AES128-GCM-SHAZS6
DHE-RSA-AES128-CCME
DHE-RSA-AES128-CCM
ECDHE-ARIA128-GCH-SHAZS6.
DHE-RSA-ARTA125- GCM-SHAZS6
ECDHE-RSA-AES256-SHA3E4.
DHE-RSA-AES256-SHA256
ECDHE-RSA-CAMELLTA256-SHA3E4
DHE-RSA-CAMELLIA256-SHA2S6
ECDHE-RSA-AES128-SHAZS6.
DHE-RSA-AES128-SHA256
ECDHE-RSA-CAMELLTA128-SHAZS 6
DHE-RSA-CAMELLIA125-SHA2S6
ECDHE-RSA-AES256-SHA
DHE-RSA-AES256-SHA
DHE-RSA-CAMELLIA256-SHA
ECDHE-RSA-AES128-SHA
DHE-RSA-AES128-SHA
DHE-RSA-CAMELL TA128-SHA

Curve 25519 DHE
Curve 25519 DHE
Curve 25519 DHE
Curve 25519 DHE
DHE 2045 bits
Curve 25519 DHE
DHE 2045 bits
DHE 2045 bits
DHE 2045 bits
Curve 25519 DHE
DHE 2045 bits
Curve 25519 DHE
DHE 2045 bits
DHE 2045 bits
DHE 2045 bits
Curve 25519 DHE
DHE 2045 bits
Curve 25519 DHE
DHE 2045 bits
Curve 25519 DHE
DHE 2045 bits
Curve 25519 DHE
DHE 2045 bits
Curve 25519 DHE
DHE 2045 bits
Curve 25519 DHE
DHE 2045 bits
DHE 2045 bits
Curve 25519 DHE
DHE 2045 bits
DHE 2048 bits

253
253
253
253

253

253

253

253

253

253

253

253

253

253
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Accepted TLSv1.2 256 bits AES256-GCM-SHA384
Accepted TLSv1.2 256 bits AES256-CCMS
Accepted TLSv1.2 256 bits AES256-CCH
Accepted TLSv1.2 256 bits ARIA256-GCM-SHA3S4
Accepted TLSv1.2 128 bits AESL25-GCH-SHA256
Accepted TLSv1.2 128 bits AES125-CCMS
Accepted TLSv1.2 128 bits AESL28-CCM
Accepted TLSv1.2 128 bits ARIAL25-GCM-SHA256
Accepted TLSv1.2 256 bits AES256-SHA2S6
Accepted TLSv1.2 256 bits CANELLIA256-SHA256
Accepted TLSv1.2 128 bits AES125-SHA2S6
Accepted TLSv1.2 128 bits CANELLIAI25-SHA256
Accepted TLSv1.2 256 bits AES256-SHA
Accepted TLSv1.2 256 bits CAMELLIA256-SHA
Accepted TLSv1.2 128 bits AESL25-SHA
Accepted TLSv1.2 128 bits CAMELLIAI25-SHA

Server Key Exchange Group(s):
TLSVI.3 128 bits secp2S6rl (NIST P-256)
TLSVI.3 192 bits secp3s4rl (NIST P-334)
TLSVI.3 260 bits secpS2lrl (NIST P-521)
TLSVI.3 128 bits x25519

TLSVI.3 224 bits x448

TLSVI.2 128 bits secp2S6rl (NIST P-256)
TLSVI.2 192 bits secp3s4rl (NIST P-334)
TLSVI.2 260 bits secpS2lrl (NIST P-521)
TLSVI.2 128 bits x25519

TLSVI.2 224 bits x448

SSL Certificate:
Signature Algorithm: sha256WithRSAEncryption
RSA Key Strength: 2045

Subject: inariPi.it
Altnames: DNs:localhost, DNS:ww.localhost, DNS:gw.wlan
Issuer:  gw.wlan

Not valid before: Jun 2 16:51:21 2021 G
Not valid after: Mar 22 16:51:21 2024 G
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Field Application
Healthcare o patients’ surveillance.

« Monitoring of physical activity.

« Assistance for older people.

city « Monitoring of the building’s structural health, lighting, transportation, parking.
* Waste management.

Environment |« Monitoring of air pollution, weather, and water quality.
« Detection of forest fire and river flood.
« Protection of wildlife.

Industry « Monitoring of explosive and hazardous gases.
« Maintenance and repair of the equipment
Energy « Monitoring of energy consumption and power supply.

Agriculture | Monitoring of greenhouse climate conditions, compost humidity and temperature, field
management and waste.
« Animal Tracking and offspring care.

Home  Management and remote control of home appliances, safety systems, intrusion
detection systems, energy, and water usage.
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D | Information Security
Asset Threat
1| Login « Unauthorised access to the | Identity and Enforce access control
information. system credentialtheft. | mechanisms.
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operation
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Device Interface | Ip address Subnet Mask Default
Gateway

ISP router | Ethernet1 | 100203XX__ | 255000 /A
Ethenet2 | 1921681254 | 2552552550 N/A

Inari Pirouter_| £th0 192168156 | 2562552550 1921681254
Wian1 19216841 | 2652652550 NA

Device 1 Wireless 19216844 | 2562562550 192168

Device 2 Wireless 19216846 | 2562562550 1921682,

Device 3 Wireless 19216847 | 2562552550 192168

Device 4 Wireless 19216848 | 255.255.255.0 192.168.4,
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Reset your passphrase x

Please provide your email address.
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a Home Devices Account Logout
Welcome to the

Inari PI

management

interface.

Manage all the devices connected to
your network by clicking on the
button below.

‘ 0 Manage Devices ‘ ‘ @ Read Manual ‘
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The InariPl Manual v. 1.0
Inari Pi is a home router device able to detect and prevent common attacks performed on networks, providing a
flexible management of the connected devices.

This web portal is organized into two main pages: Device and Account.

1Devices Page

‘The "Devices” page allows to control the device connected to the network.
‘The page's navigation menu include four buttons:
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Control your devices at a glance.

Device Name Details

=
© Copyright 2021 Inari PI
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Online devices

Device Name Details Status Action

Alexa Home Assistant, Kitchen. °
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Waiting for approval
Device Name Details Status Action

ThinkPad T-430 Take action to edit. Y
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Black-listed devices

Device Name Details Status Action

1P Webcam Living room. °
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White-Listed devices

Device Name Details. Status Action

Alexa Home Assistant, Kitchen. °
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Device Name Details Update
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Edit your account settings.

& Username
P Passphrase

& Email address
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& Username

Change your username.

‘Your current username

New username.

Confirm new username

Submit
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thl_device ———od login_log
P [ 1o_mac_adaress  int(e) ek [ 1dtog ntct1)
device_name varchar(2s) #K | p_address archar(19)
mac_address  varchar(t?) y_time bign20)
ip_address varchar(15)
thi_user
details varchar(30)
PK | id_user int(6)
status. int(1)
usemname varchar(30)
onlne varchar(t)
password varchar(64)
email varchar(35)






image28.png
‘country_code=IT

interface-wlan
driver-n186211
ssid-Inari_PT_A
h_mode-g

channel-4

macaddr_acl-8

auth_algs:
ignore_broadcast_ssid-6
wpa=2

wpa_passphrase-92616NewtountainView!
wpa_key_mgmt—WPA-PSK
wpa_pairwise=TKIP

rsn_pairwise-CCHP





image29.png
Enterface-wlanl

dhcp-range=192.168.4.2,192.168.4.30,255.255.255.0, 24h
donain-wlan

address-/gw.wlan/192.168.4.1
domain-needed

bogus-priv
dhcp-authoritative





image30.png
co: RADIUS: starting accounting session 79C384C81564E
wlanl: STA 00:cO:ca:08: WPA: pairwise key handshake completed (RSN)
wlanl: STA @0:c6:ca:08:06:4d IEEE 802.11: authenticated

wlan: TEEE 862.11: associated (aid 1)
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DHCPDISCOVER(wlan1) €8:c@:ca
DHCPOFFER(wlan1) 192.168.4.27
DHCPREQUEST (wlan1) 192.168.4.27 00:c6:
dnsmasq-dhcp[610] - DHCPACK(wlanl) 192.168.4.27 60:c8:ca:98:06:4d Testing-machine
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[file]sudo vim /etc/apache2/conf-available/security.conf
#to edit

ServerTokens Prod

ServerSignature OFf

TraceEnable OFF

Options all -Indexes

Header
Header
Header
Header
Header

set X-Content-Type-Options: nosniff
set X-Frame-Options: SAMEORIGIN

aluays set X-XSS-Protection "1;mode=block”
edit Set-Cookie ~(.*)$ $1;HttpOnly;Secure
aluays unset X-Powered-By
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Website Identity
Website:  192.168.4.1
Owner:  This wet

e does not supply ownership
Verifiedby: - CN=gw.wlan,C=UK
Expireson:  March 22,2024

Technical Details

Connection Encrypted (TLS_AES_128_GCM_SHA256, 128 bit keys, TLS 1.3)

The page you are viewing was encrypted before being transmitted over the Internet.
Encryption makes it difficult for unauthorized people to view information traveling between
‘computers. Itis therefore unlikely that anyone read this page s it traveled across the network.

Help
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inaripiaduin@inariPl:~ § cat /var/lib/misc/dnsmasq.leases
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Dear IPl user,

The following device: GVentiM51 has connected to the network
Please login to manage it

If you are not on your home network, please ensure to connect remotely.

Login To The Portal

Many thanks
The Inari Pl Team.
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IPIservice updates the database with the devices
connected to the network, testing their comnectivity.
After= netuork.target

[service]
ExecStart=/usr/bin/python3 /usr/local/bin/con_ck_ins_enail.py

[Install]
VantedBy=nulti-user.target
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if (isset(5_GET['block'])) {

address = $_GET[ 'block’
|nysqli_query(db,"UPDATE thl_device SET status =3 WHERE id_mac_address ~$id mac_addres:
echo "<script type="text/javascript™>

devices.php';"}

echo '</script>';
// TPTABLES script-
3$sql= "SELECT mac_address FROM tbl_device where id_mac_addres:

if($result = mysqli_query(Sdb, $sql)){
f(nysqli_nun_rows(sresult)>e){
while(Srow = mysqli_fetch_array($result)){
$mac_address= $row[ ‘mac_address'];
$get_index rule- “sudo Tptables L —line-numbers | grep "-fmac_address.” | cut d ' ' 1%
if (Shell_cxec(3get_index_rule)

udo iptables D TNPUT *_$index;
chell exec(srule_del);}
Srule_drop- ("sudo iptsbles A INPUT -3 wlanl -n mac --mac-source ".$mac_address.” -3 DRO
<hell exec(srule_drop);
cho T<script type="text/javascript™>
echo "window. Location-"devices.php" ;~
echo "</script>';
b
Jelse {
echo *<script type="text/javascript™>
=cho “slert("Sorry, no results in db.")
=cho "window. location-*devices.php
echo *</script>';
b
Jelse ¢
echo *<script type="text/javascript™>';
ccho *alert("Sorry,no results with query.
=cho "window. location-*devices.php*
echo *</script>';

T
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if (isset($_GET['black_approve’])) {
$1d_mac_address - §_GET["black_approve'];

|mysqLi_guery (5db, "UPDATE tbl_device SET status 2 WHERE id mac_address =§id mac_address”

echo '<script type="text/javascript"
echo "window. location="devices.php’;";
echo "</script>';

// TPTABLES script-
$sql= "SELECT mac_address FROM tbl_device where id_mac_address=$id_mac_address”

iF(sresult = mysqli_query(sdb, $sal))f|
if(mysqli_num_rows($result)>e){
while($row = mysqli_fetch_array(sresult)){
$mac_address= $row[ 'mac_address’];
Sget_index_rul
iF (hell cxec(sget_index_rule)
hell_xec(sget_index_rule);
- del-"sudo iptables -D INPUT *.$index;
shell“exec(srule_del);}

Line-numbers | grep *.$mac_address.” | cut ~d * ' -f 17

Saccept_mac- "sudo iptsbles -A INPUT -3 wlanl -m mac -

ac-source *.$mac_address.

-5 AccepT;

shell_exec(Saccept_mac);
header(* location: devices.php');
1
Jelse {
echo '<script type="text/javascript”>’
echo *alert("Sorry, no results in db.")
echo "window. location="devices.php';
echo "</script>’;
1
Jelse {
echo '<script type="text/javascript™>';
echo "alert("Sorry,no results with query.”);’;
echo "window. location="devices.php';";
echo '</script>’;

T
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<input type="text” class="fadeIn second” name="username” minlenght="15"
maxlength="3" placeholde

“Usernane”
“Ta-21) (2=, *[A-Z]) (2=, *\d) [a-2A-2\G1(15, 035"
title-"Usernane must contain minimum 15 characters,

combining numbers and uppercase/lowercase letters.” required>
<span class="validity"></span>

pattern-r(

<input type="password" class="fadeIn third" name="
maxlength="30" placeholder="Password"

\d) (3=.[08!1%+281) [A-Za-2\d@S !+ 281 {15, 30}"
um 15 characters, conbining numbers,
uppercase/lonercase letters and characters.” required>

<span class="validity"></span>

‘password” minlenght="15"

<input type="submit" class="fadeIn fourth" value:
</form>

ubmit" name="submit">
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if(isset(3_POST[ submit’1)){

Stine=tine()-100;

$ip_address=retricve_ipaddress();

Scount_login-nysqLi_fetch_assoc(mysqLi_query(Scon, "SELECT count(*) as total attempts
#rom login_log where attempt_time>Stime and ip_address='$i

Stotal_attempts-

37(stotal_attempt:
Snsg="Please login after 60 seconds.”;

Jelseq

Susername = nysqli_real_escape_string(Scon, $_POST[username’1);

Spassword = mysqli_real_escape_string(Scon, $_POST[password'1);

Spattern_usr .*Ta-z]) \d) [a-zA-2\d]{15,30)8/";

Spattern_pud L+fa-2]) (2 -*[@51%%28]) [A-Za-2\deS

281{15,3018/";

|if (preg_matcn(Spattern_usr, Susername) && preg match(spattern_pwd, Spassword)){
Sh_pud= hash('sha256", Spassword) ;
$5q1 = "SELECT id_user, username, password from tbl_user where
“Susername* and password="Sh_pwd'";
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<VirtualHost =:36>
ReuriteEngine On
ReuriteCond %{HTTPS} t=on
ReuriteRule A/2(.) https://%{SERVER NAME}/S1 [R-301,L]

</virtualhost>

<VirtualHost *:443>

SecRuleEngine On
<IfModule security?_module>

Include /usr/share/modsecurity-crs/crs-setup.conf

Include /usr/share/modsecurity-crs/rules/*.conf
</Teodule>

ServerAdnin webmaster@localhost

Serverliane waw. localhost

DocunentRoot /var/waw/html

ErrorLog ${APACHE_LOG DIR}/error.log

CustonLog ${APACHE_L0G_DIR}/access.log combined

ssLengine on

SSLCertificateFile /etc/apache2/certificate/localhost.crt

SSLCertificateKeyFile /etc/apache2/certificate/localhost.key.
ErrorDocunent 404 https://localhost/access_denied.itml
</VirtualHost>
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#  RISK Mitigation approach
AL | Injection « Client-side and server-side validation
# Cheracters escaping on Input forms’ POST requests
A2 | Broken « Use o long and complex username and passphrase.
authentication |  Disabled login after 3 wrong attempts.
« Automated brute force attacks prevention.
@ The user's password stored in the datgbase is hashed with SHA-256
A3 | Sensitive Data « The TLS certificate encryption on the interface mansgement.
Exposure o TLS encrypion for el the notifications emails
A4 | XML Extenal e risk is related to the Use of XML-based services and no risks have been
Entities igentified for the Inar Pi
A5 | Broken access « PHP sessions to restrict access to unauthenticated users
control « Account automatic logout after a period of inactvity
« Apache hardening agsinst directory lsting.
A6 | Security « Unnecessary services are disabled, such as Bluctooth and Saund
misconfiguration | » The default “PI” account is removed and replaced by the “inaripiadminf user.
« Automatic login on the Inari Pis disabled, requiring credentials
« Automated weekly system updates and upgrades.
A7 | xss « Client-side and server-side validation
o Cheracters escaping on Input forms’ POST requests
A8 | Insecure « Client-side and server-side validation
Deserialisation |  charscters escaping on Input forms’ POST requests
A9 | Using components | » Inari PI's applications, such a5 Hostapd and Dnsmasa, are downloaded from
with known the official and trusted Debian Linux repository
wulnerabilities « Automated system updates and upgrades are installed weekly
o Vulnerability scans shows only several low vulnerabilties
AL0 | Insufficient « Ineri Pl detects, slerts and prevent reahtime sttacks in @ short fime range.
Logging and « Login attempts are stored locally.

Monitoring
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Action  protocol

Direct

tion D P
SourceP/rtt estination Port

alert tcp any2l->10.199.12.8 any (msg “TCP Packet is detected”; sid:1000010)
L J L
T

Rule Header Rule Option
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alert tep any any
alert tcp any any
alert tcp any any.

<> SHOME_NET
<> SHOME_NET
<> SHOME_NET

any
any
any

1000001; rev:l;
Flags:F; sid: 10000023 revil;)

flags:0; sid: 1000003; revil;)
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05/26-19:14:15

[**] [Priority:

©5/26-19:16:14.

[**] [Priority:

©5/26-19:16:55

[**] [Priority:

©5/26-19:17:13

[**] [Priority:

©5/26-19:19:31.

[**] [Priority:

328840 [**] [1:1000004:1] RECON SSH-scan
0] {TCP} 10.10.10.5:22 -> 10.10.10.6:800

.328868 [**] [1:1000001:1] RECON Nmap-Xmas-scan
0] {TCP} 192.168.4.1:80 -> 192.168.4.1:83

.320042 [**] [1:1000006:1] DOS attempt
0] {TCP} 192.168.4.1:443 -> 192.168.4.1:83

.334563 [**] [1:1000007:1] BFA SQL-injection
0] {TCP} 192.168.4.1:443 -> 192.168.3.1:83

.363453 [**] [1:1000008:1] BFA Brute-force
0] {TCP} 192.168.4.1:443 -> 192.168.4.1:83
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rules_grouf

["RECON", "BFA", "DOS"]

for rules in rules_group:

n_alerts
Shel:
total_alert:

i

ubprocess. run(* grep -w "+rules_groups" /var/log/snort/alert | cut -d * * -f 11 | grep -c "+ ip,
rue, text=True, capture_output=Truc)

n_alerts. stdout
int(total_alerts))> 0:

if (rules_group == "RECON" and int(total_alerts) > 5) or (rules_group
or (rules_group = “D0S" and int(total_alerts) > 3)

L" and int(total_alerts) > 3)

+rules_group:" attack threats, alerts generated:" + total alerts)
ubprocess. run(“sudo iptables -L --line-numbers | grep “wmac_vals | cut -d ' ' -f 5%,
rue)

result - (check_if_existing.stdout[0:41)
if (result :
print("An accept rule was previosly applied”)
index_check=subprocess.run("sudo iptables -L --line-numbers | grep "smac_vals" | cut -d * * -f 17,

Shell=True, text=True, capture_output=True)
dndex - index_check. stdout
delete_previous=subprocess. run("sudo iptables D INPUT "+index, shell=True)
print("01d Rule deleted”)
apply_new_rule=subprocess.run("sudo iptables -A INPUT ~i wlanl -m mac ~-mac-source "+mac_val+"

shell=True)
print("New rule applied”)

€1if (result
print(*Rule already applied”)

e1se
print("No previous rules applied, creating one.”)
iptable_rule-subprocess.run("sudo iptables -A INPUT -i wlanl -m mac --mac-source "+mac_vals" - DROP",

Shel1=True)

|update_status= ("UPDATE tbl_device SET status = 3, details= ‘Malicious activity' WHERE mac_address = %s")
cursorexecute(update_status, mac_val)
con. commit()
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[retrieve_mac_ip- ("SELECT id mac_address FROM tbl_device WHERE mac_address = %s and ip_address = %5°) |
cursor. execuite(retrieve_mac_ip, (nac_address,ip_address))
rous= cursor.fetchall()
3 not rows:
print(£°Spoof detected for {mac_address} -> {ip_address} ({name}) Re-builing ARP table...")
iptables_check-subprocess. run("sudo arptables ~-1ist --line-numbers | grep "wmacs" | cut d ' ' -F 1,
shell-True, text=True, capture_output=True)
index - iptables_check.stdout
3 not index:
print(“No previous rules applied")
arptables-subprocess.run(*sudo arptables -A INPUT —-source-mac

macs" -i ethd -j DROP”, shell=True)

print("01d Rule deleted”)
delete_previous=subprocess. run("sudo arptables -D THPUT "+index, shel
[arptables-subprocess.run("sudo_arptables -A INPUT --source-nac “macs"
turn_denied- ("UPDATE tbi_device SET online = 'n’, status = 3,
Getails=Halicious activity detected WHERE mac_address = %)
cursor. execute(turn_denied, mac_address)
deny_device=subprocess . run("sudo iptables -A TWPUT -5 thd -m mac ~-mac-source “-mac_address+" ~3 DROF
shel1=True)

rue)
~i etho -3 DROP, shell=Truc)

elser
brint(F"ARP-table/DB match for {mac_address} -> {ip_address} ({name})")
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Display name:
inaripi_remote_connection

Application (client) ID
bd587483-5e9c-deba-850-

Object ID
aeTafdf7-3034-4ckd-ad11-

Directory (tenant) ID
fBcdef31-a31e-4b4a-03e4-

Supported account types
All Microsoft account users

Redirect URls
httpsy//oauthngrok.com/oauth?/callback
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Ngrok_OAuth2_configuration

Iaentity Provider:

ClientID: | ba58r483-569¢-4e60-8579-

Client Secret:

®

Redirect URI:  hetps: /oauth.ngzok.confoauthz/cattback | Ol

Email Addresses: | inarip

Each email adaress listed is allowed access.
Acdsthe | Usez.Read | scope.
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‘uthtoken: 1tQuZSVvxVrMaldnLDEY6viyIsh_pPUP7S8ZyGdias ]
region: eu

console_ui: true

web_addr: localhost:4040
tunnels:
ipitunnel:

inaripiservice
inspect: false
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Session Status online

Account Giuseppe Ventimiglia (Plan: Basic)
Version 2.3.40

Region Europe (eu)

Web Interface http://127.

Forwarding inaripiservice.eu.ngrok.io -> https:

Foruarding https://inaripiservice.eu.ngrok.io -> https://localhost:443
Connections tl  opn  rt1  rts  pse  poe

2 o 0.03 6.1 5.26 5.49

HTTP Requests

GET /images/logo2.png 304 liot Modified
GET /css/login.css 200 0K
GET / 200 0K
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9& Inari_PI_A

Connecting

Unable to connect to this network
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Inari_PILA
Connected, secured

[
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r«lireless LAN adapter WiFi:

Connection-specific DNS Suffix: wlan

1pv4 Address. : 192.168.4.9
Subnet Mask . 255.255.255.6
Default Gateway . : 192.168.4.1
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:\Users\peppe>nslookup www.uwtsd.ac.uk
rver:  Unknown
idress: 192.168.4.1

n-authoritative answer:
ame: . uwtsd.ac.uk
dress: 193.62.88.10
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Please match the format requested.
Usermame must contain minimum 15 characters,
nd uppercase/lowerc
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Forgotten password?

‘Wrong login defails.
‘You have 2 attempts left.
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Forgotten passphrase?

Please login after 100 seconds.
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HTTP 401: Unauthorized!

Failed authentication

Please ensure to use the correct credentials.

Back to login
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HTTP 200: Success!

An email has been sent to your registered account

Please login into your mailbox and follow the provided instructions to reset your
password.
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University of Wales
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Inari PI
Mon 21/06/2021
Tor You

Dear user,
Please click on the following link to reset your password.
The link will remain active for the next 10 minutes.

Thank you.
The Inari PI team.
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19216841 says

Wesk password or mismatch. Please re-click on the link.
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HTTP 201: Request
completed!

Your password has been successfully updated
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HTTP 403: Forbidden!

The reset link has expired
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19216841 says

The username must contain a minimurm of 15 characters, combining

numbers and uppercase/lowercase letters.
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HTTP 403: Forbidden!

Insufficient permissions

You currently do not have access to the specific resource.

Authenticate




image68.png
Chain INPUT (policy ACCEPT 699 packets, 94050 bytes)
pkts bytes target prot opt 1in out
5 331 ACCEPT all - wlaml *

source destination

0.0.0.0/6 ©.0.0.8/@  MAC 9A:1C:39:16:00:E8
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device_name mac_address  ip_address status online

GVeniM51  OATC30:1600ES 19216848 2y
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Chain INPUT (policy ACCEPT 816 packets, 138K bytes)
pkts bytes target prot

opt in out
19 1287 DROP  all -  wlam *
source destination

©.6.0.0/6  ©.0.0.0/6  MAC 9A:1(

16:00:E8
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device_name  mac_address ip_address _ status online

GVeniM51  OATC30:1600ES 19216848 3y
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Chain INPUT (policy ACCEPT 1087 packets, 226K bytes)
pkts bytes target  prot opt in  out

source destination
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MariaDB [inari_pi]> SELECT * FROM tbl_device
WHERE mac_address= "9A:1

Empty set (6.661 sec)
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Forbidden

You don't have permission to access this resource.
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