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I – IPV6
In a network, each computer, more precisely each network interface, is associated with a
number called IP address that allows you to identify the computer within the network
same.
There are two types of IP addresses: IPv4, used widely in today's networks, and IPv6 intended for
replace the former to meet the growing demand for IP addresses for networks around the world.
IPv4 addresses consist of 4 bytes (32 bits) which by convention are separated by a
period, for example:

10010101.00101001.11001000.10100010

In the practical representation the decimal notation is used:

149.41.200.162

So it can be said that an IP address consists of four numbers, each between 0 and 255.
In general, an IP address can be broken down into two parts:
• the network address
• the computer address.

IPv6s are written with 8 groups of 4 hexadecimal digits, separated by a colon, such as
in this example:
8000: 0000: 0000: 0000: 0123: 4567: 89AB: CDEF
To shorten the address, since there are often many zeros, these can be
replaced with a pair of characters:: (colon). So the previous address becomes:
8000 :: 0123: 4567: 89AB: CDEF
It is estimated that in a couple of years all the ipv4 addresses will run out and to deal with this problem all the devices will start to be configured with IPV6 addresses.
IPv6 addresses are 16 bytes and therefore such as to guarantee addresses without the risk that they can
run out, in fact approximately 3.4x1038 unique addresses are available.
To make people understand the enormity of this number, we can say that 5 x 1028 are made available
addresses for each of the people currently living on the planet.
With this availability of addresses, it is possible to think of assigning an address to the phone
cell phone of each person or other mobile devices (laptops and PDAs).
The length of the IPv6 address is 128 bits because each hexadecimal digit can be represented with 4 bits.
In the IPv6 system, the concept of netmask is abandoned and the term is introduced
prefix, which indicates the number of bits used for the network address: the prefix is added to the
end of the address separated by the "/" symbol.
For example

8000 :: 0123: 4567: 89AB: CDEF / 52

indicates that the first 52 bits (i.e. the first 13 hexadecimal digits) will be used as the network address.
As in IPv4, also in IPv6, some addresses are used for special purposes.
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Features of IPV6:
1. New header format
2. Large address space
3. IPsec header support required
4. Better support for prioritized delivery
5. A new protocol for neighboring node interaction
6. Extensibility

Among the IPv6 addresses, some with special functions are identified:
· the reserved addresses, equal to 1/256 of the entire address space (first byte = 0); are used for IETF research purposes and for "IPv4 address embedding"
· private or local addresses, similar to IPv4, which can only be used within each network and are not routed externally. They start with the 9 bits: 1111 1110 1 (FE8x :: / 9 to FEFx :: / 9) and are also called “unregistered” or “non-routable”. They are divided into two categories:
the Link-local Addresses, which are always blocked by Routers, and are therefore local only to a network segment (switched LAN) or to a subnet. They are used for "automatic address configuration", for ND-Neighbor Discovery functions (eg Router discovery) and ARP. They have a "0" as their tenth bit, so they start with FE8x, FE9x, FEAx, and FEBx
 Site-local Addresses, which can be routed by the routers of an organization only within the private network (Site), therefore between its subnets, but not to the Internet; start with FECx, FEDx, FEEx, and FEFx, having a "1" as the tenth bit
the "loopback" address, which is only one and not an entire block as in IPv4 (127.x.y.z); this is the address 0: 0: 0: 0: 0: 0: 0: 1, or ":: 1"
the unspecified (unspecified) or null address, typically used as the sender by Hosts requesting an IP from a DHCP Server: it is the address with 128 zeros, or "::"
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As for IPv4 addresses, also for IPv6, there are different address spaces with specific functions and properties, specified in RFC 4291 and RFC 5156, which can already be identified with the first bits of an IPv6 address, is the format prefix. The main address types include Unicast, Multicast, and Anycast addresses
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Unicast Addresses:
Unicast addresses are used for the communication of one network element with another and can be divided into two categories: link-local addresses and global unicast addresses.


1. Link-local addresses: These addresses are meant for use within a site to set up immediate local communication, or during the self-configuration steps before having a global address.. networks and begin with the prefix format FE80:: / 10. This process is called Neighbor Discovery.

2. Global unicast addresses: Global unicast addresses are addresses used only once globally that need a network device to establish an Internet connection 2000: // 3 is used for prefix and includes all addresses up to 3FFF



Multicast addresses:
The multicast address can be used to have one with many connections, the packets that are sent via a multicast address reach all the devices that are part of a multicast group. The classic multicast groups are for example "all routers" or "all hosts"; typically FF00:: / 8 is used as a format prefix for multicast addresses.




Anycast addresses:
Anycast addresses are addresses that are assigned to a group of interfaces for which a packet addressed to this type of address is sent to the `` closest '' group member according to the routing distance calculated by the routers.

These addresses are allocated in the same space as unicast addresses, using one of the available formats, and therefore are indistinguishable from them. When a unicast address is assigned to multiple interfaces (turning it into anycast) the computer on which the interface is located must be configured to take this into account.

Anycast addresses allow a source node to send packets to a destination on a selected group of possible interfaces. The source does not have to worry about how to choose the closest interface, a task that falls to the routing system, (essentially the source has no control over the selection).

Anycast addresses, when used as part of a routing sequence, allowing, for example, a node to choose which provider it wants to use (by configuring anycast addresses to identify routers of the same provider).

These addresses can, therefore, be used as intermediate addresses in a routing header or to identify sets of routers connected to a particular subnet, or providing access to a certain subdomain.
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These are the features of the IPV6 header:

· Version (4 bit): contains the protocol version number (6)
· Traffic class (8 bit): divided into two parts: the first six bits are used for the so-called differentiated services (the mechanism used in QoS to establish the routing priorities of a packet).
· The last 2 bits are used by ECN, Explicit Congestion Notification, RFC3168).
· Flow label (20 bit): if used it indicates a single data flow that should be treated uniformly by the routers
· Payload length (16 bit): the size of the payload in octets, equal to that of IPv4. This field is set to zero if the Jumbo Payload option is used, which allows you to have packages of theoretical size up to 4 Giga
· Next header (8 bit): specifies, as in the case of the protocol number, the type of the header that follows. The values ​​are the same, indicated by IANA.
· Hop limit (8 bit): conceptually identical to the IPv4 TTL.
· Source address (128 bit): sender's IPv6 address.
· Destination address (128 bit): the recipient's IPv6 address.

Compared to the ipv4 header there are many differences:

· The IPv6 header has a fixed length, which makes it easier for routers to parse
· It has no checksum (the lines are now reliable enough to be able to delegate it to a higher-level protocol). This reduces the computational load on the routers that need to carry out packet routing.
· Does not present any information on fragmentation, for the simple fact that in IPv6 fragmentation is not foreseen, the sender uses PMTUD (Path MTU Discovery) to find out the maximum possible MTU.




	IPV4
	IPV6
	COMPARISON

	version (4 bit)
	version (4 bit)
	Change the value

	
Header length (4 bit)
	
--
	Removed in IPV6

	
Tos (8 Bit)
	
Traffic class (8 Bit)
	
Same function

	
--
	
Flow label (20 bit)
	
Tag of a flow

	
Total length (16 bit)
	
Payload length (16 bit)
	
Same function

	
Identification (16 bit)
	
--
	
IPv6 manages the/

	
Flags (3 bit)
	
--
	
Fragmentation/

	
Fragment Offset (13 bit)
	
--
	
Differently/

	
TTL (8 bit)
	
Hop limit (8 bit)
	
Same function
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The simplification of the IPv6 header is allowed by the fact that a lot of information is moved to subsequent Extension headers (of the headers that are concatenated to the initial one). In this way, however, the routers can quickly inspect the initial header (which, we repeat, has a fixed length) and leave out the information they don't need.

Extension Headers are defined in many different RFCs (RFC 2460, RFC 2711, RFC 6564, RFC 7045, etc.)

The only one that must ALWAYS be processed by all network devices is the Hop by Hop EH, which is always the first to be inserted after the IPv6 header. This header carries information that must be read by each node along the path to its destination.

The Destination Header, on the other hand, carries information that must be processed by the destination node only.














	Value in decimal
	Header

	0
	Hop-by-Hop Options Header

	6
	TCP

	17
	UDP
	

	41
	Encapsulated IPv6 Header
	

	43
	Routing Header

	44
	Fragment Header

	46
	Resource ReSerVation Protocol

	50
	Encapsulating Security Payload

	51
	Authentication Header

	58
	ICMPv6

	59
	No next header

	60
	Destination Options Header




Lifetime of Ipv6 address:
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I – IP ADDRESING SCHEME
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Ipv6 address for the link between MP and ISP : 2001:0db8:0000:1111:0000:0000:0000:0001/64
2046 Host Total, Used 695, Empty 1351
Subnet Mask 255.255.248.0/21 Start from 192.168.0.0 
	School of Applied Computing
	Subnet Mask
	Usable Range
	Ip Address Broadcast
	Ip Address Network
	Host empty

	Open access lab 240 pcs and 5 printers
	255.255.255.0
	192.168.0.1 - 192.168.0.254
	192.168.0.255
	192.168.0.0
	9 

	Lab 411 120 pcs
	255.255.255.128
	192.168.1.1 - 192.168.1.126
	192.168.1.127
	192.168.1.0
	6

	Lab 412 50 pcs
	255.255.255.192
	192.168.1.129 - 192.168.1.190
	192.168.1.191
	192.168.1.128
	12

	Lab 302 45 pcs
	255.255.255.192
	192.168.1.193 - 192.168.1.254
	192.168.1.255
	192.168.1.192
	17

	36 empty
	255.255.255.192
	192.168.2.1 - 192.168.2.62
	192.168.2.63
	192.168.2.0
	26

	Lab 308 35 pcs
	255.255.255.192
	192.168.2.65 - 192.168.2.126
	192.168.2.127
	192.168.2.64
	27

	Lab 303 30 pcs
	255.255.255.224
	192.168.2.129 - 192.168.2.158
	192.168.2.159
	192.168.2.128
	0

	Lab 305 30 pcs
	255.255.255.224
	192.168.2.161 - 192.168.2.190
	192.168.2.191
	192.168.2.160
	0

	Lab 410 30 pcs
	255.255.255.224
	192.168.2.193 - 192.168.2.222
	192.168.2.223
	192.168.2.192
	0

	Test centre 29 pcs
	255.255.255.224
	192.168.2.225 - 192.168.2.254
	192.168.2.255
	192.168.2.224
	1

	LAB 301 25 Staff
	255.255.255.224
	192.168.3.1 - 192.168.3.30
	192.168.3.31
	192.168.3.0
	5

	Lab 306 20 pcs
	255.255.255.224
	192.168.3.33 - 192.168.3.62
	192.168.3.63
	192.168.3.32
	10
























































	School of Automotive Engineering
	Subnet Mask
	Usable Range
	Ip Address Broadcast
	Ip Address Network
	Empty Host

	Lab 411 120 pcs
	255.255.255.128
	193.168.0.1 - 193.168.0.126
	193.168.0.127
	193.168.0.0
	6

	Empty 85 pcs
	255.255.255.128
	193.168.0.129 - 193.168.0.254
	193.168.0.255
	193.168.0.128
	41

	Lab CAD 55 pcs
	255.255.255.192
	193.168.1.1 - 193.168.1.62
	193.168.1.3
	193.168.1.0
	7

	Lab 103 35 pcs
	255.255.255.192
	193.168.1.65 - 193.168.1.126
	193.168.1.127
	193.168.1.64
	27

	Lab 205 30 pcs
	255.255.255.224
	193.168.1.129 - 193.168.1.158
	193.168.1.159
	193.168.1.128
	0

	Lab 102 25 pcs
	255.255.255.224
	193.168.1.161 - 193.168.1.190
	193.168.1.191
	193.168.1.160
	5

	LAB 101 20 Staff
	255.255.255.224
	193.168.1.193 - 193.168.1.222
	193.168.1.223
	193.168.1.192
	10

	Lab 206 20 pcs
	255.255.255.224
	193.168.1.225 - 193.168.1.254
	193.168.1.255
	193.168.1.224
	10

	Lab 301 10 pcs
	255.255.255.240
	193.168.2.1 - 193.168.2.14
	193.168.2.15
	193.168.2.0
	4

	EMAIL
 IPV6
	2001:0db8:0000:1111:0000:0000:0000:abcd/64
	
	

	FINANCE
IPV6
	2001:0db8:0000:1111:0000:0000:0000:aaaa/64
	
	

	REGISTRY 
IPV6
	2001:0db8:0000:1111:0000:0000:0000:bbbb/64
	
	

	FILE SERVER
IPV6
	2001:0db8:0000:1111:0000:0000:0000:cccc/64
	
	

	PRINT SERVER IPV6
	2001:0db8:0000:1111:0000:0000:0000:dddd/64
	
	

	DNS IPV6


	2001:0db8:0000:1111:0000:0000:0000:ffff/64
	






2046 Host Total, Used 400, Empty 1646
Subnet Mask 255.255.248.0/21 Start from 193.168.0.0 

	School of Architecture, Built and Natural Environment
	Subnet Mask
	Usable Range
	Ip Address Broadcast
	Ip Address Network
	Empty host

	Lab 410 60 pcs
	255.255.255.192
	194.168.0.1 - 194.168.0.62

	194.168.0.63
	194.168.0.0
	2

	Lab 202 54 pcs
	255.255.255.192
	194.168.0.65 - 194.168.0.126

	194.168.0.127
	194.168.0.64

	8

	Lab Empty 45 pcs

	255.255.255.192
	194.168.0.129 - 194.168.0.190

	194.168.0.191
	194.168.0.128
	17

	Lab 408 35 pcs

	255.255.255.192
	194.168.0.193 - 194.168.0.254

	194.168.0.255
	194.168.0.192
	27

	Lab 205 30 pcs

	255.255.255.224
	194.168.1.1 - 194.168.1.30

	194.168.1.31
	194.168.1.0
	0

	Lab 404 28 pcs

	255.255.255.224
	194.168.1.33 - 194.168.1.62

	194.168.1.63
	194.168.1.32
	2

	Lab 409 28 pcs

	255.255.255.224
	194.168.1.65 - 194.168.1.94

	194.168.1.95
	194.168.1.64
	2

	Lab 203 25 pcs

	255.255.255.224
	194.168.1.97 - 194.168.1.126

	194.168.1.127
	194.168.1.96
	5

	LAB 201 4 Staff

	255.255.255.248
	194.168.1.129 - 194.168.1.134

	194.168.1.135
	194.168.1.128
	2































2046 Host Total, Used 309, Empty 1737
Subnet Mask 255.255.248.0/21 Start from 194.168.0.0 
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IPv6 Addresses

Address representation:
= Formatis x:x:x:x:x:x:x:X, where x is a 16-bit hexadecimal field:

— Example: 2001:0DB8:010F:0001:0000:0000:0000:0ACD

- Leading zeros in a field are optional:
—  Example: 2001:DB8:10F:1:0:0:0:ACD

- Successive fields of 0 are represented as "::" but only once in an address:
— Example: 2001:DB8:10F:1::ACD

The A, B, C, D, E, and F in hexadecimal fields are case-insensitive.
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IPv6 Address Scopes and Prefixes
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IPv6 Unicast Addresses
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Unique local unicast addresses are analogous to private IPv4
‘addresses in that they are used for local communications. The.
scope is entire site or organization.

An automatically configured IPv6 address on an interface, the
scope is only on the physical link. The first two digits are FE, and
the third digit can range from 8 to B.

Used for specific types of anycast and also for future use
Currently, about 11256 of the IPv6 address space s reserved.
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IPv6 Unicast Addresses (Cont.)

Loopback Bl Like the 127.0.0.1 address in IPv4, 0:0:0:0:0:0:0:1, or ::1, is used
for local testing functions. Unlike IPv4, which dedicates a
complete A class block of addresses for local testing, IPv6 uses
only one.

Unspecified  :: 0.0.0.0 in IPv4 means "unknown" address. In IPv6, this address
is represented by 0:0:0:0:0:0:0:0, or ::, and is typically used in the
source address field of the packet when an interface doesn't
have an address and is trying to acquire one dynamically.
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IPv6 Features
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