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[bookmark: _Toc175734080]Abstract
This research project utilises the dark web in a good way so cyber security professionals can take an advantage of using dark web as a source for cyber threat intelligence and create a structure for developing a framework by scraping data from the dark web and prevent the dangers that emerge from there and improve overall security posture in general. The dark web can be access using a certain tool such as ‘Tor Browser’ which allows to browse through .onion links. The dark web is a gold mine when it comes to illegal activities, especially malware and dangers that have not yet seen the daylight and not been exploited in the wild. This project represents the use of custom python script inspired by ‘DarkScrape’ to gather the data from the dark web and use it to create a structure for developing a framework, the data that was collected was in an unreadable raw format, this shows the needs for conversion so the system can recognise it and put adequate security measures in place.
This project is divided into three logical parts – theoretical, design and implementation as well as findings. The first part includes a critical research and review of an already existing information about the dark web such as illegal activities, cyber threat intelligence and other related work. The second part is all about working through implementing the tool to scrape the data and designing everything from scratch to ensure safe environment and accurate results as this data was then converted into a readable format from raw data format and included the screenshots of the tool being used for its purpose. The last section – findings focus on presenting the results and showing how the extracted data can be used for creating a structure for developing a framework.
The main objective includes carrying out a detailed and detailed analysis of dark web scraping tools and developing secure cyber threat intelligence structure for creating a framework which provides additional information for professionals. The significance of this project is in demand as there are new emerging dangers coming from dark web every day, this seems to be an under looked area in cyber security, gaining knowledge about this subject can greatly increase the security and performance of the company.
The findings gathered in this research support professionals in creating a framework due to the structure that had been created. This research found a way of scraping the dark web to retrieve valuable data using python script, however data was in a raw and unreadable format meaning an intense cleaning process was needed to extract the most relevant parts. Onion links were retrieved through another python script which sent requests to ahmia.fi and saved many links into a single .txt file. Information such as popular attacks, illegal services offered and diverse types of attacks such as SS7 attack were recognised, data had been categorised and converted into a readable format which can be provided to cyber threat intelligence for attacks mitigation. An appropriate security measures such as VPN, maximum firewall setting an intrusion detection system combined with access controls to the device (PIN) were applied before starting the process.
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[bookmark: _Toc175734081]CHAPTER 1
[bookmark: _Toc175734082]Using Dark web as a source for Cyber Threat Intelligence
1. [bookmark: _Toc175734083]Introduction
The dark web is a part of deep web [1] which is not open for anyone to access unless a special search engine is being used to gain access such as ‘Tor’ browser. Tor browser has gained its popularity due to the ability to access dark web, provide anonymity and encryption. The reason dark web is not publicly accessible is due to its nature and content such as illegal arms sales, trading the data that has been stolen, drug trafficking, human trafficking, paid hitman services and many more. This has become a ‘bird’s nest’ for cybercriminals as that is where they can perform illegal actions anonymously away from the authorities. 
The anonymity supplied by Tor [2] and I2P makes it significantly more difficult to perform any kind of cybercrime investigation and makes it challenging for cybersecurity professionals to counter and prevent illegal activities carried out in the dark web. Tor makes it challenging by masking the activity of users by preventing professionals from finding out the legitimate identities of cyber criminals along with their real location and this is because Tor works by spreading and allocating data of the cyber criminals across many servers worldwide.
However, the dark web also has its bright side [3] such as using it in a positive way as it is a gold mine for enhancing the security with cyber threat intelligence. Professionals with good intentions can gather and analyse a wide variety of data and translate it into a robust security framework, dark web is the root of the problem meaning that all the dangers and unethical actions emerge from there; by having that data at the same time as the criminals, professionals can stay pro-active and free from the dangers.
To summarise the introduction of this project, it is safe to say that the dark web is a powerful and dangerous place, it can be used in a positive and negative way depending on individual’s intentions. By having an enriched knowledge about automated tools and human intelligence, companies can use the dark web as the source for creating a structure for developing a robust security framework. It is a heavily under looked topic, this is the reason companies get compromised. Having an appropriate infrastructure to continuously monitor the dark web, helps organisations to avoid falling a victim of the dark web unethical activities. It is worth to state that the main goal is to create a systematic structure for creating a framework achieved by the data gathered during the scraping process.


[bookmark: _Toc175734084]1.1 Research Aim:
This project aims to create a consistent and systematic structure for framework based on advanced data gathered by ‘data scraping’ using various scraping methods and to feed it to actionable intelligence.
[bookmark: _Toc175734085]1.2 Objectives:
· Conduct advanced and careful research about utilisation of dark web scraping tool and methodologies which can efficiently pierce through the dark web layers and reveal the data which cannot be accessed by standard individuals. 
· Deep analysing each potential tool or technique while making sure that the safety of the research is kept at its highest without breaching any legal boundaries.
· Perform advanced data analysis to retrieve as much information as possible to later implement it in the structure for framework for security. This analysis dives deep into the methods that cyber criminals use to perform illegal actions.
· Create a structure for developing a framework which consists of the data scraped from the dark web and retrieved by utilising data analytics skills. This structure for framework should be made easy and simple to understand for all industry sectors and for current cyber security postures and infrastructures. This structure for developing a framework uncovers and provides a powerful set of tools available for companies to use to constantly monitor dark web activity and stay ahead of any cyber threat emerging trends.
Significance:
The important and significance of this research is classified as important [4]. It explores deeply into a massive forbidden security gap which is currently being under looked and under explored by cyber security professionals. By enhancing and constantly educating, cyber security professionals can ensure that security posture of the companies are up to date and robust through leading to a reduced chance of cyber breach occurring and allow companies to better understand the dangers that they are exposed to by not taking dark web topic seriously. In other words, this research aims to enhance the academic field when it comes to cyber security by allowing new methodologies to be explored and used by having a deep understanding and great insights into dark web illegal field.


1.3 [bookmark: _Toc175734086]Project structure
The project is divided into three sections. To begin, the theoretical work that presents and describes the project. The first part which is theoretical work is linked to discussing and reviewing literature review and any previous research that had been carried out based on using dark web as a source for cyber threat intelligence which supported the knowledge enrichment and behaved as a good beginning and foundation to support the results and outcome of this project.  Secondly, the next part had focused on describing and discussing the implementation and design section of the research by representing the hardware, software and libraries which were essential to achieve aim and objectives. Lastly, the last section of the research represented the results and findings that supported the fulfilment of the aim and objectives. Also, a section where a conclusion along with the summary can be found was included in the final part of the research.


Chapter one provided a background summary of the research, outlining the aim and along with the objectives which are essential to fulfil the requirement of scraping data from the dark web and building a pro-active structure for developing a framework. 

Chapter two focused on the critical literature review and explaining in detail about the processes and mechanisms that went behind the project.

Chapter three discussed the design and the approach taken to fulfil the research and outline how the project was conducted and what methodology was utilised.

Chapter four included details about implementation and design, this is where the screenshots of the practical part had been included.

Chapter five showcases’ tests and evaluation about the work that has been carried out.

Chapter six puts pressure upon conclusions and recommendations.


[bookmark: _Toc175734087]CHAPTER 2
[bookmark: _Toc175734088]Literature Review & Review of Literature
[bookmark: _Toc175734089]2.1 Introduction:
The dark web works by [5] providing users a solid level of high and enhanced security, this is achieved by utilis Tor browser which is responsible for rerouting inbound and outbound traffic via a wide variety of different and complex networks, each rerouting point applies an extra layer of security and encryption comes with it. This approach provides a deeper understanding of how the mechanism behind famous Tor works and how encryption is being achieved along with traffic decryption as there are different nodes in the networks and they are responsible for the process of encryption, however the data retrieved by nodes is limited as it is only extracting basic information such as the location the previous and also next node, this way users can browse via Tor safely. There are many studies proving that Tor performs better than l2P when it comes to infrastructure and stability, but it has been documented that l2P prevents the end user from being a victim of endpoint attacks, which in this case is essential.
Tor achieved its high-level security [6] due to an ability to navigate through a series of nodes. All nodes are structured in a way where the traffic enters the tunnel, travels through, and exits the tunnel to the destination point for the traffic. Each node is essential and crucial due to data safety and encryption. It works by enabling users to send a request that travels through a random sequence of nodes where each node decrypts a layer, so the next code is validated to accept the traffic, it continues until the traffic is fully decrypted and reaches the exit node. However, for extra security, the transmitted traffic only contains basic information such as the location of the previous node, this is done to ensure that no node is fully able to find out the full path of the data and what nodes through which it had travelled. This encryption & decryption process is what makes Tor browsing extra safe.
Additionally, the extremely rigorous level of security applied by Tor [7] makes it complicated for professionals to carry out investigations as the data is being transmitted through the random servers worldwide making it challenging and significantly adds complexity to tracking down criminals.
Federal agencies and cyber security professionals need to keep producing new techniques and methods to penetrate the security and to take down the criminals.


[bookmark: _Toc175734090]2.2 Usage and Characteristics
Dark web is a home to illegal marketplaces [8], however it is not the only aspect that populates it. Dark web is also a home to hidden forums specialising in breaching the privacy of users supported by whistleblowers as they focus on privacy, so the information is later announced to the public. This section dives into popular marketplaces such as AlphaBay and Silk Road, volume of transactions and an amount of harvested funds was discussed along with the type of items or services being offered there. A brief overview of post-takedown was provided as the fall of the forums mentioned above caused an outbreak of smaller and less popular marketplaces.
[bookmark: _Toc175734091]2.2.1 Transactions
The two marketplaces – AlphaBay and Silk road [9] have recorded millions of dollars in transactions and most of it was provided by selling illegal drugs. Before the law enforcement stepped in to take it down in 2017, it was reported that AlphaBay had a record of $1.000.000.000. This just shows how powerful the dark web is, and the amount criminals managed to transact before it got eliminated by the law enforcement.
Cyber criminals use various cryptocurrencies in the dark web due to its anonymity and complexity of tracking back the real identity behind the transaction, Bitcoin is the main cryptocurrency being used in the dark web amongst other popular cryptocurrencies such as Ethereum. However, after some time, the anonymity of Bitcoin had been compromised and it was possible for the law enforcement to easily take down the cyber criminals, to counter this, cyber criminals started using a privacy-focused cryptocurrency called ‘Monero.’
The dark web allows you to buy almost anything an individual can think of [10], and it varies from illegal drugs to weapons and hitman services. Here is a bit more about various categories of items and services being offered on the dark web.
· Illegal Drugs: A huge portion of sales comes from the sale of illegal drugs [11] it varies from cannabis to deadly substances such as cocaine, heroin or drugs that have not yet been discovered.
· Weapons: Cyber criminals offer to sell almost any firearm [12] an individual can think of including ammunition. They offer untraceable weapons which is usually more expensive.
· Stolen Data: Individuals looking for illegal services on the dark web [13] can find offers such as personal information, credit card details and databases & login details for sale. This is mainly bought by other cybercriminals, then used for identity theft to collect more goods from innocent victims.
· Counterfeit items: Fake documents, fake currency, and passports [14] are out there available for purchase by individuals, this is used for taking out illegal loans and crossing borders illegally.
· Hacking: One of the biggest factors that the dark web offers [15] is its variety and flexibility when it comes to hiring world-class hackers with bad intentions to perform illegal activities according to the requirements set out by the buyer. The dark side of the internet also offers unknown and undiscovered types of malware and other hacking tools which have not yet seen the daylight meaning it is impossible or near impossible to be detected by IDS and cyber professionals.


[bookmark: _Toc175734092]2.2.2 Law Enforcement
As mentioned above, the two takedowns of huge marketplaces had a significant bounce back on the dark web economy and ecosystem [16], it created an absolute chaos for sellers and disrupted a huge number of transactions and plans.
· Smaller marketplaces: The two takedowns caused chaos [17], leading to smaller marketplaces rise. These smaller marketplaces behave in the way to fix the hole and the void that was caused due to the takedown, this causes the dark web to be more spread and fragmented, instead of two large marketplaces, criminals can now visit many smaller marketplaces making it even more difficult for law enforcement to detect the illegal activity, before the takedown, law enforcement had to focus on two major marketplaces but now it had changed to thousands.
· Security: Due to the takedowns [18], cyber criminals decided to implement even stricter security rules to prevent takedowns again, they are trying to achieve it by applying loads of extra security layers to communication channels, more rigorous process of accepting new users to the forums and constantly using different privacy-based cryptocurrencies to purchase goods.
· Loop: Despite takedowns, the dark web community did not give up and decided to create many smaller marketplaces causing dark web to be fragmented, it is an endless cycle and there seems to be no solution for this and there are always new marketplaces being born straight after the big ones get taken down.


[bookmark: _Toc175734093]2.2.3 Hidden forums
It has been established that the dark web is already hidden and contains a rigorous level of security [19], however, cyber criminals go even further and beyond to keep their illegal business flowing and running by creating hidden forums on the dark web in order to exchange information and perform whistleblowing activities. Hidden forums like that are primarily focus on maintaining the highest level of security possible so the users can freely navigate around without the fear of being exposed to law enforcement.
Here is a bit more about hidden forums:
· Privacy-based forums: Many forums on the dark web primarily focus on exchanging sensitive information that should not be exposed to the public; however, it can have its positive sides as many forums discuss mainly about privacy, security and techniques, this brings in many researchers and innocent individuals wanting to expand their knowledge about the security and making sure that they stay safe.
· Whistleblower: There are many popular whistleblower platforms and a good example of that is SecureDrop as it allows users to submit whatever information they want whilst staying anonymous, the information usually goes to journalists and different media groups who then release that information to the public, exposing corruption, unfair activities, human rights abuse and many other problems.


[bookmark: _Toc175734094]2.2.4 Vulnerabilities and Exploits
As mentioned earlier, the dark web is known for its famous dark side that contains unknown vulnerabilities and exploits, here is a bit more about some of them:
· Zero-Day exploit: The dark web is an excellent place for getting zero-day exploits [20], zero-day exploits are created due to human error caused by the vendors as there are vulnerabilities in the fronted or backed infrastructure. Unless vendors are on the lookout and constantly reviewing the infrastructure, there is no possibility for vendors to find out what the vulnerability is unless the tragedy happens, and security breach occurs.

· Ransomware-as-a-Service (Raas): The dark web offers a service called Ransomware-as-a-Service [21] and this allow individuals to purchase or rent out ransomware exploits. The reason it is ‘as-a-Service’ is because the creators of ransomware have made it significantly easier to launch that ransomware exploit so even non-tech savvy individuals are able to deploy ransomware without having a usually required set of skills. 
· Phishing: The dark web offers phishing packages [22] that allow individuals to host fake websites that look identical as the original one and creates emails that are mainly used for stealing information. Again, the package comes in handy for individuals with not very developed IT skills, so it is way too simplistic for anyone to deploy phishing attacks. Having a good and deep analysis of phishing packages aids professionals to understand the mechanism and logic behind the package and intentions of the creator.


[bookmark: _Toc175734095]2.2.5 Useful Attacks for Experiments
There are hundreds of different attacks available out there on the dark web and here is a bit more about the most popular choices on the dark web:
· Credential Stuffing: This attack is based on creating or gathering a list of breached usernames and passwords [23] that could very often be pulled from the dark web to obtain an unauthorised access to the sensitive information or accounts. This attack targets certain groups of people and primarily elders as elders tend not to change their password on a regular meaning the chance of the email and the password being in the list is quite high. Having a good and deep knowledge about credential stuffing contributes professionals in understanding the logic and mechanisms behind this attack and adjust the security framework to protect the users from being a victim.
· Social Engineering Attacks: Social engineering attacks [24] are one of the most common types of attacks. The dark web offers services such as, social engineering attack works by manipulating individuals into performing actions requested by the attacker, the attacker might be pretending to be someone else to cover up the identity and stay anonymous. The dark web also offers guidance about social engineering attacks and how to perform them in best way to bypass the security measures applied by cyber teams. Having a good knowledge about social engineering might be difficult as there are thousands of ways of manipulating people into doing what should have never been done, performing a regular social engineering training significantly reduces the change of being a victim of social engineering attacks.
· Distributed Denial-of-Service (DDoS): This is the most popular type of attack and usually costs thousands or tens of thousands of pounds [25], this attack has only one aim – completely disable the network and system by sending an enormous number of packets to the point where network just gives up and becomes completely unavailable for use and stays unusable for days or even weeks. Having a good and deep understanding of DDoS is essential and needs to be very well understood by professionals to avoid losing millions of pounds or thousands depending how big the attack is. It is achieved by groups of professional hackers that take control over thousands of random devices around the world by employing the malware and deploy the attack.




[bookmark: _Toc175734096]2.2.6 Emerging Trends
The dark web is the cause root of great and helpful technologies and trends coming out daily [26], one of the prime and currently trending examples is Artificial Intelligence (AI) and there are tons of discussions about AI and Machine Learning (ML) technologies about improving the automatic and execution of cyber attacks so cyber criminals do not have to put any effort into causing damage to someone. The worst aspect is that phishing campaigns can very easily be automated with AI and cause chaos in the industry as majority of the employees are still not trained very well against phishing campaigns. Having a good understanding of detecting AI cyber-attacks patterns is crucial to prevent human error caused by employees.
AI allows cyber criminals to quickly extract the most relevant data from millions of records and save a lot of time [27], this makes sure that only the data needed by them is extracted. AI automation is a complete game changer in cyber criminal world as it also enables them to have an opportunity to create a custom software achieved by ML and AI by constantly reviewing the environment and security measures and how it behaves and develop malware in a way which bypasses the most up to date security measures without triggering any IOCs or alarms.
Blockchain technology is another important aspect that originates from the dark web [28] and is most related to cryptocurrencies, however the applicability of blockchain goes beyond that and expands in the dark web so criminals have a safe and secure way of transmitting payments in the dark web. Blockchain’s nature allows cyber criminals to stay secure and keep their privacy anonymous which leads to an increased number of illegal activities. Having a deep understanding about blockchain is a difficult topic but significantly changes the field for cyber security professionals as it creates an opportunity to capture the details being transmitted over the secure channel.
The dark web allows cyber criminals to have a fair and trade exchange of goods by implementing something called ‘smart contracts,’ this works by having automated contracts with secret code behind to automatically release the payment to the seller once the buyer triggers a specific action, this ensures the trade is always fair.
Cyber criminals communicate via blockchain-based messaging services that allow them to have a confidential and secure conversation, services like that are hosted and based on the decentralised storage and this makes sure that conversations cannot be seen by anyone else, intercepted or modified.



[bookmark: _Toc175734097]2.3 Economy
There are hundreds of aspects known to humans about price fluctuations [29] when it comes to cryptocurrencies such as Bitcoin. A relationship between dark web and Bitcoin current price fluctuations had been deeply discussed as there are many hidden aspects embedded into dark web that have a significant impact on the price. It is not a secret that cyber criminals prefer their main currency to be Bitcoin as it is hard to trace it back, however it is still possible to achieve by utilising blockchain forensics. Cyber criminals use it to pay for goods and services, this affects the Bitcoin price by going up and down depending on how many transactions are being conducted. A discussion about how different countries with very influential governments use dark web. One of the strictest countries – China and Iran – users that originate from there use dark web as a place where the information can be freely shared, it is done due to the level of censorship and privacy applied by both governments, users can stay anonymous while sharing the information with other users. Dark web plays a heavy role in stricter countries and promotes speech free ability.
[bookmark: _Toc175734098]2.4 Cyber Threat Intelligence (CTI)
This section of the research discusses a timeline of important cyberattacks that have happened in the past [30] and how Cyber Threat Intelligence played a massive role in making sure that attacks that have occurred can be prevented in the future. Each cyberattack is different meaning Cyber Threat Intelligence covered many distinct aspects and explanations. This section explains how CTI ways of preventing illegal activities have been altered and tailored so it provides a complete incident-response solution while providing a prominent level of flexibility to stay up to date with the latest cyber security threats. However, there are ways to workaround and take off the stress from the security team by investing into a security operation centre (SOC), it works by downloading their agent and deploying it across the organisation, security administrators are able access to the dashboard where every single threat and indicators of compromise (IOC) and many more will be made visible or is already accessible for them if detected.


[bookmark: _Toc175734099]2.5 Frameworks
This part of the research provides a better understanding of an important aspect called ‘Intelligence Cycle,’ [31] it discusses and explains each step being applied in real life scenarios. For example, the process of collecting data is called ‘data collection’ and intelligence cycle aids this process buy elaborating on how the information can be pulled effectively by using specific tools, this knowledge is essential to stay aware of the latest emerging trends in the illegal cyber world.
Additionally, there are many types of cyber threat indicators [32], and each indicator is ranked individually based on the impact and damage that it can prevent. It is a foundational framework that is essential when it comes to applying Cyber Threat Intelligence so the data and information can be stored and processed systematically and prevent cyber attacks efficiently. Here are the steps:
1. Planning: This is where everything begins [33], individuals outline the aim and objectives for the project and set out any specific vulnerabilities as well as threats which need to be prevented. The main aspect of this step is to answer the questions that need to be answered such as resource allocation and effective planning. In this step, specific steps such as malware sales, breaches, and hacking techniques.

· Several types of threats currently popular on the dark web
· Most populated marketplaces and forums for cyber threat exchanges
· Measures that can be implemented based on the data gathered.

2. Data Collection: [34]In this step, data was gathered using specialised tools such as DarkScrape and a custom python script. Data was partially gathered by DarkScrape due to its inability to scrape websites, however a custom python script inspired by DarkScrape had been created to fulfil the needs and meet the requirements.
3. Processing: Once the data is gathered and settled [35], it needs to be analysed and processed. The data that is collected comes in a raw basic format, to make it usable; individuals need to convert this data into a usable format tailored to their likings and requirements. This conversion process might include things such as translation, organising data into databases or even decrypting it. To make sure the data can be efficiently reviewed, data normalisation needs to be implemented e.g. a bunch of IP addresses gathered from the dark web and enhanced by having geolocation details. 
4. Conversion: This part of intelligence cycle makes sure the data that has been processed and reviewed [36] and is converted into intelligence. Professional analysts are putting all the efforts into making sure that any patterns, anomalies, and trends are quickly identified. When individuals approach this issue with ‘Cyber Security’ type of approach – tactical analysis to constantly monitor for any new malware and phishing campaign, and this identifies as strategic analysis because it requires professionals to have a wider range of knowledge so many different techniques and procedures can be utilised by cyber adversaries. There are many diverse types of data, one of the problematic ones could be identified as ‘large datasets as it requires a specific approach which can be achieved by machine learning and make it easier for professionals to automate their actions. In this step, a report with specific threats that are likely to have an enormous impact on the organisation was provided along with countermeasures.
5. Delivery: Once the final product is finally ready for ‘shipment’ [37], it needs to be provided to the stakeholders, and it is then up to them to make any decisions. This step of intelligence cycle ensures that the right people have the right information delivered to them in a way that is simplified and easy to follow. In other words, informing IT department about the actions that need to be taken and implemented immediately.
Here is an example that might be put against analysis later:
· Direct focus on a specific malware/vulnerability that is currently being populated and how it affects the system.
· Gather data from dark web that discusses or explains how it works.
· Analyse and process the data to extract the essential information about the mechanism behind the malware/vulnerability and look for any indicators of compromise (IOCs) and provide recommendations.
· Inform IT department about the necessary steps that need to be taken.
[image: ][bookmark: _Toc175694884]Figure 1 - Framework delivery



[bookmark: _Toc175734100]2.6 Related works
The article ‘A General and Modular Framework for Dark Web Analysis’ [38] represents a protractile and modular framework for gathering and analysing data from the dark web achieved by employing ‘Docker Swarm’. The proposed framework was created in a way to manage large numbers of data between the systems in an effective manner. The core abilities of the framework implemented efficient levels of automation, expandability, and flexibility to combine a wide range of analysis tools. The framework is beneficial in the main priority is put on the security level and analysing huge datasets in an effective manner.
Key Findings of the Article:
1. Expandability and Efficiency: An ability to manage large datasets when many nodes are operating, scalability is the main factor supporting the framework as it is essential for a constantly evolving dark web landscape.
2. Modularity: The use of many separate services, commonly known as ‘microservices’ enables the cooperation of various analytical tools, immediately enhancing the framework by making it flexible to a constant research needs due to evolving perspective of the dark web.
3. Automation: The framework focuses on the elimination of manual intervention and puts an intense pressure on automation making the data gathering phase seamless and allowing data analysis smoothness.
Current research:
This research emphasised setting up a robust environment for scraping data from the dark web by utilising Python script running on a machine hosting Windows operating system. This research focused on ensuring the security is robust by using a firewall with maximum security settings, intrusion detection system (IDS), and a highly rated Cyber Ghost VPN with a kill switch option enabled. The data collection process was achieved by a partially-automated approach, where two scripts – ‘AhmiaScraper’ and ‘Tor-Searcher’ worked together to collect the data. The reason the approach is classified as partially automated is due to the necessity of manual intervention to achieve the best data relevance and data relevance is extremely important when it comes to cyber security.
Key Findings of This Research:
1. Security and Anonymity: This research prioritised handling data in a secure manner  to ensure the researcher stays unrecognised and not exposed to dark web risks and dangers.
2. Controlled Data Handling: A partially automated approach enabled the research to manually inspect and validate the data ultimately leading to an increased data relevance and accuracy.
3. Manual Inspection: The core of this research was manually analysing and verifying the data to make sure that only the most needed data is captured and prepared for the next step which was data analysis.
Comparison of Findings
1. Expandability vs Control: The article ‘A General and Modular Framework for Dark Web Analysis’ focused on expandability, ultimately making it suitable for processing enormous amounts of data. In comparison, this research emphasised handling data in a secure manner and is suitable for systems where data relevance and accuracy are prioritised, and scalability is not as important.
2. Automation vs Manual Intervention: The article that was found puts an intense pressure on automating every single process in relation to microservices and this significantly increases the effectiveness and efficiency of the framework. Contrariwise, this research implements a balance between manual intervention and automation to provide reassurance for any data that is collected to be relevant and faultless which is a huge aspect when managing sensitive findings collected from the dark web.
3. Modularity vs Customisation: Scavenging through the article that was found, it is clear to state that the modularity implemented into the framework makes it easy to cooperate with new tools while feeding the flexibility and applicability. This research is based on using custom-made scripts made especially for specific tasks, this opens the door to operating in a secure and controlled environment while reducing the flexibility when it comes to expanding.
4. Security: This research accentuates security due to implementation of specific configurations and manually overseeing data accuracy and validation to ensure the researcher’s identity was not exposed and data cannot be intercepted. However, the article ‘A General and Modular Framework for Dark Web Analysis’ does not highlight the security to the same level, and this leads to dangerous situations if implemented in a real-time and real-world environment.


[bookmark: _Toc175734101]2.7 Conclusion
The dark web is a complicated and strange place to be found in, it is a part of the internet that cannot be seen with standard browsers and procedures. It gained its popularity due to the anonymity and privacy. However, it is often linked to illegal activities and huge illegal marketplaces such as AlphaBay and Silk Road, but it has its positive sides such has whistleblowing platforms where corruption, illegal activities and human rights abuse gets exposed to the public by the media and journalists. The dark web is constantly moving forward making it difficult for cyber professionals and law enforcement to take down illegal forums and prevent unethical activities. This topic is extremely under looked and leads to many data breaches and companies getting hacked constantly as there are new threats and techniques that emerge from the dark web everyday and not properly monitoring dark web leads to not having a robust and dark web proof security framework that would most likely prevent the damage from occurring or at least reduce the damage caused by the attack.
Every single company should employ a way of monitoring dark web in real-time and everything that happened in the past to be prepared for what already exists and was deployed and what already exists but is not yet released to the public. Cyber security experts need to work harder and stay active and aware of the dangers that emerge from the dark web and be on a constant lookout by going through the monitoring system to detect any anomalies. However, cyber criminals do not need to work as hard as cyber security experts, their job is to create, deploy and cause damage while hoping for financial gain.
To summarise, the dark web has its positive and negative side. It is known for its negative side but if used correctly, it is an excellent place for securing the infrastructure and helping the population by exposing corruption, human rights abuse and other controversies that were never meant to reach the daylight. However, if used in a bad an unethical way, it can cause a lot of damage to individuals or companies or population in general.
The article discussed in related works provides treasured details about dark web analysis as well as this research, however the article that was discussed is suitable for different needs as it primarily prioritises expandability and effectiveness, that aspect is suitable during maintenance of large datasets, unlike this research due to its focus on setting up a secure and managed environment leading to a faultless approach during data collection and analysis process. Future work might expose cooperation of this research with the article that was found in terms of security-focused assets while adding the expandability considered in the article, combined approach could reveal a new – hybrid solution which would implement aspects from both – the article and this research and create a secure, scalable and flexible framework for dark web data scraping.


[bookmark: _Toc175734102]CHAPTER 3
[bookmark: _Toc175734103]3.  Methodology
[bookmark: _Toc175734104]3.1 Introduction
The focus of this research was put on platforms that are spreading hacking tools and encouraging illegal activities, to achieve it, qualitative and quantitative research was completed to ensure that illegal activities discovered in the dark web are well understood and acknowledged. To collect the data, a custom Python script was developed to access .onion links. Tor’s rigorous standards and protocols provide users with the highest level of security of encryption and anonymity, this allows individuals to feel safe whilst browsing the dark web without fear of getting exposed. This is the foundation for this project as it allows the researcher to stay safe and anonymous during the data gathering process. 
Custom Python script, a tool for gathering data from the dark web was used to gather the data, it works based on routing traffic through Tor proxies and opening port 9050, however this is not recommended. This custom smart python script scavenged through the marketplaces and forums pulling whatever it could to provide the researcher with a wide variety of data.
After the data collection process is finished, data gathered needs to be converted into a readable for cyber threat intelligence format and to achieve it, it needs to go through a rigorous cleaning process to make sure the data can be employed in an appropriate way. The cleaning process is extremely strict as it strips down the data to an absolute minimum and what is essential by removing anything unnecessary such as inconsistency, standardised formats etc. This makes sure that data is appropriate and easy to analyse by cyber threat intelligence.
To summarise, this approach employs using complexed custom python script and extra layers of security such military level secured VPN, intrusion detection system, access controls and firewall to provide the researcher with the highest level of data accuracy and anonymity. The mix of qualitative and quantitative research delivers a proof and robust security framework that covers a lot of, if not most dangers that emerge from the dark web.


[bookmark: _Toc175734105]3.2 Data Collection
This part of the research [39] was carried out by utilising a strategic approach to filter out specific dark web sources such as marketplaces, chat rooms and forums which is where cyber criminals often reside. This approach employed many various aspects such as activity, frequency and reputation established by cyber criminals. To establish a better understanding, a forum, marketplace, or chat room that is mainly focused on the distribution and developed of hacking tools were the main targets as it consisted of the relevant data. Both – qualitative and quantitative research was conducted and gathered meaning the data was identified as number-based, countable, interpretation based and descriptive as it helps to understand the audience what happened, how and why.
Here are some major steps that need to be taken:
· Identification and targets: Forums and places with the highest activity were targeted because of the highest amount of traffic going through marketplaces and illegal forums, this means that populated places were targeted first when it comes to data collection.
· Monitoring & Data gathering: Constant and regular monitoring of data collection process was made possible by using a custom python script, which is a web crawling tool but highly and often used with Tor due to its ability to provide the researcher with the highest possible level of security, however this script is the researcher’s innovation and creation and can be altered to also scrape the normal and visible surface of the internet.
· Analysis: The data collected had been put through an analysis against many several factors such as common patterns, most frequent posts just to understand how cyber criminals move around and how they behave and work.
· Quantitative and Qualitative approach: This approach requires the researcher to work with numbers and content. Quantitative part of this research involves working with numbers to provide statistics about various activities, however qualitative part of this research focuses on understanding the methods, content, motivations, and techniques employed by cyber criminals.
· Ethics: This methodology provided assurance that all laws, ethical standards, and procedures are followed, and no person’s identity or privacy involvement was included and harmed during the data gathering process.


[bookmark: _Toc175734106]3.3 Environment setup
To gather the data [40], Tor proxies were utilised to guarantee the security and safety for the researcher. To pull the data from the dark web, a well-known and popular programming language had been employed to create a custom python script to pull the data from the dark web. It is used for retrieving data from dynamic web pages and complicated websites. For extra security, military level secured VPN with a kill switch option enabled protected researcher’s anonymity, a maximised setting firewall combines with an intrusion detection system. 
This custom python script allows to pull the information from dynamic web pages and complicated websites, cyber criminals started using the most basic security measures such as CAPTCHA checks to view the content of the websites, a lot of tools struggle with bypassing that, however the development of the python script was carried out in a manner which bypassed the CAPTCHA checks.


[bookmark: _Toc175734107]3.4 Analysis
After the data was scavenged [41], the format was unreadable as it contained irrelevant and useless information. The extensive cleaning process focused on removing anything that is not relevant to cyber threats. Data normalisation had been involved to ensure that the data can be converted into a simplified and readable format. To provide an example, text data might be standardised when it comes to encoding making it incompatible with different datasets. Data normalisation consists of many processes that make it clear and tidy such as sorting out numerical values, categorising data, formatting dates etc.
The data that was collected and processed, had been allocated into a dataset to ensure that the researcher is has the ability to navigate between the information from the dark web; by following this simple approach, the data is appropriate for further analysis and reporting if needed. 
To summarise the analysis, the data underwent a rigorous cleaning process and normalisation to transform it from an unreadable format into a categorised dataset that had been essential in creation of a robust structure for developing a security framework, so the cyber team has the ability to increase the detection and response time rates.


[bookmark: _Toc175734108]3.5 Results
Expected Outcomes:
This project focuses on proving how the data pulled from the dark web using automated scripts can be helpful and efficient in creating a robust security solution for modern companies. It aims to provide a detailed analysis of the pulled data. This was crucial to identify new threats and techniques that emerge from the dark web.
Type of Data and Details:
· Technical Difficulties: Many websites started protecting themselves from scraping tools and implemented CAPTCHA prevent measure.
· Security: Making sure that the activity and actions carried out by the investigator are not compromised the safety of the system.
· Legal and Ethics: Ensuring that legal and ethical problems were prevented by obeying to data privacy laws and avoid pulling the data from places that should not be included.
Testing:
Easy to use: Critical evaluation of how easy to use the tools are for non tech savvy individuals.
Effectiveness: Evaluation of the robustness of the structure for developing framework.
Feedback:
· Improvements: Gather feedback and acknowledge potential improvements for critical analysis and decide whether the suggestion is worth looking at and implementing or should it be rejected.
· Compatibility: Gather feedback about how easy it is to create a structure for developing a framework without interrupting the current in place system
Significance:
In this project, results were presented reflecting how well the structure for developing a framework was completed, and the data has been gathered by focusing on the crucial parts which is using dark web data as a source for cyber threat intelligence. By having a constant and consistent routine of reviewing the framework and tools used to stay away from emerging trends, companies can ensure that their security posture can stay robust.


[bookmark: _Toc175734109]3.6 Research Process
The research process for this project is structured in a way that allows the researcher to investigate the dark web when it comes to illegal and unreleased hacking tools and activities. This research is designed in a way to ensure the data collection and analysis process obeys all the legal standards and laws, while maximising the anonymity of the researcher while collecting the data. Here is a breakdown of this process:
1. Positivism:
This research employs a positivist approach [42] allowing the researcher to analyse the assets that can be seen and measured. This research is based on the real and actual data to produce conclusions while striving to be unbiased and objective.
2. Deductivism:
Deductivism is used in this project as already existing ideas and theories had been employed and used as a reference [43] to start the research. The hypothesise drawn from the ideas and theories and were put against the test to ensure its effectiveness and efficiency.
3. Qualitative:
This research employs qualitative method of research [44] in order to get a detailed understanding and view of the content stored by the dark web, this includes aspects such as marketplaces, behaviours, transactions, discussions and possibly chat rooms if found.
4. Experimental:
To fully have a control over the interactions occurring on the dark web [45], an experimental approach was employed to make sure the data is handled in a safe and controller manner.
5. Mono:
This research implemented a mono strategy as it puts focus on a singular methodological approach which ensured that the data gathered was analysed in a consistent and efficient manner. The ability to complete this aspect was achieved by using custom python script.
6. Data collection:
Data collection process was made possible by the Tor proxies as it allowed the researcher to visit .onion links while providing the highest level of security and anonymity. A military secured VPN protected researcher’s anonymity and provided data integrity.
After data collection process successfully finished, the raw data went through a rigorous cleaning process where it was broken down into only what is needed and all unnecessary information had been eliminated, to achieve this – data normalisation supported this process by categorising it into appropriate categories, formatting dates etc.

[image: ][bookmark: _Toc175694885]Figure 2 - Representation of research process

[bookmark: _Toc175734110]3.7 Research Philosophy
This project utilises a positivist philosophy [46], the reason for this is a constant need of data collection as well as quantitative analysis of the data scraped from the dark web to ensure CTI is efficient. The positivist approach puts pressure on objectives and measurable data, this ensured that the structure for framework is reliable and sable. 
Justification & Advantages
This approach is beneficial because it concentrates on empirical data [47] to make sure that the data gathered can be verified. This provided assurance that statistical ways of data analysis are utilised to look out for any trends which might come useful when working on the efficiency and effectiveness of the framework.
Disadvantages
The main problem with this approach is that it is possible to accidentally overlook certain human behaviour. To avoid this issue, this research employs qualitative aspects if necessary.
Mixed approach
This project mainly utilises quantitative data gathering along with positivist method, it utilises phenomenological parts to ensure a deep a detailed understanding of criminal behaviour is well understood. 


[bookmark: _Toc175734111]3.8 Methodology
This research was carried out with a use of a mixed method approach [48] that consists of quantitative and qualitative method to collect the data and analyse it. The main tool responsible for gathering data was a python-based custom script, it has been developed solely for that purpose of scraping the data, powerful when written right. The format of the data gathered was in a raw format meaning that it was converted into a readable and usable format so CTI can use it.
[bookmark: _Toc175734112]3.9 Approach
To achieve the aim and objectives of this project, a mono method was employed to ensure that the data gathered was analysed in a consistent and efficient manner, so it is reliable and suitable for CTI. Various dependencies, packages, VPN [49], intrusion detection system [50], firewall [51] and access controls [52] were applied and double checked to achieve the maximum security and anonymity level while operating a python script to scrape the dark web data from different locations.  The VPN ensured that the researcher was able to stay isolated from any dangers that might emerge from the dark web during the process and stay anonymous.
[bookmark: _Toc175734113]3.10 Strategy
To ensure aim and objectives are fulfilled, a plan of action was developed and put in place, it can be found below. This plan involves on making sure that the dark web infrastructure gets thoroughly analysed by using academic sources to gain a deep understanding about cyber threat intelligence and its correlation to scraping:
· Carry out detailed research about dark web infrastructure and the types of illegal activities offered there as well as the tools used by criminals.
· Many different academical sources gathered from IEEE library, ResearchGate and Science Direct etc. were used.
· Gaining deeper understanding of how cyber threat intelligence processes data scraping
· Checking what is needed from investigator’s side to successfully fulfil the aim and objectives.


[bookmark: _Toc175734114]3.11 Time Horizons
This research brings a cross-sectional approach into the service as it required to carry out continuous data scraping and data analysis at a single point in time [53], this is the reason a cross-sectional approach is the most fitting type of approach for this research. This research was based on scraping data from the dark web to critically to assess cyber dangers and illegal activities. This perfectly aligns with a cross-sectional approach due to the necessity of recording the current state of dark web at a specific moment and a single point in time rather than analysing changes and dynamic over an extended period of time.
A cross-sectional approach enabled the researcher to retrieve a ‘snapshot’ of the dark web’s current state, enriching the researcher with high-valued details emerging from current threats, vulnerabilities and strategies utilised by criminals without the need for long-term assessment. This approach suits best the nature of this research as it allowed the researcher to adapt to dynamic nature of the dark web, where forums, content and sites are constantly changed and moved. A cross-sectional approach offered the researcher with an efficient data scraping process that reflects the current state of the dark web.
Furthermore, this approach allowed the researcher for a specific focus on the current findings, techniques and tools utilised in dark web scraping, this granted an analysis within a certain time frame. This is beneficial, especially because of the ability to feed the results to cyber threat intelligence to ultimately utilise an enhance cyber security practices and response time. However, a cross-sectional approach employs a detailed and strict investigation of distinct data points, such as the efficiency of scraping tools and security mechanisms without needing to constantly gather data and monitor it as this requires a longitudinal study to be employed.
To summarise, a cross-sectional time horizon approach was suitable for this research as it provided a great and swift understanding of the current state of the dark web, this lined up with the project’s objectives. This approach supported the researcher in ensuring that research remains accurate and impactful whilst providing details that can be utilised to reinforce cyber mitigation mechanisms and pro-actively prevent threats. 


[bookmark: _Toc175734115]3.12 Conclusion
The purpose of this research is to prove how efficient the CTI is when combined with the dark web data which holds valuable information such as malware that was not yet released and exploited in the wild. By utilising data scraping script and an appropriate strategy, the researcher could ensure that the data collected was accurate and relevant to the project, converted into a usable format for CTI and then use that to enforce the effectiveness of the framework. The structure for developing a framework provides a flexible security solution for companies to help them to stay away from the dangers emerging from the dark web.
By integrating dark web data with cyber threat intelligence [54], cyber professionals can ensure that proactive threat detection can be utilised, this allows organisations to be on the lookout for any potential IOCs and warnings about cyber threats. This research provides a general view and landscape about the current state of threats by gaining a deeper understanding about the techniques and methods employed by cyber criminals. However, this is not the only advantage as having the integration in place also decreases the response time meaning the professionals are able to react to dangers quicker.
Furthermore, the cyber threat intelligence framework provides companies with a flexible approach and solution which can be adjusted based on the requirements and nature of the company, this ensures that a lot of dangers that emerge from the dark web can be prevented. 

[bookmark: _Toc175734116]CHAPTER 4 
[bookmark: _Toc175734117]IMPLEMENTATION AND DESIGN
[bookmark: _Toc175734118]4.1 Introduction
This chapter introduces a deep overview of the implementation and design process and the journey taken to reach the aim and objectives. The main goal is to develop a reliable, secure, and efficient structure for developing a framework to scrape the data from the dark web and converting it into a readable format. This chapter starts by explaining the problem formulation which identifies the issues and objectives of this project. Afterwards, design stage was explained including the selection of the tool and justification why and how the structure for developing a framework in the future can be done as well as the path and methodology utilised to safely retrieve the data from the dark web. The implementation stage is the practical showcase of the tool in action and how it was configured and tested. Evaluation of the implementation and possible areas for improvement were included in the evaluation.
[bookmark: _Toc175734119]4.2 Problem Formulation
[image: ]The main issue discussed in this project is the process of accessing and converting the data into a readable format in a way to keep the identity of the researcher private and anonymous whilst successfully scraping the data. The dark web is a gold mine for illegal information and services; however, it is also utilised in a proper manner where professionals can stay on the same level or one step ahead and retrieve the information about the dangers that have not yet seen the daylight and protect organisation before the tragedy takes place. This provides cyber security professionals with valuable information about the security in general. [bookmark: _Toc175694886]Figure 3 - Problem formulation process


This problem formulation diagram illustrates the path taken through the problem formulation; it starts with installing VirtualBox which is essential for creating a virtual machine to
 host the most up to date version of Kali Linux , once Kali Linux is installed the researcher needs to ensure that all networking preferences are set as appropriate. After launching Kali Linux, the researcher must ensure that all libraries and dependencies that originally come with Kali Linux are up to date by running certain commands in the terminal to make sure that the tool has the most up to date requirements to work with. After the necessary checks have been fulfilled, the researcher can proceed with the installation of ‘DarkScrape’ which is a Python based tool created by a third-party individual. If the tool is not working as intended, then a change in form of code troubleshooting is needed, however if it does not remediate the issue, then proceeding with trying a different link is the next step as dark web websites are often moved around on daily or weekly basis. After trying a different link and not getting the desired result, the researcher ensured to modify the code again and go over it to make sure everything is correct, the final remediation is to use the current code as an inspiration and customise it fully (not partially) to make it work as intended.
Here are the two objectives responsible for showing that the project has been successfully fulfilled:
Data collection: Create a systematic and fault-proof approach to scrape data from the dark web using a custom tool and technique to preserve the identity of the researcher anonymous and secure.
Data conversion and analysis: Collecting and stripping the data down into relevant parts and putting it into a clear and understandable structure which then can be analysed and extracted to feed it to cyber threat intelligence to support the recognition of unknown cyber threats and attacks.


[bookmark: _Toc175734120]4.3 Design
[image: ]When it comes to scraping data from the dark web for cyber threat intelligence purposes, it is a requirement to apply appropriate security measures due to the risk radiating from the dark web. After a careful analysis of the literature review that had been completed, it is safe to state that the following design presented as a network diagram is the most suitable choice for this research as it contains four layers of security - Firewall, IDS, VPN, and connection routed through various Tor proxies to remain anonymous. The firewall is responsible for filtering the traffic according to the rules set out in the configuration, however the rules were set to a maximum level of security, intrusion detection system is essential for any unrecognised intruders in the network to be detected and flagged up for the attention of the researcher, a VPN is an absolute must to mask researcher’s identity, location and IP address which could lead to further damage such as leakage of more personal aspects and finally, Tor proxies, Tor itself provides a high level of security by redirecting the traffic through a large number of nodes before it gets delivered to the desired recipient. Linking back to literature review, it has been established that the following security measures applied by the researcher can be found in the literature review and had significantly aided the process of staying safe and undetected.
[bookmark: _Toc175694887]Figure 4 - Representation of network diagram

[bookmark: _Toc175734121]4.3.1 Tool and its configuration
The first and crucial step to successfully scrape the data from the dark web is to carefully choose the tool, after many failed attempts with third party tools, a decision was made to create two custom Python scripts – one script responsible for scraping the links provides to the second and the main script which is responsible for scraping the link and pulling the data from it. Considering the dangers and risks, a reasonable security measures were applied provide the researcher with appropriate security, utilising scripts reduces the risks as there is not direct interaction with the Tor browser meaning that the researcher is not obliged to manually navigate to the links.
· Tor: The most important aspect of this project [55], it would be impossible to achieve desired results without using the Tor network, Tor network provides the researcher with the anonymity by redirecting the traffic through a large number of nodes and servers spread across the world. This provides the researcher with the security when it comes to IP address meaning the identity stays protected and unrevealed while the script is in running.
· Torsocks: This dependency is responsible for making commands such as ‘CURL’ to divert the traffic through the Tor network [56]. Torsocks’ purpose is to ensure that any traffic generated that passed through the Tor network is secured and anonymised to reduce the risk of the researcher getting exposed to dangers.
· Requests and PySocks: To achieve advanced and complexed data scraping ability which requires managing cooking [57], session and parsing HTML, a python script was developed to utilise the ‘requests’ dependency along with ‘PySocks’. This allows the researcher to achieve better results due to the flexibility provided by ‘PySocks’ while ensuring that any traffic diverted and routed through the Tor is secured and anonymised.
· Beautifulsoup4: This is a type of library responsible for making scraping information from web pages simplified [58]. Any information processed by beautifulsoup4 had been put through its built-in HTML and XML parser made a notable change in simplification and readiness for a human eye.
· Urllib3: This library is already pre-installed and comes with Python and is called ‘urllib’ [59], however a more comprehensive and expanded version called ‘urllib3’ can be installed and urllib3 acts as a user-friendly HTTP solution and fills out the gaps overlooked by Python developers to provide users with more flexibility.
· Time, os, datetime: These dependencies are already pre-installed and come with Python installation.


[bookmark: _Toc175734122]4.3.2 Security
Considering the dangers and risks emerging from the dark web, certain security measures were applied before running both scripts to ensure researcher’s identity stayed anonymous and unexposed:
· Access controls: Rigorous access controls measures were applied to ensure the researcher is the only individual [60] with access to the VPN network and scripts along with the data scraped. The IP address was changed with every request sent via the script to the dark web. After each scraping session, the researcher ensured that the Tor.exe process responsible for opening 9050 port used by the dark web is closed and that no script is running while unattended. The device that stores the data was secured with PIN and was only accessible to the researcher.
· VPN: A solid and trusted VPN solution was used and implemented before the process of scraping .onion links and data from them [61], ‘Cyber Ghost’ is the name of the VPN that was utilised, it provides a solid military-level encryption and security with kill switch meaning that if the connection drops, the internet access was instantly terminated leaving the researcher with maximum security due to interrupted internet access.
· Intrusion Detection System (IDS): In this research, an intrusion detection system (IDS) was implemented [62] to put a great emphasis on security during the data scraping process. The IDS had rigorously and constantly observed network traffic flowing through to identify and unknown activity and aimed for detection of any possible dangers or unknown access attempts. This security measure was essential as it protected the researcher from being exposed to dark web dangers and made sure that the data which was collected kept its integrity. As a result of having the ability to be aware of the events occurring in the network in real-time, it allowed the researcher to continue with the scraping process and the IDS made a significant difference safely and calmly in securing the environment.
· Tor Browser Setting: The Tor browser ensured the researcher’s safety by having security level option set to ‘Safest’ and it had significantly supported researcher’s safety during the dark web viewing to carefully review the HTML content that was gathered as it disabled potentially threatening web functions such as JavaScript and media files – images and videos. This had massively reduced the attack surface and reduced the exposure of researcher’s identity and allowed for a robust environment. This setting was crucial to enable as it made sure the research process and its integrity were seamless when analysing the HTML content.


[bookmark: _Toc175734123]4.3.3 Architecture
The architecture for developing a structure for a framework in the future was developed and was divided into three layers clearly outlining the efficient and secure process for scraping the dark web data. By creating a general approach to creating a structure for a framework that can be produced in the future, it is significantly easier to use it as a guidance:
1. Data collection: This layer is strictly responsible for securely pulling the data from the dark web [63]. It consists of different dependencies such as Torsocks, requests, pysocks, beautifulsoup4, urllib3, time, date and os. All libraries and dependencies are working together to make the script. It had been created in a way to bypass certain security features such as captcha or login requirements and obtain the data.
2. Data conversion: This layer is responsible for ensuring that the data collected is converted into a readable format and structured [64]. Data conversion included transforming raw HTML data into a readable format where only the necessary information had been obtained. Beautifulsoup4 dependency is responsible for pulling the data in a HTML format ensuring the consistency and accuracy.
3. Data Analysis: This layer ensures that the data collected is analysed to provide the relevant information for developing a structure for the framework in the future [65]. Data then was categorised in various categories e.g. Malware, Attacks etc.


[bookmark: _Toc175734124]4.4 Implementation
Implementation stage outlined the new path that was taken to get the customised script up and running to achieve the desired results on a Windows device. This stage included showcasing of setting up a safe environment, installing different dependencies and showing the output from the terminal to ensure that the script is working. However, the process of obtaining the links from the dark web had been automated, users are free to search for links online here https://ahmia.fi and this website [66] allows users to search for Tor hidden services without visiting the dark web. To automate this process and pull many links at the same time, another script has been developed which allows to search for any phrase and send a request to ahmia and retrieve the results.
[bookmark: _Toc175734125]4.4.1 Environment setup and scraping process.
[image: ]The environment was set up on a secure machine to ensure the exposure is minimised. The machine was configured with the most up to date versions of Tor, Torsocks, Python, Beautifulsoup4, urllib3, time, date, os and requests dependencies. Additionally, the router was configured with IDS option enabled and firewall maximum security level to ensure the safety of researcher. An ability to view the traffic logs was provided by the router used for the project.


[bookmark: _Toc175694888]Figure 5 - Representation of environment setup and scraping process

The focus of this project is to create a systematic structure for developing a framework in the future that can evolve along with the dark web at the same time. The design process consists of a careful selection of the tool and planning its development along with the methodologies being utilised to make sure that the objectives are fulfilled, and researcher’s identity stays unknown. Figure 6 shows the tool running and an .onion link is required to start scraping and the process which outlines the journey to get it running. Presented below, is the process for installing Kali Linux via VirtualBox, configuring it to make it usable and implementing ‘DarkScrape’ tool which then had to be modified into a custom python script.
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[bookmark: _Toc175694889]Figure 6 - Representation of Kali Linux folder directory
Kali Linux was downloaded from the official website https://www.kali.org. After downloading, the researcher simply launched Kali Linux via VirtualBox by clicking .vdi file. It automatically installs Kali Linux.
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[bookmark: _Toc175694890]Figure 7 - Representation of VirtualBox Kali Linux configuration

Figure 7 represents the necessary changes to Kali Linux instance to make it run smoothly, it is necessary to assign it a minimum of 4 GB of RAM to make it usable.

[image: A screenshot of a computer

Description automatically generated]











[bookmark: _Toc175694891]Figure 8 - Representation of Kali Linux successfully running
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Description automatically generated]Figure 8 above represents a screenshot of Kali Linux successfully running and installed allowing the researcher to carry on with the installation of ‘DarkScrape’ below.[bookmark: _Toc175694892]Figure 9 - Representation of git cloning into DarkScrape tool


Figure 9 represents the very first initial step of cloning into the github repository that contains ‘Darkscrape’ tool. ‘Git’ tool is already pre-installed and comes with Kali Linux. This screenshot proves that cloning into github repository was successful.




[image: A screenshot of a computer screen

Description automatically generated]
[bookmark: _Toc175694893]Figure 10 – Representation of  ‘cmake’ library installation
Figure 10 shows the installation of ‘cmake’ library which is essential to run ‘darkscrape’ tool. It is necessary as it manages the building process for DarkScrape and dependencies. This library is necessary as it makes sure that all segments of the tool are installed appropriately and compatible with Kali Linux which is absolutely needed for security-based tools.
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Description automatically generated][bookmark: _Toc175694894]Figure 11 - Representation of necessary libraries being installed

Figure 11 demonstrates the installation of ‘requirements.txt’ which comes appears in the ‘DarkScrape’ directory in Kali Linux. Requirements.txt is a file which contains a pre-made script that install all dependencies such as beautifulsoup4, requests and all other essential libraries. Instead of installing everything manually, it had been simplified by the developer and can be executed just by installing ‘requirements.txt.’
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Description automatically generated][bookmark: _Toc175694895]Figure 12 - Representation of DarkScrape successfully installed










Figure 12 illustrates a tool after installation, it is launched via python3 darkscrape.py and was created by ‘Hacker Destination’, it ensures that Tor is running first and Tor service was already pre-installed in that version of Kali Linux, it informs the user that the Tor service is running and shows detailed breakdown of logging in form of ‘Connected tor …’ etc. after that the user is able to see their anonymised IP address provided by the tool and offers an option to choose if the scrape should start from a file e.g. .txt files containing a lot of .onion links or from single URL and this option requires the user to manually copy and paste the link and submit it. It is worth to mention that this tool already comes with pre-configured proxies leaving it as ‘plug and play’ without the need to modify the code before the first launch.
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Description automatically generated][bookmark: _Toc175694896]Figure 13 - Representation of DarkScrape in action














Figure 13 presents the tool in action; however, this tool does not work as intended and only pulls media files meaning only images and videos are being saved, this information does not contribute or provide much value to fulfil the objective.


[image: A screenshot of a computer]Figure 14 represents the data that was scraped from a completely random .onion link, it is clear to see that this information does not provide much value, however pictures of illegal drug distribution can be found there, however this is not relevant.[bookmark: _Toc175694897]Figure 14 - Representation of data retrieved by DarkScrape

The next step is focused on setting up environment for a custom version of python code by having ‘DarkScrape’ as an inspiration. 
Here is a breakdown of each step needed to successfully run the python script:
Step 1: Installing all dependencies via pip using the command line: 
Requests:
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[bookmark: _Toc175694898]Figure 15 - Representation of installing requests library
Achieved with Python, the researcher had the ability to use ‘pip.’ Pip is a package manager for python packages and dependencies. ‘Requests’ is one of the dependencies needed to make the script work. Requests dependency handles enabling a HTTP library that allows the passage of HTTP requests.


Beautifulsoup4:
[image: ]
[bookmark: _Toc175694899]Figure 16 - Representation of installing beautifulsoup4 library
Python allows the researcher to again use the package manager for known as pip to install beautifulsoup4 dependency. ‘Beautifulsoup4’ dependency is needed to get the script running. It allows the researcher to parse HTML documents and enables a straightforward process for extracting the data by creating a parse tree from page source code.
Urllib3:
[image: ]
[bookmark: _Toc175694900]Figure 17 - Representation of installing urllib3 library
Urllib3 is a very efficient library that allows the researcher to send high-level interface, robust and efficient HTTP requests compared to urllib which already comes preinstalled with python. It offers many unique features such as connection pooling, threat safety, proxy support, retries, timeouts, Unicode support, SSL/TLS support, custom headers, and file posting. One of the main differences between urllib3 and urllib is that urllib3 offers the researcher to implement retries so the script runs repeatedly until the specified number of retries is met.
Datetime, os, time:
Mentioned above are already preinstalled and come with Python.


Step 2: Enabling CyberGhost VPN
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[bookmark: _Toc175694901]Figure 18 - Representation of CyberGhost VPN running


Figure 18 displays a proof that the researcher had met the necessary security measures to anonymise the IP address before starting the scraping process, CyberGhost VPN was used, it provides a very secure and military-level encryption with a ‘kill switch’ enabled, meaning that if the VPN connection dropped then the researcher’s ability to use the internet was immediately terminated from the accessing the internet and the device would not automatically reconnect to the original network. This step ensures the researcher stays anonymous and the script only runs when the VPN is turned on. Additionally, WireGuard protocol [67] had been utilised and WireGuard is a high-performance and easy to use protocol as it contains only around 4000 lines of code leaving the attackers with less vulnerabilities to exploit and reduces the attack surface.


Step 3: Implementing Ahmia Link scraping Python script
[image: ]
[image: ][bookmark: _Toc175694902]Figure 19 - Representation of ‘malware’ query provided to the script
[bookmark: _Toc175694903]Figure 20 - Representation of terminal output after scraping .onion links
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Description automatically generated][bookmark: _Toc175694904]Figure 21 - Representation of .onion links scraped successfully

Figure 21 represents the query that was provided to ahmia search engine, the query is ‘malware’ which means that anything accessible via ahmia was retrieved by the ahmia link scraping script.
Figure 21 illustrates the output after running the script. Extra logging features such as ‘Request went through,’ ‘File created’ etc. were implemented for the researcher to obtain a clear overview and constant control over the script making it user-friendly and easy to understand. The output states that the request was successful and informs the researcher about the directory where .txt file can be found, it also provides the names of the file. It is structured to always assign ‘sites+random number.txt’ e.g. ‘sites1375.txt’ to make it easy to identify the file in the directory.
The third screenshot represents the desired result of the script which is a random named .txt file with a large amount of .onion links ready to be fed to another customised DarkScrape python inspired script.
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Description automatically generated]Step 4: Running Tor.exe[bookmark: _Toc175694905]Figure 22 - Representation of Tor.exe process
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Description automatically generated]Figure 22 shows that ‘Tor Browser’ had been installed successfully allowing the researcher to tunnel the traffic freely via Tor proxies. Tor had been downloaded from the official website https://www.torproject.org/download/. ‘Tor.exe’ process is essential for opening port 9050 which is a port used by the dark web and it constantly listens on port 9050.[bookmark: _Toc175694906]Figure 23 - Representation of Tor.exe process running


Figure 23 illustrates the result of running ‘tor.exe’ as administrator. It opens socks listener on 127.0.0.1:9050 and informs the researcher that it is ready. Additionally, it bootstraps processes such as connecting to a relay, establishing handshake with a relay, encrypts directory connection, retrieves network status, and builds directory circuit and finally informs the user when the process is done.

[image: ]Step 5: Providing .onion link to the script[bookmark: _Toc175694907]Figure 24 - Representation of feeding .onion link to scraping python script
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Description automatically generated]Figure 24 represents the process for feeding the link from the list provided by ahmia link scraper tool and running it. It is important to remember that http:// is required for successful scrape. The process for feeding the link is simplified, a simple copy and paste. [bookmark: _Toc175694908]Figure 25 - Representation of script in action

Figure 25 shows the results after executing the script, it shows each web page scraped from the provided link. Additional logging features were implemented to inform the researcher about the status of the scrape by including ‘Scraping’ + link and ‘Saved’ + link. Occasional errors might appear, this means that web page is no longer active.
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Description automatically generated]Step 6: Checking timestamped folders created by the script[bookmark: _Toc175694909]Figure 26 - Representation of data successfully scraped


Figure 26 shows scraping as complete, the researcher was able to navigate to the directory where the scraped folder with data is located, this was always saved in the same directory as the script used to retrieve it. It is clear to see that six web pages were scraped, however scraping the dark web is a hit or miss meaning that not every single link contained high valued information or active website. Files were saved in a HTML format by beautifulsoup4 dependency.
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Description automatically generated]Step 7: Opening scraped web pages in Notepad++ to search for relevant information[bookmark: _Toc175694910]Figure 27 - Representation of HTML code behind pulled data files

Figure 27 displays the web page called ‘5.html’. The name was not altered by the script and was configured by the developers of that website. This is content and structure the researcher was able to witness after opening the file in Notepad++ [68], this allows for a very easy identification of the relevant information, as presented above – that website contained some information about malware and further links to purchase the malware or hire a person to deploy it. Just by looking at the <title>, it is easy to state that this is a website based around dark web illegal services – dark web marketplace. 
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Description automatically generated]Step 8: Opening scraped files in a browser using HTML[bookmark: _Toc175694911]Figure 28 - Representation of retrieved data in HTML format


Figure 28 displays the HTML code shown in the previous step, however this is launched in ‘Opera GX’ browser just to prove the real layout of the website, however CSS code is not included as it is not essential. Hovering over the links, previews the link in the bottom left corner of the screen. Opening scraped web pages in a browser makes it easier for the researcher to extract the relevant information as it is more user-friendly and does not look as complicated as the code.


[image: ]Step 9: Disabling tor.exe upon completion of scraping[bookmark: _Toc175694912]Figure 29 - Representation of Tor.exe shut down


Figure 29 represents that ‘tor.exe’ is still running, this was obtained via ‘Task Manager’ and right clicking the process and proceeding with ‘End task’ completely and entirely shuts it down and stops to ensure the port 9050 is no longer active and listening reducing the exposure of the researcher significantly. This is essential security measure that needs to be followed the scraping is done. Leaving it running, provides the link between the researcher and dangers emerging from the dark web.
Step 10: Disabling VPN
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Description automatically generated][bookmark: _Toc175694913]Figure 30 - Representation of VPN disabled
















[bookmark: _Toc175734126]4.5 Structure for developing a framework
[bookmark: _Toc175734127]4.5.1 Introduction
The structure for a framework develops is essential for successful data scraping from the dark web and achieve the desired result of feeding the data to cyber threat intelligence. This structure has been inspired by [69] and modified to suit the needs of this research. The dark web is popularised due to its ability to stay anonymous and carry out or offer illegal services in exchange for crypto currencies. However, if utilised in an appropriate way, the dark web can be a gold mine for cyber security professionals to retrieve essential information and use it in a positive way and mitigate threats that are emerging from the dark web. This structure displayed the essential parts and the journey that needs to be taken to achieve an efficient, secure, and scalable structure for framework to scrape the data and analyse it. The main pressure was put on ensuring that all activities are carried out ethically and most importantly securely whilst achieving the most out of the tool to collect the essential data for cyber threat intelligence and structure for framework reasons.
This document outlines the path for obtaining and creating a structure for developing a framework rather than proceeding with its actual creation. A full overview of each aspect including specific tools, libraries, and configurations – however, everything is discussed in its own appropriate section.


[bookmark: _Toc175734128]4.5.2 Overview of structure components
To successfully pull data from the dark web and feed it to cyber threat intelligence, several essential aspects must be implemented. All components and libraries cooperate to provide a secure, systematic, and efficient data acquisition & analysis process:
· Data Acquisition: A tool and technique employed to successfully scrape data from the dark web [70] links provided by ahmia scraper, for this layer of the structure, the following were used: Tor and Torsocks.
· Data Cleaning: A process where data goes through a rigorous cleaning process [71] by structuring and formatting the raw data pulled from the dark web into a table so it can be fed to cyber threat intelligence.
· Data Analysis: A thorough analysis of data [72] and choosing which piece of data is usable enough to feed it to cyber threat intelligence. Not every piece of data is usable, feeding anything to cyber threat intelligence can lead to mistakes and false positives when detection occurs.
· Security: A reasonable and appropriate security measures such as VPN and Access controls to ensure the connection of the researcher stays anonymised and unexposed to the dangers emerging from the dark web, including a kill switch [73] option enabled, if connection drop occurs, the researcher is automatically prevented from any access to the internet. Access controls are responsible for ensuring that the device used for the experiment is secured properly and only the researcher can access that device.


[bookmark: _Toc175734129][image: ]4.5.3 Snippet of Categorised Data[bookmark: _Toc175694914]Figure 31 - Retrieved data snippet

Figure 31 represents a short snippet of the data table where information was reasonably categorised and described to ensure the simplicity of implementing it into cyber threat intelligence. The table outlines and highlights the most important and valuable to cyber threat intelligence findings while providing the relevance to cyber threat intelligence. The table had been created in Excel due to easiness of creation and compatibility for other users.

Note: The full version of data table can be found in the appendix, please zoom in for better quality. For a better overview of structured data, please refer to ‘Project Files’ section to download Excel spreadsheets.


[bookmark: _Toc175734130]4.5.4 Risks
The process for creating a structure for developing a framework to scrape the dark web data can be risky and dangerous [74] and it is crucial for the researcher to understand the consequences and mitigation techniques to avoid falling a victim of such exposure. It is also essential to understand how mitigating the risks discovered by the experiment is beneficial towards the companies due to the structure for developing a framework.
· Exposure: The dark web is a place where the researcher or any other person could get infected unconsciously [75], meaning that the infection happened without the knowledge of the person surfing the dark web. It leaves users to exposure of malicious software, ransomware, blackmailing and reveal of identity. Scraping the data from the dark web can plant malware into the scraping environment unwillingly. To stay aware from dangers like this, it is essential to use anti-virus, VPN or proxy chains, maximised firewall and intrusion detection system and be extra cautious when analysing the content.
· Legal considerations: Scraping the data comes with various risks such as violation of international, federal, and local laws [76] due to accessing information without appropriate access. It is advised to contact the right authorities and parties before starting to scrape big. The framework that can be created due to the structure and contain records in case any law is violated and present the right authority with compliance if essential.
· Ethical considerations: Interacting with malicious content and illegal forums raises many ethical flags, even if the actions are carried out for research reasons. The framework that can be created due to the structure, should involve clear instructions on ethical guidelines to make sure that researcher stays away from any illegal activity or malicious content which could violate the laws and support unethical activities. Before the implementation of the framework, the organisation should contact ethical professionals to ensure the framework obeys all ethical and legal procedures and standards.


[bookmark: _Toc175734131]4.5.5 Security
Security is the main component and responsibility of the researcher before starting the scrape of the dark web data. There are many measures that need to be applied to the infrastructure and the data itself, here they are:
· Data encryption: Any piece of data that belongs to the organisation needs to be encrypted at all times [77], no matter the consequences – in transit to a different building or at rest, additionally, strong algorithms needs to be employed to ensure the safety of the information. In case the data gets intercepted by a perpetrator, the company can ensure it is not revealed and remains secure and confidential.
· Network security: Tor itself is solid when it comes to providing security to the researcher and prevents the exposure and reveal of location [78], identity and other personal aspects. However, the security provided by Tor is not powerful enough to stop certain attacks and people. It is essential to use a various of network security measures such as intrusion detection system (IDS), firewalls, intrusion prevention system (IPS) and all the above mentioned ensure the data and the researcher’s organisation stay anonymous, secure, and confidential.
· Access controls: A rigorous access control policies need to be introduced to prevent unauthorised access to data [79] to make sure that only selected authorised employees are able to access the data. A various of different security measures such as multi-factor authentication (MFA), role-based access control (RBAC) and audit logs needs to be utilised and implemented as soon as possible. Audit logs are essential to monitor everything going on in the network and look out for any anomalies and potential indicators of compromise to prevent unauthorised access.
· Audit checks: The framework aided by the structure for developing a framework should be constantly put against regular checks [80] to identify and potential loopholes and vulnerabilities to take immediate action in patching everything that is possible. There are two types of audits – internal and external. However, external ones are more advanced as it requires hiring an expert to test the framework.


[bookmark: _Toc175734132]4.5.6 Development plan for creating the framework structure
One of the essential parts for creating a framework is the development plan to scrape the data successfully and aids the process of planning stages. This development plan focuses on making clear any necessary steps and resources, musts, and considerations to establish a scalable, secure, and working framework.
Step 1: Objectives and scope
· Clearly outline the main objective of the framework and this could be actions such as data gathering, data analysis and converting it into an efficient cyber threat intelligence.
· Besides the objective, a scope is essential to specify what type of data could be collected, targets and define what the goal of the data gathered would be and how it can be used.
Step 2: Study
· Before applying and feeding data to the cyber threat intelligence, it needs to be carefully reviewed for legal, ethical, and technical standards and procedures.
· Ensure to determine possible dangers and issues and that includes technological issues and legal / ethical problems.
· Determine the range of available tools that can be used to aid the creation of building the framework.
Step 3: Requirements
· Gather the necessary information from stakeholders, this includes cyber experts, international and local law advisors, and ethical professionals to determine whether it can be implemented or not.
· Determine which technical aspects are essential to aid the implementation of the framework and this includes the tools e.g. Analysis tools, Torsocks, Tor and data storage ideas.
· Determine which compliance and security measures need to be met to make the framework valid and deployable to meet all ethical procedures and laws.
Step 4: Framework infrastructure
· Create an advanced infrastructure for the framework which determines the core aspects such as data collection, data conversion, data storage and analysis.
· Create an advanced infrastructure for the framework to allow flexibility and scalability to ensure the framework is adaptable to constantly evolving and emerging dangers from the dark web.
· Create a clear and simple to follow flow diagram to demonstrate the journey that data travels such as collection, processing analysis, storage to be implemented into the framework.
Step 5: Risk management plan
· Determine possible dangers associated with the dark web scraping activities and this could include malicious content, legal and ethical problems and direct exposure which could leave the researcher with identity reveal.
· Create a strategy to prevent the recognised risks and this includes introduction of hardened security measures and obeying the legal and ethical standards and procedures.
· Determine which would be the best process to keep the consistent framework and systematic monitoring of identified risks while the framework is implemented.
Step 6: Development roadmap
· Create a detailed plan to highlight development of the framework and this might include deliverables, timelines, and milestones.
· Introduce essential phases such as the initial framework development testing, acceptance and validation and official release and applicability.
· Determine tools and resources which are needed for each phase, this might include specific employees and tools.
Step 7: Testing
· Create a reliable testing methodology to ensure that the framework which is undergoing rigorous testing functions as intended and be efficient.
· Outline test cases in terms of functionality, how secure the framework is and how well it is performing to make sure that all aspects are met.
· Create a strategy for testing to validate the effectiveness of the framework and determine issues and vulnerabilities in pre-deployment stage to avoid issues when released officially.
Step 8: Documentation requirements
· Create a detailed and easy to follow plan to instruct users about user guides, configuration process and any troubleshooting steps to restore the functionality of the framework quickly and efficiently.
· Create training resources and guides for non-technical people to instruct users about the usage of the framework in a secure and efficient manner, users need to acknowledge and understand the ethical and legal issues that can results in an appropriate usage of the framework.


Step 9: Maintenance and updates
· Create a maintenance plan to ensure the framework is functioning as intended and stays up to date with the most recent threats and gets provided with security updates, tool patches and any law and ethical alterations.
· Develop a plan to allow professionals to feed updates regularly and efficiently to the framework and instruct users on providing feedback about the framework to make any necessary and validated adjustments.
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[bookmark: _Toc175694915]Figure 32- Representation of development plan cycle


[bookmark: _Toc175734133]4.6 Conclusion
In this chapter, an overview of the implementation and design stage set up was provided to create a secure and effective structure for the process of scraping data from the dark web and convert it into a data recognisable by cyber threat intelligence to aid cyber security measures. This chapter started with introductory of project’s objectives and effective development of the framework to safely access and analyse dark web findings while keeping a consistent security and anonymity of the researcher.
After introduction, a section about the problem formulation was introduced which clearly identified the main issues faced in this project, putting pressure on the must of collecting data in a safely manner and process it without  being affected by dangers and risks from the dark web in a negative way to ensure the anonymity of the researcher stays unknown to external parties. This included exploring and accessing hard to view hidden services to make sure data that had been collected can efficiently be converted into a well-structured formatted table which can then later be fed to cyber threat intelligence.
The design section introduced a considerate discussion about tools and methodologies employed to achieve a framework. This section included discussion about Tor network, tor socks and custom python inspired scripts created purely to scrape data in a secure manner from the dark web whilst obeying and applying all necessary security measures and adhering to legal and ethical standards. The design process also demonstrated configuration phase which clearly showed how tools cooperate in a secured environment while presenting the practical journey and steps that is required to prepare the company for data collection.
The implementation section introduced a practical demonstration in form of figures while working and presented the setup and management of security measures along with the installation of essential libraries and dependencies to test the ‘DarkScrape’ tool. This section included any challenges and remediations to any issue that was encountered, and it was remediated by creating a custom script for python while using DarkScrape as an inspiration and rectify any issues encountered that could not be rectified during the initial usage of DarkScrape tool and retrieve the data. The implementation phase also provided a discussion about areas for improvement and the necessity for constant maintenance to keep up with the latest dangerous emerging dark web trends to adapt and keep the framework consistent.
This chapter in general had discussed the structure for developing a framework in the future. The design and implementation section had defined the aspects and phases that are necessary to create a flexible, scalable, and secure framework to retrieve data from the dark web in a safely manner and put it through a rigorous cleaning process and analysis. It also outlined a development plan that states and talks about every step and resource along with potential aspects to consider when building a framework for scraping data from the dark web and it ranged from defining objectives to scope and carrying out detailed studies about creating the infrastructure to apply the security measures.
[bookmark: _Toc175734134]CHAPTER 5
[bookmark: _Toc175734135]Testing and Evaluation
[bookmark: _Toc175734136]5.1 Introduction
This chapter provides an overview on an extensive analysis of the experiment carried out as a portion of the project implementation section. Building upon the tools, ways and frameworks bounded to the previous chapter related to implementation and design, this section exclusively takes into consideration configuring, executing, and monitoring the dark web data mining manoeuvring the use of the custom-written python script that was inspired by the ‘DarkScrape’ tool. This was achieved by presenting several screenshots that come in a bundle with descriptive explanations. This section provides a step-by-step ‘manual’ for the experiment, contrasting both – technical problems and achievements that occurred whilst the data was being scraped.
Furthermore, this section dives deep into a critical assessment of the results delivered by the experiment. It evaluates the effectiveness of the methodologies utilised, states any limitations or issues that occurred during testing process and refers to the literature review findings and related works specifically for this research. This advanced approach not only emphasises the practical issues encountered during the research but also discusses the project’s results on a wider scale when it comes to ultra-modern cyber threat intelligence methodologies, by that means including a refined interpretation of the project’s validity, significance, and impact.


[bookmark: _Toc175734137]5.2 Experiment
[image: ]
[bookmark: _Toc175694916]Figure 33 - Representation of requests installation via pip
Figure 33 acts as a representation of ‘requests’ being installed. While the installation is running, pip checked for any libraries required to install ‘requests,’ if any are identified, then additional installation was carried out. If there are any missing dependencies, it is to be found in a temporary folder where installation files can be stored for the time being while the installation is running. After the researcher was prompted after a successful installation of ‘requests,’ the files are findable in ‘site-packages’ folder which is in the same directory as the original Python installation. Pip was also responsible for updating environment variables path in the system settings and bundling up metadata to make ‘requests’ available for use with Python scripts. Requests were essential to achieve the aim and objectives due to its great ability to send HTTP requests and deliver them to web servers while managing responses in a simplified way. This makes ‘requests’ so essential and crucial for web scraping.
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[bookmark: _Toc175694917]Figure 34 - Representation of 'beautifulsoup4' being installed via pip
The above describes and displays the process of installing ‘beautfiulsoup4’ via pip. Again, firstly beautifulsoup4 ensured that all necessary dependencies and libraries are already installed. The next step of the process includes pip to communicate with Python Package Index commonly known as ‘PyPI.’ After the communication had been established, the content of ‘beautifulsoup4’ was extracted to the same directory as ‘requests’ which is ‘site-packages’. Last step required pip to update the environmental variables to make ‘beautifulsoup4’ known to the system and recognised by Python scripts. ‘Beautifulsoup4’ is an essential library which was required in this research to parse HTML and XML files, it aids the extraction process of data from web pages, this made it an ideal solution for web scraping due to its structure called ‘tree-like’ to simplify the process of manipulating and finding elements.


[image: ]
[bookmark: _Toc175694918]Figure 35 - Representation of 'urllib3' being installed via pip
The last and final library is shown in figure 35 above as it presents the process for installing ‘urllib’ package. Before anything else, pip made sure that ‘urllib3’ is not installed yet, if it is not present, then the installation began. Following this, pip communicated with ‘PyPI.’ The installation process begins, and all contents are transferred into the ‘site-packages’ directory. Final part includes pip to update the environmental variables to make ‘urllib3’ active in the system and ready for future use with Python scripts. ‘Urllib3’ library belong to Python and is maintaining HTTP requests and allowed the researcher to implement retries function inside the code and establish robust HTTPS connection, this is much more reliable and safer than a standard ‘urllib’ library which comes with the initial Python installation. This made it an ideal candidate for handling network requests when it comes to web scraping.
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Description automatically generated]The next step was to implement security and figure 36 depicts a local firewall settings configuration with an emphasis on maximum security setting enabled that rejects all unknown Local Area Network (LAN) to Wide Area Network (WAN) traffic. Figure 36 also displays the use intrusion detection system (IDS) being active to stay pro-active and avoid possible threats. The option below ‘IPv4 Ping From WAN’ shows  the ability for the network to accept and reply to any pings coming from the outside of LAN and this aided the researcher in making sure that any unauthorised attempt can be recorded and analysed if network diagnostics was needed. Overall, the above delivers a proof of a highly secured environment by minimising the availability of access to the network and improving threat monitoring.[bookmark: _Toc175694919]Figure 36 - Representation of maximum firewall settings and IDS
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Description automatically generated]Figure 37 illustrates another security measure applied before starting the scraping process by showing the settings such as ‘Block Content’ to block DNS domains used for unwanted traffic such as ads, trackers, and malware. Secondly, ‘Prevent DNS leaks’ option was enabled to use name servers provided by Cyber Ghost VPN, so researcher was safe from falling a victim of DNS leaks. Thirdly, a kill-switch option was enabled to make sure the researcher’s traffic flow was completely terminated if any connection interruption occurs preventing the automatic reconnection to the original source which is the connection provided by the ISP. Lastly, the VPN was enabled during the full process of scraping and the connection is established to the best server located in the UK, at that time, it appeared to be ‘Berkshire.’ Additionally, the connection was aided and secured by WireGuard protocol to ensure secure and effective data encryption.[bookmark: _Toc175694920]Figure 37 - Representation of VPN running with a kill switch option enabled
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[bookmark: _Toc175694921]Figure 38 - Representation of Tor browser security set to maximum
Figure 38 presents the security settings within the Tor browser, outlining various levels of security such as ‘standard’, ‘safer’, ‘safest’. The last option stating ‘Safest’ was chosen during the scraping process as it only allowed website with certain features to be accessed, static and basic services were available. It affected a few aspects such as images, media, and scripts by disabling JavaScript, fonts, icons, and maths symbols. Auto-play of audio and video was prevented during the scraping process. This helped the researcher in achieving a better level of security to ensure researchers’ identity stays unknown to dark web users.
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Description automatically generated][bookmark: _Toc175694922]Figure 39 - Representation of 'ahmiascraper' execution







Figure 39 highlights the use of ‘ahmiascraper’ when ‘malware’ query was provided to the script. Specifying the query to retrieve the .onion links complied into a .txt file was essential. At the end of the script, when ‘Scraper’ function was called, there were many processes going in the background working together that made the script work.
1. Importing Libraries: Upon execution, the script imported any required libraries installed earlier such as ‘requests’ located in ‘site-packages’ folder, ‘random’ and ‘os’ are two libraries that were pre-installed with the initial Python installation. ‘Requests’ was called to make HTTP requests, ‘random’ was utilised to select random items and finally, ‘os’ was essential for handling files.
2. Query: The second step utilises the acknowledgment of a specified query ‘malware’ inside ‘yourquery’ variable. If phrase specified contained spaces, they were replaced by a ‘+’ to make it URL compatible. This step aided the researcher in fulfilling the aim and objectives by feeding the ‘ahmiascript’ with the content to search for.
3. URL Structure: The third step aided the researcher in a successful execution of the script by structuring the search URL to be compatible with the Ahmia search engine by using the formatted in-code query.
4. User-Agent Selection: The fourth step supported the researcher by converting all the traffic send from the script to be recognised as a legitimate user from a predefined list of fake users. Fake user agents were utilised inside the HTTP request header to make the website think that the requests are genuine and are coming from a legitimate source.
5. HTTP GET Request: The fifth step helped the researcher to achieve a success by delivering an HTTP GET request to the Ahmia search engine with the structured URL and a group of fake user agents.
6. Content Retrieval: The sixth step guided the researcher by allowing to identify if the request was successful by printing a ‘status: 200’ message in the terminal, any retrieved HTML web page was saved and stored inside the directory where the script was located.
7. Link Extraction: The seventh step underpinned researcher’s success by implementing the ‘findlinks’ function to retrieve ‘.onion’ content using regex pattern. The script went through the content specifically for ‘.onion’ links that mirrored the trend, pattern and stored it inside a list ‘minedata.’
8. Data Deduplication and Storage: The eight-step assisted researcher by eliminating duplicated links and filter them out to save each link inside a compiled .txt file with a structure of ‘sitesRandomNumberHere.txt’ e.g. ‘sites7724.txt’ in the determined earlier directory. The number added to each file is fully random to avoid file duplication and further implications.
9. File Writing: The ninth step carried researcher’s success by creating the script in a way to save ‘.onion’ links, each link was saved in a new line.
10. Completion Message: The tenth step supported researcher by informing and constantly printing out the message about each step that was carried out e.g. a successful request handling, a message that file was created and information was written to that file under a specified directory.

[image: A screen shot of a computer code

Description automatically generated]Figure 40 visible above shows a snippet of code used to execute the scraping process by specifying a random ‘.onion’ link to start the scraping process and save the output and findings into a unique folder called ‘scraped_contentDate_Time’ e.g. ‘scraped_content20240708_142538’. A new folder with the current time stamp was created with each separate scraping attempt.[bookmark: _Toc175694923]Figure 40 - Representation of 'Tor-Searcher' usage

1. Library Imports: The script began its execution by importing all previously installed libraries such as ‘requests’ for sending GET requests, ‘beautifulsoup4’ from ‘bs4’ for parsing HTML content, ‘Retry’ was taken out of ‘urllib3’ to ensure smooth handling of request retries, ‘HTTPAdapter’ was provided by ‘requests.adapters’ for initialising reties, ‘time’ was used for adding delay to avoid overloading the server, ‘os’ was implemented for file handling and finally ‘datetime’ to create time stamped folders for each new scrape. This helped researcher to ensure that all basic functions responsible for scraping the data are initialised properly.
2. Tor Configuration and Privacy: The ‘torSearcher’ function was defined for establishing a session and to be configured in a way to use Tor by changing HTTP and HTTPS proxies to modified ones – ‘socks5h:127.0.0.1’. This part of code was responsible for configuration of traffic so that was routed via the Tor network whilst maximising the anonymity of researcher.
3. Retry Mechanism: A retry mechanism was implemented to maximise the chances of scraping the content, it was provided by ‘urllib3’ and was modified to retry the script up to ten times, every time a retry was made, the relay was doubled. This was essential to implement in case of any network issues or server availability, it was applied to both aspects – HTTP and HTTPS.
4. Sending Requests: The script was sending customised HTTP GET requests the specified ‘.onion’ URL using the Tor network because of the proxies. If the request was successful, a message stating that was returned in the terminal and the content was saved, however, if the request was not successful, the error handling and logging capability implemented into the code guided the researcher by returning relevant error messages such as timeouts, HTTP errors.



5. HTML Parsing and Custom HTML structure: The function ‘create_custom_html’ parsed the HTML findings using ‘beautifulsoup’ by retrieving the ‘title’ and ‘meta’ tags involved to create a modified HTML structure. After the HTML content was successfully retrieved, it was saved in the given HTML structure to ensure the simplicity of readiness.
6. Saving HTML web pages: The implemented ‘save_html’ function was responsible for checking if the specified folder exists, if it does not exist then the script created it. After the folder was successfully created, all HTML web pages were saved to that folder for storing scraped data.
7. Extracting and Following Links: The ‘get_all_links’ function was introduced into the code to support the location of ‘<a>’ tags within the HTML content just to retrieve ‘href’ assets. It creates absolute URLs from neighbour paths and preserves them for future scraping.
8. Recursive Scraping: The ‘scrape_website’ function was applied to firstly scrape the foundation URL and any pages that are related to it to retrieve every single web page instead of just a homepage. This function saves the HTML content, produces new links, and adds them to the list of valid links to be scraped, this provided researcher with the assurance of data validity by not scraping the same web page more than once, a slight delay was implemented to avoid overloading the server.
9. Main Function: The ‘main’ function allowed researcher to specify the ‘.onion’ URL to scrape and create a timestamped folder, this function calls another process by looking for ‘scrape_website’ and executing it.
10. Output and Process Termination: During the process, the script was responsible for printing the progress into the terminal and provide logging status messages, this allowed researcher to be aware of any successful requests and to identify whether the scraping was finished or not and produced any errors. After the execution was completed, the script recorded all necessary HTML web pages to the time stamped folder.
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Description automatically generated][bookmark: _Toc175694924]Figure 41 - Representation of scraped content and folder name

Figure 41 demonstrates the HTML content that was saved from one of the scraping attempts, as visible in the folder directory, it was stored inside the folder called ‘scraped_content_20240821_181243’, this folder contained various HTML files, every single file is a different web page retrieved from a singular ‘.onion’ link. There were two files saved ‘homepage.html’ that allowed further exploration and analysis. The image above displays the success of the script and its efficiency in collecting and storing data that was gathered from multiple pages.






[image: A screenshot of a computer

Description automatically generated]Figure 42 illustrates the inside of HTML web page that was scraped from the dark web by using ‘tor-searcher’ script. It is a raw HTML source code supported by the custom structure specified in the code. The researcher was able to navigate through the code and began the cleaning process of eliminating any unnecessary information to be left with only what is relevant and accurate. This was possible by using ‘Notepad++’ software.[bookmark: _Toc175694925]Figure 42 - Representation of HTML scraped content



[image: A screenshot of a computer

Description automatically generated][bookmark: _Toc175694926]Figure 43 - Representation of HTML scraped file via Opera GX browser

Figure 43 represents the raw HTML content that was scraped, anything on the visible above was reflected in the HTML code, however this provided the researcher with a friendly way of filtering for data by having a better layout as this simplified the keyword filtering process.
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Description automatically generated]Figure 44 presented above shows how researcher approached the data cleaning process by filtering for certain keywords such as ‘hacking’, ‘malware’, ‘ransomware’. A built-in function to start an advanced lookup in ‘Notepad++’ helped researcher to only extract and save the most relevant and accurate data, after the data was found. It was provided in the Excel spreadsheet where all data had been categorised.[bookmark: _Toc175694927]Figure 44 - Representation of data cleaning process and checking for keywords
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Description automatically generated]Figure 45 represents a snippet of categorised data stating the folder name, file name, category, relevant content and how it suits the needs of cyber threat intelligence. This was helpful for researcher to have a clear overview over all scraped data, this is suitable for cyber threat intelligence delivery to detect e.g. ‘Hacked RDP (Remote Desktop Protocol).’ The structure of that table made it clear for researcher about the destination of the folder and file name to enhance the simplicity of navigating to the directory in case any changes were needed.
[bookmark: _Toc175694928]Figure 45 - Representation of categorised data to deliver to CTI

[bookmark: _Toc175734138]5.3 Evaluation
This section consists of a critical assessment of the testing and experimentation section to identify the reliability and efficiency of the tools and methodologies utilised to successfully retrieve data from the dark web. The testing part included configuration of a robust environment on a machine running Windows operating system, there were numerous extra libraries which had to be imported from the web via ‘pip’ tool that comes pre-installed with Python. The testing process also introduced the implementation of solid security appliances and launching custom-written python script inspired by ‘DarkScrape’ tool to obtain data from the dark web. This evaluation determines the outcome of the experimental configuration and if the aim and objectives were achieved, discusses any issues faced and refers to the already created literature review and related work section specifically for this subject.


1. Environment Setup and Security configurations
The experiment started with building a robust environment on a machine running Windows operating system, this step is crucial and essential to achieve the most efficient security before data scraping began. This configuration process involved the execution of ‘pip’ commands via command-line as the following libraries – requests, pysocks, beautifulsoup4 and urllib3 are the core of this research and a successful script execution depended on the functionality of those libraries. The main purpose for installation of the libraries mentioned above is allowing HTPP requests to be tunnelled via the Tor network, configuring proxies, managing HTML content and to increase the easiness and efficiency of the process in general. The installation was completed with no errors or implications, all the above were successfully installed and worked as intended, this crucial step provided the foundation for every next step and process involved in the dark web scraping.
Furthermore, to obtain the most rigorous level of security available for the environment in which the experiment was carried out, maximum settings have been set for the firewall and any unknown and unrecognised packets should be rejected. To ensure its efficiency, an extra layer of security was implemented and to be precise – Intrusion Detection System (IDS) in case any suspicious activity inside the network occurs and the researcher would be informed if such happened. The intrusion detection system was enabled and operated as intended, however no major notification and alerts were delivered to the researcher during the testing process, this proves the robustness of the environment and security measures that were applied.
Additionally, CyberGhost VPN was implemented with a kill switch option enabled to give the assurance that any packet which is sent via an encrypted route was not intercepted by a third-party person and kept the anonymity of the researcher. To ensure this, the kill switch feature was thoroughly tested to confirm its functionality to be sure the researcher was not revealed to the dangers and people surfing the dark web in case the VPN connection was terminated. This rigorous setup served as a foundation required before starting the data scraping process and successfully represented environment robustness against the dangers that emerge from the dark web.
Outcome Analysis: The setup applied to the environment to achieve the security was carried out and worked as intended with no implications, the following were applied – firewall maximum settings, intrusion detection system, VPN combined with a kill switch and kept the identity of the researcher anonymised and unknown to risks coming out of the dark web.


2. Execution and accuracy of the AhmiaScraper script
The ‘AhmiaScraper’ script was launched and served as the foundation for data collection phase. The foundation of this script was based on establishing a secure connection with Ahmia search engine, a specialised and widely available website used for identifying Tor hidden services by using queries of choice such ‘malware,’ ‘virus,’ ‘trojan.’ After the script was deployed via Microsoft Visual Studio Code software using python debugger, it generated a list of links which were linked to the specified in the script query, in this case the query was set to ‘malware.’ The list was generated as a .txt file with a structure ‘site+setofrandomnumbers.txt’ e.g. ‘site7893.txt.’ The unique number was added after every execution of the script to simplify identification of the file. This great process implemented automation into the research and changed a lot of valuable aspects such as time management as the researcher was able to download a large amount of .onion links with just one click.
To discuss further, the script was fully functional and worked as intended, however some links compiled by the script were inactive or simply no longer working due to the dynamic landscape in the dark web; to tackle this process, a manual removal was required to eliminate any irrelevant links from the list. This introduced a minor implication and affected the speed and efficiency of the data collection process. Regardless of the issues, the ‘AhmiaScraper’ script worked as intended and produced an unlimited amount of .txt lists with links related to the query and was the only tool responsible for partial data collection process which in this case was link gathering.
Outcome Analysis: The ‘AhmiaScraper’ creation worked as intended in most of the parts as it successfully implemented automation into the data gathering process by compiling a list of numerous .onion links, however not all links were fully valid e.g. active and a manual intervention to eliminate unnecessary entities was needed. This perfectly aligns with the findings noted in ‘Related works’ section found under literature review as other individuals were required to manually intervene to ensure the links were valid and relevant.


3. Performance and Usability – Tor-Searcher Script
The ‘Tor-Searcher’ script was deployed to retrieve data from the dark web utilising the links from a compiled .txt list generated by ‘AhmiaScraper’ script. This script functioned by requiring a manual intervention to input .onion link and begin the scraping process by running it via Python debugger which is built-in to Microsoft Visual Studio code software. When the script was actively working, any implications such as error messages, warnings and similar were displayed in the terminal and it was made possible because of the logging part of coding implemented to inform the researcher about the current process of the script, once the scraping was completed successfully, the researcher was informed in the terminal. That process has significantly improved the logging and information process as the researcher was constantly aware of the status of the script.
The script functioned as needed and retrieved the data from valid .onion links and successfully recorded the findings by creating a unique folder with a structure ‘scraped_contentDataStampHere’ e.g. ‘scraped_content20240108_143035’. This function implemented in the code simplified the process of folder identification and made it easy to identify the desired folder out of hundred folders and increased the speed of data analysis.
Outcome Analysis: The ‘Tor-Searcher’ script performed as required during the scraping process and recording the findings. However, one major implication was encountered as it required the researcher to manually input the .onion link from the list provided by ‘AhmiaScraper’ and the manual process to eliminate inactive or irrelevant links was conducted and this aspect leaves a plenty of space for future improvements. The performance of ‘Tor-Searcher’ perfectly aligns with the findings recorded in ‘Related works’ section which can be found under literature review as it discusses the necessity for having a semi-automated tool/script to achieve flexibility and accuracy in dark web data mining.


4. Data Analysis and Validation phase
The final phase of the experiment included an analysis of the retrieved data to determine the most necessary and relevant information. This started with inspecting the HTML source code provided by ‘Tor-Searcher’ script. The inspection was achieved by virtue of ‘Notepad++’ software and allowed the researcher to clean the data by filtering for specific individual keywords such as ‘malware,’ ’virus ’, ’trojan ’. This approach was efficient for a swift identification of the relevant information in a large amount of unnecessary data.
To enhance the viewing process, the HTML web pages launched in the Opera GX browser to achieve a greater understanding about the HTML source code and what is hiding behind it by being able to view an enhanced version of the HTML code, however the CSS code was not included but still made it readable and viewable. This dual approach allowed the researcher to achieve the maximum efficiency when analysing the data due to being able view the direct code and its graphical representation. If the valid and necessary findings were recorded, it was compared through cross-referencing with the most popular cyber threat intelligence databases.
Once enough information was collected, it was put through a systematic and constant categorisation by allocating the relevant information into relevant table fields in Excel. This well-organised approach enabled an efficient process for data analysis and usage of gathered data.
Outcome analysis: The validation and data analysis process were conducted as required and worked with no implications faced by efficiently determining and allocating valuable findings into the table. This approach perfectly aligns with methodologies mentioned in the literature review e.g. using automated data scraping solution with manual data analysis for a maximum scraping process efficiency and the most accurate data analysis process to make sure the cyber threat intelligence makes the most out of the findings.
5. Benchmarking and Cross-Referencing with Related Works
The results recorded through this experiment were benchmarked against related works, specifically related to the dark web monitoring and CTI. Alike studies have shown that having a solution that consists of automated tools and manual analysis to retrieve and process data from the dark web is optimal and efficient, this aligns with the approach and route taken throughout this research. The implications encountered such as irrelevant and invalid links which required manual intervention are a quite common occurrence in this topic and it shows the similarity and validity of the findings recorded by other individuals that put pressure on the necessity for having tools that can handle the swift and unpredictable landscape of the dark web.


[bookmark: _Toc175734139]5.4 Conclusion
The testing and evaluation section of this research efficiently represented the possibilities of using a custom-written Python script and setting up a robust environment to retrieve data from the dark web. The experiment was successful and fulfilled the objectives by carefully and securely collecting, analysing, and categorising valuable findings to CTI whilst staying anonymous and unrecognised.
Effectiveness of Tools and Methodologies: 
The ‘AhmiaScraper’ was implemented due to a huge efficiency increase as it was automated and functioned as the main mechanism to retrieve the .onion links about the relevant query such as ‘malware.’ Even after facing minor issues such as invalid links or inactive websites, it still behaved as the core process for data gathering process and changed it significantly. The ‘Tor-Searcher’ script was responsible for allowing the researcher to maintain an efficient and reliable scraping process whilst being provided with a real-time feedback returned in the terminal and enabled a consistent management of findings by recording the data in separate folders combined with the timestamp.
Security Measures and Configuration: The introduction of solid security measures – maximum firewall settings, intrusion detection system (IDS), and a robust universally recognised Cyber Ghost VPN with a kill switch option enabled to efficiently secure the environment. The security measures that were applied reassured the researcher that no security issues can happen, confirming the accuracy and robustness of the setup.
Data Analysis and Validation: The data analysis phase used an accurate approach by using Notepadd++ for HTML source code inspection for each retrieved web page and OperaGX for viewing the web page to achieve a better view of what the web page looks like to maximise the findings. This allowed the researcher to achieve the most accurate result and structure the data by organising and allocating it into the relevant fields in an Excel spreadsheet, this lines up with the most recommended security practices.
Benchmarking Against Related Works: The data retrieved through this experiment lines up with official methodologies used in dark web monitoring and CTI. The partially automated approach mixed with manual analysis of automated data gathering reflects on alike studies conducted in the past. This pinpoints the validity and relevance of the research in the cyber security field.
Possible Improvements: Regardless of the experiment being achieved as intended, there are areas for improvement, and this could potentially involve ‘AhmiaScraper’ script to eliminate the need for manual intervention with inactive or invalid links and modifying the ‘Tor-Searcher’ script to manage and remediate errors in a better and more efficient manner. Integration of machine learning is another improvement that can be researched to enhance data categorisation from the lowest to urgent.

[bookmark: _Toc175734140]CHAPTER 6
[bookmark: _Toc175734141]CONCLUSIONS AND RECOMMENDATIONS
[bookmark: _Toc175734142]6.1 Summary
This research was directed towards the possibilities of using the dark web as a source for cyber threat intelligence. The main goal was to develop an appropriately secured and consistent structure for scraping data from the dark web and put it through a rigorous cleaning process to later feed it to cyber threat intelligence which would aid cyber security fields and measures. In this study, different tools were examined and analysed along with methodologies, dependencies, and libraries to gain a secure access to dark web data and put it through analysis.
This research began with a detailed exploration of the dark web structure, functionality, and usage for cyber threat intelligence. A wide variety of illegal activities were discussed along with the marketplaces such as AlphaBay or Silk that were hosted on the dark web were discussed providing the core issues encountered while monitoring and trying to prevent these dangers and threats. The research then outlined the design and implementation of a python based dark scrape inspired custom python script configured in a way to run within the safe environment for the purposes of gathering data and making sure that researcher’s identity stays unexposed and away from being revealed – identity, network information and other personal data.
The final part of this research was to put together a structured plan for creating a framework that can be implemented to achieve a consistent and systematic monitoring of the dark web while simultaneously scraping the data as needed. The design of the framework pressured scalability, modularity and most importantly security to make sure that the framework is flexible and adaptable to a constantly changing dark web environment that comes along with a various of unknown cyber threats. It clearly outlined that using dark web as a source for cyber threat intelligence provides professionals with the ability to stay on the same level or one step ahead with the latest security trends and implement the necessary security measures in advance.


[bookmark: _Toc175734143]6.2 Conclusion
The dark web is a strange place which represents both sides – a good and a bad. A good side is made for cyber experts, and it allows them to pull data from the dark web and use it in a positive way, however the dark web is commonly known for the illegal activities and services where tools, information, data, and other services are being exchanged for crypto currency. However, if utilised in the right way, it can become a gold mine and valuable place for creating a robust solution framework to protect company’s assets and prevent attacks by implementing patches and fixing vulnerabilities before the company falls a victim of such.
This document clearly represents that scraping the dark web in a safe efficient manner to retrieve the information for cyber threat intelligence is achievable with the use of appropriate tools and methodologies along with security measures. The usage of a python script inspired by DarkScrape [81] was created in a way to make using Tor a successful approach whilst maximising security and anonymity during scraping process. However, the data was put against an intense and rigorous data cleaning processes which was defined above in the document to have the assurance that data gathered is relevant to cyber threat intelligence purposes.
The structure for the framework that was created provided a foundation for building a secure and solid framework for companies that are looking to reinforce their security posture by monitoring the dark web and scraping data looking for any potential exposure. By putting pressure on scalability, security and modularity, the proposed structure for creating framework can reinforce company’s security posture while dynamically evolving along with the landscape of the dark web. Using a pro-active approach to threat intelligence allows organisations to stay aware in advance about any emerging threats from the dark web and avoid the damage or attack execution against company’s security posture.


[bookmark: _Toc175734144]6.3 Further research
This study provides detailed insights about exploring the dark web, retrieving data from it, and feeding it to cyber threat intelligence, however there are many potential areas where significant improvements could be made, here are some of them:
· Advanced data scraping techniques: If further research will be carried out in the future [82], it could uncover more advanced scraping techniques which could involve machine learning algorithms to make identification of threats easier by automating it and retrieve valuable information. This would lead to a notable change in time management and data accuracy as it would not involve human interaction.
· Real-time processing: While having automation provided because of machine learning algorithms, having a mechanism which could analyse data in real-time and make cyber experts aware of any findings would significantly increase the change of dangers and vulnerabilities being picked up and patched [83]. This allows the tool to analyse large datasets meaning any common patterns and trends could be fed to cyber threat intelligence and avoided in advance.
· Integration: The framework could be even more useful if its flexibility would allow to integrate with other security system such as Security Information and Event Management commonly known as ‘SIEM’ and threat intelligence platforms ‘TIPs’ [84]. Cooperating of the framework and other systems would allow for an easy and accurate transfer of information and identification of common patterns and trends meaning the rate of threat detection would significantly increase.
· Legal and ethical issues: The implementation of utilisation dark web as a source for cyber threat intelligence is growing everyday and becomes popular. This leaves professionals with an area to improve and to be exact legal and ethical considerations field to make sure every action is conducted legally and ethically [85]. Future research could potentially uncover an easier way to obey the legal and ethical standards and procedures including local and international law.
· Human Intelligence integration: Considering the integration of automated data and human intelligence, a meaningful change could be made in terms of providing more detailed overview about the dark web. Any future research carried out would maximise the efficiency of threat intelligence collection by combining both approaches.
· Countermeasures: Collecting and analysing data is one important aspect, however it is not enough as appropriate countermeasures need to be put in place to make data efficient and combat the threats retrieved from the dark web [86]. This can be tackled by creating new response protocols and mechanisms, implementing new detection signatures, and producing new mechanisms and detections based on the findings.

By considering all areas mentioned above, future research can significantly improve the efficiency of the framework that can be created because the structure by enabling cyber experts to improve their systems and security measures due to using dark web gatherings as a source for cyber threat intelligence.
· 

[bookmark: _Toc175734145]CHAPTER 7
[bookmark: _Toc175734146]REFLECTION
Engaging on this research project ‘Using Dark Web as a Source for Cyber Threat Intelligence’, was a new and certainly challenging yet educational experience which had widely widened my knowledge about the cyber security field and to be exact – dark web when it comes to data scraping and feeding it to cyber threat intelligence. There were many technical issues during my journey with this project, legal and ethical aspects that needed to be looked at before starting the official practical process and my problem-solving and critical skills were highly developed. Owing to the entire process, ranging from the very start to the final part, I have enriched myself with many detailed insights and high-valued information which will surely aid my future findings and experience with cyber security.
Learning and development
One of the most important aspects that had been earned thanks for this research was the knowledge about how difficult it is to scrape data effectively and in a safe manner. At first, I did not acknowledge the difficulty in relation to viewing and accessing the services provided by the dark web. The necessity to always remain anonymous to avoid detection and obey all ethical and legal standards and procedures made my journey more complexed than I assumed it would be. The development of a custom python script created to suits the needs of this research was inspired by ‘DarkScrape’ and made me realise how important it is to have a plan beforehand, coding in python had to be perfect and I needed to ensure everything is spotless to achieve a constant and systematic ability to test the script and make it fully functional to meet the aim and objectives. However, I have developed skills in one significant area by reason of this research and to be exact – programming using Python language and enriched me with the use of network security tools such as Torsocks and Tor.
Furthermore, this research also had educated me about the importance of having multiple layers of security before data scraping process began to avoid direct contact with infected environment and to be exact – dark web. Using multiple security layers such as virtual private network (VPN), access controls, maximised firewall and intrusion detection system (IDS) prevented me from getting exposed to the dangers, services, and people with bad intentions on the dark web. This research was crucial in expanding my knowledge and skills about the best cyber security practices.


Issues and problem-solving
My journey required me to encounter multiple issues which required creative critical thinking skills from me. One of the big problems encountered was the availability and stability of dark web websites as they are constantly changing and evolving and some of them were offline. This required me to write my python script in a way which will inform me about such issues and handle errors accordingly. However, many websites implemented their own security solutions by adding CAPTCHA and many other scraping preventable measures, this caused me to redo my script to tackle these challenges whilst still obeying ethical & law standards and procedures. 
The second crucial challenge was the gatherings that I have managed to obtain from the dark web. The data that was scraped was often in an unfriendly format and contained a lot of unnecessary information, to counter this, I had to create an efficient process which aided me in retrieving the necessary information from the gatherings as the data needs to be fed to cyber threat intelligence. This significantly highlighted and educated me about the need to carefully manage sensitive information and prepare the data in an appropriate way.
Ethical and Legal considerations
A major part of this research involved dealing with legal and ethical considerations. Gathering data from the dark web, even for research reasons is an overly sensitive topic as there are many ethical and legal procedures that need to be followed beforehand. When it came to data handling, a thought of unauthorised access and breaching data privacy was a constant worry. This part of the research had significantly enlightened me about the need to stay professional and deal with the information in a professional manner to keep standard of data integrity high and not reveal any possible sensitive data which could cause further damage.
Reflections on methodology
By utilising both – qualitative and quantitative approach, it allowed me to gain a valuable overview of the dark web and its wide perspectives. A mixed approach allowed me to acknowledge and understand more about the dark web and what type of data can be retrieved from there which could be in relevance to cyber threat intelligence. However, by combining automated data scraping with manual data analysis, it allowed me to sacrifice a decent amount of time to achieve the desired results when analysing a lot of scraped content.
One of the aspects that certainly enhanced my research skills and cyber security knowledge was the research process itself, it required me to conduct regular tests and make any necessary adjustments as needed to make the script work and achieve the desired results. This significantly supported me in providing the reliability and security of the data gathering phase and presented how important it is to be innovative and flexible during the research process.


Personal and professional growth
By giving this research another look, I can confidently state that there are many areas where future research and practical changes could support any future work referencing to this study. Firstly, a more advanced approach to scrape data could be implemented as mentioned above and this could be achieved with machine learning and natural language processing to allow filter automation and present the researcher with the important and relevant data first. This would significantly increase the efficiency and time management.
Secondly, by implementing a real-time data analysis solution and making cyber experts aware of any alerts, it would certainly change the dynamics of the framework allowing to provide a better response time to unknown threats emerging from the dark web to create a robust security framework. However, another area mentioned was integration, it would massively impact the framework if it could be integrated with other security systems such as SIEM, this would lead to a better data detection rates and cyber expert’s incident response time.
At last, it is mandatory to keep improving the positive side of cyber security in relation to dark web as the negative side of the dark web is constantly evolving and will always be one step ahead of cyber experts, this can be reduced or avoided by implementing cyber threat intelligence in relation to scraping dark web data.
Conclusion
Overall, this research provided so much unique and valuable knowledge, experience and significantly improved a wide range of personal skills such as critical thinking, problem solving and time management. This research certainly enriched me with invaluable knowledge which will surely provide me with the necessary support for my future work. I am positive that this study can be beneficial and provide enhancements combined with effectiveness to improve cybersecurity practises.


8. [bookmark: _Toc175734147][image: ]Gantt Charts[bookmark: _Toc175694929]Figure 46 - Initial Gantt Chart

This Gantt chart clearly outlines the journey that was taken throughout the entire process while the research lasts. At first, research was done to determine if this is a good subject to discuss, once it was confirmed – the research began. However, research is still not finished and practical part will be carried out soon and results will be presented in a clear and simplified way, so practitioners are able to use this research without any further implications.
[image: ]This updated Gantt chart clearly outlines how the journey throughout this research has changed, meaning there are more stages included, considerations, some of the dates had to be extended to meet the aim and objectives. This research ranged from 01/01/2024 until 27/08/2024.[bookmark: _Toc175694930]Figure 47- Representing scraped data for CTI
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content/uploads/2020/07/FirstBitcoinBills-324x324. pg

[>] http://1fqrahkimigra3msxataihfx3sablcfnuvfcse2vgf)jufveabshnyd. onion/wp-
content/uploads/2020/08/273b~F55b-2d9d-4551-300x300. png

[>] http://1fqrahkimigra3msx2taihfx3sablcfnuvfchevgfijufveabshn7yd. onion/wp-
content/uploads/2020/08/jcb-credit-cards-1-300x300. jpg

[>] http://1fqrahkimigra3msxat4ihfx3sablcfnuvfche2vgfijufveabshnyd. onion/wp-
content/uploads/2020/05/223013845234. Ipg

[>] http://1fqrahkinigra3msxat4ihfx3sablcfnuyfcsevgfijufveabahnyd. onion/wp-
content/uploads/2020/06/Australian-dollars-with-coins-696x398-1-324x324. pg
[>] http://1fqrahkimigra3msx2taihfx3sablcfnuvfcse2vgf)jufvebshnyd. onion/wp-
content/uploads/2020/06/Canadian-Dol lar-Notes-1-324x324. pg
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Command Prompt

icrosoft Windows [Version 16.6.19045.4780]
(c) Microsoft Corporation. All rights reserved.

:\Users\a4753>pip install requests

Requirement already satisfied: requests in h:\python\lib\site-packages (2.31.6)

Requirement already satisfied: charset-normalizer<d,>-2 in h:\python\lib\site-packages (from requests) (3.3.2)
Requirement already satisfied: idna<4,>-2.5 in h:\python\lib\site-packages (from requests) (3.7)

Requirement already satisfied: urllib3<3,>-1.21.1 in h:\python\lib\site-packages (from requests) (2.2.1)
Requirement already satisfied: certifi>-2617.4.17 in h:\python\lib\site-packages (from requests) (2624.2.2)

[notice] A new release of pip is available: 24.0 -> 24.2
[notice] To update, run: python.exe -m pip install --upgrade pip




image18.png
:\Users\44753>pip install beautifulsoupd
Requirement already satisfied: beautifulsoups in h:\python\lib\site-packages (4.12.3)
Requirement already satisfied: soupsieve>1.2 in h:\python\lib\site-packages (from beautifulsoupd) (2.6)
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:\Users\a4753>pip install urllib3
Requirement already satisfied: urllib3 in

:\python\Lib\site-packages (2.2.1)
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TERVINAL  PORTS  DEBUGCONSOLE  PROBLEMS  OUTPUT

:\python\python.exe’ *c:\Users\44753\..vscode\extensions\ms-python. debugpy-2824.16.6-win32-x64\bundled\1ibs\debugpy\adapter/.. . /.. \debugpy\launcher" *49615" '--* "h:\testproject\ahmiascraper.py"

© PS H:\testproject> & °
Request went through.

Saving to ... H:\testproject\sites1775.txt
Current working directory: H:\testproject

File created

ALl the files written to a text file: H:\testproject\sites1775.txt
PS H:\testproject>
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() sites1775:xt - Notepad

File Edit Fomat View Help
darkxzsed2tyc2p2f2bphdcp244hid6uur7d2jlvnbbt67a7aefyaSyd. onion
bravedu7jddbv7cyviptajc7jusxh72uik7ztéadtckl5FAnuy2v72qd. onion
bbzzzsvqcrqtkibumym6itiixfhni37ybtt7mkbjyxn2pgllzxf2qgyd.onion
bbzzzsvujplr7ns7meSooci6yyrxeh3efoo3jmshxctexc3fxnrduyd. onion
deep6xcucd203ubgmuhuxiq37yw3fkroiwt74icyinduteSznr2zpuad. onion
bbzzzsvafonfpy]satSy625ux7igqzgh37h5yp6udv2porideulxszad. onion
dreamshk3pkei zu2rfdxn73odxuido3ruevvtdsfl3ewcafrvcshdyd. onion
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B > ThisPC > HDD(H) > TorBrowser > TorBrowser > Browser > TorBrowser > Tor »
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#\TorBrowser\Tor Browser\Browser\TorBrowser\Tor\tor.exe.

Aug 24 18:52:27.899 [notice] Tor 6.4.8.12 (git-2beaa7557c3c93ec) running on Windows 8 [or later] with Libevent 2.1.12-stable, OpenSSL 3.6.14, Z1ib 1.3.1, Liblzma N/A, Libzstd N/A and Unknown N/A as libc.
Aug 24 18:52:27.899 [notice] Tor can't help you if you use it wrong! Learn how to be safe at https://support.torproject.org/faq/staying-anonymous/

Aug 24 18:52:27.913 [notice] Configuration file "C:\Users\44753\AppData\Roaming\tor\torrc™ not present, using reasonable defaults.

Aug 24 18:52:27.914 [warn] Path for GeoIPFile (<default>) is relative and will resolve to H:\TorBrowser\Tor Browser\Browser\TorBrowser\Tor\<default>. Is this what you wanted?

Aug 24 18:52:27.914 [warn] Path for GeoIPv6File (<default>) is relative and will resolve to H:\TorBrowser\Tor Browser\Browser\TorBrowser\Tor\<default>. Is this what you wanted?

Aug 24 18:52:27.915 [notice] Opening Socks listener on 127.6.6.1:9956
Aug 24 18:52:27.915 [notice] Opened Socks listener connection (ready) on 127.6.8.1:9650

Aug 24 18:52:27.660 [notice] Bootstrapped 6% (starting): Starting

Aug 24 18:52:20.600 [notice] Starting with guard context "default”

Aug 24 18:52:39.600 [notice] Bootstrapped 5% (conn): Connecting to a relay

Aug 24 18:52:39.600 [notice] Bootstrapped 16% (conn_done): Connected to a relay

Aug 24 18:52:39.600 [notice] Bootstrapped 14% (handshake): Handshaking with a relay

Aug 24 18:52:39.600 [notice] Bootstrapped 15% (handshake_done): Handshake with a relay done

Aug 24 18:52:39.660 [notice] Bootstrapped 2% (onehop_create): Establishing an encrypted directory connection
Aug 24 18:52:39.600 [notice] Bootstrapped 25% (requesting status): Asking for networkstatus consensus

Aug 24 18:52:39.600 [notice] Bootstrapped 3% (loading status): Loading networkstatus consensus

Aug 24 18:52:31.600 [notice] Bootstrapped 75% (enough_dirinfo): Loaded enough directory info to build circuits

Aug 24
Aug 24
Aug 24

52
52
:52

31.600 [notice] Bootstrapped 90% (ap_handshake_done): Handshake finished with a relay to build circuits
31.600 [notice] Bootstrapped 95% (circuit_create): Establishing a Tor circuit
:31.000 [notice] Bootstrapped 100% (done): Done
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102 base_url = "http://bbzzzsvujplr7ns7meSoocibyyrxeh3efoo3 jmashxctexc3fxnrduyd.onion®
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TERMINAL  PORTS  DESUGCONSOLE  PROBLEMS  OUTPUT

PS H:\testproject> & *h:\python\python.exe® "c:\Users\a4753\.vscode\extensions\ms-python. debugpy-2624.10.8-win32-x64\bundled\11bs\debugpy\adapter .../ . \debugpy\launcher" *49187"
Homepage HTML saved to scraped_content_26246824_185653/homepage.html

Scraping hittp://bbzzzsvujplr7ns7nesooci6yyrxeh3efoo3 jmashxctcxc3fxnrauyd. onion/

Saved http://bbzzzsvujplr7nsTmesooci6yyrxeh3efoo3jmshxctoxc3fxnrauyd. onion/ to scraped_content 20240824 185653/ .html

Scraping hittp://bbzzzsvujplr7nsTnesooci6yyrxeh3efoo3 jadshxctcxc3fxnrauyd. onion/shoucase/

HITP error: 463 Client Error: Forbidden for url: http://bbzzzsvujplr7ns7mesooci6yyrxeh3efoo3jmshxctcxc3fxnrauyd. onion/showcase/

Scraping hittp://bbzzzsvujplr7nsTmesooci6yyrxeh3efoo3jmdshxctcxc3Pnrduyd. onion/resources/

Saved http://bbzzzsvujplr7nsTmesooci6yyrxeh3efoo3jmshxctexc3fxnrauyd. onion/resources/ to scraped_content 26240824 185653/resources. html

Scraping hittp://bbzzzsvujplr7ns7nesooci6yyrxeh3efoo3 jmdshxctcxc3fxnrauyd. onion/whats-new/posts/

Saved http: //bbzzzsvujplr7nsTmesooci6yyrxeh3efoo3jmshxctexc3fxnrauyd. onion/uhats-new/posts/ to scraped_content_20240824. 185653/whats-new_posts. hitml

Scraping hittp://bbzzzsvujplr7nsTnesooci6yyrxeh3efoo3judshxctcxc3fxnrauyd. onion/th-al1-threads/latest

Saved http://bbzzzsvujplr7nsTmesooci6yyrxeh3efoo3jmshxctexc3fxnrauyd. onion/th-all-threads/latest to scraped_content 26246824 185653/th-all-threads_latest.hitml
Scraping http://bbzzzsvujplr7ns7meSooci6yyrxeh3efoo3 jmashxctexc3fxnrauyd. onion/th-all-threads/newest

*h:\testproject\tor-searcher.py”
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B > T™hisPC > HDD(H) » testproject > scraped_content 20240824 185653

Date modified
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Opera GX Web Do
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Size
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<1DOCTYPE neml3
<ntml lang=ren>

<ne.

ad>

<meta charset="utf-gn>
<CitlesRAT / Malware / Stealer / Clipper / Ransomware Sellers on dark web Sellers Marketplace</title>

<meta charse

ate-gm/>

<meta content="width=device-width, initial-scale=1.0" name="viewport"/>

</ne

<body>
<neader

cad>

>

<nl> RAT / Malware / Stealer / Clipper / Ransomware Sellers on dark web Sellers Marketplace</nl>

</neade
<main>
<main>
</main>

<br/>
1.

>

*4ca nre

Fl<p><font size="4"><br/>

‘http://darknetTTvonbeatfsnawn5itnooi 5z22mxayv6oi znoucanz52nwyad. onion/ foruns /rat-malware-stealer-clipper-ransomware-sellers.7/">RAT

(Remote Access Trojan) sellers Marketplace</a> :**<br/>
- **Description:*+ RATs are malicious software programs designed to provide
remote access and control over compromised devices. Attackers use RATS to
steal data,
activities.<br/>

- *4Dark Web Sellers:*+ Dark web sellers offer RATs for sale, providing
buyers with tools to infect computers, smartphones, or IoT devices for
malicious purposes like surveillance, data theft, espionage, or launching
cyber attacks.<br/>

<br/>
2.

*4ca nres

spy on users, execute commands, and perform other unauthorized

="http: //dna7779qzsalve62304wahxa17p] SanixSp6dhksyahnranTdo3exzyd. onion/ forans/rat-nalware-stealer-clipper-ransonware-sellers.7/" >Malware

Sellers Marketplace</a> :¥*<br/>
- *4Description:*+ Malware refers to a broad category of malicious software
designed to disrupt, damage, or gain wnauthorized access to computer systems
or networks.
harmful programs.<br/>

- *4Dark Web Sellers:*+ Dark web marketplaces host listings for various
types of malware, including keyloggers, spyware, banking Trojans, ransomware,
and more. Sellers offer malware kits, tools, and services for buyers
interested in cybercrime or malicious activities.<br/>

<br/>
ER

*4ca nres

It includes viruses, worms, Trojams, spyware, adware, and other

‘http://dna7773£5211van2nySedvadpsasoyi taxhyeb2ri ihdfadewdszqrad. onion/ foruns /rat-malware-stealer-clipper-ransomware-sellers.7/">Stealer

(Data Stealer) Sellers Marketplace</a> :%#<br/>
- *4Description:*+ Data stealers, also known as information stealers, are
malware programs designed to steal sensitive information from infected
devices. They target credentials, financial data, personal information, and
other valuable data.<br/>

- *4Dark Web Sellers:*+ Dark web sellers sell data stealers to buyers
interested in stealing login credentials, credit card details,
cryptocurrency wallets, and other confidential information. These tools can
be used for identity theft, fraud, espionmage, or selling stolen data on
underground markets.<br/>

<br/>
a.

##*ca href

"http://pawfdopnnlzc5t2sanazlrfyxySEduxcnustoskzdiwatabzda6lxTad. onion/ forums/rat-malware-stealer—clipper-ransomware-sellers.7/">Clipper
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RAT / Malware / Stealer / Clipper / Ransomware Sellers on dark web Sellers Marketplace

1. *¥RAT (Remote Access Trojan) sellers Marketplace :+*
- **Description: ** RATS are malicious software programs designed to provide remote aceess and control over compromised devices. Attackers use RATS fo steal data, spy on users, exeeute commands, and perform other unauthorized activitics.
- **Dark Web Sellers:** Dark web sellers offer RATs for sale, providing buyers with tools to infect computers, smartphones, or IoT devices for malicious purposes like surveillance, data theft, espionage, or launching cyber attacks.

re Sellers Marketplace :+*
* Malware refers to a broad category of malicious software designed to disrupt, damage, or gain unauthorized access to computer systems or networks, It includes viruses. worms, Trojans. spyware. adware, and other harmful programs.
- **Dark Web Sellers:** Dark web marketplaces host listings for various types of malware, including keyloggers, spyware, banking Trojans. ransomware, and more. Sellers offer malware kits, tools, and services for buyers interested in cybercrime or
malicious activitics.

‘Stealer (Data Stealer) Sellers Marketplace :+*
- **Description:** Data stealers, also known as information stealers. are malware programs designed to steal sensitive information from infected devices. They target credentials, financial data, personal information. and other valuable data.

- **Dark Web Sellers:** Dark web sellers sell data stealers to buyers interested in stealing login credentials, credit card details, cryptocurrency wallets, and other confidential information. These tools can be used for identity theft, fraud, espionage, or sclling
stolen data on underground markets.

Clipper (Clipboard Hijacker) Sellers Marketplace :
- **Description:** Clipper malware, also known as clipboard hijackers. monitor and intercept clipboard content, such as copied cryptocurrency wallet addresses. They replace the copied addresses with attacker-controlled addresses. redirecting
cryptocurrency transactions to the attacker's wallet.

- #*Dark Web Sellers:** Dark web sellers offer clipper malware for sale to buyers looking to intercept cryptocurrency transactions and steal funds. Clipper malware targets users' clipboard activitics to carry out unauthorized transactions and financial theft.

* Ransomware is a type of malware that enerypts files or locks down systems, demanding payment (ransom) from vietims in exchange for decryption keys or restoring access. Ransomware attacks are used for extortion and financial gain.
- **Dark Web Sellers:** Dark web marketplaces feature listings for ransomware kits, ransomware-as-a-service (Raa$), and custom ransomware development services. Sellers offer tools and guidance for launching ransomware attacks. encrypting data, and
demanding ransom payments from victims.

Dark web sellers of RATs, malware, stealers, clippers. and ransomware cater to cybereriminals and malicious actors seeking tools and services for unauthorized access, data theft, financial fraud. extortion, and other ilici activities. ' important to note that
 in the sale. purchase. distribution, or use of such malicious tools is illegal and uncthical, leading to severe consequences. including legal action. financial losses, reputational damage. and eybersecurity risks. Organizations and individuals should
< cybersccurity defenses. awareness. and legal compliance to mitigate the threats posed by these malicious activitics on the dark web.

RAT / Malware / Stealer / Clipper / Ransomware Sellers on darkweb Sellers Marketplace

1. RAT (Remote Access Trojan) sellers Marketplace
2. Stealer (Data Stealer) Sellers Marketplace

3. Malware Sellers Mark
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C:\Users\44753>pip install requests

Requirement already satisfied: requests in h:\python\lib\site-packages (2.31.6)

Requirement already satisfied: charset-normalizer<4,>=2 in h:\python\lib\site-packages (from requests) (3.3.2)
Requirement already satisfied: idna<d,>=2.5 in h:\python\lib\site-packages (from requests) (3.7)

Requirement already satisfied: urllib3<3,>=1.21.1 in h:\python\lib\site-packages (from requests) (2.2.1)
Requirement already satisfied: certifi>-2017.4.17 in h:\python\lib\site-packages (from requests) (2024.2.2)
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Users\44753>pip install beautifulsoupd
Requirement already satisfied: beautifulsoupd in h:\python\lib\site-packages (4.12.3)
Requirement already satisfied: soupsieve>1.2 in h:\python\lib\site-packages (from beautifulsoup4) (2.6)
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C:\Users\44753>pip install urllib3
Requirement already satisfied: urllib3 in h:\python\lib\site-packages (2.2.1)
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def main():
base_url = °http://dtjubnsfhechylkhk7kqqmsmib761ckijxpe6chyfandzoj2dtauiaid.onion®
# Create a unique folder name based on the current timestamp
folder_name = f"scraped_content_{datetime.now().strftime(’%YXid_GHAMLS")}"
scrape_website(base_url, folder_name)

if _name__

mainf()]

"_main_’
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</main>
</main>

</main>

</o1>

</main>

<> </p>

</main>

<> </p>

[l<p><font size="5">A carding forum is an online platform where individuals
discuss and exchange information related to credit card fraud, stolen credit
card details, and other illegal activities related to financial fraud. These
forums are typically hidden on the dark web or deep web and are not accessible
through regular search engines.<br/>

<br/>

Users on carding forums may share techniques for stealing credit card
information, discuss methods for using stolen card details to make unauthori:

purchases (carding), share tools and software for carding, and trade or sell Suksj
stolen credit card details, identity information, and other illegal goods an
services.<br/>

<br/>

techniques:<br/>
<bz/>

1. *+Bthical Hacking (White Hat Hacking) :*+ Ethical hacking involves using
hacking techniques and tools for legitimate and lawful purposes, such as testing
the security of systems and networks to identify vulnerabilities and improve
cybersecurity measures.<br/>

<bz/>

2. *+Malicious HAGKIRG (Black Hat HAGKING):*+ Malicious HAGKiRg refers to
unauthorized access and activities carried out with malicious intent, such as
stealing data, spreading malware, launching cyberattacks, or exploiting
valnerabilities for personal gain or harm.<br/>

<bz/>

3. *+Hacktivism:++ Hacktivism combines hacKing techniques with activism, where
individuals or groups use hacking methods to promote political or social causes,
raise awareness, or protest against perceived injustices.<br/>

<bz/>

4. **Cray Hat Hacking:** Gray hat hackers operate in a morally ambiguous space,
sometimes performing activities that may be considered mnethical but without
malicious intent. They may, for example, access systems without permission to
expose security flaws but without causing harm.<br/>

Saka)  Zastap  Sauka)w plkach Ozmacz

Engaging in activities related to carding forums is illegal and unethical. I =0

involves exploiting vulnerabilities in financial systems, violating privacy W zmmaczenia || POl wysapiena

security, and causing financial harm to individuals and businesses. It's

important to stay away from such forums and report any illegal activities EEE e

related to credit card fraud to the appropriate authorities.</font></p> oty o]

<> </p> DIw tekécie wyzej Znaidé wbiezaom

<p><font size="7">what is BEGHHRE </font></p> Dlznad tko cale wyrazy ‘dokumendie
Fl<p><font size="5'>Hacking is a broad term that refers to the act of gaining [ Junzglednuiekoiciter

nauthorized access to computer systems, networks, or digital devices. This  [Zurscajna pocratekpiks Zocil

unauthorized access can be used for various purposes, including extracting

sensitive information, modifying data, disrupting operations, or causing dam "VPsthena przetroczystosé dna

to the targeted system or network. <br/> ©tomany o malezieni

<bz/> Onrozszerzony (n, ¥, 0, ¥..) Ostale

There are different types of hacking, each with its own motivations and OWyratenia reguiame | . ko nowa nia '
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‘Security ina Box primarily aims to help  global community of human rights defenders whose work puts them at is. In general, we consider this resource aime Describes attack methods or explits, providing nsightsnto potential vulnerabilities.

The company is NSO and the toolthat is used iscalled Pegasus. NSO claims to sell spyware and tools o governments to target criminals around the worl.Ifthe Discusses malvware types,distribution methods, or mpact,relevant for understanding threats.

Encryption tools which scramble your messages so attackers can't read them prevent the content of your messages from belngexposed. But it s harder to ide Describes attack methods o explois, providing nsights nto potential vulnerabiltes.

Free and open-source content blocker that can help protect you rom spyware and malware when you browse the webStops malvare on websites from infectr Discusses malware types, distribution methods, of Impact, elevant for understanding threats.

Ityou are worried about someone (ke hackers,orthe owner f the service) accessing(files you have stored online, you can protect them using encryption.  Mentions hacking techniques or incidents, elevant for understanding adversarial tactics.

We recommend cleaning traces of your work o remove the history ofyour actvity on a device, combat malware and help your device work better. These files 1 Discusses malvware types, distribution methods, or impact, rlevant for understandingthreats.
Encryption can onlyprotect yourfiles fnobody can spy on you, for examle, whe you ener the password to decrypt them. Malicious software ke spyware anc Discusses malware types, distribution methods, of mpact, elevant for understanding threats.
Newvulnerabiltes in the code that runs your devices and apps e found every day.The developers who write that code cannot predict where they wil be foun Describes attack methods o explois, provding nsights nto potential vulnerabiltes.

Newvulnerabiltes in the code that runs your devices and apps are found every day.The developers who write that code cannot predict where they wil be foun Describes attack methods o explois, providing nsights nto potential vulnerabiltes.

Newvulnerabiltes in the code that runs your devices and apps e found every day.The developers who write that code cannot predict where they will be foun Discusses malware types, dstrbution methods, of Impact, elevant for understanding threats.
Newvulnerabiltes in the code that runs your devices and apps e found every day.The developers who write that code cannot predict where they wil be foun Describes attack methods o explois, provding nsights nto potential vulnerabiltes.
Keepingyour device healthy s critical irst step down the path toward better security. Before worrying o0 much about data encryption, private communicati Discusses malware types, distrbution methods, of mpact, elevant for understanding threats.

Both criminals and poitically motivated attackers may have reasons o target your data. They might e seeking financial information, sensitive data related to" Discusses malware types, dstrbution methods, of mpact, elevant for understanding threats.

Use the followingoolsto protect your devices against malware and physical threats. You can also learn more about physical theats and malvare or about Anc Discusses malvware types,distibution methods, or impact, relevant for understanding threats.

Microsoft Windowss the world's most used operatingsystem, but o the most common target for malcious software (malware). Follow this checklist to sect Discusses malware types, distribution methods, of mpact, elevant for understanding threats.
LeamA"s sobre cAdimo reconocer los ntentos de presionarl para que actAdserd-pidamente o apele a sus emociones en nuestra gui-a sobremalare. Ot Discusses malware types, distribution methods, of impact, elevant for understanding threats.

Tails estun systAhme @A AEA=exploitation que vous uilsez Ak La lace du systAd”me dA" AEA™exploitation habituel de votre ordinateur (Windows, Mac ou L Deseribes attack methods or explits, providing nsightsnto potential wilnerabilities.

PelajariLebih Lanjut tentang phishing dalam Panduan Surveillance Self-Defense tentang cara menghindari serangan phishing Kunci masuk menawarkan perlinc Contains nformation on phishing tacticsor target demographics, sefulfor identifying phishing campaigns.
‘Os gerenciadores de senhas armazenam elas 10 sew computador ou em servidoresremotos ("1 nuve’). Mesmo que a maioria dos gerenciadores de senhasb Mentions hacking techniques or incidents, elevant for understanding adversarial actics.

Leia mais sobre como reconhecer tentativas para te pressionar e agifrapidamente ou apelar para suas emoAASAApes em nosso guia sobremaluare.Aprenda m. Discusses malware types, distrbution methods, of pact, elevant for understanding threats.

Parola yAASneticiler parolalarh, s bilgisayarA, Axnh,As2da veya uzak sunucularda(A”ACASbuluttah ACAt) saklar. toh,Azu bulut tabanth, A= A.. Aifre yAASI Mentions hacking techniques or incidents, elevant for understanding adversarial actics.

This course provides an ntroduction o security and privacyissues invarious aspects of computing, including programs, operating systems, networks, databa: Describes attack methods or explits,providing nsightsnto potentialvulnerabilities.

Industry Giants to Deploy the Best hre Hackers!Use the vast powers f ur rich experience that make us stand out fom the est; our business uses aser-sharp Mentionshacking techniques ofincidents, relevantfor understanding adversarialtactics.

We can hack social media accounts, email, website, database, corporate servers.Telegram: hackingsquadEmail: hackingsquad@dnmx.org Mentions hacking techniques orincidents, elevantfor understanding adversarialtactics.

We can hack social media accounts, email, website, database, corporate servers.Telegram: hackingsquadEmail: hksquad@protonmail.com Mentions hacking techniques or incidents, relevant for understanding adversarial tactics.
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‘We can hack social media accounts, email, website, database, corporate servers.Telegram: hackingsquadEmail: hksquad@protonmail.cominstagram, hack, h Contains information on phishing tactics or target demographics, useful for identifying phishing campaigns.
Phone hacking, Remote Phone Access, smartphone hacking, hack phone, phone privacy, smartphone vulnerabilty, hacking toos, phone tracking SIM card hacl Discusses malvware types,distibution methods, or impact, relevant for understanding threats.

Phone hacking, Remote Phone Access, smartphone hacking, hack phone, phone privacy, smartphone vulnerabilty, hacking tools, phone tracking SIM card hacl Discusses malware types,distibution methods, or impact, relevant for understandingthreats.

Introto Game Hacking DEFCON 32Using Al o become a Hacker Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.

Westrive o keep our mail s secure and private aswe can. We do not ogyour IP adress. (Most services keep detailed records of every machine which conne Deseribes attack methods or explits, providing nsightsnto potential wilnerabilities.

Encrypt your mail: For enhanced message security use Encrypted Emai There are many vulnerabilities with how secure connectionswork.fyou need high sec Describes attack methods o explots, provding nsights into potential vulnerabilties.

PhishingWhat i t7How does t affect Riseup accounts?Example phishing emailsHomographical attacks\iusesEverything you wanted to know about viruses bl Contains nformation on phishing actics or target demographics, seful for dentiing hishing campaigns.
I orderto detect when our servers are under atack from a A" AEéspam bombA A€At o when a spammer s using ur system, we keep a logofthe A" AASirom) Describes attack methods o exploits, providing nsights nto potential vulnerablties.
(Criminals have discovered that it s very lucrative to attack personal devices and cloud accountsto ransom data or blackmailthe user. Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.

Hackerspaces are community-operated physicalplaces, where people can meet and work on their projects. Thiswebsite isfor Anyone and Everyone who want Mentions hackingtechniques of incidents, relevantfor understanding adversarialtactics.
Well,you are not alone. Most of all email rafic these daysis spam. Spammers have allinds of ticky and euil methods of getting your email address, inluding. Contains nformation on phishing tactics or target demographics, seful for dentiing hishing campaigns.
list.riseupneky384ttqbzckoq75 225 txbnpguips3dKTyr3333akbidd:2Eonion naEutilise que des ogiciels libres, notamment e programme de gestion de lis Describes attack methods or explits, providing nsightsnto potentialvulnerabilities.

Create undetectable malwareCreate phishing pagesCreate hacking toolsLearn to code/hackMilions of samples o phishing emails220+ source code referen: Discusses malvware types, distribution methods, or impact,relevant for understanding threats.

Rock Sold SecurityKicksecure . secure by default OS always based on thelatest security research.Download NowLearn  What I Kicksecure?Pre-elsase Discusses malware types, distribution methods,of mpact, elevant for understanding threats.

Al Powered Hacking ToolYo, check it out, fam! WormGPT's the real deal,straght outta the hacker'splaybook. icture this: ' ke a turbocharged Al module ridi Discusses malware types,distibution methods,or impact, relevant for understanding threas.

Carded eletronics, hacked wallets, fresh cc, rent hacker, marketplace Mentions hackingtechniques or incidents, relevant for understanding adversarial tactics.
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Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.

‘Containsinformation on phishing tactics or target demographics, usefulforidentiying phishing campaigns.

‘Contains general information potentialy relevant o cyber threat analysis.
Discusses malvware types, distribution methods, or impact, relevant for understandingthreats.
Discusses malvware types, distrbution methods, or impact, relevant for understanding threats.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
‘Contains general information potentialy relevant o cyber threat analysis.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.
‘Contains general information potentialy relevant o cyber threat analysis.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.
Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses malvware types, distrbution methods, or impact, relevant for understanding threats.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.
Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.
Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.
Discusses maluware types, distrbution methods, or impact, relevant for understanding threats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses malvware types, distrbution methods, or impact, relevant for understanding threats.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.
Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses malvware types, distrbution methods, or impact, relevant for understanding threats.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.
Discusses malware types, distribution methods, o impact, relevant for understanding threats.
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NoRelevant Information ‘Contains general information potentialy relevant o cyber threat analysis.

We stive to keep our mail s secure and private aswe can. We do ot ogyour P address. (Most services keep detailed records of every machine which connectstothe  Describes ttack methods o explois, providing nsights nto potential vulnerabiltes.

Encryptyour it For enhanced message security use Encrypted Email. Describes attack methods or exploits, providinginsights nto potentialvulnerabiltes.

Phishing. ‘Containsinformation on phishing tactics of target demographics, useful foridentiying phishing campaigns.
Inorder to detect when our servers are under attack from a A" AEAspam bombA"A€At or when a spammer is using our system, we keep a logof the A"A€ASfromA™AEAfor  Describes attack methods or exploits, providing insights into potential vulnerabilities.
(Criminals have discovered that it s very lucrative to attack personal devices and cloud accountsto ransom data or blackmailthe user. Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.

Hackerspaces are community-operated physical places, where people can meet and work on thir pojects. This website isfor Anyone and Everyone whowantstoshare  Mentions hackingtechniques or incidents, relevant for understanding adversarial actics.
Well,you are not alone. Most of all email rafic these days is spam. Spammers have all indsoftricky and evil methods of geting your email address, ncluding scanningweb_Contains information on phishing tactics o target demographics, useful foridentitying phishing campaigns.
list.riseupneky384ttqbzckeq75 2 25 txbnpeuips3dK7yr3333aKkbiddk2Eonion na€™utilise que des ogiciels libres, notamment e programme de gestion de istes courrel syt Describes attack methods o explois, providing nsights nto potential vulnerabilties.

Create undetectable malware Discusses maluware types, distrbution methods, or impact, relevant for understanding threats.
RockSolid Securiy Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
AlPowered HackingTool Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.
‘Cardeg eletronics, hacked wallets, resh cc,rent hacer, marketplace. Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.

Discusses malware types, distribution methods, or impact, relevant for understandingthreats.
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Hacking. Discusses malvware types, distrbution methods, or impact,relevant for understandingthreats.
RANSOMWARE Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.
Belin wireless gusb network adapter ndriver download windows xp vistaA” Ak, 7,8, To g0 to the Guest access option using Cisco Gonnect, follow the steps data toget started, _ Describes attack methods or explits,providing nsightsnto potential vulnerabilities.

Howto Install and run Kali Linux n Any Andraid Mobile A Fully charged Androld Phon A& Good Iternet Connection(For Download KaliLinux images) A Root. Read more:ls  Discusses malware types,distibution methods,or impact, relevant fo understanding threas.

NoRelevant Information ‘Contains general information potentialy relevant o cyber threat analysis.
THE DarkDeepMarketplace is a Secure and Anonymous Marketplace with Mulisig Escrow System. Money Transfers, Paypal, Western Union, MoneyGra. Credit Cards, Prepaid  Mentions hacking techniques or incidents,relevant for nderstanding adversarial tactics.

Hacking. Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.

n anonymous search engine forsearching hidden services on the TOR network. Search For: Marketplaces, Drugs, Cryptocurrency, Catalogs, Wi, Lits,Links, Hacking, Forums, Ema Mentions hacing techniquesof incidents,relevant for understanding adversarial tactics.

Want o hack? Steal some DB's 2or justdeface websites for fun? Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.

‘Phishingh (pronounced A" A€AsfishingA” AAt) is a kind of identity theft which is growing in popularity amongst hackers. By using fraudulent websites and false emails, fake phone  Contains information on phishing tactics or target demographics, useful for identifying phishing camp
‘Cardeg eletronics, hacked wallets, resh cc,rent hacer, marketplace. Mentions hacking techniques orincidents, elevantfor understanding adversarialtactics.

aaha Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.

The website for the USA's National Computer Intrusion and Digtal Expoitation (NCIDE] Task Force se... Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.

(Carding eferstothe llegal activity of usingstolen Discusses maluware types, distrbution methods, or impact, relevant for understanding threats.
Banklogs sellers are individuals o groups involved in Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.
“Darknet documents drawingand editing typically refers ‘Contains general information potentialy relevant o cyber threat analysis.

1.**Hacked RDP (Remote Desktop Protocol):"* Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.

L+ RAT Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.
CWsellersare individuals or ‘Contains nformation on phishingtactics of target demographics, usefulfor identiying phishing camp
Track2 dumps sllersare indvidualsor groups involved ‘Contains nformation on phishingtactics of target demographics, useful foridentiying phishing camp
Edward Snowdenis  former inteligence officer who served the CIA, NSA,and DIAfor nearly a decade 5 subject matter expert ontechnology and cybersecurity. In 2013, he Contains generalnformation potentialy relevant to cyber threat analysis.

The Spamhaus Project has rleased a blog critcizing Cloudlare 3€" a content delivery network and cloud cybersecurity provider 4€" for roviding security servicestoabusive  Discusses malware types, distribution methods, or impact, elevant for understanding threats.

Israel must immediately return gear, and the US. must condemnts escalating attacks on freedom ofthe press Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.

Journalists and newsrooms are increasingly being targeted through their email. Virtually every “sophisticated” hack of an ndividual reporter o entire news organization startswith a Contains information on phishing tactics of target demographics, useful foridentiying phishing camp
When it comes tologins, it s safer to have multipl Layers of protection.fthe firt Layer of potection s breached, you can rely on the second to rotect your digtal assets. Multifacto Details data breaches orleaks,criticalor assessinginformation securityrsks.
Password managers store passwordsinyour computer or on remote servers "I the cloud"). Even ifmost cloud-based password managersare end-to-end encrypted, they canbe _ Desoribes attack methods o explots, roviding nsights into potential vulnerablties.
Passwordsare important tools for keeping your data and identity secure. Unfortunately, attackers know this, an they have many ricks they can use o figure out your passwords.  Discusses malware types, distribution methods, or impact, elevant for understanding threats.
Security ina Box primarily 3ims to help  global communty of human rights defenders whose work puts them at isk. In general, we consider this resource aimed at helping not only . Describes attack methods o exploits, provding nsights nto potential vulnerabiltes.

‘The company is NSO and the toolthat is used iscalled Pegasus. NSO claims to sell spyware and tools o governments o target criminals around the world. Discusses malvware types, distrbution methods, or impact, relevant for understanding threats.
Encryption tools which scramble your messages so attackers can't read them prevent the content of your messages rom being exposed. But it s harderto ide who s sendingor  Describes attack methods or explits, providing nsightsnto potential vulnerabilities.

Free and open-source content blocker that can help potect you rom spyware and malware when you browse the web Discusses malvware types, distribution methods, or impact, relevant for understandingthreats.
Ifyou are worried about someone (like hackers,orthe owner of the service) accessing fles you have stored online, you can protect them using encryption. Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.

We recommend cleaning traces of your work to remove the history ofyour activity on a device, combat maluare and helpyour device work better. These files are hard o ind and rem Discusses malware types, distrbution methods, of mpact, elevant for understanding threats.
Encryption can onlyprotect yourfiles ifnobody can spy on you, for exam, when you ener the password to decrypt them,. Malicious software like spyware and other formsof  Discusses malware types,distibution methods,or impact, relevant for understanding threas.

Newulnerabiltes in the code that runs your devices and apps e found every day. T developerswho wite that code cannot predict where they wil be found, because the code _ Describes attack methods or explits, roviding nsightsnto potential vulnerabilities.
Newvulnerabiltes in the code that runs your devices and apps e found every day. T developerswho wite that code cannot predict where they wil be found, because the code _ Describes attack methods or explits, providing nsightsnto potential vulnerabilities.

Newvulnerabiltes n the code that runs your devices and apps are found every day. T developers whowrite that cod cannot predict where they will b found, because the code  Discusses malware types,distibution methods,or impact,relevant for understanding threas.
Newvulnerabiltes in the code that runs your devices and apps e found every day. T developerswho wite that code cannot predict where they wil be found, because the code _ Describes attack methods or explits, providing nsightsnto potential vulnerabilities.

Keepingyour device healthy s critcalirs step down the path toward better security. Before worrying o much about data encryption,private communication or anonymous  Discusses malware types,distibution methods,or impact, relevant fo understanding threats.
Both criminals and poitically motivated attackers may have reasons o target your data. They might be seeking financial information, sensitve data related to your work o personal Discusses malvware types,distribution methods, or impact,relevant for understanding threats.
Use the following tools to protect your devices against malware and physical threats. You can also learn more about physical theats and malware or about Android, i0S, Windows,  Discusses malware types, distribution methods,or impact, elevant for understanding threats.
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‘We can hack social media accounts, email, website, database, corporate servers.
We can hack social media accounts, email, website, database, corporate servers.

We can hack social media accounts, email, website, database, corporate servers.

Phone hacking, Remote Phone Access, smartphone hacking, hack phone, phone privacy, smartphone vulnerability, acking tools, phone tracking, SIM card hacking, cell phone interception, phone.
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Israel must immediately return gear, and the US. must condemnts escalating attacks on freedom ofthe press Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.
Journalists and newsrooms ae increasingly beng targeted through their email. Virtually every “sophisticated” hack of an ndividual reporter o entire news organization startswith arelatively  Contains nformation on phishing tactics o target demographcs, usefulfordentitying phishing ca
When it comes tologins, it s safer to have multipl Layers of protection. fthe firt Layer of protection s breached, you can ely on the second to rotect your digital assets. Multifactor r two-factor  Detals data breaches o leaks, citical for assessing nformation security risks.
~Passiword managers store passwords nyour computer or o remote servers (i the cloud"). Even fmost cloud-based password managers re end-to-end encrypted, they can be exposed to hacking Describes attack methods o explois, providing nsights nto potential vulnerabiltes.
Passwords are important tools forkeepingyour data and identity secure. Unfortunately, attackers know this, and they have many ricks they can use o figure out your passwords. Discusses malvware types, distrbution methods, or impact, relevant for understanding threats.
‘Security ina Box primarily 3ims to help  global community of human rights defenders whose work puts them at is. In general, we consider this resource aimed at elping ot only human rghts defer Describes atack methods o explots, providing nsights nto potential vulnerabiltes.

‘The company is NSO and the toolthat is used iscalled Pegasus. NSO claims to sell spyware and tools o governments o target criminals around the world. Discusses malvware types, distrbution methods, or impact, relevant for understanding threats.
Encryption tools which scramble your messages so attackers can't read them prevent the content of your messages rom being exposed. But it is harder to hide who s sending o recelvinga. Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.

Free and open-source content blocker that can help potect you rom spyware and malware when you browse the web Discusses malvware types, distribution methods, or impact, relevant for understandingthreats.
Ifyou are worried about someone (like hackers,orthe owner of the service) accessing fles you have stored online, you can protect them using encryption. Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.
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Newvulnerabiltes in the code that runs your devices and apps e found every day. Te developers who wite that code cannot predict where they willbe found, because the code fsso complex.  Describes attack methods or exploits, providinginsights nto potentialvulnerabiltes.
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Use the followingoolsto protect your devices against malware and physical threats. You can alsolearn more about physicalthreats and malware or about Android, 0S, Windows, MacOS and Linux Discusses malware types, distribution methods, o impact,relevant for understandingthreats.
Microsoft Windowss the world's most used operatingsystem, but aso the most common target for malcious software (malware). Follow this checHlist tosecure your Windows device. Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
LeamAA"s sobre cAimo reconocer los intentos de presionarle para que actAdse Discusses malware types, distribution methods, or impact, relevant for understanding threats.
Tails estun systih me ¢ AcAmexploitation que vous uilisez A& La place du systAA”me dA” AEA"exploitation habituel de votre ordinateur (Windows, Mac ou Linu). I prothA g toutes vos connexior Describes attack methods o explots, providing nsights nto potential vulnerabiltes.

Pelajailebih Lanjut tentang phishing dalam Panduan Surveilance Self.Defense tentang cara menghindari serangan phishing. ‘Contains nformation on phishingtactics o arget demographics, usefulfordentifying phishing ca
‘Os gerenciadores de seihas armazenam elas 1o seu computador ou em servidores Mentions hacking techniques orincidents, elevantfor understanding adversarialtactics.

Leia maissobre como reconhecer tentativas para te pressionar e agr Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
‘ParolayAktneticileri parolalarh.A= bilgisayarA.A=nA.A=zda veya uzak sunucularda Mentions hackingtechniques or incidents, relevant for understanding adversarial tactics.

This course provides an ntroduction to security and privacy issues Describes attack methods or exploits, providinginsights nto potentialvulnerabiltes.

Industry Giants to Deploy the Best hire Hackers! Mentions hacking techniques orincidents, relevant for understanding adversarial tactics.
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Discusses maluware types, distrbution methods, or impact, relevant for understanding threats.
Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.
‘Contains general information potentialy relevant o cyber threat analysis.

Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.
‘Contains information on phishing tactics or arget demographics, useful fordentifying phishing ca
‘Contains information on phishing tactics or arget demographics, usefu fordentifying phishing ca
‘Contains general information potentialy relevant o cyber threat analysis.

Discusses malvware types, distribution methods, or impact, relevant for understandingthreats.
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Pathfinder RATis aweb-based surveillance monitor and app binder malware program. I is one ofthe most efective and well enginereed FUD R Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.
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aaha Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
‘malware-fiter: Acolection o bocklists: Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
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‘Aguide on using malware-fiter lookups Discusses malvware types, distrbution methods, or impact, relevant for understanding threats.
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Track 2 dumps sellersare individualsor groups involved ‘Containsinformation on phishing tactics of target demographics, useful foridentiying phishing campaigns.

Earler this week | discovered an interesting Outlook.com phishing mail that had been caught by the ani-spam me3sureswe deploy for our e-mail customers. Well, o be far, the phishingattack  Contains nformation on phishingtactics or target demographics, usefulfor identifying phishing campaigns.
Theissue was caused by some unfortunate mishap with my external ethernet adapter throwing an ntial backtrace of ens20u1u4 (18152):transmit queue 0 timed out. o be Honest, | ddna€™t invesi Mentions hacking techniques or incidents, relevant forunderstanding adversarialtactics.

The hijacked subdomainis seen pointing o the attacker3€™s Azure resource. Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.
Imagine my despair when my Microsoft 365 OneDrive account gotflagged by Microsoft Defender SmartScreenfor containing phishing threats. | uess you really either e a hero or live long enough  Contains nformation on phishing tactics or target demographics, useful for identifying phishing campagns.
The domain esosprol Jnet isregistered with Namecheap. The phishing website a coinbase.com.compliance.esosprol Jnet. s hosted with Namecheaphosting. ‘Contains nformation on phishing tactics of target demographics, useful foridentiying phishing campaigns.
10 short ithin 48 hours ater | sent the first abus report, the phishing website was rendered useless, thanks to actions taken by some of the notified service providers. Based on my previous  Contains nformation on phishingtactics or target demographics, usefulfor identifying phishing campaigns.
Afterthe GhostProject started offring access to 1.4 billion credentials nthe form of sernames with clear text passwords,1A”A€A™ve seen an expected increase n attacks against customers e-mz Describes attack methods o explois, providing nsights nto potential vulnerabilties.

Byworkinginthe A”A€ASweb businessA”AEAt do get my hands on a air share of malware kits as atackershA continuously try o nfect any website available with their automated scipts. Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.

Enjoyinga lazy Sunday morning, decided to boot up my Slackware- current aptop o nstallyet another batch of kermel updates. To repay my kindness, Slackware gave me what | can only describe  Describes attack methods or explots, providinginsights nto potentialvlnerabiltes.
Imagine my despair when my Microsoft 365 OneDrive account gotfagged by Microsoft Defender SmartScreenfor containing phishing threats. | uess you really either e a heroorlive long enough t Contains nformation on phishing tactics or target demographics, useful for identifing phishing campaigns.
Enjoyinga a2y Sunday morning, | decided to boot up my Slackware- current aptop o nstallyet another batch of kermel updates. o repay my kindness, Slackware gave me what | can only describe a Describes attack methods or explots, providinginsights nto potentialvlnerabiltes.

What does thish, mean n simpler terms?Your nteraction with this website il be using secure HTTPS connections with additional protection against man-in-the-middle attacks. No external _ Describes attack methods o explois, providing nsights nto potential vulnerabiltes.

Earlier this week | discovered an interesting Outlook.com phishing mail that had been caught by the ani-spam me3sureswe deploy for our e-mail customers. Well, o befar, the phishing attacktse Contains nformation on phishingtactics or target demographics, usefulfor identifying phishing campaigns.
Edward Snowden s aformer inteligence officer who served the CIA, NSA,and DIAfor nearly a decade as a subject matter expert on technology and cybersecurity. In 2013, herevealed the NSAwas Contains general information potentialyrelevant to cyber threat analysis.

The Spamhaus Project has released a blog critcizing Cloudflare 3€" a content delivery network and cloud cybersecurity provider 4€” forproviding security services to abusive domains. These  Discusses malware types, distrbution methods, o impact, relevant for nderstandingthreats.
Rulingfollows disturbing trend ofwealthy and connected financiers attacking the press by bankrolling litgation. Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.

Espionage Act charges against Assange would criminalize jouralism, no matter how often the government calls him a hacker Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.

Legal attack on reporter Trevor Aaronson i the governmenta€™s atest attempt to seize the power to define fournalism Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.

Israel must immediately return gear, and the US. must condemnts escalating attacks on freedom ofthe press Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.
'UPDATE:AYou canstill paticipate i the Aaron Swartz SecureDrop hackathon even f you're notlocated i San Francisco Just g0to tis Trello ik and click on “Getting Started.” Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.

The United States could do more to combat spyware used by governments to survei the press ‘Contains general information potentially relevant o cyber threat analysis.

Espionage Act charges against Assange would criminalize jouralism, no matter how often the government calls him a hacker Mentions hacking techniques orincidents, elevant for understanding adversariaLtactics.
Journalists and newsrooms are increasingly being targeted through their email. Virtually every “sophisticated” hack of an individual reporter o entire news organization startswith arelatively  Contains nformation on phishing tactics or arget demographics, usefulforidentiying phishing campaigns.
The Digital Security Training team at Freedom ofthe Press Foundation works with news organizations to better protect themselves,their colleagues, and sources by upgrading their security Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.

Itseems ke every week we hear about a new data breach involving passwords, and as frequent targets ofdiital attacks,fournalists are atparticular isk. Mos: online atacks, however, arena€™t _ Contains nformation on phishingtactics or target demographics, usefulfor identifying phishing campaigns.
Joumalists are ncreasinglyattacked online or their work, both by persistent individuals and collective mobs. Harassment takes many forms online, with journalists,ther amilies, and colleagues 1 Describes attack methods o exploits, providing nsights nto potential vulnerabiltes.

This gide walks you through the basics of digital securiy. We start by unpacking isk assessment to help priofitze your defenses, then move onto avarietyof simple defenses,including account sec Discusses malware types, distrbution methods, o mpact,relevantfor understandingthreats.

The internet .3 sea of ads, hackers, and echo chambers. Big Tech makes huge profts offur dats, and tells us what3€™s true and whats€™s not. Brave s fihtingback.. ‘Contains nformation on phishing tactics of target demographics, useful foridentiying phishing campaigns.
‘Co-piloting everywhere that | idn3€™t as for, ight? ke and, and, and tryingo orce these things on me allover the place. Like t3€7s 3 balance, ight?Like, and, and, | thinkthat you guysare _ Describes attack methods o explots, providing nsights nto potential vulnerabiltes.

A& AGhsThe relationship between consumers and advertisers on the Web s broken. Consumers gt tracked and exploited while advertisersfollow them around the web with complete disegard fo £ Describes attack methods o explots, providing nsights nto potential vulnerabilties.

~A€hSNow our client finds seemingly clandestine profile matchingby Google. Deceptive and uncontrolled pofile matchingis the antithesis ofthe faimess and transparency principles of data _ Describes attack methods or explits, roviding nsightsnto potential vulnerabilities.

HTTP(S) uses Uniform Resource Locators (URLS) to specify the location of content. This system can be easily censored since the content is hosted in specific locations on behalfof a single entity ami Describes attack methods or exploits, providing nsights into potential vlnerabilities.
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en fles backuphtml  Good

en_fles_destroy-sensitiy Malware
en_fles_secure-fle-stor: Malware
en_phones-and-compute Phishing
en_phones-and-compute Malware
en_phones-and-compute Malware
en_phones-and-compute Phishing
en_phones-and-compute Malware
en_phones-and-compute Malware
en_phones-and-compute Malware
en_phones-and.compute Malware
es._passwords,_password Malware
_communication_privat Unknown
1d_passwords_password: Unknown
pt_passwords_password. Unknown
pt_passwords_password: Malware
tr_passwords_password- Unknown
courseshtml Unknown
homepage.htmt Matware
p_hacking:experts-profe: Unknown
p_hacking:squad- WtPD. Unknown
p_instagram-hack-by-haiPhishing
p_remote.phone-access Malware
p_remote-phone-access Malware
il Unknown
ensboutushtml Malware
en_email clientshtml  Good

en_email scamshtml  Malware
en_privacy-policy.numl_ Malware

en_securitytml Unknown
en_securty_resources 1 Good.

en_spam.ntmt Matware
f liststml Unknown
#ouyntmt Matware
il Matware
'homepage.html Malware

Ifyou are worried about someone (ike hackers, orthe owner ofthe service] accessingfiles you have stored online, you can protect them using encryption.

Mentions hackingtechniques or incidents, relevant for understanding adversarial tactics.

We recommend cleaning traces of your work o remove the history ofyour actvity on a device, combat malware and helpyour device work better. These files e hard o find and remove safely. I th Discusses malware types, distribution methods, o mpact,relevantfor understandingthreats.

Encryption can onlyprotect yourfiles ifobody can spy on you for exame, when you enter the password to decrypt them. Malicious software like spyware and other forms of malware can reduce
Newulnerabiltes n the code that runs your devices and apps re found every day. The developerswho write that code cannot predict where they willbe found, because the code fs so complex.
Newulnerabiltes n the code that runs your devices and apps re found every day. The developers who write that code cannot predict where they will be found, because the code fs so complex.
Newulnerabiltes n the code that runs your devices and apps re found every day. The developers who write that code cannot predict where they will be found, because the code fs so complex.
Newulnerabiltes n the code that runs your devices and apps re found every day. The developers who write that code cannot predict where they willbe found, because the code fs so complex.
Keepingyour device healthy s a critical first step down the path toward better security. Before worrying to0 much about data encryption, private commurication or anonymous browsing,you
Both criminals and poitically motivated attackers may have reasons o target your data. They might b seeking financial information, sensitve data related to your work o personal details they
Use the following toolsto rotect your devices against malware and physical threats. You can also learn more about physical threats and malware or about Andraid, 0, Windows, Mac0S and
Microsoft Windowss the world's most used operatingsystem, but aso the most common target for malcious software (malware). Follow this checHlist tosecure your Windows device.
LeamAk"s sobre cAAmo reconocer os ntentos de presionare para que acthdse

Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.
Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.

Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.

Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.

Discusses maluware types, distrbution methods, or impact, relevant for understanding threats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.

Tails estun systih me ¢ AcAmexploitation que vous uilisez A4 La lace du systAA”me dA” AEA"exploitation habituel de votre ordinateur (Windows, Mac ou Linu). I prothA g toutes vos connexii Describes attack methods o explots, providing nsights nto potential vulnerabilties.

PelajaiLebih Lanjut tentang phishing dalam Panduan Surveilance SelfDefense tentangcara menghindariserangan phishing.

‘Os gerenciadores de seihas armazenam elas 1o seu computador ou em servidores

Leia maissobre como reconhecer tentativas para te pressionar e agr

ParolayAASneticiler parolalarh.fz bilgisayark. Azn.=zda veya uzak sunucularda

This course provides an ntroduction to security and privacy issues

Industry Giants to Deploy the Best hire Hackers!

We can hack social media accounts, email, website, database, corporate servers.

We can hack social media accounts, email, website, database, corporate servers.

We can hack social media accounts, email, website, database, corporate servers.

Phone hacking, Remote Phone Access, smartphone hacking, hack phone, phone privacy, smartphone vulnerability, acking tools, phone tracking, SIM card hacking, cell phone interception, phone.
Phone hacking, Remote Phone Access, smartphone hacking, hack phone, phone privacy, smartphone vulnerability, acking tools, phone tracking, SIM card hacking,cell phone interception, phone.
Intro 10 Game Hacking DEFCON 32

We stive to keep our mail s secure and private aswe can. We do ot ogyour P address. (Most services keep detailed records of every machine which connects o the servers. We keep only
Encryptyour it For enhanced message security use Encrypted Email.

Phishing.

Inorder todetect when our servers are under atack from a A" A€Asspam bombA”A€A o when a spammer s using our system, we keep a ogof the A
(Criminals have discovered that it s very lucrative to attack personal devices and cloud accountsto ransom data or blackmailthe user.
Hackerspaces are community-operated physical places, where people can meet and work on ther projects. This website isfor Anyone and Everyone whowants o share theirhackerspace stories
Well,youare not alone. Most of all email rafic these days is spam. Spammers have all inds of tricky and evil methods of geting your email address, Includingscanning web pages, creatinguiruses

PP -

‘Containsinformation on phishing tactics of target demographics, useful foridentiying phishing campaigns.
Mentions hacking techniques orincidents, elevantfor understanding adversarialtactics.

Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.

Describes attack methods or exploits, providinginsights nto potentialvulnerabiltes.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.
Mentions hacking techniques orincidents, elevantfor understanding adversarialtactics.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.

‘Containsinformation on phishing tactics of target demographics, useful foridentiying phishing campaigns.
Discusses malvware types, distrbution methods, or impact, relevant for understandingthreats.

Discusses malvware types, distrbution methods, or impact, relevant for understanding threats.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.

Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.

Describes attack methods or exploits, providinginsights nto potentialvulnerabiltes.

‘Containsinformation on phishing tactics of target demographics, useful foridentiying phishing campaigns.
Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.

Describes attack methods or exploits, providinginsights nto potentialvlnerabiltes.
Mentions hacking techniques orincidents, elevant for understanding adversarialtactics.

‘Containsinformation on phishing tactics of target demographics, useful foridentiying phishing campaigns.

list.riseupneky38attqbzckeq 75225 tbnipguips3dKTyr3533akbidd:2Eonion n3E™utilise que des ogiciels libres, notamment l programme de gestion de listes courriel sympa, e serveur web ap: Describes attack methods o explots, poviding nsights nto potential vulnerabilties.

Create undetectable malware
RockSolid Securiy
Al Powered Hacking Tool

Discusses maluware types, distrbution methods, or impact, relevant for understanding threats.
Discusses maluware types, distrbution methods, or impact, relevant for understandingthreats.
Discusses malware types, distribution methods, or impact, relevant for understanding threats.
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