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THIS IS AN INDIVIDUAL PRACTICAL LAB-TEST, HELD UNDER EXAMINATION CONDITIONS. YOU WILL BE ASSIGNED TWO ROUTERS, ONE SWITCH AND THREE PCS. CONFIGURE THESE DEVICES BASED ON THE FOLLOWING SPECIFICATIONS. 
THE ROUTERS ARE HQ, BRANCH, THE SWITCH AS1, AND THE PCS  PC1, PC2, AND PC3.

THIS PAPER CONTRIBUTES 75 % TO OVERALL MODULE ASSESSMENT.





Task 1: In class activities  (20 Marks)
1. Subnet and VLSM (10%) complete by 10/4/25
2. Final exam on NetAcad (10%) complete by 10/4/25

Task 2: Network Configuration (80 Marks)
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2.1 IP Addressing table 
From the topology diagram, fill the below IP Address table. For LAN, assign the first usable address to Router interface and last usable address to PCs. For IPV6 use the first, second and third addresses.  
	Device
	Interface
	IP Address 
	Subnet mask
	IPv6 Address 
	Default Gateway

	Branch
	S0/0/0 
	1.1.1.1
	255.255.255.252
	
	1.1.1.1

	
	Gi0/0
	172.16.1.1
	255.255.255.0
	
	172.16.1.1

	
	Lo10
	10.10.10.0
	255.255.255.0
	
	10.10.10.1

	
	Lo11
	11.11.11.0
	255.255.255.192
	
	11.11.11.1

	
	Lo46
	[bookmark: _GoBack]192.168.47.128
	255.255.255.224
	
	192.168.47.1

	HQ
	S0/0/0
	1.1.1.2
	255.255.255.252
	
	1.1.1.2

	
	Gi0/0 
	172.16.2.1
	255.255.255.248
	
	172.16.1.1

	
	Lo1
	192.168.1.1
	255.255.255.0
	
	192.168.1.1

	
	Lo2
	192.168.2.64
	255.255.255.192
	
	192.168.2.1

	
	Lo3
	192.168.3.0
	255.255.255.224
	
	192.168.3.1

	AS1
	VLAN 1
	172.16.1.1
	255.255.255.0
	
	172.16.1.1

	PC1
	NIC
	172.16.1.254
	255.255.255.0
	
	172.16.1.1

	PC2
	NIC
	172.16.1.253
	255.255.255.0
	
	172.16.1.1

	PC3
	NIC
	172.16.2.6
	255.255.255.248
	
	172.16.2.1






2.2 Initial Setup (0 Marks)
i. Using packet tracer, check the above topology using Routers, Switches and PC’s

2.3 Basic Router configuration (5 marks)
 
i. On both routers configure the following
a. Host name 
b. Disable domain lookup.
c. Banner “No Unauthorised Access”
d. Privilege EXEC password to “C15coPa55”
e. Access port password to “Con@C15co”

2.4 Interface configuration (10 marks)

ii. Configure IP Addresses according to the Addressing Table and make sure the interfaces are active. 
iii. Use appropriate labels for all connected links.
iv. Set the bandwidth on serial links to 2048kbps. 
v. Set the clock rate on DCE to be 128000 

2.5 Routing configuration (25 marks)

vi. Enable RIPv2 on both routers and advertise all connected networks. 
vii. Disable auto summarisation.
viii. Enable IPv6 Routing 
ix. On Branch, configure IPv6 static route to HQ network as appropriate.
x. On HQ, configure IPv6 static route to Branch network as appropriate.

2.6 Switch configuration (15 marks)

xi. Configure – hostname, privileged EXEC password, access password “C15co!CON”, vty line password “C15co!VTY” and banner “No Unauthorised Access”. 
xii. Configure VLAN 1 IP Address according to the Addressing Table 
xiii. Configure switch AS1 to accept only SSH connection from remote locations. 
Configure the username SSHadmin with an encrypted password of 55HAdm!n2024
The switches domain name should be set to soac.com
The key modulus should be 1024 bits



Task 3: Network connectivity (20 marks) 
· Using ping command, verify end-to-end connectivity for both IPv4 and v6 networks: 
i. From PC1, ping PC3. Is it successful? YES
ii. From PC1, ping any Loopback on HQ. Is it successful? NO
iii. From PC3, ping PC2. Is it successful? YES
iv. From PC3, ping any Loopback on Branch. Is it successful? NO

SSH Verification: 
· From PC1 or 2, establish telnet access to AS1. Is it successful? NO
· From PC1 or 2, establish SSH access to AS1. Is it successful? NO

Examiner Comments and Signature: 
Note: Ask the invigilator to check and sign off the Task 3. If not signed off by the invigilator, marks will not be awarded for this step.
	Network Connectivity Verification: 



	Signature: 


 
   Submission Requirement:
For each device you configured a txt file containing the following outputs must be submitted on Moodle. The file name should be StudentID_devicename.txt
show run
show ip int brief
show ip route
show ipv6 int brief
show ipv6 route 
All documentation for your solution should be submitted electronically on Moodle within the time allocated. It is your responsibility that you copy all the files correctly. Any files submitted after the deadline will be capped at 40%

Diwedd/End









AS1- Switch

Current configuration : 1407 bytes
!
version 15.0
no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
!
hostname AS1
!
enable secret 5 $1$mERr$A1rW3nX5Fnbp.H3dLqEgU.
!
!
!
ip ssh version 2
ip domain-name soac.com
!
username SSHadmin secret 5 $1$mERr$mEr4fXUUtMKC5.zyLwyh91
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
!
interface FastEthernet0/1
!
interface FastEthernet0/2
!
interface FastEthernet0/3
!
interface FastEthernet0/4
!
interface FastEthernet0/5
!
interface FastEthernet0/6
!
interface FastEthernet0/7
!
interface FastEthernet0/8
!
interface FastEthernet0/9
!
interface FastEthernet0/10
!
interface FastEthernet0/11
!
interface FastEthernet0/12
!
interface FastEthernet0/13
!
interface FastEthernet0/14
!
interface FastEthernet0/15
!
interface FastEthernet0/16
!
interface FastEthernet0/17
!
interface FastEthernet0/18
!
interface FastEthernet0/19
!
interface FastEthernet0/20
!
interface FastEthernet0/21
!
interface FastEthernet0/22
!
interface FastEthernet0/23
!
interface FastEthernet0/24
!
interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
!
interface Vlan1
ip address 172.16.1.10 255.255.255.0
!
banner motd ^C
No Unauthorised Access ^C
!
!
!
line con 0
password C15coPa55
logging synchronous
login
!
line vty 0
password C15co!VTY
logging synchronous
login
transport input ssh
line vty 1 4
login
line vty 5 15
login
!
!
!
!
End


Interface IP-Address OK? Method Status Protocol 
FastEthernet0/1 unassigned YES manual up up 
FastEthernet0/2 unassigned YES manual down down 
FastEthernet0/3 unassigned YES manual down down 
FastEthernet0/4 unassigned YES manual down down 
FastEthernet0/5 unassigned YES manual down down 
FastEthernet0/6 unassigned YES manual up up 
FastEthernet0/7 unassigned YES manual down down 
FastEthernet0/8 unassigned YES manual down down 
FastEthernet0/9 unassigned YES manual down down 
FastEthernet0/10 unassigned YES manual down down 
FastEthernet0/11 unassigned YES manual down down 
FastEthernet0/12 unassigned YES manual up up 
FastEthernet0/13 unassigned YES manual down down 
FastEthernet0/14 unassigned YES manual down down 
FastEthernet0/15 unassigned YES manual down down 
FastEthernet0/16 unassigned YES manual down down 
FastEthernet0/17 unassigned YES manual down down 
FastEthernet0/18 unassigned YES manual down down 
FastEthernet0/19 unassigned YES manual down down 
FastEthernet0/20 unassigned YES manual down down 
FastEthernet0/21 unassigned YES manual down down 
FastEthernet0/22 unassigned YES manual down down 
FastEthernet0/23 unassigned YES manual down down 
FastEthernet0/24 unassigned YES manual down down 
GigabitEthernet0/1 unassigned YES manual down down 
GigabitEthernet0/2 unassigned YES manual down down 
Vlan1 172.16.1.10 YES manual up up


BRANCH – Router

Current configuration : 1178 bytes
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
!
hostname Branch
!
!
!
enable secret 5 $1$mERr$.vtP1qDOhWCLwkHHQUgHd0
!
!
!
!
!
!
no ip cef
no ipv6 cef
!
!
!
!
license udi pid CISCO2901/K9 sn FTX15245YHH-
!
!
!
!
!
!
!
!
!
no ip domain-lookup
!
!
spanning-tree mode pvst
!
!
!
!
!
!
interface Loopback10
ip address 10.10.10.1 255.255.255.0
!
interface Loopback11
ip address 11.11.11.1 255.255.255.192
!
interface Loopback46
ip address 192.168.47.1 255.255.255.224
!
interface GigabitEthernet0/0
ip address 172.16.1.1 255.255.255.0
duplex auto
speed auto
!
interface GigabitEthernet0/1
no ip address
duplex auto
speed auto
shutdown
!
interface Serial0/0/0
bandwidth 2048
ip address 1.1.1.1 255.255.255.252
clock rate 2000000
!
interface Serial0/0/1
no ip address
clock rate 2000000
!
interface Vlan1
no ip address
shutdown
!
router rip
!
ip classless
ip route 172.16.2.0 255.255.255.248 1.1.1.2 
!
ip flow-export version 9
!
!
!
banner motd ^C
No Unorthorised Access ^C
!
!
!
!
line con 0
password C15coPa55
logging synchronous
login
!
line aux 0
!
line vty 0 4
login
!
!
!
End

Interface IP-Address OK? Method Status Protocol 
GigabitEthernet0/0 172.16.1.1 YES manual up up 
GigabitEthernet0/1 unassigned YES unset administratively down down 
Serial0/0/0 1.1.1.1 YES manual up up 
Serial0/0/1 unassigned YES unset down down 
Loopback10 10.10.10.1 YES manual up up 
Loopback11 11.11.11.1 YES manual up up 
Loopback46 192.168.47.1 YES manual up up 
Vlan1 unassigned YES unset administratively down down


Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

1.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
C 1.1.1.0/30 is directly connected, Serial0/0/0
L 1.1.1.1/32 is directly connected, Serial0/0/0
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
C 10.10.10.0/24 is directly connected, Loopback10
L 10.10.10.1/32 is directly connected, Loopback10
11.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
C 11.11.11.0/26 is directly connected, Loopback11
L 11.11.11.1/32 is directly connected, Loopback11
172.16.0.0/16 is variably subnetted, 3 subnets, 3 masks
C 172.16.1.0/24 is directly connected, GigabitEthernet0/0
L 172.16.1.1/32 is directly connected, GigabitEthernet0/0
S 172.16.2.0/29 [1/0] via 1.1.1.2
192.168.47.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.47.0/27 is directly connected, Loopback46
L 192.168.47.1/32 is directly connected, Loopback46

GigabitEthernet0/0 [up/up]
unassigned
GigabitEthernet0/1 [administratively down/down]
unassigned
Serial0/0/0 [up/up]
unassigned
Serial0/0/1 [down/down]
unassigned
Loopback10 [up/up]
unassigned
Loopback11 [up/up]
unassigned
Loopback46 [up/up]
unassigned
Vlan1 [administratively down/down]
Unassigned

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
ND - ND Default, NDp - ND Prefix, DCE - Destination, NDr - Redirect
O - OSPF intra, OI - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external



HQ-Router


Current configuration : 1149 bytes
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
!
hostname HQ
!
!
!
enable secret 5 $1$mERr$.vtP1qDOhWCLwkHHQUgHd0
!
!
!
!
!
!
no ip cef
no ipv6 cef
!
!
!
!
license udi pid CISCO2901/K9 sn FTX15242HQH-
!
!
!
!
!
!
!
!
!
no ip domain-lookup
!
!
spanning-tree mode pvst
!
!
!
!
!
!
interface Loopback1
ip address 192.168.1.1 255.255.255.0
!
interface Loopback2
ip address 192.168.2.1 255.255.255.192
!
interface Loopback3
ip address 192.168.3.1 255.255.255.224
!
interface GigabitEthernet0/0
ip address 172.16.2.1 255.255.255.248
duplex auto
speed auto
!
interface GigabitEthernet0/1
no ip address
duplex auto
speed auto
shutdown
!
interface Serial0/0/0
bandwidth 2048
ip address 1.1.1.2 255.255.255.252
!
interface Serial0/0/1
no ip address
clock rate 2000000
shutdown
!
interface Vlan1
no ip address
shutdown
!
ip classless
ip route 172.16.1.0 255.255.255.0 1.1.1.1 
!
ip flow-export version 9
!
!
!
banner motd ^C
No Unauthorised Access ^C
!
!
!
!
line con 0
password C15coPa55
logging synchronous
login
!
line aux 0
!
line vty 0 4
login
!
!
!
End

Interface IP-Address OK? Method Status Protocol 
GigabitEthernet0/0 172.16.2.1 YES manual up up 
GigabitEthernet0/1 unassigned YES unset administratively down down 
Serial0/0/0 1.1.1.2 YES manual up up 
Serial0/0/1 unassigned YES unset administratively down down 
Loopback1 192.168.1.1 YES manual up up 
Loopback2 192.168.2.1 YES manual up up 
Loopback3 192.168.3.1 YES manual up up 
Vlan1 unassigned YES unset administratively down down

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

1.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
C 1.1.1.0/30 is directly connected, Serial0/0/0
L 1.1.1.2/32 is directly connected, Serial0/0/0
172.16.0.0/16 is variably subnetted, 3 subnets, 3 masks
S 172.16.1.0/24 [1/0] via 1.1.1.1
C 172.16.2.0/29 is directly connected, GigabitEthernet0/0
L 172.16.2.1/32 is directly connected, GigabitEthernet0/0
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.1.0/24 is directly connected, Loopback1
L 192.168.1.1/32 is directly connected, Loopback1
192.168.2.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.2.0/26 is directly connected, Loopback2
L 192.168.2.1/32 is directly connected, Loopback2
192.168.3.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.3.0/27 is directly connected, Loopback3
L 192.168.3.1/32 is directly connected, Loopback3

GigabitEthernet0/0 [up/up]
unassigned
GigabitEthernet0/1 [administratively down/down]
unassigned
Serial0/0/0 [up/up]
unassigned
Serial0/0/1 [administratively down/down]
unassigned
Loopback1 [up/up]
unassigned
Loopback2 [up/up]
unassigned
Loopback3 [up/up]
unassigned
Vlan1 [administratively down/down]
Unassigned

IPv6 Routing Table - 0 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
ND - ND Default, NDp - ND Prefix, DCE - Destination, NDr - Redirect
O - OSPF intra, OI - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
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TOPOLOGY DIAGRAM
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