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[bookmark: _Ref102087214]Figure 1: Shared Folder
Figure 1 shows shared folder created and test text file placed within shared folder to test user permissions.
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[bookmark: _Ref102087264]Figure 2: Disabling Folder Inheritance
Figure 2 shows disabled inheritance to prevent any policies affecting this folder.
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[bookmark: _Ref102087330]Figure 3: User with Full Control
Adding new user with full control seen in Figure 3.


[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Ref102087685]Figure 4: Adding User to File Permissions
Figure 4 shows granting Jeff John user everything underneath and including Read and Execute.
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[bookmark: _Ref102087723]Figure 5: User can Edit and Save File
Figure 5 shows user with full control can write to file. Jeff John can also write to the file with their permissions.
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[bookmark: _Ref102087764]Figure 6: Restricted Permissions
For demonstration purposes, Figure 6 shows removing Jeff John’s write permission causes this error. Reducing users control of files can prevent them from doing things they shouldn’t, accidentally or maliciously.
[bookmark: _Toc102097288]Share Permissions
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Figure 7: Installing New Server Role
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Figure 8: Share Quick Option is Best Suited
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[bookmark: _Ref102088587]Figure 9: Specify Share Name
Figure 9 is showing naming share and entering local path for folder to be accessed.
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[bookmark: _Ref102089272]Figure 10: Configuring Share Settings
Figure 10 shows caching checked which allows for offline access.
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[bookmark: _Ref102089363]Figure 11: Adding Users to Shared Folder
Figure 11 shows added principals with full control.
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Figure 12: Users with Limited Permissions
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[bookmark: _Ref102096202]Figure 13: User Access to File Summary
Figure 13 shows the permissions we are giving to users for our network file share on the server.
[bookmark: _Toc102097289]Accessing the File Over the Network
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[bookmark: _Ref102096266]Figure 14: Mapping Network Drive
Figure 14 shows the server’s name and the full file name. the “$” at the end denotes the share as hidden. This increases security as it is harder to find on the network.
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[bookmark: _Ref102089531]Figure 15: Mapped Network Drive
Figure 15 shows the mapped network drive has been successfully set up.
[bookmark: _Toc102097290]Utilising Group Policy Management Console to Better Facilitate Network Object Management
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[bookmark: _Ref102090026]Figure 16: New User
Figure 16 shows adding new non admin user to new organisation unit.
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Figure 17: Creating Group Policy Object
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[bookmark: _Ref102090101]Figure 18: Disabling Control Panel
Figure 18 shows the enabling the policy that disables the Control Panel for users in the Organisational Unit.
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[bookmark: _Ref102090158]Figure 19: Force Group Policy to Update
Figure 19 shows a method to Force domain controllers to update for new policies to be applied immediately.
[image: Graphical user interface

Description automatically generated]
[bookmark: _Ref102090199]Figure 20: Control Panel Disabled for User
Figure 20 shows logging in as non admin user that has the no control panel policy. The control panel is disabled.
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[bookmark: _Ref102090230]Figure 21: Disabling the Command Prompt
Figure 21 shows the enabling of the policy that disables the command prompt.
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[bookmark: _Ref102090275]Figure 22: Command Prompt Successfully Disabled for User
Command prompt notifies the user that the command prompt has been disabled by the administrator, showing that the policy has been applied successfully as seen in Figure 22.
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[bookmark: _Ref102090310]Figure 23: Disabling Removable Storage Devices
Figure 23 shows the enabling of the policy to disable removable storage from being used by the user.
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[bookmark: _Ref102090397]Figure 24: Removable Drive not Showing
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[bookmark: _Ref102090398]Figure 25: Removable Drive Added but not Working
Attempts were made to test removable storage devices on virtual box to check that the policy is working as seen in Figure 24 and Figure 25, but virtual box would not work with the devices the author of this document has available. It should work however as it follows the same method as disabling the control panel, which was shown to be successful.
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Figure 26: Moving computer object to new Organisational Unit
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[bookmark: _Ref102090600]Figure 27: New GPO for OU
Figure 27 shows adding Group Policy Object to new Organisational Unit that has the client computer object in to prevent software installs on that machine.
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[bookmark: _Ref102091255]Figure 28: Preventing Software Installation
Figure 28 shows prohibiting user installing software, which prevents potential malicious software from entering the machine and network.
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[bookmark: _Ref102091287]Figure 29: User Cannot Install Software
Figure 29 shows that user cannot install software as they do not have enough privilege.
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[bookmark: _Ref102091329]Figure 30: Updating DDP GPO
Figure 30 shows the updated Default Domain Policy GPO with new policy settings.
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[bookmark: _Ref102091390]Figure 31: New User Password Requirements
Under the password policy a password that doesn’t meet the minimum password length will get this error. It will also get the same error if it does not meet the required password complexity as well, which isn’t very informative for the user as seen in Figure 31. The No5sP@ssw0rd passphrase works perfectly for this policy.
[bookmark: _Toc102097291]Routing and Packet Filtering Within Core TCP/IP Services and Critical Failover/Redundancy Practices
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Figure 32: Server 1 Routing Information
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Figure 33: Pinging address updates entries in the table
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Figure 34: Adding Web Server IIS
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Figure 35: Adding FTP Role Service
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[bookmark: _Ref102091665]Figure 36: New FTP User
Figure 36 shows the creation of a new ftp user.
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[bookmark: _Ref102091699]Figure 37: Creating FTP Site
Figure 37 shows the creation of a FTP Site and its root path.
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Figure 38: No Secure Layer
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[bookmark: _Ref102091840]Figure 39: FTP Authentication
Figure 39 shows the incorrect hostname followed by the username, this was amended.
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[bookmark: _Ref102091930]Figure 40: FTPRoot Folder
Figure 40 shows user added to the ftproot folder with full control permissions.
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[bookmark: _Ref102091975]Figure 41: FTP Folder
Adding a folder in the root folder to upload files to seen in Figure 41.
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[bookmark: _Ref102092019]Figure 42: Firewalls
Figure 42 shows firewalls are off for Server 2 (and all other machines) to allow File Transfer Protocol to work without having to configure the firewall to allow it.
[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Ref102092055]Figure 43: File to Upload
Creating FTP folder on the Client 2 with text file to upload shown in Figure 43.
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[bookmark: _Ref102092087]Figure 44: FTP Connection Success
Able to connect to FTP site and greeting appears shown in Figure 44.
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[bookmark: _Ref102092201]Figure 45: Successful FTP
Figure 45 shows successful sign in and file upload after sorting out the hostname error.
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[bookmark: _Ref102092237]Figure 46: File Made It
File has appeared on Server 2 shown in Figure 46.
[bookmark: _Toc102097292]Installing and configuring the Routing and Remote Access Service
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Figure 47: Installing Remote Access
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Figure 48: Adding Direct Access and Routing Services
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[bookmark: _Ref102092806]Figure 49: Summary
Figure 49 shows summary of new roles and services to allow disconnected networks to talk to each other.
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Figure 50: Deploy VPN Only
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[bookmark: _Ref102092880]Figure 51: Configuration
Figure 51 shows custom configuration with LAN routing.
[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Ref102092934]Figure 52: RIP V2 for IP
Figure 52 shows enabling routing protocols on the network interfaces. This will allow other systems in the network to find new networks utilising the routing protocols in the WANs.
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[bookmark: _Ref102092969]Figure 53: Network Interfaces
Figure 53 shows adding of the routing protocols to the network interfaces that the server uses to connect both PublicNet and PrivateNet1 networks. The default settings for these interfaces were applied.
These settings were also applied to Server 2.
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[bookmark: _Ref102093067]Figure 54: Ping Demonstration
Figure 54 shows Server 1 can ping Server 2 on its PublicNet IP address.
Server 1 can ping Client 2 and Server 2 can ping Client 1.
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[bookmark: _Ref102093123]Figure 55: Client 1 Timing out
Figure 55 shows currently Client 1 cannot ping Client 2 on its PrivateNet.
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[bookmark: _Ref102093155]Figure 56: Client 1 Ping to Client 2
Figure 56 shows that after some time and some pinging between the other machines, it could ping Client 2.
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[bookmark: _Ref102093196]Figure 57: Client 2 Ping
Figure 57 shows that Client 2 can ping Client 1 on its PrivateNet1 network.
[bookmark: _Toc102097293]IP Packet Filtering
[bookmark: _Toc102097294]Ping Filtering
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[bookmark: _Ref102094037]Figure 58: Filter to Prevent Ping
New inbound filter was created shown in Figure 58. The appropriate IP was entered along with the subnet mask as we know the exact host we want to affect.
ICMP chosen which is the ping protocol.
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[bookmark: _Ref102094108]Figure 59: Ping Failure
Cannot ping the specified destination network shown in Figure 59. Client 1 can ping Server 1 no problem.
[image: Text

Description automatically generated]
[bookmark: _Ref102094202]Figure 60: Server Ping Time Out
Server 1 cannot ping the address with the filter applied shown in Figure 60.
[bookmark: _Toc102097295]Restrict Access to FTP Service
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[bookmark: _Ref102094364]Figure 61: Restricting FTP
Anything that inbound from Client 1 will hit the outbound from Server 1 (Essentially inbound on Server 2) and if it meets the parameters in Figure 61, it will stop. It is the closest point you can restrict access to the source of the problem.
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[bookmark: _Ref102094438]Figure 62: FTP Time Out
Client 1 cannot access the FTP on Server 2 shown in Figure 62.
[bookmark: _Toc102097296]Specific Host to Access FTP Service
Good practice is to have rules set close to the problem. In this case the problem is Client 1 is the only entity that should have access to the FTP server.
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Figure 63: Server 1 to Server 2 Filter
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Figure 64: Server 1 to Client 2 Filter
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[bookmark: _Ref102094676]Figure 65: Filters Summary
This time the packets will be dropped that don’t meet the specified routes shown in Figure 65.
This method also stops ephemeral port communication.
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[bookmark: _Ref102094712]Figure 66: Client 1 FTP Access
Client 1 can access the ftp server shown in Figure 66. To further test this, another client would be created on the same network as Client 1. This client should not be able to access the FTP.
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[bookmark: _Ref102094767]Figure 67: Filter Prevents Ping
Client 1 can no longer ping Client 2 as only TCP protocol is permitted shown in Figure 67. This shows that the filter is working.
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[bookmark: _Toc102097298]Sound Password Principles
Sound password principles should not only be implemented by organisations but by individual persons as well. The passwords principles everyone should be following are a decent length password that is a minimum of 10 to 12 characters. It should contain a mixture of numbers, letters and symbols, with some letters capitalised. Each password for each service should be different. Having one password used for multiple services is a huge security risk. To keep on top of all of your passwords, you can use a local password manager that is a database of all your passwords kept behind a master password and further authentication. Password managers can also generate high strength passwords for you. They can have their length and symbols customised. For example, if a system does not allow the “?” symbol, you can omit it. If that is not an option, passphrases should be used. This is where you choose a memorable phrase and encode it with numbers, letters and symbols. An example could be “windowsserver2019”. This would be easy to crack but “w!nD0vvsRv3r20_20” would take thousands of years to crack.
To further the security of accessing systems, after your strong password has been entered correctly, Multifactor Authentication can be used. This is where you have to enter a onetime use code that verifies who is signing in as you would have to use a personal device. You can be prompted if you want to receive a phone call, text message or use a linked authentication service like Google Auth to get a onetime use code to complete the sign in process. This greatly increases security as if your password has been stolen the attacker would also need your phone to gain access.
[bookmark: _Toc102097299]Failover Clustering for High Availability Systems/Services
A failover cluster is a cluster of servers that act as a single server to provide a potentially uninterrupted service. If one server fails, another can take its place. The feature to install on Windows Server 2019 is the Failover Cluster. It will allow you to set up the server as a node that can provide continuous availability. It was not possible to demonstrate the installation of it on the Virtual Machine. A failover cluster can help with high availability which is a system that is able to withstand outages, or continuous availability, where the operations never cease.
There are many concepts that need careful consideration when creating a failover cluster. For instance, there needs to be two or more nodes with the same hardware requirements. It is recommended to do this as it makes configurations easier to manage as they can be copied to each node and it eliminates potential compatibility issues [1].
The Failover Clustering feature must be installed on each server that you want to make a failover cluster node. This is because the feature needs to be on each node to be configured. Once on each node however, the clusters can be unified so that they can be managed on one server and the new configuration is sent to each node [2].
The failover cluster must have an Active Directory available when being created. They then need to be joined to the same Active Directory domain. This is for security purposes as certain users can then be given privileges so only they can configure the failover cluster [3].
Clusters can have cluster roles created for them. These are stored in the Organisational Unit. Clustered Roles are the ISCSI Target Server, DFS Namespace Server which has the DHCP Server role and the File Server role to name a few. These can have client access points which is important for configuring them for the overall failover clusters functionality [4].
Each cluster must have two or more IP addresses and one of the IP addresses must be in the same subnet as the cluster, the IP address is assigned to the network adapter of the machine. One IP address is for the cluster node and the other is for the liveCache cluster group which is a database that resides in memory and represents data structures and data flows, such as a network [5]. The addressing plays a vital role in the event of a failover procedure.
Microsoft Cluster Server, which is installed with Failover Cluster, is used to control failover cluster activity on a single node. It must run on every cluster and the instances of it work together to perform failover operations. It can perform failover and failback options for when nodes go offline and online and can monitor and control the cluster objects and properties [4].
MSCS can us Dynamic Host Configuration Protocol for dynamic registration and deregistration of IP addresses. When using a failover system, this should be set up properly. It is good as when a cluster component requests to bring an IP address resource online it broadcasts Address Resolution Protocol requests to detect IP address conflicts [6]. For this to work, the IP addresses must be static on the servers.
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iSCSI can be installed which is Internet Small Computer System Interface. It is a transport protocol for mapping storage over TCP/IP networks. It is a good consideration as it allows clusters to take advantage of existing networks to access shared storage instead of using other expensive environments. Also, by using the network, the servers and storage can be located anywhere on the LAN. It can be added to the network and set up by initiating a connection between the servers, which then allows an iSCSI disk to be brought online in disk management which can be given a drive letter and used for storage [7]. 
It is quite easy to set up and implement a failover a cluster. This increases the importance of having one. It can be done with physical or virtual systems and when implemented ensures that if an application or hardware failure occurs, the failover will trigger keeping the service online. The end user should have little to no idea if a failover has occurred.
[bookmark: _Toc102097300]Network Policy
A network policy is a set of rules that are applied to a network to limit its functionality in a way to protect it.
[bookmark: _Toc102097301]General Acceptable Use Policies
· Packet filtering can be used on servers. There will be inbound and outbound rules that will only allow certain, trusted traffic.
· Users will have roles assigned so they can only access what their role allows them to, such as prevent/allow users to view confidential data. It will also prevent or mitigate the accidental or intentional damage users can cause.
· Location must be secure. Public networks such as coffee shops will not be permitted to access systems. A secure dongle may be used for travelling.
[bookmark: _Toc102097302]Monitoring
· Frequent network audits. This will highlight potential weaknesses in the network such as unused software and open ports. It will also check anti-virus software is up to date [8].
· Software installation. Only verified software can be installed on machines by users if they have the privilege. Other software installations will fail.
[bookmark: _Toc102097303]Employee Conduct
Employees are to undertake training in how to spot cyber-attacks, such as phishing. These emails should be emailed to the security for analysis as an attachment and deleted form the machine. If an employee falls victim, they should disconnect from the network immediately and shut down the machine and notify security.
· Employees are to lock their machines if they are to leave them unattended.
· Employees are not to leave devices unattended in unsafe environments, e.g. Café.
· Cloud based backup software attached to employee hard drives will automatically backup data.
· Security teams at offices will insist upon keeping buildings secure. Employees are to use their key passes individually to get into rooms they have access for. No one is to tailgate.
· Employees are set to work at scheduled times. Outside of these times their accounts are locked.
[bookmark: _Toc102097304]Failover Policy
Critical business applications are applications needed for long term operation of the business. Losing them does not always cause an immediate disaster. Not all applications are needed to ensure survival during outages. However, if one fails. It will lead to reduced productivity and a poor end user experience [9].
The Active Directory Domain System should be running with a Failover Cluster. This ensures if one server goes down, others can keep the domain running so people can login. This failover cluster policy should be specified on how to respond when a cluster element such as a server fails [10].
[bookmark: _Toc102097305]Backup Policy
Data should be frequently backed up. This data should be kept in multiple different locations to prevent loss of data if a disaster strikes. Old data that may still be needed should be archived to magnetic tape and stored in fireproof safes.
[bookmark: _Toc102097306]General Points
The architecture of the network will be a client/server network. By routing each client through a server there can be further policies applied to what the client can do, protecting the network.
This will result in a star network topology where each server can be located in a different locations nationwide [11].
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Setting default gateway. It is the IP address of the router on the same network as Client 1. Allows you to send packets to the router to other networks. Allows Client 1 to speak to Client 2.
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C: \Windows\system32>ping 192.168.11.1
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224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static
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Pinging 192.168.1.1 with 32 bytes of data:
General failure.
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C: \Users\1liamsmalldon>

C: \Users\liamsmalldon>ping 192.168.11.1

Pinging 192.168.11.1 with 32 bytes of data:
Request timed out.
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Control-C
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